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OAuth 1.0 Resource Request

• Signature  key  is  a combination  of  the  long -term shared  secret  between  the  client  
and the  authorization  server , and the  key  created  by  the  authorization  server  for  
the  user  concent .

• „Token“ is  actually  a key  reference

• Requests  can  be  tracked  back to  a specifc  client

• Replay protection

GET /photos?file=vacation.jpg&size=original HTTP/1.1
Host: photos.example.net
Authorization: OAuth realm="Photos",

oauth_consumer_key="dpf43f3p2l4k3l03",    # reference to the long-term shared secret of the client
oauth_token="nnch734d00sl2jdk",                   # reference to the consent related key
oauth_signature_method="HMAC-SHA1",
oauth_timestamp="137131202",                      # allows the server to decide how long to keep nonces
oauth_nonce="chapoH",                             # identification of the requests
oauth_signature="MdpQcU8iPSUjWoN%2FUDMsK2sui9I%3D"



The OAuth 1.0 Challenges

• Secret coordination
No  defined  mechanism  for  sharing  or  validating  token  secrets , leading  to  tightly  
coupled  deployments

• Transport -level ambiguity
Spec  didn‘t  mandate  TLS; some  believed  signatures  made  it  optional, which  led  to  
insecure  implementations

• Weak extensibility
Hard to adopt to mobile, native, browser based or IoT clients, or introduce new 
cryptographic methods

• Interoperability
Inconsistent signature base string handling, parameter encoding, and cryptography 
use





OAuth 1.0:
Protocol

Not Extensible -  Single Flow
Client Bound Tokens

No  Token Expiary

OAuth 2.0:
Framework
Extensible - Multiple Flows (4+)
Bearer  Tokens
Token Expiary  & Mgmt



OAuth 2.0 Resource Request

• A string representing an access authorization issued to the client

• No  protection  at all

• Like cash, whoever holds the token is its rightful owner

GET /photos?file=vacation.jpg&size=original HTTP/1.1
Host: photos.example.net
Authorization: Bearer mF_9.B5f-4.1JqM



The Road to OAuth 2.0



But OAuth2.0 is  so simple… right ?





The Access Token Usage  Case

Client Resource  
Server

Authorization  
Provider

POST /introspect HTTP/1.1
Host: ap.example.com
Accept: application/json
Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

token=mF_9.B5f-4.1JqM&token_type_hint=access_token

GET /photos?file=vacation.jpg&size=original HTTP/1.1
Host: photos.example.net
Authorization: Bearer mF_9.B5f-4.1JqM RFC 6749

RFC 6750

RFC 7662

HTTP/1.1 200 OK
Content-Type: application/json

{
"active": true,
"client_id": "l238j323ds-23ij4",
"username": "jdoe",
"scope": "read_photo",
"sub": "Z5O3upPC88QrAjx00dis",
"aud": "https://photos.example.net/photos",
"iss": "https://ap.example.com/",
"exp": 1419356238,
"iat": 1419350238

}

RFC 7662

RFC 6749

RFC 7519

RFC 6750

1

2

3



But what‘s  new  in OAuth 2.1?





Resource  Owner  Password Credentials  
Grant

Client Authorization  
Provider

Resource  
Server

Resource  
Owner

Token EP

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=password&username=johndoe&password=A3ddj3w

username=johndoe
password=A3ddj3w

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "mF_9.B5f-4.1JqM ",
"token_type": “bearer",
"expires_in": 3600,

}

GET /photos?file=vacation.jpg&size=original HTTP/1.1
Host: photos.example.net
Authorization: Bearer mF_9.B5f-4.1JqM
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Resource  Owner  Password Credentials  
Grant

RFC 6819

• Legacy/migration reasons
• Maintains the password anti - pattern
• User does not have control over the 

authorization process
• Can affect resources beyond the 

scope of the client

RFC 9700

• MUST NOT be used
• not designed to work with multi -

factor authentication protocols  
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Implicit  Grant

Client

Resource  
Owner

User Agent

Authorization  
Provider

Resource  
Server

Authentication & Consent

HTTP/1.1 302 Found
Location: http://example.org/cb#access_token=mF_9.B5f-4.1JqM

&state=xyz&token_type=bearer&expires_in=3600

GET /photos?file=vacation.jpg&size=original HTTP/1.1
Host: photos.example.net
Authorization: Bearer mF_9.B5f-4.1JqM
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Token EP

GET /authorize?response_type=token&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

Host: ap.example.com

2



Implicit  Grant

RFC 6819

• access token is directly   returned to 
the client (No CORS in those days)

• Token can leak from browser history
• Malicious client fraud
• Manipulation of client
• CSRF attack against the redirect - uri
• User identity abuse

RFC 9700

• No sender - constraints
• vulnerable to access token leakage

• vulnerable to access token replay

• Clients SHOULD NOT use the 
implicit grant

• Clients MUST prevent CSRF attacks
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Authorization  Code Grant

Client

Resource  
Owner

User Agent Authorization  
Provider

Authz  EP
Authentication & Consent

HTTP/1.1 302 Found
Location: http://example.org/cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

1

3
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Token EP

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": “bearer",
"expires_in": 3600,

}

7

6

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

Host: ap.example.com

2

GET /cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz HTTP/1.1
Host: example.com
Content-Type: application/x-www-form-urlencoded5



No  worries , 
Authorization  Code Grant 

remains



OIDC to  the  Rescue

Client

Resource  
Owner

User Agent Authorization  
Provider

Authz  EP
Authentication & Consent

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

Host: ap.example.com

HTTP/1.1 302 Found
Location: http://example.org/cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz
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5
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Token EP

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": “bearer",
"expires_in": 3600

}

4

GET /cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz HTTP/1.1
Host: example.com
Content-Type: application/x-www-form-urlencoded

8

POST /start HTTP/1.1
Host:example.com
Content-Type: application/x-www-form-urlencoded

2

HTTP/1.1 302 Found
Set-Cookie: session=X; HttpOnly; Secure; Domain=example.com
Location: https://ap.example.com/authorize?response_type=code

&client_id=s6BhdRkqt3&state=xyz&nonce=123
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

3

&nonce=123

GET /cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz HTTP/1.1
Host: example.com
Cookie: session=X
Content-Type: application/x-www-form-urlencoded

7

rnd=random()
create session X with rnd
nonce=hash(rnd)

extract rnd from session X
id_token.nonce==hash(rnd) ?

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"id_token": "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiIxMjM0…",
"token_type": “bearer",
"expires_in": 3600

}

9





HTTP/1.1 302 Found
Location: http://example.org/cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

Host: ap.example.com

Mobile and Native Apps

Client

Resource  
Owner

User Agent Authorization  
Provider

Authz  EP
Authentication & Consent

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F HTTP/1.1

Host: ap.example.com

HTTP/1.1 302 Found
Location: urn://app.fancy/?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

1

4

Token EP

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

3

GET /cb?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz HTTP/1.1
Host: example.com
Content-Type: application/x-www-form-urlencoded

7

OPEN urn://app.browser 
PARAMS https://ap.example.com/authorize?response_type=code

&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F

2
OPEN urn://app.fancy 
PARAMS code=SplxlOBeZQQYbYS6WxSbIA&state=xyz6

5

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": “bearer",
"expires_in": 3600

}

8



HTTP/1.1 302 Found
Location: urn://app.fancy/?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F HTTP/1.1

Host: ap.example.com

Mobile and Native Apps

Client

Resource  
Owner

User Agent Authorization  
Provider

Authz  EP
Authentication & Consent
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Token EP

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": “bearer",
"expires_in": 3600

}

3

7

8

OPEN urn://app.browser 
PARAMS https://ap.example.com/authorize?response_type=code

&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F

2

5

Malicious  
Client

OPEN urn://app.fancy 
PARAMS code=SplxlOBeZQQYbYS6WxSbIA&state=xyz6





POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA&code_verifier=123
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F HTTP/1.1

Host: ap.example.com
Resource  

Owner
User Agent

HTTP/1.1 302 Found
Location: urn://app.fancy/?code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&code_challenge=abc&code_challenge_method=S256
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F HTTP/1.1

Host: ap.example.com

PKCE to  the  Rescue

Client

Authorization  
Provider

Authz  EP
Authentication & Consent

1

4

Token EP
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": “bearer",
"expires_in": 3600

}

8

5

code_verifier=random()
code_challenge=S256(code_verifier)

code_challenge=abc
…_method=S256

OPEN urn://app.fancy 
PARAMS code=SplxlOBeZQQYbYS6WxSbIA&state=xyz6

code_challenge==S256(code_verifier)?

3

OPEN urn://app.browser 
PARAMS https://ap.example.com/authorize?response_type=code

&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F

OPEN urn://app.browser 
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&client_id=s6BhdRkqt3&state=xyz
&code_challenge=abc&code_challenge_method=S256
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F
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OPEN urn://app.browser 
PARAMS https://ap.example.com/authorize?response_type=code

&client_id=s6BhdRkqt3&state=xyz
&code_challenge=abc&code_challenge_method=S256
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GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&code_challenge=abc&code_challenge_method=S256
&redirect_uri=urn%3A%2F%2Fapp.fancy%2F HTTP/1.1

Host: ap.example.com
3



Refresh -Tokens Recap



Refresh -Token Grant

Client Authorization  
Provider

Token EP

POST /token HTTP/1.1
Host: ap.example.com
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW
Content-Type: application/x-www-form-urlencoded

grant_type=refresh_token&refresh_token=tGzv3JOkF0XG5Qx2TlKWIA

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": “bearer",
"expires_in": 3600,

}
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Refresh -Token Grant
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}
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Token handling
in browser  based  apps



Malicious JavaScript Code

Has the same privileges as the legitimate application code. Thus, it

• can steal data from the current page,

• interact with other same - origin browsing contexts, 

• send requests to a backend from within the application's origin, 

• steal data from origin -based storage mechanisms (e.g., LocalStorage , IndexedDB ),

• tamper with the regular execution flow of the application, like removing or overriding 
event listeners, modifying the behavior of built - in functions (prototype pollution), 
etc.



Malicious JavaScript Consequences

• Client Hijacking
This effectively allows the attacker to perform any operations that the legitimate 
client application can perform.

• Exploiting Stolen Refresh Tokens
Refresh tokens can be abused by running a Refresh Token flow with the 
authorization server. The response contains an access token giving the attacker the 
ability to access protected resources, effectively enabling long -term impersonation 
of the user to resource servers.

• Exploiting Stolen Access Tokens
Attacker can send arbitrary requests to any resource server that considers the 
access token to be valid. In essence, abusing a stolen access token enables short -
term impersonation of the user to resource servers until the token expires or is 
revoked.



Architecture Patterns

• Token Mediating Backend
A JavaScript application relying on a backend component for handling OAuth 
responsibilities, but calling resource servers directly using the access token

• Backend for Frontend
A JavaScript application that relies on a backend component for handling OAuth 
responsibilities and proxies all requests through that backend component

https://tools.ietf.org/html/draft - ietf - oauth - browser - based - apps



Architecture Patterns Assessment

Client Hijacking

Exploiting 
Stolen Refresh 
Tokens

Exploiting 
Stolen Access 
Tokens

Browser based 
OAuth2 Client ✓ ✓ ✓

Token 
Mediating 
Backend

✓ ✓ (✓ )

Backend for 
Frontend

(✓ ) ✓ ✓
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„Bearer  Tokens are  a Terrible Idea“



Indeed, they are…

• Circle CI: Stolen Application Keys (2022) 

• JetBrains: OAuth Token Vulnerability (2024)

• Hugging Face: Exposed Access Tokens via Unauthorized Access (2024)

• Microsoft Midnight Blizzard: OAuth App Abuse (2024)

• Internet Archive: Token Exploit (2024)

• Cloudflare: Authentication Token Theft (2024)

• New York Times: Over - Privileged GitHub Token (2024)

• Salesforce & Drift: OAuth Token Abuse (2025)

• Microsoft Entra ID: nOAuth Vulnerability (2025)

• Red Hat: Exposed GitLab Tokens (2025)

• …







DR;TL



OAuth 2.1 Updates
Addressed

• No Resource Owner Password 
Credentials Grant

• No Implicit Grant
• Mandatory CSRF protection for the 

redirect - uri (with PKCE or other 
means)

• Access Token binding ( DPoP , or 
MPoP ) is highly recommended

• Exact Redirect URI matching
• No Bearer Tokens in query strings
• Sender - constraint Refresh Tokens
• No Refresh -Token replays

Not ( yet ) addressed

• Weak CSRF protection – e.g. plain 
method with PKCE

• BFF is only mentioned
• No clarification for 3 rd and 1 st party 

use cases
• Token Lifecycle Management with 

PoP not addressed
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