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C o n c l u s i o n

• S m a r t C o n t r a c t s a r e c o d e .

• C o d e h a s b u g s .

• S m a r t C o n t r a c t s h a v e b u g s .

T h e e n d
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C o n c l u s i o n

• S m a r t C o n t r a c t s a r e c o d e .

• C o d e h a s b u g s .

• S m a r t C o n t r a c t s h a v e b u g s .

T h e e n d



C o n c l u s i o n

• S m a r t C o n t r a c t s a r e c o d e .

• C o d e h a s b u g s .

• S m a r t C o n t r a c t s h a v e b u g s .

T h e e n d .



C o n c l u s i o n

• S m a r t C o n t r a c t s a r e c o d e .

• C o d e h a s b u g s .

• S m a r t C o n t r a c t s h a v e b u g s .

T h e e n d ?



W e a r e b a r e l y b e g i n n i n g t o

u n d e r s t a n d s m a r t c o n t r a c t s ,

t h e i r e n g i n e e r i n g a n d t h e i r

i m p l i c a t i o n s .



S m a r t C o n t r a c t s



S m a r t C o n t r a c t s

• d i g i t i z e d c o n t r a c t s w i t h c o n d i t i o n s a n d p r o t o c o l s

• f u l l y a u t o m a t e d

• i m m u t a b l e

• d e c e n t r a l i z e d

• w i t h o u t i n t e r m e d i a r y



B u g s

C l a s s i c b u g m i t i g a t i o n t e c h n i q u e s d o n ’ t

w o r k o n ( p u b l i c ) b l o c k c h a i n s :

• u p d a t i n g t h e p r o g r a m

• r o l l i n g b a c k t h e d a t a b a s e

• p u t t i n g t h e s y s t e m i n l o c k d o w n

• s e n d i n g a p o l o g y l e t t e r s

• . . .



B u g s

C l a s s i c b u g m i t i g a t i o n t e c h n i q u e s d o n ’ t

w o r k o n ( p u b l i c ) b l o c k c h a i n s :
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• p u t t i n g t h e s y s t e m i n l o c k d o w n

• s e n d i n g a p o l o g y l e t t e r s

• . . .



B u g s

C l a s s i c b u g m i t i g a t i o n t e c h n i q u e s d o n ’ t

w o r k o n ( p u b l i c ) b l o c k c h a i n s :

• u p d a t i n g t h e p r o g r a m

• r o l l i n g b a c k t h e d a t a b a s e

• p u t t i n g t h e s y s t e m i n l o c k d o w n

• s e n d i n g a p o l o g y l e t t e r s

• . . .



B u g s

C l a s s i c b u g m i t i g a t i o n t e c h n i q u e s d o n ’ t

w o r k o n ( p u b l i c ) b l o c k c h a i n s :

• u p d a t i n g t h e p r o g r a m

• r o l l i n g b a c k t h e d a t a b a s e

• p u t t i n g t h e s y s t e m i n l o c k d o w n

• s e n d i n g a p o l o g y l e t t e r s

• . . .



B u g s

C l a s s i c b u g m i t i g a t i o n t e c h n i q u e s d o n ’ t

w o r k o n ( p u b l i c ) b l o c k c h a i n s :

• u p d a t i n g t h e p r o g r a m

• r o l l i n g b a c k t h e d a t a b a s e

• p u t t i n g t h e s y s t e m i n l o c k d o w n

• s e n d i n g a p o l o g y l e t t e r s

• . . .



B u g s

C l a s s i c b u g m i t i g a t i o n t e c h n i q u e s d o n ’ t

w o r k o n ( p u b l i c ) b l o c k c h a i n s :

• u p d a t i n g t h e p r o g r a m

• r o l l i n g b a c k t h e d a t a b a s e

• p u t t i n g t h e s y s t e m i n l o c k d o w n

• s e n d i n g a p o l o g y l e t t e r s

• . . .



B u g s h a p p e n

T h e D A O ( 2 0 1 6 )

• D e c e n t r a l i z e d A u t o n o m o u s O r g a n i z a t i o n

• k i n d o f a d i g i t a l V C

• i d e a : i n v e s t o r s v o t e o n p r o p o s a l s t o s p e n d m o n e y

• r e e n t r a n c y b u g e x p l o i t e d t o “ s t e a l ” $ 5 0 M



B u g s h a p p e n

P a r i t y W a l l e t ( 2 0 1 7 )

• o n l i n e w a l l e t f o r E t h e r a n d o t h e r t o k e n s

• b u g e x p l o i t e d t o “ s t e a l ” $ 3 0 M

• a n o t h e r b u g l e d t o c o m p l e t e l o s s o f $ 3 6 0 M



B u g s h a p p e n

P a r i t y W a l l e t ( 2 0 1 7 )

• o n l i n e w a l l e t f o r E t h e r a n d o t h e r t o k e n s

• b u g e x p l o i t e d t o “ s t e a l ” $ 3 0 M

• a n o t h e r b u g l e d t o c o m p l e t e l o s s o f $ 3 6 0 M







P r e v e n t i n g b u g s

• b u g s m a y h a v e c a t a s t r o p h i c e f f e c t s

• w e c a n ’ t m i t i g a t e b u g s

• w e n e e d t o p r e v e n t b u g s f r o m h a p p e n i n g



P r e v e n t i n g b u g s

• b u g s m a y h a v e c a t a s t r o p h i c e f f e c t s

• w e c a n ’ t m i t i g a t e b u g s

• w e n e e d t o p r e v e n t b u g s f r o m h a p p e n i n g



A n e w p r o b l e m ?

F i n a n c e i s a l r e a d y s t r o n g l y d e p e n d e n t o n a l g o r i t h m s .







S o f t w a r e E n g i n e e r i n g



D e v e l o p m e n t w o r k f l o w

1 . d e v e l o p c o n t r a c t w i t h S o l i d i t y

2 . d e p l o y w i t h R e m i x / M e t a m a s k ( o r o t h e r t o o l s )

3 . ? ? ?



D e v e l o p m e n t w o r k f l o w

1 . d e v e l o p c o n t r a c t w i t h S o l i d i t y
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3 . ? ? ?



D e v e l o p m e n t w o r k f l o w

1 . d e v e l o p c o n t r a c t w i t h S o l i d i t y

2 . d e p l o y w i t h R e m i x / M e t a m a s k ( o r o t h e r t o o l s )

3 . ? ? ?



D e v e l o p m e n t w o r k f l o w

1 . d e v e l o p c o n t r a c t w i t h S o l i d i t y

2 . d e p l o y w i t h R e m i x / M e t a m a s k ( o r o t h e r t o o l s )

3 . ? ? ?



T e s t i n g

T r u f f l e : F r a m e w o r k c o v e r i n g t h e e n t i r e d e v e l o p m e n t l i f e c y c l e

• t e s t i n g ( S o l i d i t y a n d J a v a S c r i p t )

• d e p l o y m e n t

• m i g r a t i o n s

T h e e n d



T e s t i n g

T r u f f l e : F r a m e w o r k c o v e r i n g t h e e n t i r e d e v e l o p m e n t l i f e c y c l e

• t e s t i n g ( S o l i d i t y a n d J a v a S c r i p t )

• d e p l o y m e n t

• m i g r a t i o n s

T h e e n d .



T e s t i n g

T r u f f l e : F r a m e w o r k c o v e r i n g t h e e n t i r e d e v e l o p m e n t l i f e c y c l e

• t e s t i n g ( S o l i d i t y a n d J a v a S c r i p t )

• d e p l o y m e n t

• m i g r a t i o n s

T h e e n d ?



T e s t i n g i s n o t e n o u g h

“ P r o g r a m t e s t i n g c a n b e a v e r y e f f e c t i v e w a y t o s h o w t h e p r e s e n c e o f

b u g s , b u t i s h o p e l e s s l y i n a d e q u a t e f o r s h o w i n g t h e i r a b s e n c e . ”

E d s g e r W . D i j k s t r a



H o w c a n w e t e s t f o r

v u l n e r a b i l i t i e s ?



W h a t e v e n a r e o u r

v u l n e r a b i l i t i e s ?





V u l n e r a b i l i t y c a u s e s

C a u s e t o t a l e l i m i n a t e d a v o i d a b l e o p e n

P r o g r a m m i n g 1 4 0 1 3 1

S o l i d i t y 5 2 2 1

E t h e r e u m 1 8 4 5 9

H u m a n / u s a b i l i t y 7 0 5 2

t o t a l 4 4 6 2 5 1 3

H u a s h a n C h e n , M a r c u s P e n d l e t o n , L a u r e n t N j i l l a , a n d S h o u h u a i X u : “ A S u r v e y o n E t h e r e u m S y s t e m s

S e c u r i t y : V u l n e r a b i l i t i e s , A t t a c k s a n d D e f e n s e s ” ( 2 0 1 9 )



F o r m a l M e t h o d s



F o r m a l M e t h o d s ?

“ ‘ F o r m a l M e t h o d s ’ r e f e r s t o m a t h e m a t i c a l l y r i g o r o u s t e c h n i q u e s a n d

t o o l s f o r t h e s p e c i f i c a t i o n , d e s i g n a n d v e r i f i c a t i o n o f s o f t w a r e a n d

h a r d w a r e s y s t e m s . ”

C é s a r M u ñ o z ( N A S A )



C o d e c o n t r a c t s

@Requires("x >= 0")

@Ensures("result >= 0")

static double sqrt(double x);



W h a t i s v e r i f i c a t i o n ?

V e r i f i c a t i o n c o n s i s t s o f t h r e e c o m p o n e n t s :

1 . f o r m a l l a n g u a g e f o r s p e c i f i c a t i o n

2 . f o r m a l s e m a n t i c s f o r i m p l e m e n t a t i o n

3 . s t a t i c a n a l y s i s





V e r i f i c a t i o n i n E t h e r e u m

H u a s h a n C h e n , M a r c u s P e n d l e t o n , L a u r e n t N j i l l a , a n d S h o u h u a i X u : “ A S u r v e y o n E t h e r e u m S y s t e m s

S e c u r i t y : V u l n e r a b i l i t i e s , A t t a c k s a n d D e f e n s e s ” ( 2 0 1 9 )



F u l l s t a c k v e r i f i c a t i o n

C o m p o n e n t A v a i l a b i l i t y

S p e c i f i c a t i o n o f E V M �
S p e c i f i c a t i o n o f S o l i d i t y ?
V e r i f i e d S o l i d i t y c o m p i l e r �
V e r i f i e d E V M r u n t i m e �
S o l i d i t y V C G �
F o r m a l b u s i n e s s c a s e �



V e r i f i c a t i o n w o r k s

“ T h e H a c k e r G o l d ( H K G ) t o k e n i s a n E R C 2 0 t o k e n w r i t t e n i n S o l i d i t y

[ … ] W e f o u n d t h a t t h e [ … ] i m p l e m e n t a t i o n d o e s n o t c o n f o r m t o t h e

E R C 2 0 s t a n d a r d . ”

F o r m a l l y V e r i f i e d S m a r t C o n t r a c t s b y R u n t i m e V e r i f i c a t i o n ( 2 0 1 7 – 2 0 1 9 )



V e r i f i c a t i o n w o r k s

“ T h e V y p e r E R C 2 0 t o k e n i s s h i p p e d a s p a r t o f t h e o f f i c i a l V y p e r l a n -

g u a g e c o m p i l e r d i s t r i b u t i o n .

V y p e r , c u r r e n t l y b e i n g d e v e l o p e d b y t h e E t h e r e u m F o u n d a t i o n , i s a n

e x p e r i m e n t a l s m a r t c o n t r a c t l a n g u a g e w i t h s y n t a x s i m i l a r t o P y t h o n ,

d e s i g n e d w i t h t h e g o a l o f b e i n g a s i m p l e r a n d m o r e s e c u r e a l t e r n a t i v e

t o S o l i d i t y .

T h e V y p e r E R C 2 0 t o k e n w a s s u c c e s s f u l l y v e r i f i e d a g a i n s t t h e E R C 2 0 -

E V M s p e c i f i c a t i o n , i m p l y i n g i t s f u l l c o n f o r m a n c e t o t h e E R C 2 0 s t a n -

d a r d . ”
F o r m a l l y V e r i f i e d S m a r t C o n t r a c t s b y R u n t i m e V e r i f i c a t i o n ( 2 0 1 7 – 2 0 1 9 )



E x a m p l e

I l y a S e r g e y , A m r i t K u m a r , A q u i n a s H o b o r : “ S c i l l a : a S m a r t C o n t r a c t I n t e r m e d i a t e - L e v e l L A n g u a g e ”

( 2 0 1 8 )



R e s e a r c h

• W o r k s h o p o n T r u s t e d S m a r t C o n t r a c t s ( 2 0 1 7 – )

• W o r k s h o p F o r m a l M e t h o d s f o r B l o c k c h a i n s ( 2 0 1 9 – )



L e g a l F o r c e & E f f e c t



C o d e i s L a w

“ H o w e v e r , t h e s e m o r e c o m p l e x a g r e e m e n t s , w i t h g r e a t e r e n g a g e m e n t

w i t h r e a l w o r l d g o o d s a n d s e r v i c e s , h i g h l i g h t t h e n e c e s s i t y o f e f f e c t i v e

d i s p u t e r e s o l u t i o n , a s w e l l a s i n d i c a t e a n e c e s s a r y i n t e r r e l a t i o n w i t h

t e r r i t o r i a l l e g a l s y s t e m s .

C o n t e s t a t i o n m e c h a n i s m s a r e n e c e s s a r y t o ‘ s o f t e n ’ t h e e f f e c t s o f s e l f -

e x e c u t i n g ‘ s m a r t c o n t r a c t s ’, a n d m a k e t r a n s a c t i o n s r e v e r s i b l e , a l l o w -

i n g t h e o u t c o m e s o f d i s p u t e r e s o l u t i o n t o b e e n f o r c e d . ”
J a k e G o l d e n f e i n , A n d r e a L e i t e r : “ L e g a l E n g i n e e r i n g o n t h e B l o c k c h a i n : ‘ S m a r t C o n t r a c t s ’ a s L e g a l

C o n d u c t ” ( 2 0 1 8 )



C o d e i s L a w

“ H o w e v e r , t h e s e m o r e c o m p l e x a g r e e m e n t s , w i t h g r e a t e r e n g a g e m e n t

w i t h r e a l w o r l d g o o d s a n d s e r v i c e s , h i g h l i g h t t h e n e c e s s i t y o f e f f e c t i v e

d i s p u t e r e s o l u t i o n , a s w e l l a s i n d i c a t e a n e c e s s a r y i n t e r r e l a t i o n w i t h

t e r r i t o r i a l l e g a l s y s t e m s .

C o n t e s t a t i o n m e c h a n i s m s a r e n e c e s s a r y t o ‘ s o f t e n ’ t h e e f f e c t s o f s e l f -

e x e c u t i n g ‘ s m a r t c o n t r a c t s ’, a n d m a k e t r a n s a c t i o n s r e v e r s i b l e , a l l o w -

i n g t h e o u t c o m e s o f d i s p u t e r e s o l u t i o n t o b e e n f o r c e d . ”
J a k e G o l d e n f e i n , A n d r e a L e i t e r : “ L e g a l E n g i n e e r i n g o n t h e B l o c k c h a i n : ‘ S m a r t C o n t r a c t s ’ a s L e g a l

C o n d u c t ” ( 2 0 1 8 )



L e g a l e s e

• “ L e g a l e s e ” i s ( E n g l i s h ) w r i t i n g t h a t i s i n s c r u t a b l e t o l a y p e o p l e

• A r e s m a r t c o n t r a c t s a n i m p r o v e m e n t ?

• D o e s v e r i f i c a t i o n h e l p ?



S m a r t C o n t r a c t s ?

“ T h e r e a r e o n l y t w o t h i n g s y o u n e e d t o k n o w a b o u t s m a r t c o n t r a c t s :

1 . T h e y ’ r e n o t s m a r t .

2 . T h e y ’ r e n o t c o n t r a c t s . ”
P h i l i p W a d l e r







Q & A

L a r s H u p e l

� l a r s . h u p e l @ i n n o q . c o m

� @ l a r s r _ h

w w w . i n n o q . c o m



L A R S H U P E L

S e n i o r C o n s u l t a n t

i n n o Q D e u t s c h l a n d G m b H

L a r s i s k n o w n a s o n e o f t h e f o u n d e r s o f t h e T y p e -

l e v e l i n i t i a t i v e w h i c h i s d e d i c a t e d t o p r o v i d i n g

p r i n c i p l e d , t y p e - d r i v e n S c a l a l i b r a r i e s i n a f r i e n d l y ,

w e l c o m i n g e n v i r o n m e n t . A f r e q u e n t c o n f e r e n c e

s p e a k e r , t h e y a r e a c t i v e i n t h e o p e n s o u r c e c o m -

m u n i t y , p a r t i c u l a r l y i n S c a l a .



S o u r c e s

• T r e a t y o f R o m e :

https://en.wikipedia.org/wiki/File:

Treaty_of_Rome.jpg, a u t h o r u n k n o w n

• L i g h t n i n g :

https://pixabay.com/photos/

lightning-storm-weather-sky-399853/

• L a d y J u s t i c e :

https://pixabay.com/photos/justice-

statue-lady-justice-2060093/

• F e y n m a n w i t h b l a c k b o a r d :

https://commons.wikimedia.org/wiki/

File:HD.3A.053_(10481714045).jpg

• I n t e r c h a n g e : https:

//unsplash.com/photos/nDfEFYiGrAY

• M i k e O r c u t t : “ E t h e r e u m ’s s m a r t

c o n t r a c t s a r e f u l l o f h o l e s ” ,

https://www.technologyreview.com/s/

610392/ethereums-smart-contracts-

are-full-of-holes/

• H u a s h a n C h e n , M a r c u s P e n d l e t o n ,

L a u r e n t N j i l l a , a n d S h o u h u a i X u : “ A

S u r v e y o n E t h e r e u m S y s t e m s

S e c u r i t y : V u l n e r a b i l i t i e s , A t t a c k s

a n d D e f e n s e s ” ,

https://arxiv.org/pdf/1908.04507.pdf

• J a k e G o l d e n f e i n , A n d r e a L e i t e r :

“ L e g a l E n g i n e e r i n g o n t h e

B l o c k c h a i n : ‘ S m a r t C o n t r a c t s ’ a s

L e g a l C o n d u c t ” ,

https://papers.ssrn.com/sol3/papers.

cfm?abstract_id=3176363

• N a t h a n i e l P o p p e r : “ K n i g h t C a p i t a l

S a y s T r a d i n g G l i t c h C o s t I t $ 4 4 0

M i l l i o n ” , https://dealbook.nytimes.

com/2012/08/02/knight-capital-says-

trading-mishap-cost-it-440-million/

( 2 0 1 2 )

• D o m i c W e b b : “ ’ M y s a v i n g s a r e

m i s s i n g ’ : t e c h n i c a l g l i t c h r e d u c e s

B a r c l a y s c u s t o m e r s ’ c a s h t o z e r o ” ,

https://www.telegraph.co.uk/

personal-banking/savings/savings-

missing-technical-glitch-reduces-

barclays-customers/ ( 2 0 1 9 )

• I l y a S e r g e y , A m r i t K u m a r , A q u i n a s

H o b o r : “ S c i l l a : a S m a r t C o n t r a c t

I n t e r m e d i a t e - L e v e l L A n g u a g e ” ,

https://arxiv.org/pdf/1801.00687.pdf

• S o l i d i t y S e m a n t i c s : https://github.

com/kframework/solidity-semantics

https://en.wikipedia.org/wiki/File:Treaty_of_Rome.jpg
https://en.wikipedia.org/wiki/File:Treaty_of_Rome.jpg
https://pixabay.com/photos/lightning-storm-weather-sky-399853/
https://pixabay.com/photos/lightning-storm-weather-sky-399853/
https://pixabay.com/photos/justice-statue-lady-justice-2060093/
https://pixabay.com/photos/justice-statue-lady-justice-2060093/
https://commons.wikimedia.org/wiki/File:HD.3A.053_(10481714045).jpg
https://commons.wikimedia.org/wiki/File:HD.3A.053_(10481714045).jpg
https://unsplash.com/photos/nDfEFYiGrAY
https://unsplash.com/photos/nDfEFYiGrAY
https://www.technologyreview.com/s/610392/ethereums-smart-contracts-are-full-of-holes/
https://www.technologyreview.com/s/610392/ethereums-smart-contracts-are-full-of-holes/
https://www.technologyreview.com/s/610392/ethereums-smart-contracts-are-full-of-holes/
https://arxiv.org/pdf/1908.04507.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3176363
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3176363
https://dealbook.nytimes.com/2012/08/02/knight-capital-says-trading-mishap-cost-it-440-million/
https://dealbook.nytimes.com/2012/08/02/knight-capital-says-trading-mishap-cost-it-440-million/
https://dealbook.nytimes.com/2012/08/02/knight-capital-says-trading-mishap-cost-it-440-million/
https://www.telegraph.co.uk/personal-banking/savings/savings-missing-technical-glitch-reduces-barclays-customers/
https://www.telegraph.co.uk/personal-banking/savings/savings-missing-technical-glitch-reduces-barclays-customers/
https://www.telegraph.co.uk/personal-banking/savings/savings-missing-technical-glitch-reduces-barclays-customers/
https://www.telegraph.co.uk/personal-banking/savings/savings-missing-technical-glitch-reduces-barclays-customers/
https://arxiv.org/pdf/1801.00687.pdf
https://github.com/kframework/solidity-semantics
https://github.com/kframework/solidity-semantics

