CURRICULUM B.Sc. CYBER SECURITY
myStudies, 180 ECTS Credits

Model 1: Programme Start October Model 2: Programme Start January Model 3: Programme Start April Model 4: Programme Start July
Month Courses Courses Courses Courses
oct Operating
systems, Requirements UNIVERSITY OF
Nov Computer Networks, | Mathematics: Analysis
Engineering APPLIED SCIENCES
Dec Systems
Operating
Jan Statistics - Systems, troductionto| STt
Introduction to Introduction to Probabilityand | computer | Introduction o ' 41! probabilty and o
Feb AcademicWork | Programming with Python|  Descrptive | Networs,and. | Academic Work | o0 & | Descriptive
Mar Statistics Distrbuted v Statistics
Systems
Gperating
Apr Intercultural and Intercultural and SISEEMS, | ercultural an Syt
P merculturaland |y hematics: Linear | System Pentesting | 1rcr e 2™ | Mathematics: Linear | System Pentesting | computer | "SR | yaihemaics; ystem
Ethical Decision- Ethical Decision- EthicalDecision- Pentesting
Algebra asics Algebra Basics Networks, and Linar Algebra
Making Making Basics
May Distributed
Systems
Jun Lecture-Free Period Here you see the order in which you study your
p
Jul e . e . e . . troductionto| ey startin October, January, Apilr July.
introduction to ntroduction to
nireduction to Data/ Introduction to the | "1e%ction to Data Introduction to the | "1e%<tion to Data introductiontothe|  computer | "2 | collaborative Each semester consists of two blocks. In each
b c Protection & Cyber | Collaborative Work Protection & Cyber | Collaborative Work Data Protection & the Internet of
Securi Intemnet of Things Securit Intemet of Things Securt Internetof Things [ Networs,and | %G 0 Work e block, you attend classes on campus for usually
Aug 4 4 4 ing: three courses to deepen the contentin direct
d
Sep Lecture-Free Period lecturers.
Oct You have lecture-free periods in both June and
Introduction to Objectoriented | o - - i ’ L
Nov Network Forensics* Java ety n
Dec preparing for exams. Attending the courses on
Jan Algorithms, Data Algorithms, Data Statistics Statistics - Visa regulations (notvalid for DACH students).
b Structures, and o Hostand Software | - Structures, and o Host and Software i Introduction to Introduction to Probability and
Fel Programming Forensics” Programming Forensics | AcademicWork | Programming with Python|  Descriptive AcademicWork | Programmingwith Python|  Descriptive B D
Mar Languages Languages Statistics statistics T
coretical Com coretical Com coretical Com ntercultural and
Ao T | irpctonagement | TS | TR | etmanagement | TS | ST e anagemen | TS | o, | Mathematicsnear | systempentesung | 28R e o
oy ciences J e Management ciences i e Management J 2 Management e Agebra aocs Juring this period. This way, your exam phases
Jun Lecture-Free Period Exceptions to this are courses that count as
DevsecOps and DevsecOps and DevsecOps and DevsecOps and
Security Standard Security Standard Security Standard Security Standard:
Aug Weaknesses' | ecurty Sandards|]  weaknesses® ecurty Sandards]  weaknesses® ecurty Standards]  weaknesses® ecunty Standards
Sep Lecture-Free Period
oct
Adtificial | Advanced Data|  Elective A ElectiveA | Introduction to Object oriented Introduction to Object oriented Introduction to Object oriented
Nov N Cloud Computing \ Cloud Comput . Cloud Computing
Intelligence | Analysis Coursea Courseb | Network Forensics* | Programming with Java Network Forensics'| Programming with Java )
Dec
Jan Algorithms, Data Algorithms, Data
Project: Data Elective B Elective B Project: Data Elective B Elective B Structures, and Hostand Software | ~ Structures, and Hostand Software
Feb ITlaw ) TLaw . [
Analysis Coursec Coursed Analysis Coursec Coursed Programming Forensics’ Programming Forensics
Mar Languages Languages
Seminar: Current : : Seminar: Current : : Seminar: Current . . heor
Apr eminan curren ElectiveC ElectiveC eminan curren ElectiveC Elective C eminar: Current Elective C Elective C Thearetical Camp 1T Service
Topics in Computer] Topics in Computer] Topics in Computer] Sciences & IT Project Management .
May oy Coursee Coursef oy Coursee Coursef oy Coursee Coursef Management Attention: Attendance times may vary slightly
Jun Lecture-Free Period
Jul
Bachelor Thesis, Bachelor Thesis, Bachelor Thesis, Bachelor Thesis
Aug
Sep Lecture-Free Period
Oct b
AdvancedData | Elective A ElectiveA AdvancedData | Elective A ElectiveA AdvancedData|  ElectiveA | ElectiveA
Nov Analysis Coursea Course Analysis Coursea Courseb Analysis Coursea Courseb Hyou arestudying Model2, 3 or 4 you will have
Dec to start your Bachelor Thesis before completing
Jan yourfinal courses.
Project: Data Elective B Elective B Project: Data ElectiveB ElectiveB
Feb Analysis Coursec Coursed Analysis Coursec Coursed Note: You can already start with yourthesis
Mar earlier than the designated block, once you
Seminar Carrent have met the minumum amount of credit points
Apr TopicsinComputer | EeeC HecveC | raquiredtoenter.
May Science
Elective A~ Elective B~ Elective C~
7 Security Consulting Business nteligence 7 Security Consulting Future Threats Smart Factory
2) Technical and Operational I Security Concepts <) BusinessIntellgence ¢ Technical and Operational T Security Concepts o) Threat Modeling" o) Smart Factory |
b) Project: Configuraton and Application of IEM Systems' ) Business Inteligence I ) Project: Configuration and Application of SIEM Systems™ 9 Project: Threat Modeling* 9 Smart Factory I
Social Engineering Future Threats Social Engineering Cloud security Production Engineering, Automation and Robotics
2)Socal Engincering and Insider Threats ) Threat Modeling” ) Social Engincering and Insider Threats ) Security Controls i the Cloud ¢) Production Engineering
b)Project: Social Engineering" ) Project: Threat Modeling* 9 Project:Social Engineering” loud® 3
Host Forensics Cloud security Host Forensics pentesting Mobile Softwore Engincering
2)Statc and Dynamic Malware Analysis® ) Security Controls n the Cloud® ) Statc and Dynamic Malware Analysis® o) Princples of Ethical Hacking" ) Mobile Software Engneering |
b) Seminar: Sandbox Interpretation” ) Project: Security by Designinthe Cloud 9 Seminar: Sandbox Interpretation” 9 Project:Pentesting” 9 Mobile Software Engineering
Devsecops pentesting Devsecops Industrial Systems Technology Microsoft ERP - Dynamics 365 Business Central - Functional Consultant
2) Techniques and methods for agite software development ) Principles of Ethical Hacking” ) ) Project: Dynamics 365 Business Central - Fnancial Company Setup
b)Project: Agile DevSecOps Software Engincering® ) Project: entasting” ) Project: Agle DevSecOps Software Engineering 9 Intemet of Things Security* 8
with Focus on Sales and Distrbution
Securityin Complex Networks Industril systems Technology Securityin Complex Networks Cyber Threat nteligence e
21T Architecture Management ) Software Engineering Principles €17 Architecture Management €)Attack Models and Threat Feeds €] Project: SAP S/4HANA - Fnancial Company Setup
b) Project: T Security Architecture” 4)Interetof Things Security” 1) Projects T Security Architecture” 1 Project:Defense against APTs" incl. Human Capita Management
9 Project: SAP S/4HANA - Business Processes
Network Forensics Cyber Threat nteligence Network Forensics Mobile Threats Coreer bevelopment
2)Protocols, Log- and Dataflow-Analysis i Depth® ) Attack Models and Threat Feeds € Protocols, Log- and Dataflow-Analysis i Depth* € Wieless and Telecom Security* &) Personal Career Plan
b) Seminar: Threat Hunting, Analysis and Incident Response” ) Project: Defense agalnst APTs" ) Seminar: Theat Hunti
Hobile Threats Business nteligence Supply Choin Management Studium Generale
) Wireless and Telecom Security” ¢ Business Inteligence € Supply Chain Management Internship
) Software Architectures of Mobile Devices 9 Business Intellgence 1 Supply Chain Management
Course Information o
Module Course Code Course ECTS Credits Type of Exam
Computer 5 DLBIBRVSOL_E Computer s Exam
[T CUEESIGER ST 5 GEn ~ Electives: Choose one module with two courses from the Elective A, one module
Requirements Engineering DLCSREL Requirements Engineering s Exam e e rom tha Electiva c)
Introduction to Academic Work DLECSIAWOL Introduction to Academic Work s Basic Workbook G AT,
Introduction to Programming with Pythan DLEDSIPWPOL Introduction to Programming with Pythan s Exam
Statstcs - Probabilty and Descriptive Statstcs DLEDSSPOS0L01 Statstcs - Probabilty and Descriptive Statstcs s Exam .
Intercultural and Ethical Decision Making DLECSIDMOL Intercultural and Ethical Decision Making s Written Assessment: Case Study handbook for more information.
Mathematics: Linear Algebra DLEDSMELAOL Mathematics: Linear Algebra s Exam
System Pentesting Basics DLBCSESPBOL_E System Pentesting Basics B Exam Note: Elective modules where the minimum number of participants is not reached
Introduction to Data Protection and Cyber Sect DLBCSIDPITSO1 Introduction to Data Protection and Cyber Security 5 Exam willeity b0t 1w
Collaborative Work DLBCSCWOL Collaborative Work s Oral Assignment iz Secth oh Sk
Introduction tothe Interet of Things DLEINGENTOLE Introduction to the Interet of Things s Exam
Introduction to Network Forensics™ DLECSEINFOL_E Introduction to Network Forensics™ s Exam
Object-orented Programming with Java DLECSO0PJOL Object-orented Programming with Java s Exam
Cloud Computing DLEDSCCOL Cloud Computing s
Algorithms, Data Structures, and Programming Languages oLBCSLOL0L Algorithms, Data Structures, and Programming Languages s Exam/Advanced Workbook
Tlaw DLECSITLOL Tlaw s Written Assessment: Case Study
Host and Software Forensics* DLBCSEHSFO1_E Host and Software Forensics* s Exam
Theoretical Computer Sciences and Mathematical Logic DLBCSTCSMLOL Theoretical Computer Sciences and Mathematical Logic s Exam
T Project Management DLECSENTPANOL T Project Management s Exam
T Service Management DLECSITSMOL02 1T Service Management s Exam
DevSecOps and Common Software Weaknesses” DLECSEDCSWO1_E DevSecOps and Common Software Weaknesses” s Written Assessment: Witten Assignment
Coyptography DLBCSCTO101 Cyptography s Written Assessment: Case Study
Information Securty Standards DLACSEISSOLE Information Securty Standards s Written Assessment: Case Study
Artificial nteligence. DLEDSEAISOL Artificial nteligence s Exam
Advanced Data Analyss DLEDSEDAOL Advanced Data Analyss s Exam
Project: Data Analysis DLEDSEDA2 Project: Data Analyss s Portolio
Seminar: Current Topics in Computer Science. DLBCSSCTCS01 Seminar: Current Topics in Computer Science. s Written Assessment: Research Essay
ELECTIVE A~ e.gSecurity in Complex Networks 10
ELECTIVE B~ e, Cloud Security 1
ELECTIVE C~ e Smart Factory 10
Bachelor Thesis Bachelor Thesis o Bachelor Thesis

Thesis Defense

Presentation: Colloquium




