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1 OVERVIEW

This product is designed to allow Imprivata authentication and authorized access to Ergotron CareFit Pro Medical Carts

with drawers.

1.1 Components

» ECartAgent.exe — the agent is installed on endpoints and in virtual desktops to communicate to the cart via a USB

interface cable.

1.2 Supported Operating Systems

* Windows 10, Server 2012, Server 2016 — 64bit, IGEL OS 11 (see pg. 13).

1.3 Requirements

* Imprivata ConfirmID version 5.1 or later.

* CareFit Pro firmware version 5.0086 or later.

2 INSTALLATION

2.1 Installation Files

ECartAgent.exe

2.2 Agent Installation

j%:.
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Welcome to the install for Ergotron CareFit
Pro Imprivata Agent

Ergotron CareFit Pro Imprivata Agent will install on your

computer. To continue, click Next.

WARNING: This program is protected by copyright law and

international treaties.

< Back Next =

Cancel
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j‘%‘ Ergotron CareFit Pro Imprivata Agent - Install Wizard
Installation Setup

Choose which configuration to install

(®) Single User Computer

Choose for a computer that is used by a single user.

() Shared Kiosk Workstation
Choose for a kiosk computer that is shared by multiple users.

(O Citrix or Terminal Server

Chose for installation on a Citrix or Terminal server.

[ JInclude Admin tools with installation

CareFitPro

< Back Mext > Cancel

* Select “Single User Computer” for normal installation onto the local machine.
* Select “Shared Kiosk Workstation” to install the Citrix Virtual Channel driver onto the endpoint.
* Select “Citrix or Terminal Server” if the Agent will be run in a virtual environment. See section 3.4 for more details.

Select the option to include admin tools with installation to install the configuration tool which can be used to change the
default settings of the Agent. See section 3.1 for more detail.
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1

nets AD Users or Groups
Che

Select the groups or users who have access to this cart.

@ Name Add
& Administrators (CAREFIT2020\Administrators)

Selecting groups or users limits access to the cart to those groups and users,

C OK Cancel

CareFit

< Back | Next > | Cancel

To continue with the installation the AD (Active Directory) group(s) which will have access to the cart must be added.
The group(s) can also be modified later with the configuration tool.

* Only users within the group(s) will have access to the cart.
» The Administrators group is selected by default.
Select “Add” to type in the group manually or use the “Advanced” option to query the AD directory.
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Inst:

.h'-l L

Isers or Groups Q

From this location:
(@ Carefit2020.com v

Enter the user or group names to add (semicolon separated):

ECAREFI'I?DZD"LImDrivata Group Chock Nansas

C

3 Advanced OK Cancel

Selecting groups or users limits access to the cart to those groups and users.

L OK Cancel
CareFit
< Back Mext = Cancel
ﬁi‘.’-':}ﬂ:rs-‘ CareFit Pro Imprivata Agent - Install Wizard bt

Inm.:‘-.L?- Users or Groups Q

iy leare AP (ard i me
selecl Users or aroups

Select Users or Groups

O

From this location:
Carefit2020.com w

C Common Queries

Find Mow
Name: Starts with -~ @ imprivata
) Stop
C
Search results: OK Cancel
.Name Account In Folder
mprivata mprivata .com/Imprivata/Mana...
1% 1mpri Impri Carefit2020.com/Imprivata/M
[ [ )% Imprivata test imptest Carefit2020.com/Imprivata test/U...
_ [T]&imprivata_ user imprivata_user Carefit2020.com/imprivata_ user/...
Carefit [ ]@gImprivata Computers  Imprivata_Computers Carefit2020.com/Imprivata_Comp...
[(]&1mprivata_Group Imprivata_Group Carefit2020.com/Imprivata_Grou...
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j‘%l Ergotron CareFit Pro Imprivata Agent - Install Wizard X

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

CareFitPro

< Back Install Cancel

Select Install to continue. The installation directory is C:\Program Files\Ergotron\CareFitPro\Imprivata Agent

19 Ergotron CareFit Pro Imprivata Agent - Install Wizard X

Installation Completed

The install has successfully installed Ergotron CareFit Pro
Imprivata Agent. Click Finish to exit the wizard.

< Back Finish Cance

2.3 Installed Components
ECartAgent.exe will run automatically at startup, it will show up in the system tray as shown.

A © T Q)
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3 CONFIGURATION

3.1 Agent Configuration

If the option was selected at time of install, the configuration tool ECartAgentConfig.exe will be installed in the same
directory as the Agent (C:\Program Files\Ergotron\CareFitPro\Imprivata Agent). In order to make configuration changes,
it must be run as an Administrator.

™ Ergotron CareFit Pro Cart Configuration -— O X
File View

setting ] value

Allow Agent Exit Y

Bypass AD Security Chedk Y

Imprivata Timeout (seconds) 15

Lock Cart Text Lock Cart

Lock Storage and Workstation Y

Logging Level Error

Number of days to keep logs 30

On Login prompt for unlock Y

Unlock Cart Text Unlock Cart

User or Group Access ERG\Administrators

< >

Double click on setting to change it's value Exit

* Allow Agent Exit (Y/N). If set to yes, user can right click on the Ergotron System tray icon and select exit to terminate
the program. If Ergotron Commissioning Tool is also installed this option should be selected because the Agent can-
not run concurrently.

* Bypass AD Security Check (Y/N). If set to yes, AD security group checks are bypassed. Set to yes if there is no need
to limit access to the cart to select groups. All Imprivata users will have access to all carts.

« Imprivata Timeout (seconds). Number of seconds authentication dialog is displayed. Default is 15s, configurable up to
99s.

* Lock Cart Text. Text to display in the right click menu of the agent.

* Lock Storage and Workstation (Y/N). If set to yes, when the workstation is locked or logged out the cart will also lock.

* Logging Level (Critical, Error, Warning, Information, Verbose). Default setting logs errors.

* Number of days to keep logs. Default is 30 days.

» On Login prompt for unlock (Y/N). If set to yes, when user logs into workstation they are automatically prompted to
badge tap a second time to unlock the cart.

* Unlock Cart Text. Text to display in the right click menu of the agent.

The configuration settings for the agent are stored in an XML file named ECartAgent.exe.config. This file can be edited

and deployed to other computers by storing it in the same directory (C:\ProgramData\Ergotron\CareFitPro\Imprivata
Agent).
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3.2 Imprivata Configuration

ConfirmID workflow needs to be configured.

(1] imprivata' Users Computers Applications Devices Reports

Confirm IC

Undo | Save

Users Enrollment cinervisors

Directories Workflow policy
All userg 1D for Clinical Workflows or Confirm ID for 1

User policies Symantec VIP Credentials

Under the Clinical Workflow policy assign a user policy or policies to non-regulated user verification then add users to
that policy.

User verification (non-regulated) (1Mo regulations apj Associated with 1 user policy (0 users)

Select authentication methods
@ Fingerprint

E Proximity card

Add another method

3.3 Active Directory Configuration

By default, for a user to access the cart they must be a member of the group which was added in the cart configuration
or during the initial install. It is recommended that specific cart access groups are set up such that cart access can be
limited to only those users within the group.

This allows IT personnel to prevent users who may be authenticated by Imprivata from accessing a cart for which they
should not have access. This can be bypassed with the agent setting ‘Bypass AD Security Check'’.

Users with cart access are usually in a group or can be added to a new group which meets the hospitals cart access
requirements. For example, if carts are deployed to different sections in the hospital such as ICU & Pharmacy, then two
AD groups could be created to limit access to the carts in those areas.

» The “ICU” AD group would be added to the endpoints attached to the carts in the ICU ward. Only ICU personnel in the
ICU AD group would have access to those carts.

« Similarly, the “Pharmacy” AD group would be added to the endpoints attached to the carts in the Pharmacy ward. Only
personnel in the Pharmacy AD group would have access to those carts.

* It is possible for a user to exist in multiple AD groups and have access to all carts.
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3.4 Virtual Desktop Configuration

The required Citrix Virtual Channel driver is installed on the endpoint by selecting the “Shared Kiosk Workstation” option
during install. The agent is installed in the PD/XD virtual desktop by selecting the “Citrix or Terminal Server” option dur-
ing install. Citrix device mapping is used to map communication from the virtual desktop to the physical device.

3.5 Citrix Configuration

Citrix Client USB device redirection rules need to be configured to allow passthrough of the physical cart device into the
virtual environment. The VID is 1B14, PID is 06B9 (values are in hexadecimal).

Refresh
Unfittered H Hep
| Ovendew | Settings | Assgredto | Setection
Unfiltered
B Edu Polcy..
| S
Bl Edit Setting
Client USB device redirection rules
Values
{MiD=1814 PiD=0885
Studio
Settings
Summary Add
Use default value
¥ Applies to the following VDA versions -
-

4 INSTRUCTIONS FOR USE

4.1 Initial Setup

The first time the CareFit Pro Imprivata Agent is installed onto a computer and connected to a cart, the computer name
must be bound to the cart. To bind the computer name to the cart, a user with Administrator privileges must be authenti-
cated in the ConfirmID window. The below prompt should appear.

Ergotron CareFit Pro

Cart is currently bound to computer '0". Do you want to change to this
computer?

Yes No

Press Yes to confirm the operation before the window times out.
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4.2 Unlocking the Cart

« If the user clicks on Agent icon or presses the “Drawers” button on the cart display, the Imprivata ConfirmID window
shall appear on the computer ready for a badge tap authentication.

= 10:23 PM ﬁ
I 8hr 2m|'n

+ S0% 6:26AM

r
B

Lights Drawers

Ergotron Inc. - Imprivata Confirm 1D = X

E Tap your badge

* The user must tap their badge while the ConfirmID window is still active. If the ConfirmID window has been closed or
has timed out, the badge tap will log out the user. When the user presses the drawer button, the RFID icon on the cart
display will be shown to indicate when a badge tap is available.

8h 2m )

« If the user is authenticated and authorized for use in the AD directory, the drawers on the cart will become accessible.

4.3 Locking the Cart

* Normally the user will use the interface on the cart display to lock the drawers on the cart.

* By default, the drawers will also be locked if the user logs out of the computer. See configuration section to disable.
» The drawers must be locked before a new authentication event can begin.
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5 TROUBLESHOOTING
5.1 Error Messages

If the Agent is not successfully connected to the cart it will indicate a warning as shown below. Ensure the cart is
powered ON and the USB cable is connected.

s @ 7 Q)

If the computer name is not stored in the cart, the below message will be shown. See section 4.1

Cart is not bound to this computer, unable to unlock.

oK

If the user cannot be found in the AD group that is configured, the below message will be shown. See section 3.3

Ergotron CareFit Pro X

User authenticated by Imprivata but is not authorized to use cart in
Active Directory

5.2 Log Files

Log files are stored in C:\ProgramData\Ergotron\CareFitPro\Imprivata Agent\Logs. The default log level is errors and to
keep log files for 30 days.
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6 IGEL INSTALLATION

6.1 Installation Package

The IGEL installation package includes the following files:
« ECartvVC.dll
« ECartVC.dll.config
» ECartVCConfig

6.2 IGEL UMS Configuration
Create files in UMS for “ECartVCConfig”, “ECartVC.dIl", “ECartVC.dll.config” by right clicking on

Files and selecting “New File”

£ IGEL Universsl Mansgement Sulte =41 -
i im R = - I:J E__J “% o |§ & (B coneSarumve [ Ragn [ wncie Tt
. 4 - Feue) i
¥ G Unhrk o Mpnagurnact Bt ) | Btz AL | Chartpam | Cunsfeston | Lui update of iy vermisn |
i Master Prodies 0]
= Proles (0}
¥ e P Chareds G
S ICEL-MENCEIITE
5 1GOOI SAFTED
wy, Eemied WP 0N Linas
g Ve 101
o M (0
£ =
e =
sty i By L
TN BN ENT B DO A n Fimurad L3
100 Tl PY ) Thie acEian SR SOESIREY !:} Fisigtuit
1001 2l Pl 3 it Chartl Coab i abs e aihoh mhdesd Suctikalilly ﬂ furbag
1828 Ti1 Ful Asetsted Then Chanki Thil GTha wrv g 5000 ity ﬂ Fimegtpd
122844 2 PU S Thn Chani Coabmpabon TR 0N #7381 5 L0 8 By L} Fminrad s
o
X

: WHWHM
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Browse to file “config” then enter Thin Client file location of “/wfs/coretek/CTSVDES/bin/config”. Note: Make sure Owner
READ/WRITE/EXECUTE Access rights checked

New file

File source

® Upload local file to UMS server

Local file ECartVCConfig

Upload location (URL)  hitps:i=senver.port=fums_filetransfer

Select file from UMS server
File location (URL)
File target

Classification Undefined

Devices file location  iwfs/Ergotron/CareFitProfimprivata AgentECatVCConfig

Access rights

Read Write Execute

Owner v v

Others

Owner User

Cancel

Repeat for “ECartVC.dII” and “ECartVC.dll.config” with a Thin Client file location of “/wfs/Erogotron/CareFitPro/Imprivata
Agent”. Note: Make sure Owner has READ/WRITE/EXECUTE Access rights checked

6.3 Assign Files to IGEL Thin Clients

Assign the newly created files to Thin clients either directly or through a profile. Note: recommended procedure is to use
a profile as show below.

< OE® U8 20 8%

Server - 15216614 RS T S UL

"
FL Ussewa sl Wamagament Sufe
Profias {3}

{227 Imuposrarta intw grasdon

Frmmwerk Custcmitsiioos (0)

Hama
Dlascrpsion
Diwaces {7

] B OOEDCSARD TG
= TG SEAFFFD

wicks {1

Ehamd Worepias Lipees

Vinrw 40

UME Administratsen

Eannedisd s T2 IEE 1.2 35 Svarpivy
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6.4 Add Custom Command

Edit the profile created in 1.3 or the host configuration directly.

- WBEL Universal Management Suite

CEHS® LU XDE BS £ e

Sarver - 192.168.1.4 Trefisatat Femats Nieg e

EL Uriveveal Managomest Sule £
Profima |

i rmpet ==

Famraears Cuaburt 1

sHEmattl e i

C T —
ot [ o | I'IQIII;.. oo
1 reoosTERsr, [ Access confnl
Moils Dsicen (05
Bhan WO [ papy
MR R B Pasis
b (9]

FiRs |

Rapor Pydins

Loggng. Hessages
Compare Prodie Safinge

UMSE &

Detonpion

305 T2 VEE 1 4 a8 Enhumliy

Under Configuration/System/Firmware Customization/Custom Commands/Base, enter “/wfs/coretek/ CTSVDES/bin/
config” under Final Initialization Command (note: click the yellow triangle to allow editing) then enter the path to the
VCConfig executable. Specify the following arguments: -i ECartVC.dll -c ECartVC.dll.config

Cart Imprivata Integration
< > . = Smlem  ® Frrmaare Cusbome

bnfhalicabing

Configuration

Fy

Defore agemicn conhpurabon

F Y

B Timeand Oste
» I Lipdate
* [l Remols mansgemen] AROF SAGSI0N CONEQURAEG
» [l Hetnole Acoess

B Romctn Stleg
& [ Fower Dphong ‘
* 3

= [ Curiam Parmiion

B Cuninm Apelcation
Firaal st ailon ©

B Recenbguration
» [ Corporate Design

Search

6.5 Assign Profile to Thin Clients
Assign the profile to the appropriate thin clients and then reboot the thin clients to complete the installation.
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7 IGEL REMOVAL

7.1 Automatic Removal

IGels reset after every reboot. Simply remove the device from the Cart Integration profile and reboot. The cart integra-
tion citrix virtual channel will no longer be loaded.

7.2 Manual Removal
Run ECartVCConfig -r ECartVC.dll from a terminal window and the virtual channel driver will be removed immediately.

8 VIRTUAL CHANNEL CONFIGURATION

Settings for virtual channel are stored in ECartVC.dll.config. The Agent configuration tool can be used to edit the values
or any text/xml editor can be used.

» BypassADSecurityCheck — bypasses AD Security checking. Acceptable values are 0 (default) for don’t bypass and
1 for bypassing.

» DaysToKeepLogFiles — number of days log files are retained. Default is 30. Log Files are stored either in /var/log/
Ergotron/CareFitPro/Imprivata Agent if user running virtual channel has access otherwise logs are stored in ~/Er-
gotron/CareFitPro/Imprivata Agent

* LockStorageAndWrks — locked the cart when IGEL detects a disconnect from the citrix session. Default is 1 (On).
* LogLevel - level of logging. Acceptable values

o 0: No Logging

o 1: Critical messages only

0 2: Include Error messages (default)

o 3: Include Warning messages

0 4: Include Informational messages

0 5: Verbose — maximum logging of all messages.

 SecurityGroups — AD security groups that are authorized to access the carts. Imprivata provides identity authentica-
tion. The format is a semi-colon list of DOMAIN\GroupName’s. The Agent config tool is the easiest way to assign a
value to this setting.

ergotronr

For Warranty visit: www.ergotron.com/warranty
For Service visit: www.ergotron.com
For local customer care phone numbers visit: http:/contact.ergotron.com
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While Ergotron, Inc.makes every effort to provide accurate and complete information on the installation and use of its products, it will not be held liable for any editorial errors or omissions (including those
made in the process of translation from English to another language), or for incidental, special or consequential damages of any nature resulting from furnishing this instruction and performance of
equipment in connection with this instruction. Ergotron, Inc. reserves the right to make changes in the product design and/or product documentation without notification to its users. For the most current
product information, or to know if this document is available in languages other than those herein, please contact Ergotron. No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying, recording or otherwise without the prior written consent of Ergotron, Inc, 1181 Trapp Road, Eagan, Minnesota, 55121, USA
Patents Pending and Patented U.S.& Foreign. Ergotron is a registered trademark of Ergotron, Inc.
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