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Chapter 1 Frontline Hardware and Wireless Protocol Suite
Software

Frontline Test Equipment family of protocol analyzers work with the following technologies.

o Classic Bluetooth

e Bluetooth Low Energy

e Dual Mode Bluetooth (simultaneous Classic and Low Energy)

o Wi-Fi

e 802.15.4
The Frontline hardware interfaces with your computer that is running our robust software engine called the
Wireless Protocol Suite software. Whether you are sniffing the air or connecting directly to the chip Frontline

analyzers use the same powerful Wireless Protocol Suite software to help you test, troubleshoot, and debug
communications faster.

Wireless Protocol Suite software is an easy to use and powerful protocol analysis platform. Simply use the
appropriate Frontline hardware or write your own proprietary code to pump communication streams directly into
the Wireless Protocol Suite software where they are decoded, decrypted, and analyzed. Within the Wireless
Protocol Suite software you see packets, frames, events, coexistence, binary, hex, radix, statistics, errors, and
much more.

This manual is a user guide that takes you from connecting and setting up the hardware through all of the
Wireless Protocol Suite software functions for your Frontline hardware. Should you have any questions contact
the Frontline Technical Support Team.

1.1 What is in this manual

The Frontline hardware and Wireless Protocol Suite software User Manual comprises the following seven
chapters. The chapters are organized in the sequence you would normally follow to capture and analyze data: set
up, configure, capture, analyze, save. You can read them from beginning to end to gain a complete understanding
of how to use the Frontline hardware and Wireless Protocol Suite or you can skip around if you only need a
refresher on a particular topic. Use the Contents, Index, and Glossary to find the location of particular topics.

e Chapter 1 Frontline Hardware and Wireless Protocol Suite software. This chapter will describe the minimum
computer requirements and how to install the software.

e Chapter 2 Getting Started. Here we describe how to set up and connect the hardware, and how to apply
power. This chapter also describes how to start the Wireless Protocol Suite software in Data Capture
Methods. You will be introduced to the Main window that is the primary operating dialog in the Wireless
Protocol Suite software.

¢ Chapter 3 Configuration Settings. The software and hardware are configured to capture data. Configuration
settings may vary for a particular Frontline analyzer depending on the technology and network being sniffed.
There are topics on configuring protocol decoders used to disassemble packets into frames and events.

Wireless Protocol Suite Hardware and Software User Manual 13
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o Chapter 4 Capturing Data. This Chapter describes how to start a capture session using the Wireless Protocol
Suite software.

e Chapter 5 Analyzing Data. This chapter describes how to observe the captured packets, frames, layers and
events using the Wireless Protocol Suite software.

¢ Chapter 6 Navigating and Searching the Data. Here you will find how to move through the data and how to
isolate the data to specific events, often used for troubleshooting device design problems.

e Chapter 7 Saving and Importing Data. When a live capture is completed you may want to save the captured
data for future analysis, or you may want to import a captured data set from another developer or for use in
interoperability testing. This chapter will explain how to do this for various data file formats.

e Chapter 8 General Information. This chapter provides advanced system set up and configuration information,
timestamping information, and general reference information such as ASCIl, Baudot, and EBCDIC codes. This
chapter also provides information on how to contact Frontline's Technical Support team should you need
assistance.

1.2 Computer Minimum System Requirements
Frontline hardware supports the following computer systems configurations:
e Operating System: Windows 10
e USB Port: USB 2.0 High-Speed or later
The Wireless Protocol Suite software must operate on a computer with the following minimum characteristics.
e Processor: Core i5 processor at 2.7 GHz
e RAM: 4GB
e Free Hard Disk Space on C: drive: 20 GB
1.3 Software Installation

Download the installation software from FTE.com. Once downloaded, double-click the installer and follow the
directions.

Use this link: http://www.fte.com/<product identifier, e.g. sodera>-soft.
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Chapter 2 Getting Started

In this chapter we introduce you to the Frontline hardware and show how to start the Frontline analyzer software
and explain the basic software controls and features for conducting the protocol analysis.

2.1 X500 Hardware

2.1.1 Front Panel Controls and Connectors

The Frontline X500™ front panel is shown below. The panel provides controls to power up and shut down the
Frontline X500 hardware, and it provides indicators to show the power and capture status.

2.1.2 Front Panel Connectors

WI-F1 8 & BE 237 MU-MIMO
WI-Fi 5 434 MINGD

BT Axl BT 22

Blieioath

nnnnnnn

I —
Battery Statuis #nl Ports for 3 ix channel
Statws LEOs Tripger LEOs Lagic FOOS Exeursi

Buttan

Figure 2.1 - X500 Front Panel Controls and Indicators

Power Button:The Power button illuminates when the unit is connected to a power source. Press and release the
button to power on or power off the system.

Status Indicators: Colored LEDs show the status of power, capture and RF status.

Wireless Protocol Suite Hardware and Software User Manual
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Chapter 2 Getting Started

Table 2.1 - X500 Front Panel Status Indicators

Indicator Color State Status Indicated
Power None OFF Unit is powered off.
Green Constant | Unit powered on with sufficient power source plugged in.
Blue Constant | Unit powered off with sufficient power source plugged in.
Fast Flash | Thermal warning threshold reached.
Constant | System reaches thermal overload. Unit has started a
controlled/sequenced power down.
Battery Level 1 | None OFF Battery not present OR Battery not charged.
Green Constant | Battery discharging. Capacity 20% - 45%.
Slow Flash | Battery charging. Capacity 20% - 45%.
Yellow Slow Flash | Battery charging. Capacity <20%..
Fast Flash |Battery discharging. Capacity <20%.
Battery Level 2 | None OFF Battery not present OR Battery <45% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 45% - 70%.
Flash Battery charging. Capacity 45% - 70%.
Battery Level 3 | None OFF Battery not present OR Battery <70% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 70% - 100%.
Flash Battery charging. Capacity 70% - 100%.
Status None Off Unit is powered off.
Yellow | Slow Flash |Initializing (may not be seen if initialization is quick).
Fast Flash [ Unitis shutting down.
Constant | Unitis in Recovery Mode.
Green Constant | Unitis initialized and ready to capture.
Blue Slow Flash | Unitis waiting for a Trigger (future).
Fast Flash | Unitis capturing in Excursion mode or capture is not "OK"
(future).
Constant | Unitis capturing data.
- Constant | The unit failed to initialize or has a System Error.
Trigger None Off Reserved for future use.

16
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Table 2.1 - X500 Front Panel Status Indicators(continued)

Indicator Color State Status Indicated
BT Rx1 None Off Unit is powered off or Unit is not actively capturing data.
Green Constant | Unitis capturing any combination of the following:

Bluetooth data, 802.15.4 data, and/or spectrum.

- Solid The RF signal is too strong.

Wi-Fi Rx1 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 or Wi-Fi 6 data.

Wi-Fi Rx2 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 data.

Wi-Fi Rx3 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 data.

Wi-Fi Rx4 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Wi-Fi 5 or Wi-Fi 6 data.

BT Rx2 None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing any combination of the following:
Bluetooth data, 802.15.4 data, and/or spectrum.

! Solid The RF signal is too strong.

PODs with Oculink Connectors: There are 3 PODs to connect x8 channel logic cable to capture HClI UART/SPI
and logic signals.

Capture Button for Excursion Mode:The capture button for excursion captures illuminates when the unit is
connected to a power source. Pressing this button will begin data capture - the same as the Record button in the
Wireless Protocol Suite. The Excursion Mode button is inactive when X500 is connected to a computer.

To operate in the Excursion mode, the X500 hardware must have been previously configured from the Wireless
Protocol Suite prior to disconnecting from the computer. The X500 hardware will retain those configuration
settings when disconnected from the computer. Refer to the Wireless Protocol Suite Hardware and Software User
Manual for Excursion mode operating details.

Antenna SMA Connectors: Antenna attaching point for Bluetooth and Wi-Fi capture.

2.1.3 Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power and for a connection to the
computer hosting the Wireless Protocol Suite software.

Wireless Protocol Suite Hardware and Software User Manual 17
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Host USE
Connsctor

Powar
Connoctor

—_— — — e
Trigger in Sync/Data HCIUSB 1 HClUsa 2 Etharnat Auto-boot

and Out Connactar Connectors Connecters  Connector Selector

Figure 2.2 - Frontline X500 Rear Panel Connectors

Trigger In and Out: Reserved for future use.

Sync/Data Connector: The MicroD25 connector will be used in a future release to connect multiple X500 or other
PSG analyzers to capture time synced data using CrossSync technology.

HC USB1/HCI USB2:USB Type A and USB Type mini-B connectors allow capture of HCI USB data.
Ethernet: The Ethernet connector is reserved for a future use.

Host: USB C 3.0 port for connecting X500 to the host computer where the Wireless Protocol Suite resides. This
connector provides host computer command, control, and data transfer

Auto-boot ON/OFF : When the Auto-boot is ON, it allows powering the unit automatically when an external
power is applied. The feature is particularly useful during a remote setup.

Power: The Frontline X500 use a DC supply of 15V 6A.
2.1.4 Attach Antennas

Remove the Frontline X500 hardware from the box and attach the six antennas to the SMA connectors on the
front panel. As name indicates, BT Rx1 and BT Rx2 are Bluetooth antenna connectors and Wi-Fi Rx1, 2, 3, and 4
are Wi-Fi antenna to capture Wi-Fi 5 and Wi-Fi Rx 1 and 4 to capture Wi-Fi 6/6E. The base of the antennas can be
carefully rotated by 90 degrees so that the antenna points upward.

The X500 is configured to use Antenna Diversity for capture to intelligently improve performance and eliminate
the need to place the unit in a specific position when wireless channels are affected by multipath, fading, and
interference. See Section 4.1.1 for more information about Antenna Diversity.

WIFI 6 & BE 252 MULMIMG
WI-Fi 5 dxd MIMOD

BT Rx1
Blusteeth
Antenna

T Ax2
Blustooth

Powor LED
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2.1.5 Applying Power

Connect the 15V Power adapter supplied with the product to the X500 hardware. The front panel Power indicator
LED will be a constant blue indicating that there is sufficient power. To turn on the X500 hardware press and
release the Power button on the front panel. This action will provide a clean start for X500 hardware. The front
panel six antenna LEDs will blink green three times and the Status indicator LED will be a constant green once the
unit has completely booted up. If the front panel Power indicator begins blinking red, the X500 hardware is
approaching thermal overload temperature, between 70° C and 80° C (158° F and 185° F), and should be
shutdown. When the hardware reaches thermal overload, it will automatically shut down and the Power indicator
will turn off.

Note: For information on installing a Frontline X500 Battery Pack as an external power source for the Frontline
X500 protocol Analyzer, see the Frontline X500TM Battery Installation Guide.

2.1.5.1 Applying Power using X500 Battery Pack
Refer to the Frontline X500 Installation Guide to install the X500 battery.

After installing the battery, apply power to the X500 by switching the dip switch to the ON state. Check the
battery charge on the front panel Battery Charge LEDs.

&
Frontline
X50 &

ol Trigges 1 3 Podd n
= = — TELEDYNE
wrsis jn " LECATY

Frontline
X500 Battery

Battery Level Indicator LEDs

Figure 2.3 - X500 Battery in the ON state

If a charge is necessary, connect the external power source until the battery is fully charged. Once you connect
the power source the LEDs will start blinking based on the charge level.

Table 2.2 - X500 Battery Level Indicators
Indicator Color State Status Indicated

Battery Level 1 | None OFF Battery not present OR Battery not charged.

Green Constant | Battery discharging. Capacity 20% - 45%.

Slow Flash | Battery charging. Capacity 20% - 45%.

Yellow Slow Flash [ Battery charging. Capacity <20%..

Fast Flash | Battery discharging. Capacity <20%.
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Table 2.2 - X500 Battery Level Indicators(continued)

Indicator Color State Status Indicated
Battery Level 2 | None OFF Battery not present OR Battery <45% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 45% - 70%.
Flash Battery charging. Capacity 45% - 70%.
Battery Level 3 | None OFF Battery not present OR Battery <70% capacity, and not
charging.
Green Constant | Battery discharging. Capacity 70% - 100%.
Flash Battery charging. Capacity 70% - 100%.

2.1.6 Recovery Mode

Recovery mode occurs when something prevents the X500 unit from successfully loading the firmware images
during power up. In this state, the X500 powers on with an alternate recovery firmware image. When the unit is
in recovery mode, the status indicator light is a constant purple. In recovery mode, the system prevents the user
from capturing data. However, the user can upgrade the firmware. The upgrade process should correct the
problem allowing the unit to power on normally. When the Wireless Protocol Suite software starts, the software
automatically prompts the user to update the firmware.

2.1.7 Connecting X500 for HCI and Logic Capture

Warning: The X500 Logic Analyzer Pods are designed for use with TTL voltage
levels, 0 to 3.3 volts maximum. Exceeding the 3.3 volts maximum may damage

the pods.

To capture UART and logic data at the Bluetooth Host Controller processor interface using a wired connection:

e Connect a Logic Analyzer Pod to one of the Oculink connectors on the front panel of the X500. A Logic
Analyzer Pod can be connected to either Oculink connector or two/three pods can be connected to the
Oculink connectors at the same time.

20
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Figure 2.4 - X500 Logic Analyzer Pods Installed on X500

¢ Attach the Flying Lead assembly to the end of the Logic Analyzer Pod. The connector is keyed to ensure
proper installation.

Wireless Protocol Suite Hardware and Software User Manual
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Figure 2.5 - X500 Logic Analyzer Pod with Flying Lead Assembly

Wireless Protocol Suite Hardware and Software User Manual



Chapter 2 Getting Started

Figure 2.6 - Installing the Flying Lead Assembly on the X500 Logic Analyzer Pod

e Attach an appropriate Flying Lead Assembly micro-clip to the Bluetooth logic or HCl signal test point in

accordance with the following table.

Table 2.3 - X500 Logic Analyzer Pod Interface Pins

Pin

Label

-—

Ground

Data 0

Data 1

Data 2

Data 3

Ground

Data 4

Data 5

ol N|lo|la|b~|lwDdN

Data 6

-
o

Data7

-—
-

Ground
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* To remove the Flying Lead Assembly from the Logic Analyzer Pod, depress the release key on the Flying Lead
Assembly.

Figure 2.7 - Flying Lead Assembly Header Release

* To remove the Logic Analyzer Pod from the X500, depress the release key on the Oculink connector.

Figure 2.8 - Oculink Connector Release

2.1.7.1 UART Capture Configuration

Successful HCI UART capture requires the following Logic Analyzer Pod connections.

Table 2.4 - Required UART Layer Connections
UART Signal Logic Analyzer Pod Pin Comment

Tx Any single line labeled Connect to the Device Under Test (DUT) TX pin.
Data 0 through Data 7 Only 1 data pin can be used. That pin cannot be
used for Rx. Also select this pin in the Wired tab of
the Capture Options. See Capture Options ->
Wired Tab: X500.

Rx Any single line labeled Connect to the DUT Rx pin.

Data 0 through Data 7 Only 1 data pin can be used. That pin cannot be
used for Tx. Also select this pin in the Wired tab of
the Capture Options. See Capture Options ->
Wired Tab: X500.
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Table 2.4 - Required UART Layer Connections(continued)

UART Signal

Logic Analyzer Pod Pin

Comment

GND

Any line labeled Ground

Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.1.7.2 Logic Event Capture Configuration

Successful logic event capture requires the following Logic Analyzer Pod connections. The Logic Analyzer Pod has
up to eight pins that can be used for logic event capture. When capturing many rapidly occurring events, WPS
may not update in real time. The analyzer buffers unsent events and continue to send them to WPS until the
buffer is cleared. Therefore, after stopping the recording the user may see additional events received.

Table 2.5 - Required Logic Connections

Logic Signal

Logic Analyzer Pod Pin

Comment

0

Data 0

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500.

Data 1

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500

Data 2

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500

Data 3

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500

Data 4

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500.

Data 5

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. SeeCapture Options -> Wired
Tab: X500

Data 6

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
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Table 2.5 - Required Logic Connections(continued)

Logic Signal

Logic Analyzer Pod Pin

Comment

7

Data 7

TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Capture Options. See Capture Options -> Wired
Tab: X500,

GND

Any line labed Ground

Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.1.7.3 SPI Capture Configuration

Successful HCI SPI capture requires the following Logic Analyzer Pod connections.

Table 2.6 - Required Logic Connections

SPI Signal Logic Analyzer Pod Pin Comment
SCLK Any single line labeled Data 0 | Connect to the Device Under Test (DUT) CLK pin.
through Data 7 Only 1 data pin can be used.
MOSI Connect to the Device Under Test (DUT) MOSI pin.
Any single line labeled Data | Only 1 data pin can be used.
0 through Data 7
MISO Any single line labeled Data 0 | Connect to the Device Under Test (DUT) MISO pin.
through Data 7 Only 1 data pin can be used.
SS/CS Any single line labeled Data 0 | Connect to the Device Under Test (DUT) SS/CC
through Data 7 pin. Only 1 data pin can be used.
GND Any line labed Ground Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.2 X240™ Hardware

2.2.1 Front Panel Controls and Connectors

The Frontline X240™ front panel is shown below. The panel provides controls to power up and shut down the
Frontline X240 hardware, and it provides indicators to show the power, battery, and capture status.

26
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Frontline X240 Front Panel Controls and Indicators
Antenna Connector Antenna Connector Antenna Connector

SMA (Partially Hidden In View) SMA (Hidden In View) SMA (Partially Hidden In View)

S rEERy ™=

roryEfsr > <40

Vifireless Wideband Analbyzar

Power Button Status RF Overload Oculink Excursion
and Indicator Indicator Indicator connectors Mode

Figure 2.9 - X240 Front Panel Controls and Indicators
Power On/Off Button:Press and release the button to power on or power off the system.

Status Indicators: Colored LEDs show the status of power and capture.
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Table 2.7 - X240 Front Panel Status Indicators
Indicator Color State Status Indicated

Power Constant | Unitis connected to power source but powered off.

Purple Constant | Insufficient Power

Green Constant | Unitis switched on.

Fast Flash | Unitis approaching its maximum thermal load and should
be shut down.

Constant | Unit has reached thermal overload or Unit has started a
controlled/sequenced shutdown.

Status None Off Unit is powered off.

Yellow | Slow Flash | Initializing (may not be seen if initialization is quick).

Fast Flash | Unitis shutting down.

Constant | Unitis in Recovery Mode.

Green Constant | Unitis initialized and ready to capture.

Slow Flash | Unit is waiting for a Trigger (future).

Fast Flash | Unitis capturing in Excursion mode or capture is not "OK"
(future).

Constant | Unitis capturing data.

Constant | The unit failed to initialize or has a System Error.

RF None Off Unit is powered off or Unit is not actively capturing data.

Green Constant | Unitis capturing Bluetooth data.

iE r

Fast Flash | The RF signalis too strong.

Antenna SMA Connector: Antenna attaching point.

Excursion ModeWhen configured Excursion mode, pressing this button will begin data capture - the same as
the Record/Recording button on the X240 Window Datasource toolbar. The Excursion Mode button is inactive
when X240 is connected to a computer. To operate in the Excursion mode, the X240 hardware must have been
previously configured from the Wireless Protocol Suite prior to disconnecting from the computer. The X240
hardware will retain those configuration settings when disconnected from the computer. Refer to the Wireless
Protocol Suite Hardware and Software User Manual for Excursion mode operating details.

Oculink Connectors: For connection to eight (8) channel PODs used for hardwired connection to user’s
equipment under test.

2.2.2 Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power and for a connection to the
computer hosting the Wireless Protocol Suite software.
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MicroD25 Ethernet Host Power

Figure 2.10 - Frontline X240 Rear Panel Connectors

Host: USB C 2.0/3.0 port for connecting X240 to the host computer where the Wireless Protocol Suite resides.
This connector provides host computer command, control, and data transfer. If the USB cable is connected to a
computer with a USB C 3.0 with power delivery or higher then the X240 can be powered through this port as well
and will not need a USB cable connected to the Power connector on the X240.

Power: Type C PD power adapter—preferably the adapter/s supplied with the X240—is required.

Ethernet: The Ethernet connector is for a future release to support PoE (Power over Ethernet) and Host
communications.

MicroD25: The MicroD25 connector is used to connect two X240s to provide Synchronized X240(2) technology
(BLE & BR/EDR or BLE & Wi-Fi as examples) captures timesynced via the CATC Sync cable. The MicroD25
connector can also be used to connect three X240s to provide Synchronized X240 (3) technology (BLE & BR/EDR &
Wi-Fi) captures timesynced via the CrossSync cable kit.

PC HOST : USB 2.0 port for connecting X240 too the host computer where the Wireless Protocol Suite
software resides. This connector provides host computer command, control, and data transfer.
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2.2.3 Attach Antenna
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Antenna Attachment Points

Figure 2.11 - Frontline X240 Antenna Attachment Points on Front Panel

Remove the Frontline X240 hardware from the box and attach the three ANTENNAS to the SMA connectors on
the front panel. The base of the antennas can be carefully rotated by 90 degrees, so that the antenna points
upward.

2.2.4 Applying Power

Teledyne LeCroy recommends that the X240 hardware be powered by the supplied PD adapters or equivalent.
Connect the USB C cable to the connector labeled Power on the back panel of the X240.

To apply power to X240 hardware depress and release the Power button on the front panel. This action will
provide a clean start for X240 hardware. The front panel Power indicator LED will be a constant green. Should the
front panel Power indicator begin blinking red, the X240 hardware is approaching thermal overload temperature
between 70° C and 80° C (158° F and 185° F) and should be shutdown. When the hardware reaches thermal
overload it will automatically shut down and the Power indicator will turn off.

2.2.5 Recovery Mode

Recovery mode occurs when something prevents the x240 unit from successfully loading the firmware images
during power up. In this state, the x240 powers on with an alternate recovery firmware image. When the unit is in
recovery mode, the status indicator light is a constant yellow.

In recovery mode, the system prevents the user from capturing data. However, the user can upgrade the
firmware. The upgrade process should correct the problem allowing the unit to power on normally. When the
Wireless Protocol Suite software starts, the software automatically prompts the user to update the firmware.
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2.2.6 Connecting X240 for HCI and Logic Capture

Warning: The X240 Logic Analyzer Pods are designed for use with TTL voltage
levels, 0 to 3.3 volts maximum. Exceeding the 3.3 volts maximum may damage
the pods.

To capture UART, SPI and logic data at the Bluetooth Host Controller processor interface using a wired
connection:

e Connect a Logic Analyzer Pod to one of the Oculink connectors on the front panel of the X240. A Logic
Analyzer Pod can be connected to either Oculink connector or two pods can be connected to both Oculink
connectors at the same time.

Figure 2.12 - X240 Logic Analyzer Pods Installed on X240

e Attach the Flying Lead assembly to the end of the Logic Analyzer Pod. The connector is keyed to ensure
proper installation.
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Figure 2.13 - X240 Logic Analyzer Pod with Flying Lead Assembly
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Figure 2.14 - Installing the Flying Lead Assembly on the X240 Logic Analyzer Pod

e Attach an appropriate Flying Lead Assembly micro-clip to the Bluetooth logic or HCl signal test point in

accordance with the following table.

Table 2.8 - X240 Logic Analyzer Pod Interface Pins

Pin

Label

-—

Ground

Data 0

Data 1

Data 2

Data 3

Ground

Data 4

Data 5

|| N|fofla|h~|[w]|DN

Data 6

-
o

Data 7

-—
-

Ground
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* To remove the Flying Lead Assembly from the Logic Analyzer Pod, depress the release key on the Flying Lead

Assembly.

Ground
Data 0 =
Data 1
Data 2 =——
Data 3
Ground
Data 4
Data 5 =——
Data 6 ==
Data 7
Ground
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Header Release

Figure 2.15 - Flying Lead Assembly Header Release

* To remove the Logic Analyzer Pod from the X240, depress the release key on the Oculink connector.
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Figure 2.16 - Oculink Connector Release

2.2.6.1 UART Capture Configuration

Successful HCI UART capture requires the following Logic Analyzer Pod connections.

Table 2.9 - Required UART Layer Connections

UART Signal

Logic Analyzer Pod Pin

Comment

Tx

Any single line labeled
Data 0 through Data 7

Connect to the Device Under Test (DUT) TX pin.
Only 1 data pin can be used. That pin cannot be
used for Rx. Also select this pin in the Wired tab of
the Record Options. See Record Options -> Wired

Tab: X240.

Rx

Any single line labeled
Data 0 through Data 7

Connect to the DUT Rx pin.

Only 1 data pin can be used. That pin cannot be
used for Tx. Also select this pin in the Wired tab of
the Record Options. See Record Options -> Wired

Tab: X240.

GND

Any line labeled Ground

Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.
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2.2.6.2 Logic Event Capture Configuration

Successful logic event capture requires the following Logic Analyzer Pod connections. The Logic Analyzer Pod has
up to eight pins that can be used for logic event capture.

Table 2.10 - Required Logic Connections
Logic Signal Logic Analyzer Pod Pin Comment

0 TTL logic input. Connect to the Device Under Test
Data 0 (DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240.

1 TTL logic input. Connect to the Device Under Test
Data 1 (DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240

2 Data 2 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240

3 Data 3 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240

4 Data 4 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240.

5 Data 5 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. SeeRecord Options -> Wired Tab:
X240

6 Data 6 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired

7 Data 7 TTL logic input. Connect to the Device Under Test
(DUT). Also select this pin in the Wired tab of the
Record Options. See Record Options -> Wired
Tab: X240.

GND Any line labed Ground Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.
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2.2.6.3 SPI Capture Configuration

Successful HCI SPI capture requires the following Logic Analyzer Pod connections.

Table 2.11 - Required Logic Connections

SPI Signal Logic Analyzer Pod Pin Comment
SCLK Any single line labeled Data 0 | Connect to the Device Under Test (DUT) CLK pin.
through Data 7 Only 1 data pin can be used.
MOSI Connect to the Device Under Test (DUT) MOSI pin.

Any single line labeled Data | Only 1 data pin can be used.
0 through Data 7

MISO Any single line labeled Data 0 | Connect to the Device Under Test (DUT) MISO pin.
through Data 7 Only 1 data pin can be used.
SS/CS Any single line labeled Data 0 | Connect to the Device Under Test (DUT) SS/CC
through Data 7 pin. Only 1 data pin can be used.
GND Any line labed Ground Any of the three Ground pins can be used to
connect the DUT ground to the Logic Analyzer
Pod.

2.2.7 Setting Up for Synchronized X240 (2) Capture

The Frontline X240 hardware allows for synchronization of X240 hardware clocks and timestamping. The CATC
Sync cable connected to the MicroD25 connectors on the backs of two X240 hardware allows both the X240
hardware to run off a common clock, ensuring precise timestamp synchronization while capturing multiple
wireless technologies such as Bluetooth BR/EDR and Bluetooth LE.

Figure 2.17 - CATC Sync Cable
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Connect one end of the CATC Sync Cable to the MicroD25 port on the back of one X240 and the other end of the
CATC Sync Cable to the MicroD25 port on the back of the other X240.

Figure 2.18 - Two X240 Units connected with the CATC Sync Cable

Refer to the Rear Panel Connectors on page 28.

Troubleshooting

If the X240 indicates that synchronization cables are not properly connected, these are actions to take to
reestablish synchronization:

¢ Reseat the MicroD25 cable on the back of each X240.

e Rebooting each X240.

2.2.8 Setting Up for Synchronized X240 (3) Capture

The Frontline X240 hardware allows for synchronization of X240 hardware clocks and timestamping. The CATC
Sync cable kit connected to the MicroD25 connectors on the backs of three X240 hardware allows all the X240
hardware to run off a common clock, ensuring precise timestamp synchronization while simultaneously capturing
three wireless technologies, Bluetooth (Le, Classic or Dual mode), Wi-Fi and 802.15.4.
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MicroD25

Figure 2.19 - CATC Sync Cable Kit

Connect the 3 CATC Sync Cable Kits together by connecting the DB9 Sync Out connector of one kit to the DB9
Sync In connector of the second kit. Connect the DB9 Sync Out connector of the second kit to the DB9 Sync In
connector of the third kit.

Connect MicroD25 connector of the first CATC Sync Cable kit to the MicroD25 port on the back of one X240.
Connect the MicroD25 connector of the second kit to the MicroD25 port on the back of the second X240. Connect
the MicroD25 connector of the third kit to the MicroD25 port on the back of the third X240.

The X240s are now ready for Synchronized X240 (3) capture.
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Figure 2.20 - Three X240 Units connected with CATC Sync Cable Kits

Refer to the Rear Panel Connectors on page 28.

Troubleshooting

If the X240 indicates that synchronization cables are not properly connected, these are actions to take to
reestablish synchronization:

e Reseat the MicroD25 cable on the back of each X240.
e Reseat the DB9 connections between the CATC Sync Cable kits.

e Rebooting each X240.
2.3 Sodera™ Hardware

2.3.1 Front Panel Controls

The Teledyne LeCroy Sodera™ front panel is shown below. The panel provides controls to power up and shut
down the Frontline Sodera hardware, and it provides indicators to show the power, battery, and capture status.
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Figure 2.21 - Sodera Front Panel Controls and Indicators

Power On/Off Button: Press and hold the button for at least 1/2 second, and then release the button to power

on or power off the system.

Pressing and holding the button for at least five seconds will initiate an emergency shut down sequence.

Status Indicators: Colored LEDs show the status of power and capture.

Table 2.12 - Sodera Front Panel Status Indicators

Teledyne LeCroy

Indicator Color State

Status Indicated

Power None Off Unit is powered off

Green |Constant Unit is switched on

shut down.

Red Blinking Unit is approaching its maximum thermal load and should be

Constant Unit has been automatically disabled due to thermal overload.

Amber | Constant Unit is powering down.

Battery State None Off No battery present

Green |Constant Battery present and is at normal operating voltage

Slow Flash | Battery charging

Amber |FastFlash |Battery fault
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Table 2.12 - Sodera Front Panel Status Indicators(continued)
Indicator Color State Status Indicated

Host Interface | None Off No host interface is connected.

Green |Constant Host interface is connected.

Amber | Constant Internal error

Capture None Off Unit is not actively capturing data

Green |Constant Unit is capturing data

Red Constant Unit has engaged RF overload protection; the RF signal is too
strong.

Antenna SMA Connector: Antenna attaching point.

Battery Charge : The following table shows the charge state of the installed battery. When the battery is not
installed, all LEDs are off except when the unit is in the process of powering up. In that case they repeatedly light
up in sequence.

Table 2.13 - Sodera Battery Charge State
LED Indicators
| Indicator LEDs | Charge Status |

00000 Greater than 80%

0,
eo00e Between 60 and 80%

0,
0000 e Between 40 and 60%

0,

COeee Between 20 and 40%
0,
oy X X X | Less than 20%

. ._ . ._. Not Active

Excursion Mode: When configured for Excursion mode, pressing this button will begin data capture—the same as
the Record/Recording button on the Sodera Window DatasourceToolbar. The Excursion Mode button is
inactive when Sodera is connected to a computer. To operate in the Excursion mode, the Sodera hardware must
have been previously configured from the Wireless Protocol Suite prior to disconnecting from the computer.
Refer to the Wireless Protocol Suite Hardware and Software User Manual for Excursion mode operating details.

2.3.2 Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power, ProbeSync™, HCI, and for
connection to the computer hosting the Wireless Protocol Suite.
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Figure 2.22 - Sodera Rear Panel Connectors

+12 VDC: Connection to the Teledyne LeCroy supplied AC-to-DC power adapter, or a 12 VDC auxiliary vehicle
outlet system can be used.

ProbeSync™ IN/OUT: Used for synchronizing multiple capture devices. Sodera can act as a clock source (central)
device providing the clock to synchronize timestamping with connected target (peripheral) devices. When
operating as a central device the OUT RJ-45 connector provides the synchronizing clock. The synchronizing clock
can be attached to a peripheral Sodera or a Frontline 802.11, for example. When operating as a peripheral device,
the IN RJ-45 connector receives the synchronizing clock from the central Sodera unit.

HCI USB 1/HCI USB 2:USB Type B and a USB Type A connectors allow capture of HCI USB data. HCI USB 1 and HCI
USB 2 are independent groupings of the Type A and Type B connectors. The HCI USB 1 connectors use the same
Sodera unit internal interface as the Sodera HCI POD1 UART pins. Likewise the HCI USB 2 connectors use the same
internal interface as the Sodera HCl POD2 UART pins. Therefore you cannot simultaneously capture USB and
UART on the "1" interface or on the "2" interface. Refer to Connecting for USB Capture and Connecting for
HCI/WCI-2 & Logic Capture in the Wireless Protocol Suite Hardware and Software User Manual.

PC HOST : USB 2.0 port for connecting Sodera to the host computer where the Wireless Protocol Suite resides.
This connector provides host computer command, control, and data transfer.

Note: At this time all other rear panel connectors are inactive.
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2.3.3 Attach Antenna

Attach the Antenna
to the SMA Connector

Figure 2.23 - Antenna Attachment Point

Remove the Frontline Sodera™ hardware from the box and attach the antenna to the SMA connector on the front
panel. The base of the antenna can be carefully rotated by 90 degrees, so that the antenna points upward.

2.3.4 Applying Power

The Sodera hardware is powered by three methods: the Teledyne LeCroy supplied AC-to-DC adapter, an external
DC power source that can include power from an automobile auxiliary power source and an optional internal
battery.

To apply power to Sodera use one of the three methods:

1. Connect the provided AC-to-DC power adapter to the +12VDC connector on the rear panel and then
connect the adapter into an AC source.

2. Connect a DC power source supplying +12 VDC directly to the +12VDC connector on the rear panel.
3. Install the battery.

To start the Sodera Analyzer, depress the Power button on the front panel for at least 1/2 second and then
release . This action will provide a clean start for Sodera hardware. The battery charge state indicator LEDs will
repeatedly flash in sequence while the unit powers up.

The front panel Power indicator LED will be green.
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Should the front panel Power indicator begin blinking red, the Sodera hardware is approaching thermal overload
temperature between 50 °C and 60 °C (122 °F and 140 °F) and should be shut down. When the hardware reaches
thermal overload it will automatically shut down and the Power indicator will be a constant red.

Wireless Protocol Suite Hardware and Software User Manual

y

45



Teledyne LeCroy Chapter 2 Getting Started

2.3.5 Battery Power

Frontline Sodera™ has an internal battery power option that allows the user to extend the range of the analyzer
to include locations without easy access to external power sources. The battery installation is not necessary to
operate Sodera with an external AC or DC power source.

The battery is an intelligent lithium rechargeable battery. Frontline Sodera hardware will operate solely on
battery power for at least one hour. The battery is charged with an external charging unit or can be charged when
installed provided Sodera is connected to an external power source.

2.3.5.1 Battery Install

Turn off power and disconnect the external power source.

Figure 2.24 - Sodera Battery Compartment with Cover Opened

To change or install a battery, start by opening the battery compartment by turning the fastener
counterclockwise. The cover is held in place by two tabs on the side opposite the fastener. Slide the cover
towards the rear connector panel.
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Figure 2.25 - Sodera Battery Removal Using the Tab

If changing the battery, remove the battery from the compartment by lifting on the tab attached to the battery
and carefully lifting it upwards until free of the contacts.

Wireless Protocol Suite Hardware and Software User Manual
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Connector
[on bothom wlde)

Figure 2.26 - Sodera Battery Connectors, bottom side shown.

To install the battery, position the battery connectors over the connecters in the Sodera battery compartment.
Gently press down until the battery makes firm contact.

48 Wireless Protocol Suite Hardware and Software User Manual



Chapter 2 Getting Started Teledyne LeCroy

Figure 2.27 - Sodera Battery: Press to Make Contact

Insert the battery cover tabs in the slots towards the Sodera front panel. Lower the cover and use a screw driver
to turn the fastener clockwise until it is firmly engaged.

Wireless Protocol Suite Hardware and Software User Manual

49



Teledyne LeCroy

Chapter 2 Getting Started

50

Figure 2.28 - Sodera Battery Cover: Insert Tabs
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Figure 2.29 - Sodera Battery Cover, turn clockwise to secure

After installing the battery, apply power to the Sodera and power it up. Check the battery charge on the front
panel Battery Charge LEDs. If a charge is necessary, keep the Sodera connected to an external power source
until the battery is fully charged.

Note: When using the Sodera in Excursion mode and powered by the battery, it is
recommended to have a fully charged battery before beginning data capture.

Wireless Protocol Suite Hardware and Software User Manual
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2.3.6 Connecting for HCI & Logic Capture

To capture UART and logic data at the Bluetooth Host Controller processor interface using a wired connection:

Note: SPI and SDIO are not supported on Sodera Analyzers.

¢ Connect an HCI Pod to the bottom of the Sodera unit in POD 1 or POD 2.

| e

Wi L Ll
PLLEERELL

Figure 2.30 - HCI Pods Installed on Sodera

e Attach the HCI Flying Lead assembly to the end of the HCI Pod. The connector is keyed to ensure proper
installation.
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Figure 2.31 - HCI Pod with Flying Lead Assembly

Figure 2.32 - Installing the Flying Lead Assembly on the HCI Pod

e Attach an appropriate Flying Lead Assembly micro-clip to the Bluetooth HCl signal test point in accordance
with the following table.
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Table 2.14 - Sodera HCI Interface Pins

SPITranlsJ;:;r_trLayeerl o Logic | Pin |Wire Color
CLK CLK 1 | Yellow
MISO ([TX CMD 2 | White
MOSI |RX DATA O 3 | White
CSB CTs DATA 1 4 | White

RTS DATA 2 5 | White
DATA 3 6 | White
VIOLVL |VIOLVL |VIOLVL| 7 |Red
DIG 1 DIG 1 8 | Green
DIG 2 DiG 2 9 | Green
GND GND GND 10 | Black
GND GND GND 11 | Black

Note: SPI and SDIO are not supported on Sodera Analyzers.

e Toremove the Flying Lead Assembly from the HCI Pod, depress the release key on the Flying Lead Assembly.

Header
Release

Figure 2.33 - Flying Lead Assembly Header Release
UART Capture Configuration
Successful HCI UART capture requires the following Pod connections.

Table 2.15 - Required UART Layer Connections

Signal Name | Pin | Wire Color Comment
TX 2 | White Connect to the Device Under Test (DUT) TX pin.
RX 3 [ White Connect to the DUT RX pin.
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Table 2.15 - Required UART Layer Connections (continued)

Signal Name | Pin | Wire Color Comment

VIO LVL 7 |Red I/O voltage reference that designates the threshold for a logic level
"1".. The VIO LVL minimum voltage is 1.65 Vdc. The supplied
voltage needs to be the DUT logic signal level that designates a
logic level "1". Some DUTs will have a VIO signal/tap. Ifa VIO tap
is not available, use the DUT rail/power supply (Vcc/Vdd). If an I/O
reference tap is a available, use that as the VIO LVL source.

GND 10 | Black Either one of these pins can be used to connect the DUT ground to

GND 11 | Black the HCI pod.

Logic Event Capture Configuration

Successful logic event capture requires the following Pod connections.

Table 2.16 - Required Logic Connections

Signal Name | Pin | Wire Color Comment

DIG1 8 | Green TTL logic input. Connect to the Device Under Test (DUT)

DIG 2 9 [ Green TTL logic input. Connect to the DUT.

VIO LVL 7 |Red I/O voltage reference that designates the threshold for a logic level
"1".. The VIO LVL minimum voltage is 1.65 Vdc. The supplied
voltage needs to be the DUT logic signal level that designates a
logic level "1". Some DUTs will have a VIO signal/tap. Ifa VIO tap
is not available, use the DUT rail/power supply (Vcc/Vdd). If an I/O
reference tap is a available, use that as the VIO LVL source.

GND 10 | Black Either one of these pins can be used to connect the DUT ground to

GND 11 | Black the HCI pod.

2.3.7 Connecting for USB Capture

The HCI USB connectors are located on the Sodera rear panel connectors (see 2.3.2 Rear Panel Connectors on
page 42). USB testing is normally performed by capturing the USB traffic between a USB device and a host
computer or controlling device. In the image below we see the normal configuration of a Bluetooth dongle
connected to the USB port of a laptop computer. To capture the USB traffic, the Sodera unit is placed between
the dongle and laptop computer. Any traffic between the devices is captured through the Sodera HCl interface.

Wireless Protocol Suite Hardware and Software User Manual
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Normal Bluetooth dongle and computer configuration

USB testing of dongle and computer using Sodera

V‘

Use a cable to connect the
computer USB port to the
SoderaHCl| USB 1 type B

Connect dongle to Sodera
HCI USB 1 Type A port.

Sodera will capture USB traffic between the dongle and computer

Figure 2.34 - Example: Sodera HCI USB Capture Setup

The HCI USB 1 connectors use the same Sodera unit internal interface as the Sodera HCI POD1 UART pins.
Likewise the HCI USB 2 connectors use the same internal interface as the Sodera HCI POD2 UART pins. Therefore
you cannot simultaneously capture USB and UART on the "1" interface or on the "2" interface. You can
simultaneously capture from the HCI USB 1 connectors and the HCI POD2 UART pins and vice versa. Refer to
3.1.2.1.1 Analyzer Toolbar Menu and Icons on page 81.
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2.4 Sodera LE Hardware
2.4.1 Sodera LE Front Panel

Frontline Sodera LE front panel is shown below. The panel provides controls to power up and shut down the
Frontline Sodera LE hardware, and it provides indicators to show the power and capture status.

e

] 1
OVERLOAD POWER

[ frontline | ANTENNA
SODERA (e

Figure 2.35 - Sodera LE Front Panel Controls and Indicators

Table 2.17 - Sodera LE Front Panel Controls
Control Description

ANTENNA Connect to the front panel antenna SMA connector. Used for wideband wireless capture
of Bluetooth Low Energy transmissions.

Maximum useable signal level: -10 dBm.

WIRED Low sensitivity RF input suitable for conductive testing that utilizes a wired connection from
the devices under test (DUTs). Conductive testing allows for isolation of the DUTs from
environmental interference.

Maximum useable signal level: 27 dBm.

OVERLOAD | RF overload indicator. If the RF signal level on either the ANTENNA or WIRED
connector is too high, then this LED will light red. RF overload occurs when the signal
level is greater than 27 dBm. Should an RF overload occur with the ANTENNA in use,
try switching to the less sensitive WIRED connecter to relieve the problem.

POWER LED illuminates when the Sodera LE unit has been powered up using the power button.
See Table 2.18 - Sodera LE Front Panel Power and Overload Indicators on page 58 for
more information.

EXT CLOCK | Notused.

Power Press and then release the button to power on or power off the system.
Button
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Table 2.18 - Sodera LE Front Panel Power and Overload Indicators

Indicator Color State Status Indicated
Power None Off Unit is powered off.
Green |Constant Unit is powered on.
Amber | Constant Unit is powering on.
Red Blinking Unit has reached thermal overload. See Applying Power on
page 59.
Constant Unit has reach thermal overload and has shut down. See
Applying Power on page 59.
Overload Red Occassional | llluminates each time RF power at the Antenna or Wired
connectors has exceeded 27 dBm.

2.4.2 Sodera LE Rear Panel Connectors

The rear panel is shown below. The panel provides connectors for external power and for connection to the
computer hosting the Wireless Protocol Suite software.

I8 GND  ouT

ETHERNET

Figure 2.36 - Sodera LE Rear Panel Connectors
DC9V: 1.7 mm jack connector to the Frontline supplied AC-to-9 VDC power adapter.

USB : USB 2.0 port for connecting the Sodera LE unit to the host computer where the Wireless Protocol Suite
software resides. This connector provides host computer command, control, and data transfer.

Note: All other connectors are not used.
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2.4.3 Attach Antenna

Attach the antenna to the ANTENNA SMA connector

e

[ frontline ANTENNA WiFED
SODERA e

Figure 2.37 - Antenna Attachment Point

Remove the Frontline Sodera LE hardware from the box and attach the antenna to the ANTENNA SMA
connector on the front panel.

2.4.4 Applying Power

The Sodera LE hardware is powered by an external 9 VDC power source using an AC-to-DC power adapter.

Note: Only use the Frontline supplied power adapter. Do not substitute another power
adapter.

To apply power to the Sodera LE hardware, connect the provided AC-to-DC power adapter to the DCOV
connector on the rear panel and then connect the adapter into an AC source.

To start the Sodera LE hardware, depress the Power button on the front panel and then release. This action will
provide a clean start for the Sodera LE hardware.

The front panel Power LED indicator will be green.

Should the Sodera LE hardware reach thermal overload temperature between 50 °C and 60 °C (122 °F and 140 °F),
it will shut down.
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DC9V

2R

Figure 2.38 - Sodera LE Rear Panel Airflow

If the fan becomes blocked, the Sodera LE unit will power down. Should this happen check that nothing is
blocking the airflow to the unit's air inlet, or that nothing is impeding the fan from spinning freely. Clear any
obstructions and then apply power to the unit.

2.5 802.11 Hardware
2.5.1 Attaching Antennas

When you remove the Frontline 802.11 from the box, the first step is to attach the antennas (Figure 2.39).

S802.11

a02.11 8/b/g/n PROTOCOL AMNALYZER

) rowen ]

[

Figure 2.39 - Front Panel

1. Attach an antenna to each front panel connector.
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Figure 2.40 - Frontline 802.11 with all antennas attached

2.5.2 Connecting/Powering the Frontline 802.11

Once you have attached the antennas, the next step is to power up and connect the Frontline 802.11 to the
computer.

1. Insert the power cable (DC connector) from the 12 volt AC adapter into the Power port on the Frontline
802.11 back panel (Figure 2.41).

Qe=) ) 2.1 1

BOZ.11 &/'b/EN PRoTooOL ANALYIER

Figure 2.41 - Back Panel - Power
2. Plugthe 12 volt AC adapter into the AC power source. The front panel Power light illuminate (Figure 2.39).

3. Insert the USB cable into the USB port on the Frontline 802.11 back panel (Figure 2.42).
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pl{]!ﬁ:m l

Figure 2.42 - Back Panel - USB

4. |Insert the other end of the USB cable into the PC.

5. It may take as long as thirty seconds for Windows to recognize that the Frontline 802.11 hardware is
connected to the PC. The Activity light on the Frontline 802.11 front panel (Figure 2.39 will blink during
this period, when the light is steady, the Frontline 802.11 hardware is ready to communicate with the

Wireless Protocol Suite software.

2.5.3 Setting Up for ProbeSync

The Frontline 802.11 hardware has ProbeSync™ which allows for synchronization of Frontline hardware clocks
and timestamping. One Frontline device will act as the central device by providing the clock to the central device
receiving the clock. Do not confuse "central" and "central" with the Bluetooth device central and central

relationships. Refer to the following tables.

Table 2.19 - 802.114 Synced to 802.11,

802.114 | 802.11,

802.114 802.11, OUTI IN TouTT IN

Central Peripheral | X X
Peripheral Central X | X

Table 2.20 - Sodera Synced to 802.11

Sodera | 802.11
Sodera 802.11 OUTTIN loUTT IN
Central | Peripheral | X X

Note: The Frontline Sodera device must always be the central node in ProbeSync mode.

ProbeSync allows a Frontline Sodera and a 802.11 hardware to be connected together to run off of a common
clock, ensuring precise timestamp synchronization while capturing multiple wireless technologies such as
Bluetooth and 802.11. One device will act as the central device by providing the clock to the central device
receiving the clock. The devices are connected in a daisy-chain configuration. Refer to the following table, to Rear
Panel Connectors on page 42, and to Connecting/Powering the Frontline 802.11 on page 61.
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Table 2.21 - Sodera Synced to 802.11

Sodera 802.11
Sodera | 80211 EoGEESYNC OUTIPROBESYNC INJOUT| IN
Central | Peripheral X X

1. Using a CAT 5 Ethernet cable (less than 1.5 meters (4.9 feet)) insert one end to the central Frontline
Sodera device OUT jack.

2. Insert the other end of the cable into the central Frontline 802.11 device IN jack.

T .- " I‘“
L— HeiusB1—— L—HeoIusB2—— PC HOST

DIGITAL I/0

SLAVE

Figure 2.43 - Back Panel - ProbeSync with Sodera and 802.11
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2.6 Data Capture Methods

This section describes how to load Teledyne LeCroy Wireless Protocol Suite software, and how to select the data
capture method for your specific application.

2.6.1 Opening Wireless Protocol Suite

On product installation, the installer creates a folder on the windows desktop labeled "Wireless Protocol Suite
<version #>".

1. Double-click the " Wireless Protocol Suite <version #>" desktop folder.

This opens a standard Windows file folder window.

b » Wireless Protocol Suite 1.00
Name Date modified Type Size
Help and Tools 2/28/2019 10:47 AM File folder
% Renew PM 19.2.18756.0 2/28/2019 10:47 AM Shortcut 2 KB
E;’ Wireless Protocol Suite 1.00 2/28/2019 10:47 AM Shortcut 2 KB

Figure 2.44 - Desktop Folder Link

2. Double-click on Wireless Protocol Suite Icon and the system displays the Start Page dialog.

B welcome te Teledyne LeCroy Wireless Protocol Suite 23.1.31283.0 [ALPHA) x
Wireless Protocol Suite 23.1.31283.0
Start Capture Recent Files & Opan CaptursFile
Select one of the options befow to procesd with live capture: wireless protocol suite.cfa
\FrontlinelBugsyFA-200T5 wireless protocal suite
hFlunﬁirleXSO‘D - CrvFrontlinesBugshF ireless protocol sui
Used for simulraneo s full spectrum capture of multiple wireles technolor 3Tachnologies bookmarks.cfz
D\ Frontfinek TestFile
o Frontiine X240 Triple desiony
Used te simultaneously capture 3 wireless technologies 202210M.cfa
DAro ek Bl EA-I00TS
o Frontline X240 Double = Hne B 20T
Used bz simulbans=oushy capture J wirsless lechnologies Triple BR_LE_802.11.d=
o FrONEiNE X240 T Fromthin ey Test Fil e 20
Used to captune the full spectrum of Bluetooth data H500 802154 BREDR Spectrum.cia
& Frontline Sodera LE CvFromcline Test Fileci 802,154
Uzed far capture Blustacth LE data threads_x240_lab2.cfa
= Frontline Sedera & Frontline 5021 Tt R e
Used to capture BR/EDR, LE, and 20217 data
L Frontline Sodera Samp|e Files
Used te copture the full spectrum of Bluetooth dato
& Frontline 802.11 Triple BO2.15.4_PHY .cfa
Used For simulkan socusly capture 3 seleck=d el of E02.11 deta
: : iRt 20211 BR-EDR. Coexcfs
Frontdi n b
. Frontie: X211 Boube Blietooth LE Audio [LC3) Broadcast.cfa
4 Bluetooth LE Audio (LT Unicast.ca
(O -
Classic_apti-HD_Audio_Data.cfa
User Mamual Quick Start Pratocol Analyzer Introductony LE Aok AoD CTE.cfa
Guides = Datacheets Videos - o
TELEDYNE
What's new in Wireless Protocof Suite 23.1.31283.0 - About Application E 2019 Téhedyne LeCroy. All rights resenved q?lk[:wl:"

Figure 2.45 - Example: Wireless Protocol Suite Start Page

64 Wireless Protocol Suite Hardware and Software User Manual



Chapter 2 Getting Started Teledyne LeCroy

Note: You can also access this dialog by selecting Start > All Programs > Teledyne LeCroy
Wireless > Wireless Protocol Suite<version #>

Select the Sodera and the Main Application Window will be displayed.

Figure 2.46 - Main Application Window with Capture Screen
Supporting Documentation

The Wireless Protocol Suite <version #>directory contains supporting documentation for development
(Automation, DecoderScript™, application notes), user documentation (Quick Start Guides and the Wireless
Protocol Suite User Manual), and maintenance tools.

2.6.2 X240 Data Capture Method

X240 can be set up for a single technology capture or with two X240 units for synchronized capture of multiple
technologies.

2.6.2.1 Single Technology Capture, Single X240 (1)

Connect a USB C cable to the USB connector labeled Host on the rear of the X240 and the other end of the cable
to the Host PC. When the X240 Analyzer is connected to the Host PC running the Wireless Protocol Suite the
Start Page window will display the X240 option.
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Wireless Protocol Suite 23.1.31283.0
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& Erontline X500 - Ce\FrontlinehBugsh FA-200 TS wireless
Used fior simuilzan s full spectrum capture of multiple wireles technnlog 3Tachnologles bookmarks.cfa
DA Frontline TestFile
s Frontiine X240 Triple i
Used to simulansously capture 3 wireless tech s 202210M.cfa
Ci\FronelineyBugsyFA-10073

& Frontline X240 Double

Lisert o simiiltanenyishy captiire 2 wineliss achiologies Triple_BR_LE 802.11.dfa

i IFr.t?ntlme 240

sed to capture the full spectrum of Bluetooth dats

CvFrontlines TestFiles8

Frontline Sodera LE

L
Lised far capturs Blustacth LE data threads_x240_lab2.cfa
[AFrontlinesTestFileshthreads x 290 fab2
= Frontline Sodera & Frontline 8021 = R
Used to capture BR/EDF, LE, and 202,17 data
- i i Sample Files “~Select X240
W5eo To copture CTUl = 4 al
& Frontline B02.11 Triple B02.15.4 PHY .cfa
L Forsimulkan soushy caplure 3 seleck=d channek of 80211 data
: ! 30211 BR-EDR._Coexcfa
Frontdi H "
. Fronkioee X2:1- Double. Bluetooth LE Audio [LC3) Broadcast.cfa
i Bluetooth LE Audio [LC3) Unicast.cfa
(D = i
Classic_apti-HD_Audie_Data.cfa
User Marual Quick Start Frotocol Analyzer Introductory LE Aod AoD CTEcfa
Guides = Datasheets Vidsos e
What's new in Wireless Protocol Suite 23.1.31283.0 - About Application E: 2010 Tebedyne LeCroy. Al rights reserved Q I‘lﬁ%\'ﬂi
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w Open Capture File

protacal suiks

Figure 2.47 - Start Page Single Technology Capture

Select X240 to bring up the X240 Main Window. When the Main Window is displayed, you will see Toolbars with
the following functions:

K240 SM: 20905 -

i [ @ startRecord
P

P Start Analyze

ST W

A& Event Log Ready to record BR/EDR

Figure 2.48 - X240 Toolbars

F @

Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 22.1.28079.0 (ALPHA) (X240)

6

To begin recording Bluetooth traffic, click on the Start Record button. Addresses of captured Bluetooth devices
will appear on the Device Database View. The view is accessible via Main menu View.

2.6.2.2 Synchronized X240 (2) Data Capture Method

On both X240 Analyzer units, connect a USB C cable to the USB connector labeled Host on the back of the X240
and the other end of the cable to the Host PC. Connect the CATC Sync cable to the MicroD25 port on the back of
each X240. See Setting Up for Synchronized X240 (2) Capture on page 37.

When the X240 Analyzers are connected to the Host PC running the Wireless Protocol Suite the Start Page
window will display the Synchronized X240 (2) option.
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CE\FrontlineBugshFA-Z00TS wireless protacal suite
3Tachnologies bookmarks.cfa

DAFronkfiney Test File
202210M.cfa

CvFr rehBugshFA-2

Triple BR_LE 802.11.d=

CevFronthney TestFl et

X500.802154_BREDF_Spectrum.cia

T\ Fromcline) Test Fites) 802,154

Select Triple x240

Sample Files

BO2.15.4_PHY .cfa

BO211_ER-EDR Coexcfs

Bluetooth LE Audio [LC3) Broadcast.cfa
Bluetooth LE Audio (LT Unicast.cfa
Classic_apts-HD_Audie_Datacfa
LE_Aod 8ol CTEcfa

TELEDYNE
E 2019 Teébedyme LeCroy. All rights reserved ‘?PILW]"

Figure 2.49 - Wireless Protocol Suite: Start Page

Select Synchronized X240 (2) to start the Wireless Protocol Suite using both X240 Analyzer units.

Each X240 will be represented by an Analyzer Toolbar in the Wireless Protocol Suite from which it can be

configured
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Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 22.1.28079.0 (ALPHA) (X240)

TN B @

P Start Analyze ¥ | G
H2405MN:20005- A A - L, A Eventlog  Readyto record BR/EDR

W E [E @ startRecord

24D SN:20900 - A A - X, A Eventlog  Readytorecord LE

Figure 2.50 - New Capture File

When using Synchronized X240 (2), each X240 should be configured to conform to the following rules of
synchronized capture.

Table 2.22 - Synchronized X240 (2) Capture Configuration Rules
Synchronized X240 (2) Capture Configuration Rules

No X240 can have Excursion Mode enabled.

Only one X240 can have Logic Signals and HCI enabled.

Only one X240 can have Spectrum enabled.

Only one X240 can have Low Energy (LE) Bluetooth enabled.
Only one X240 can have Classic (BR/EDR) Bluetooth enabled.

Only one X240 can have Dual mode (BR/EDR and LE) Bluetooth
enabled.

Only one X240 can have Wi-Fi enabled.
Only one X240 can have 802.15.4 enabled.

To begin recording Bluetooth traffic, click on the Start Record button in the Wireless Protocol Suite.

If any rule of synchronized capture is not followed in the capture configuration of the X240 Analyzer units, an
error message is displayed detailing each rule that is not followed. The capture configuration of the X240 Analyzer
units must be changed to conform to the synchronization rules. The Start Record button in the Wireless Protocol
Suite must be clicked again to begin recording.

If the Event Log of either X240 indicates that the synchronization cable is not properly connected, refer to
Troubleshooting in Setting Up for Synchronized X240 (2) Capture on page 37

Synchronized X240 (2) Capture Modes

The X240 can be configured for either LE or BR/EDR or Dual mode or Wi-Fi or 802.15.4. This offers the
opportunity to capture with two X240s in these configurations or modes:

e LE and BR/EDR

e LE and Wi-Fi

e LEand 802.15.4

e BR/EDR and Wi-Fi

» BR/EDR and 802.15.4
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e Dual mode (BR/EDR and LE) and Wi-Fi

e Dual mode (BR/EDR and LE) and 802.15.4

e Wi-Fiand 802.15.4

Spectrum capture can be enabled on any one X240 in the each of the above modes.
2.6.2.3 Synchronized X240 (3) Data Capture Method

Connect three X240 units using three CATC Sync Cable kits as described in Setting Up for Synchronized X240 (3)
Capture on page 38

When the X240 Analyzers are connected to the Host PC running the Wireless Protocol Suite, the Start Page
window will display the Synchronized X240 (3) option.
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Start Page - Teledyne LeCroy Wireless Protocol Suite 1.50

File Edit Options Help

=

Wireless Protocol Suite

Recent

Your recent capture fies will appear here.
Open Fie...

Start

Select the data capture method:
X240

Multple Technologies Aggregated
Synchronized X240 (2)
Synchronized X240 (3)

Select Synchronized X240 (3)

Samples

Bluetooth 5.2_CIS_BIS.cfa
BR-EDR_4.1.cfa
Classic_aptX-HD_Audio_Data.cfa
LE_AoA_AoD_CTE.cfa
LE_Generic_Audio_BAP.cfa

Figure 2.51 - Wireless Protocol Suite: Start Page

Select Synchronized X240 (3) to start the Wireless Protocol Suite using three X240 Analyzer units.

Each X240 will be represented by an Analyzer Toolbar in the Wireless Protocol Suite from which it can be

configured.
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When using Synchronized X240 (3), each X240 should be configured to conform to the following rules of
synchronized capture.

Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 22,1.28079.0 (ALPHA] (X240)

m B [E @strtRecord P StartAnalyze <% L3 Yy B
X240 SM:20005 A& A - X, A Eventlog  Readyto record BR/EDR
W2ADSN:20500 - A A - b A Eventlog Ready to record LE

H2ADSN:20902 - A A - b, A Eventlog  Readyto record Wi-Fi

Figure 2.52 - Synchronized X240 Toolbars

Table 2.23 - Synchronized X240 (3) Capture Configuration Rules
Synchronized X240 (3) Capture Configuration Rules

No X240 can have Excursion Mode enabled.

Only one X240 can have Logic Signals and HCI enabled.

Only one X240 can have Spectrum enabled.

Only one X240 can have Low Energy (LE) Bluetooth enabled.

Only one X240 can have Classic (BR/EDR) Bluetooth enabled.

Only one X240 can have Dual mode (BR/EDR and LE) Bluetooth
enabled.

Only one X240 can have Wi-Fi enabled.

Only one X240 can have 802.15.4 enabled.

To begin recording Bluetooth traffic, click on the Start Record button in the Wireless Protocol Suite.

If any rule of synchronized capture is not followed in the capture configuration of the X240 Analyzer units, an
error message is displayed detailing each rule that is not followed. The capture configuration of the X240 Analyzer
units must be changed to conform to the synchronization rules. The Start Record button in the Wireless Protocol
Suite must be clicked again to begin recording.

If any X240 indicates, in its Event Log window, that the synchronization cable is not properly connected, refer to
Troubleshooting in Setting Up for Synchronized X240 (3) Capture on page 38
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2.6.3 Sodera Data Capture Method

When the Sodera Analyzer is connected to the Host PC running the Wireless Protocol Suite the Start Page
window will display the Sodera option.

E ‘Welcome te Teledyne LeCroy Wirelzss Protocel Suite 23.7.31283.0 (ALPHA) ¥

Wireless Protocol Suite 23.1.31283.0

Start Capture Recent Files & Opan CaptureFile
Sedect one of the options below to procesd with live capture: wireless pratocol suite.cfa
& Frontline X500 e CE\FrontlineBugshFA-Z00TSwireless protacal suite
Used for simuilzan eovus full spectrum capture of multiple wireles techanlo 3Tachnologles bookmarks.cfa
e Frontiine 240 Triple T e
Used e simulEneously capture 3 wireless technologies 202210M.cda
Ci\FronelimehBugsyFA- 20073

& Frontline X240 Double
Lisert o simiiltaneously captiire 2 wireliss lechhologies Triple_BR_LE_802.11.cl=

& Frontine x240 T ronthneyTestFile
Used to capture the full spectrum of Bluetooth dats M500 802154 BREDR Spectrum.cfa
Frontline Sodera LE Erp et AP ot
Vsed far cagture Blustocth LE data threads x240 lab2.cfa
Frontline Sodera & Frontline 20211 S el KRRl il
Used to capture BR/EDR, LE, and 80211 data
Frontiine Sodera | <, le Fil
I"‘ Use: e the full spectrum of Hlueoots I ANRIEELES Select Sodera

BO2.15.4 PHY cfa
B0211_BR-EDR_Coex.cfz

Frontiine B02.11 Double ®
e Blietooth LE Audio [LC3) Broadcast.cla

y Bluetooth LE Audio (LCI) Unicast.cfa
(- =2
Classic_apti-HD_Audio_D=ta.cfa

User Manual Quick Start Frotocol Analyzer Introductory LE Aot AcD CTEcfa
Guides = Datasheets Vidsos B - -
TELEDYINE
What's new in Wireless Protocol Suite 23.1.31283.0 - About Application £ 2010 Tebedyn e LeCroy. Al rights reserved ﬁ“lkr:u;w

Figure 2.53 - Wireless Protocol Suite: Start Page

Select Sodera to bring up the Wireless Protocol Suite window. The Wireless Protocol Suite Application icon will
be placed in your taskbar at the bottom of your screen.

Wireless Protocol Suite Application Icon

2.6.4 Sodera LE Data Capture Method

When the Sodera LE Analyzer is connected to the Host PC running the Wireless Protocol Suite the Start Page
window will display the Sodera LE option.

Select Sodera LE to bring up the Wireless Protocol Suite window. When the Main Application Window is
Displayed, you will see toolbars with the following functions:
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Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 2.20 (Sodera LE)

File Edit View Capture Options Help

W & E @ startRecord P Start Analyze <% i T BB R
Sodera LE SMN:AT601-00001 - A & - A Eventlog Ready to record LE

Figure 2.54 - Sodera LE Toobars

To begin recording Bluetooth traffic, click on the Start Record button. Addresses of captured Bluetooth devices
will appear on the Device Database View. The Device Database is available from menu in the toolbar.

Select Sodera LE to bring up the Wireless Protocol Suite window. The Sodera Main window icon will be

\S

placed in your taskbar at the bottom of your screen.

Wireless Protocol Suite Application Icon

2.6.5 Frontline® 802.11 Data Capture Method

When the 802.11 Analyzer is connected to the Host PC running the Wireless Protocol Suite the Start Page will
display the 802.11 option.
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Start Capture

Select one of the options below to proceed with live capture
-

& Frontline 80211 Double
e Frantline 80291 & Frontline H5L (MW5S-WQ-2)
Used for capturs 302,11 datz 2nd HLl traffic
Frontling 802.11 & Frontline HSU [HCI-HS)
80211 data end HCl traff
Frantline 802,91 & Frontiine HSL [HC|-HADS)

Used for capture 302,11 dats and HCl traffic

Used for captur=

o Frontline 80211 & Frontline H5U [HCI-H4)

Used {or cepture 802.17 data end HC | traft

Used for simuitaneoushy capture = celected channels of 802,

Used for simuntanesusly cagturs 2 selected chansisis of B2 11 data

E Welcome to Teledyne LeCroy Wireless Protocol Suite 23.1.31282.0 (ALPHA)

Wireless Protocol Suite 23.1.31283.0

Recent Files

wireless protocol suite.cfa

1 daka ~

20221011.cfa

D\ Frantiie =4 BLige FA- 20075
Triple_BR_LE_802.11.cfa

De\Fromtling TestFiles

X500 802154 BREDR. Spectrurm.cfa
i

D:\Framtin

Ui o
e Tewt Fif ey B

threads_x240_lab2.cfa
Dx\Frontlingy =ith

Sample Files

reads 1240 lab2

' Cpen Capture File

2154

Select 802.11

i Frontline 80211 & Frontiine H5U [HCI-BCSP)
Used for capture 802.11 datz and HTI| affic

e Frontline 30211 |
Lised for capture S02.17 dats o the wlected channel [

® virtual sniffing

Ya
User Manual Cluick: Start Pratacal Anabyzer
Guides = Datacheets

What's mew in Wireless Protocol Suite 23.1.31233.0 -

Mo hardware required; analyzer acquires data via uter-developed software. o

About Application

802,154 PHY cta
80211_BR-EDF,_Coexcfz

Bivetootin LE Audio [LCF) Broadeast ofa

I rtrocuctany

LE Aof, AcD CTEcfs
Videos

Bluetooth LE Audio [LC3) Unicast.cfa
Classic_apt¥-HD_Audio_Data.cfa

£ 2012 Teledyrie LeCroy. All rights reserved

wIIIEDTNI
LECRY

Figure 2.55 - Wireless Protocol Suite: Start Page

Click on 802.11.

The Teledyne LeCroy Wireless Protocol Suite software will display the 802.11 Main window. From this window
you can choose the Start Record button.

74

File

w

Edit View Capture

@ J/ @ startRecord

Options

o0

Help
)

M

TN B @

Figure 2.56 - 802.11 Start Record button

802.11

o

Requires one Frontline 802.11 hardware.

o Captures 802.11 data on the selected channel.
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e 802.11 Double

© Requires two Frontline 802.11 hardware with ProbeSync™.

Q=) SE) 2011 11

BOR V) /N PecToosy Asslrzee

Figure 2.57 - 802.11 Double
e 802.11 Triple
° Requires three Frontline 802.11 hardware with ProbeSync™.

To begin recording 802.11 traffic, click on the Start Record button. 802.11 traffic will be shown in the Summary
Window.
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B Mew Capture File - Teiedyne LeCroy Wireless Protocol Sulte - O *
Flle Edit Wiew Capture Options Help 802.11 selected
T H ®read Bamaye XM TV BE
Smr ary EX EI!CI'I__dE- - -Ex
I T - Frame 5: Len=489 ~
| b & 3 Wl - M "
Full Caplure | Technologyfl| 802.71 e | Q = WL a1 Radic:
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- - m—— —— . Diate length: 420
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3 B0 Mb/x 6 02119 469
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7 E0Mb/ & L ---émennaOConunl Channel RS5): 18 w
8 0B/ 5 | Raw Data
E] 1.0 Wbz 3
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Cx00D2 00 00 00 00 OC 00 OO0 00 DD 0% Q0 10 19 02 00
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Ox00FC 64 OO 00 27 A4 00 00 41 43 SE 00 61 32 2F 00
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Ready PacketS DES0us No Packets
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Figure 2.58 - 802.11 Capture / Analysis Windows
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2.6.6 Using Sample Capture Files
There are several sample capture files in the Wireless Protocol Suite installation.

Each file has a self descriptive name regarding used device and traffic type. You can open these files using the
Samples section in the Start Page.

Caution:

Wireless Protocol Suite software treats sample files in the same way as other user recorded capture files, i.e. it

preserves all your changes in the original sample file: you may make a copy of the desired file and save it before
any experiment that may corrupt it.

By default sample files stored in the Public Documents folder more precise path you can find out from path hint:

E Welcome to Teledyne LeCroy Wireless Protoced Suite 23.1.31283.0 (ALPHA) =

Wireless Protocol Suite 23.1.31283.0

Start Capture Recent Files @ Open Capture File
Select one of the options below to proceed with live capture wireless protocol suite.cfa
= Uz imuitaneausly cagturs 2 selected channes of 802,11 dat “ O:\Frontline\Bugs) FA-2007Mwireless protocol suite
e Frontline 302.11 Doubla iTechnologies_bookmarks.cfa
Used for simuftan eaushy cagturs 7 setected chanets of 802 11 data DivFrantimehTestFifes
b Frantline 80211 & Frontline H3L (MWS-WC1-2) 20221011.cfa
Used fo z 202,11 dats and Bl raffic O\ Frontiins\B ugs)FA-20075
4 Frontline 302,11 & Frontline H5U [HCI-HS) Trple_BR_LE_802.11.cfa
B Used for ceptre 80219 data and HC traff Di\Frontiine\TestFiles\ X240
o Frontline 802,11 & Frontiine HSU |HCI-HADE) X500 802154 BREDR Spectrum.cfa
Used for capturs 202,11 datz znd HCl affic DL Friortim = Tt Files\BO2.15.4
4 Frontline 30211 & Frontline H5U [HZI-H4| threads_x240_fab2.cfa
8" Liseel four captiors 802,11 data. anet HEL traff Di\Frontline\TessFiles\threads x240 lab2
i Frantline 802,11 & Frontiine HSU [HCI-BCSP)

Used for capture 36211 dats and HTl raffic

Sample Files
Frontliine 802,11

Used {or captures 802,17 date on the s=lected chasnel B02.75.4PHV.cha
30211_BR-EDR_Coex.cfa

Biuetooth LE Audio (LEF) Broadeast cfa

= Bluetooth LE Audio [LE3) Unicast cfa
7 ;
ﬂ- Classic_aptX-HD_Audio_Data.cfa

ed; analyzer acquires data wia user-develope

Lser Manual Cluick: Start Protacal Anabyzer I rtrerductony LE Apf oD CTEcfa
Guides = Datasheets ¥ideos -
What's new in Wireless Protocol Suibe 23.1.31283.0 - About Application £ 2012 Teledhynie LeCroy, All rights reserved - ‘:tr%q}m

Figure 2.59 - Start Page -> Sample Files

Click on the file name and the main application window of the Wireless Protocol Suite software will open with
the Captured File loaded.
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File Edit View Capture Options Help

@ Open. Ctrl+0 Gh B WiFi a802.15.4
Open Recent e |
. b 3
Sample Files BR/EDR | LE | 802,11
& Saveh:s. Ctrl+5Shift+5 e e e
Save Selection... _
- Freg =~
E}Ipﬂl't r s
iz 2412
Print... Ctri+P A 2412
Print Preview... P 2412
e iz 2412
File Locations... s 242
_ /2 2412
q 1.0 Mbis 2412
in 10 kAR A 24417

Figure 2.60 - File Location Options

You can also discover the path to "My Captured Files " by selecting File -> File Locations from the Main Page.

File Locations X
File Types Location N
[M v Capture Files [default] C: \Users\PublichD ocumentshT eledyne LeCroy Wireless'My Capture Filesh
My Configurations [default] C:\Users\PublichD ocuments\T eledyne LeCroy ‘wireless'\My Configurationss,
My Decoders [default] C:\Users\Public\D ocuments\T eledyne LeCroyp Wireless'My Decoders'
My Log Files [default) C:\Users\Public\D ocuments\T eledyne LeCroy Wireless'My Log Filesh
My Methods {default] C:\Uzers\Public\D ocumentshT eledyre LeCroy Wireless\My Methodsh o
< >
Uze Default Modify. aK ' Help [] Use Last Opened Folder for Capture Files

2.7 NewTopic
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Figure 2.61 - File Locations
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Chapter 3 Configuration Settings
In this section the Wireless Protocol Suite software is used to configure an analyzer for capturing data.
3.1 Configuration and I/O for Bluetooth Data Capture

3.1.1 User Configuration Overview

The Frontline Bluetooth Protocol Analyzer is capable of simultaneously capturing and demodulating RF channels
and packet types defined in Bluetooth Specifications up to and including 5.1. The user is not required to specify

the addresses of the devices to be captured or their roles (central or peripheral) during the connection lifetime.

Prior to capturing data the user does not need to enter any information (PIN, OOB, long term key, link key) used
to encrypt or decrypt data. The Analyzer provides live simultaneous capture of all 79 Classic Bluetooth channels
and 40 Bluetooth low energy channels storing data for both live and post capture analysis.

The Analyzer uses a two-stage capture-analysis process. First, Record will activate the analyzer to begin capturing
data from all Bluetooth devices in range. In the Analyze stage, the user selects one or more wireless or wired
devices for analysis and the analyzer will begin sending captured data that is to/from those devices to the
Wireless Protocol Suite software. The data appears in various views:

Summary Pane, Message Sequence Chart, Coexistence View, Bluetooth Timeline, Low Energy Bluetooth
Timeline, PER Stats, etc.

If any keys needed for decryption are known from past captures those keys are automatically applied to the
devices under test. Prior to protocol analysis the user can enter any unknown keys. The analyzer will identify the
specific key necessary for data decryption, for example Link Key, Passkey, PIN, Temporary Key. Decryption keys
are entered into the Security pane. The Security pane is available from the View menu.

Seourity &5 x
Show: Selected Deces Onlfy = Manage Keys ~
Tine Central B Perspheral PIN/TE Link Key ACO L) #
ANW021 22857589,  aenor9RTETRFC r Missing Pesipheral Address f

& 4/15/2021 3 66... "E;r.-o-EH:} T4 CE:;lt.i:L‘E:M:F-! ) (x6238236F356BFDDADDDDSETIZAIA0..  OnSCHD-CO00:...
& 4/19/2021 2:;‘?:.’.-‘5.35? . "E:bn-.EHG' ?;-C?:da’:UEM:Fd N/A Ox6238236F30BBFDD4D0D0SETIZAIAY..,  (xC2E5:3056:..
& AN9/2021 23012062, DBAE [‘EE“QB 0] . LT Ox6238236FIGBBFDDIDDDDSETIZAIAN..,  (wC265:3556:.
A119/200% 23020900,  2B:ADIB:DHAEDC N Unable to valsdate
a ; 1872021 2:;0:25.31; . FOSC Di:;& Cx65 A Unable to validate
& 4/19/2021 2:39:31.'-55‘ .. DB:AE-DE:ST:OB:10 N Ow6230236FIGBBFODADDDDSETIZAIA0..,  (xIFOEA238:E.
AY2021 23331917, DRAEDGRIT9B:10 o M (x6238236F39BBFDD4D0D05ET32AIA0.,  IxDEIAAFIZ.. - w

Raw Data Security

Figure 3.1 - Security Pane

The user can configure the record options from the Analyzer Toolbar. The default settings are sufficient for
capturing most Bluetooth connections. Details of the configuration settings are in the Wireless Protocol Suite
Hardware and Software User Manual available to download from FTE.com or in Frontline on-line help.
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3.1.1.1 Standard Capture Scenario

In the standard capture scenario, the analyzer is connected to a host computer via the rear panel PC HOST
interface and captures live “over the air” data exchanged between two Bluetooth devices.

3.1.2 Wireless Protocol Suite Analyzer Toolbars

When the Wireless Protocol Suite software is loaded and started on the host computer theWireless Protocol Suite
Main Windows with Analyzer toolbar(s) will open. It allows users to control and view the status of a connected
X240 / X500 /Sodera / Sodera LE hardware from within the main application window of the Wireless Protocol
Suite.

iy = . - . A r o
= e Lapture Hile - lelechyne Leloroy irelese Protocol Sute ! ~oolera

w & [E @ startRecord P Start Analyze: <Y i TN B E M

Sodera SM:00036 }'.. 4’:’ * wa & Event Log Ready te record BR/EDR, LE, Spectrum = HC|

Record Manage Excursion Mode
Analyzer Option Analyzer Status
Information Analyzer Option

Figure 3.2 - Wireless Protocol Suite Analyzer Toolbar

From within the Wireless Protocol Suite application, the user now has the same options and capabilities
previously provided via the separate Datasource application window. These include the following:

o Display of X240 / X500 /Sodera / Sodera LE product information

e Display of current status of X240 / X500 /Sodera / Sodera LE

e Ability to configure Record options

¢ Ability to configure Analyze options (including selecting which devices to analyze)
o Display of Wireless devices captured (current and previously captured)
o Display of Wired devices configured/captured

o Display of captured Security Events

¢ Ability to configure Bluetooth Privacy Keys

o Ability to configure Private Keys

o Display of Datasource event messages

o Ability to apply feature licenses

¢ Ability to manage excursion mode captures
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In addition, as a result of removing the Datasource application window, the user is now only presented with a
single button for Start Record and for Start Analyze (the current buttons in the Wireless Protocol Suite).

The Analyzer toolbars are presented for each connected Datasource. E.g., for the Synchronized X240 mode two
analyzer toolbars will be displayed:
W E [E ®sStartRecord P StartAnalyze X L Yy B @
H2A05N:20800 - A A - A Fyent Log Ready to record LE, Spectrum

X240 SM:21045+ A& A~ A Eventlog  Readyto record BR/EDR

Figure 3.3 - Wireless Protocol Suite with Two Analyzer Toolbars

The Analyzer toolbars are presented in live mode and when a capture file is opened. A Datasource file (.scap) is
required to display the toolbars. When opening a capture file without corresponding Datasource file, the Wireless
Protocol Suite will not display Analyzer toolbars.

When opening a capture file, the Record Options, Excursion Mode Captures menus, and the Analyzer
Status indicator will not be displayed.

3.1.2.1 Menu & Toolbars

Access to the various capture and analysis functions and displays is through the various menus and toolbars in the
Wireless Protocol Suite software.

3.1.2.1.1 Analyzer Toolbar Menu and Icons

The Analyzer toolbar menu is fixed in position and always in view. When selected, the Analyzer
Informationand Analyzer Options form pull-down menus with options for each topic. The Analyzer Toolbar
icons and pull-down menu items are described in the table below.

Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus

Icon/Menu Description

Analyzer Information menu: About Analyzer - Opens a popup window with version and

¥2405M:21M5 - & & - 2 | configuration information

About Analyzer I Manage License (X500 and X240 only) — Opens Manage License dialog
that allows to view the details of a currently installed license file or update

Manage License...
J f the license file.

3 | Opens the Record Options dialog where the attached hardware can
be configured for Bluetooth technologies and other capture modes.
For additional information see Record Options Dialog on page 87
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Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus (continued)
Icon/Menu Description

LE Test Mode Filters... Allows filtering in or out LE

Test Mode PDUs and will

allow filtering in selective LE

Test Mode PDUs by

Analyze Options menu channel number. For
sabvasitasbln additional information see

Record Options Dialog on

Analyze inquiry Process Packets

Analyze All Paging Without Connection

Analyze NULL and POLL Packets page 87

Analyze LE Ernpty Packets

ot ot e A Analyze Inquiry Process Packets When checked will include
Analyze Mesh Advertising Packets 1 1 1

Analyze LE Packa:r-.vim ERC Emors Inql‘”ry paCketS In the
Analyze LE Channel Sounding Packets analys]s_ Inqu""y packets

are normally ignored, so

not-checked is the default.
This feature is unavailable
with Sodera LE hardware.

Includes traffic from all
failed BR/EDR connection
attempts. This feature is
unavailable with Sodera LE
hardware.

Analyze All Paging Without
Connection

Analyze NULL and POLL Packets When checked will include
NULL and POLL packets.
NULL and POLL packets
are normally ignored, so
not-checked is the default.

Analyze LE Empty Packets When checked will include
Bluetooth Low Energy
empty packets. Empty
packets are normally
ignored, so not-checked is
the default.
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Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus (continued)

Icon/Menu

Description

Analyze Anonymous/ Unknown
Adv. Packets

When checked the Wireless
Protocol Suite software
identifies Bluetooth Low
Energy anonymous
advertising packets. An
anonymous advertising
packet does not contain the
AdvA field and its
corresponding auxiliary
packet also does not
contain an AdvA field. With
no address, there is nothing
to select for analysis in the
Device Database pane. The
Wireless Protocol Suite
software groups
anonymous packets and
this option allows the user to
include or exclude those
packets for analyzing.

If the Frontline system
captures either the
extended advertising packet
or its corresponding
auxiliary packet but not both
and the AdvA field is not
presentin

Analyze Mesh Advertising Packets

When checked, all captured
Mesh Advertising packets
are included in the analysis.
This includes advertising
packets for both Mesh
Provisioning and the Mesh
Proxy Service. The default
setting is unchecked.
Settings are persistent.

Analyze LE Packets with CRC
Errors

When checked, LE packets
with CRC errors are
included in analysis and a
partial decode of those
packets is provided.

Wireless Protocol Suite Hardware and Software User Manual
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Table 3.1 - -Wireless Protocol Suite Analyzer Toolbar Icons and Menus (continued)

Ilcon/Menu

Description

Analyze LE Channel Sounding When checked, LE Channel
Packets Sounding packets are
included in analysis. Those
not interested in Channel
Sounding feature are
recommended to disable
this option to improve
quality of capture.

ik

Record or delete captures from the Sodera hardware that were
created using excursion mode. Opens the Manage excursion mode
captures dialog.

This selection is disabled during live capture.

Event Log button Event Log Opens up the Event Log
view.
& Eventlog
| Ready The Analyzer current status. The following statuses are available:

Ready — the Analyzer is connected and ready to record traffic.

Recording — the Analyzer is recording traffic.

Disconnected — the Analyzer was disconnected from the system.

Manage Excursion Mode captures dialog

This dialog provides the user with a means to record or delete captures previously created and saved on the
hardware using Excursion Mode. The Excursion Mode feature is only supported on Sodera and X240 analyzers.
This option is unavailable with Sodera LE hardware.
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Manage excursion mode captures

ComProbe Sodera Sh: A1507-00021

Date created {UTC)
9/3/2015 9:16:30 FM
9/9/2015 9:16:25 PM
9/9/2015 9:15:04 PM
9/8/2015 3:08:32 FM
9/8/2015 3:08:26 PM
9/8/2015 3:08:23 FM
5/8/2015 3:08:02 PM
5/8/2015 3.07.58 FM
9/8/2015 3.07:45 PM
9/8/2015 3:07:40 PM
9/8/2015 3:07:16 PM
9/4/2015 3:01:16 FM
9/1/2015 B:03:49 PM
9/1/2015 B:02:35 FM
9/1/2015 8:02:22 FM
8/31/2015 8:59:01 PM

4 captures selected

Delete |

% Date created {ocal)

3/9/2015 51630 FM
992018 51625 FM
9/9/2015 5:15:04 FM
9/8/2015 11:08:32 AM
59/8/2015 11:02:26 AM
3782015 110823 AM
11:08:02 AM
110758 AM
11:07:45 AM
9/8/2018 110740 AM
9/8/2015 110716 AM
9/4/2015 11:01:16 AM
9172005 4:03:49 PM
3172015 4:02.36 FM
9152018 4:02:22 FPM
8/31/2015 45501 PM

Size

450 KB
2320 KB
121 KE
134 KE
175 KE
142 KB

283 KB
T10 KB
269 KB
37T KB
151 KB
107 KB
136 KB
192 KB
280 KB

29 GB free

Record | Close I

*

m

If a hardware unit is connected to the computer the dialog displays

e The serial number of the hardware.

Figure 3.4 - Manage Excursion Mode Captures Dialog

o Alisting of all Excursion mode capture files stored on the currently connected Sodera hardware. If no files are
stored, the list will be empty.

The listed files display the following information.

o Date Created (UTC) - the date and time in the UTC time zone that the excursion mode capture was started.

« Date Created (local) - The capture’s starting date and time in the local time zone of the user's computer.

o Size - the size of the excursion mode capture.
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Select Excursion mode capture files by
o Click to select a single file.
o Shift-click to select a contiguous range of files starting with the most recently selected file.
o Ctrl-click to select an additional file or non-contiguous file to the selection.
o Select all files by:
o right-clicking and selecting Select All Ctrl-A from the context menu, or.
o Typing Ctrl-a.
Delete selected files from the connected Sodera hardware by
e Pressing the Delete key, or
¢ Right-clicking and selecting Delete from the context menu, or
¢ Clicking the dialog Delete button.

A delete operation will display a confirming dialog that requires the user to confirm the operation before the files
are actually deleted. Clicking on Yes will permanently delete the files from the connected Sodera hardware.
Clicking on Cancel will abort the delete operation.

Record - Selecting a single file will enable the Record button and the Record right-click pop-up menu item.
Clicking the Record button or menu item will close the dialog and start recording the selected excursion mode
capture to the user's computer.

Right-click pop-up menu

Right-clicking on any file will open a pop-up menu with options to Delete, Record, or Select All.

Record
Select All Ctrl-4

Figure 3.5 - Excusion Mode Pop Up Menu
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LE Test Mode Channel Selection dialog

i IE Toct Mode Channet Salacharn wﬂ PDUs and the channels are highlighted: channel 3, 7, and
11. Channels 3 and 7 are checked, so their PDUs are
filtered "in" for analysis. Channel 11 has not been

Select RF channel numbers to analyze: checked, so its PDUs are filtered "out" from the analysis.
:: {1} :: e ]]: é? :: i? These channel filter selections are persistent for the
=5 - 13 - 22 - current session. Another Record action in this same
=) - 13 ~ 2 — 13 session can be performed and the same channel filter

selection will be applied unless changed.
[ 4 [14 24 M
[ & [ 15 25 [ 35
[ & I 16 [ 28 [ 3k
v [ 27 [~ a7
| 5 [ 18 [ 28 [ 38
| 5 I 14 [ 25 I 35
Select Al | Clear Al ] ok | Canesl ]

Table 3.2 - LE Test Mode Channel Sellection Buttons

Button Description
Select All Selects all 40 Low Energy channels
Clear All Deselects all 40 Low Energy channels
OK Active once a channels selection is made. When clicked the selected
channels are saved for analysis, and the dialog closes.
Cancel Closes the dialog without saving any changes.
3.1.2.1.1.1 Record Options Dialog

The Record Options dialog is used to configure the unit prior to data capture. The record options are stored on
the hardware and these setting will persist until changed. The Record Options dialog is only active when a unit is
connected to the computer running the Wireless Protocol Suite software.

Note: If a hardware unit is not connected then these settings can neither be viewed nor

changed.

3.1.2.1.1.1.1 Record Options Dialog: X500

The Record Options dialog is used to configure the X500 unit prior to data capture. The record options are stored
on the X500 hardware and these setting will persist until changed. The Record Options dialog is only active when
a X500 unit is connected to the computer running the Wireless Protocol Suite software.

Note: If a X500 hardware unit is not connected then these settings can neither be viewed
nor changed.
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Clicking on OK will save the Record Options settings on the connected X500 unit. Any Record Options parameter

changes made will overwrite the previously saved Record Options.

Wireless Tab

The X500 Wireless tab is scrollable.

E Record Options [SHN:24171)

Wireless Wired Viireless Filters

Wireless Capture
Classic Bluetooth (BR/EDR)
[[] Blustooth Low Energy (LE)

] wiFi(802.11) G

Client: MAC Address 00:00:00:00:00:00

[ wean 802.15.4

o Please use filters on the Wireless Fiters tab to capture only devices
of interest.

[] spectrum 2.46GHz
Interval: (200 us O

Bluetooth & 802. 15.4 Gain Control
@) Automatic Attenuation

Figure 3.6 - X500 Record Options - Wireless tab (not scrolled).
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B record Options (SN:22636) X

Wireless

Wired Wireless Filters

| | Bluetooth Low Energy (LE) A

WiFi (802.11)

] weaN 802.15.4

[] spectrum 2.4 GHz

Bluetooth &802. 15.4 Gain Control

(®) Automatic Attenuation

() Manual Attenuation (0 to 45 dB):

Excursion Mode

] Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List (;

Add

Figure 3.7 - X500 Record Options - Wireless tab (scrolled).

Table 3.3 - X500 Record Options Wireless Tab Selections

Teledyne LeCroy

Section Selection Description
Wireless Classic When checked, will capture data from Classic Bluetooth devices.
Capture Bluetooth
Bluetooth When checked, will capture data from Bluetooth Low Energy devices.
Low Energy i i . i
The sub menu for Bluetooth LE Channel Sounding (CS) is provided to configure
Channel Sounding (CS) data capture. By default the check box for Channel
Sounding is unchecked so no CS packets are captured.
Wi-Fi When checked, will enable configuring either Wi-Fi 5 4x4 or Wi-Fi 6E 2x2
capture. See the section titled Wi-Fi Configuration following this table.
WPAN When checked, will capture data from 802.15.4 devices.
802.15.4

Wireless Protocol Suite Hardware and Software User Manual
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Table 3.3 - X500 Record Options Wireless Tab Selections(continued)

Section

Selection

Description

Spectrum
2.4 GHz

When checked this selection provides the user with the ability to capture
samples of the 2.4 GHz RF present at the X500 antenna. The spectrum data
represents the RSSI and it is automatically saved when the capture is saved. It
can be optionally viewed in the Coexistence View. Spectrum sampling is set at
20, 50, 100, or 200 microsecond intervals using the Interval control.

Interval; | 200 | us

Capturing spectrum data will use additional memory, and the smaller the
sample interval, the more memory that is used, So when using sample rates
less than 200 microseconds the X500 unit must be connected to a computer
and not being used in Excursion Mode.See Spectrum Analysis on page 228 and
Coexistence View - Spectrum on page 288 for more information.

Bluetooth
& 802.15.4
Gain
Control

Automatic
Attenuation

The X500 unit will automatically adjust the attenuation of the received RF
signal to estimated levels suitable for effective data capture.

Manual
Attenuation)

Manual Attenuation may be necessary if the capture does not provide reliable
results. Attenuation can be adjusted from 0 to 45 dB in 1 dB steps. For
example, in the presence of a strong Wi-Fi signal the user may have to
increase the attenuation to achieve a reliable Bluetooth or 802.15.4 data
capture. The user should adjust the attenuation and then capture the data
again. Repeat, if necessary, until a reliable data capture is achieved.

Bluatooth & 802, 15.4 Gain Confrol
() Automatic Attenuation

(™) Manual Attenuation (0 to 45d8): |18 2

The X500 default Manual Attenuation is 5dB.

Excursion
Mode

When Excursion Mode is checked the X500 hardware will support
Excursion mode captures where the hardware can capture data without
being connected to a computer. The configured traffic is captured for
later upload and analysis using a computer running the Wireless Protocol
Suite software. Refer to Excursion Mode on page 166 for more
information about the Excursion Mode.

Classic
Bluetooth
Resolving

List

This is a list of Classic Bluetooth device addresses used to resolve
packet source BD_ADDRSs (Bluetooth Device ADDResses) during
capture. The datasource maintains a database of known device BD _
ADDRSs indexed on the least significant 4 bytes of the BD_ADDR — the
UAP and LAP. Over time, the device database will grow and may contain
multiple devices with BD_ADDRSs with the same UAP and LAP. The
resolving list is used to specify a known set of device BD_ADDRSs that will
be encountered in a capture session. This list will be checked first for
matching device BD_ADDRs. Each BD_ADDR on the resolving list must
have a unique value for the least significant 4 bytes of the BD_ADDR
(UAP and LAP).
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Classic Bluetooth Resolving List Configuration

To add a Classic Bluetooth Device Address to the resolving list, select the “Add” button. Enter the Classic
Bluetooth Address. Click OK. See figure below.

b=l [ew Address >

Classic Bluetooth Address:

AA:EB:CC:DD:EE:FF|

{ ‘
Cancel | |

Figure 3.8 - Enter Bluetooth Address

Classic Bluetooth Resolving List (2

AABB:CC:DE:EEFF Add
Edit

Delete

Figure 3.9 - After Entering Bluetooth Address

To edit a Classic Bluetooth Device Address that is already on the list, select that address and click the “Edit”
button. Change the address, then click OK.

To remove a Classic Bluetooth Device Address that is on the list, select that address and click the “Delete” button
Wi-Fi Configuration

Either Wi-Fi 5 4x4 or Wi-Fi 6E 2x2 can be selected. For either of these selections, Primary 20 MHz Channel and
Channel Width on which to capture Wi-Fi can be configured.

Wi-Fi (802.11) &)
Standard Control: ® Wi-Fi 54x4 () Wi-Fi 6E 2x2

Primary Channel: ch 6 (2437 MHz) w Scan Network
Channel Width: 20 MHz g

Channel: ch 6 (2437 MHz)

Truncate Packets:

Figure 3.10 - X500 Wi-Fi 5 4x4 Options
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Table 3.4 -
X500 Wi-Fi 5 4x4 Option Selections
Section Description

Primary | Select from the 2.4 GHz, 5 GHz, or 6 GHz primary channels. The primary channels are 20 MHz

Channel | wide. They are used for signaling and backwards compatibility.
The 6 GHz channels are only available with the Wi-Fi 6E standard selection.

Channel [ The possible Channel Width options are enabled based on the Primary Channel selection.

Width . . .

For a 2.4 GHz channel, the possible options are 20 MHz, +40 MHz (expanded above the primary
channel). and -40 MHz (expanded below the primary channel).
For a 5 GHz channel with the Wi-Fi 5 Standard, the possible options are 20 MHz, 40 MHz, 80
MHz.
For a 5 or 6 GHz channel, with the Wi-Fi 6E Standard, the possible options are 20 MHz, 40 MHz,
80 MHz and 160 MHz.

Channel | This is the center frequency, automatically calculated from the Primary Channel and the Channel
Width selections.

Truncate | When checked, the system truncates Wi-Fi data packets. The system does not truncate

Packets | management or control type packets.
In summary view, a user will only see the decoding for the Radio Tap and MAC header of
truncated packets. This allows for smaller capture files.

For Wi-Fi 6E

For Wi-Fi 6E, you can specify additional parameters for capturing OFDMA packets associated to one device.
OFDMA is a Wi-6E feature that allows subdividing the wireless channel bandwidth. This allows multiple clients to
use the channel at the same time. The settings identify these additional parameters as HE Sniffer parameters.

92

Wi-Fi (802.11)

Standard Control: 'f_:.' WiFi 5 4x4 (@ Wi-Fi 6E 2x2

Primary Channel: | ch 149 (5745 MHz) ~ Scan Network
Channel Width: 80 MHz o

Channel: ch 155 (5775 MHz)

Truncate Packets: D
HE Sniffer Parameters

BSSID: ;3 17C:3F:B3:C4:94

Client: Assodation ID vl

Figure 3.11 - X500 Wi-Fi 6E Options
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Table 3.5 -
HE Sniffer Parameters
Section Description
HE Sniffer | This enables capturing OFDMA packets from one client device that’s associated to a BSSID.
Parameters | When this is enabled, the system can capture Wi-Fi 6 packets that have physical types of HE_
MU and HE_TRIG.
BSSID This is the address of the access point in the connection.
Client This indicates if the client is identified with its association ID or its MAC address.
Client MAC | This is the MAC address of the client. When a user specifies this parameter, the system
Address extracts the association ID from an association response packet. After capturing the
association response packet, the system will capture the OFDMA packets for this device.
Client This is the association ID of the client. If a client device is already connected to an access
Association | point and the client’s association ID is known, then use this configuration option.
ID

Wireless Protocol Suite Hardware and Software User Manual
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Wired Tab

Record Options (SMN:22674) *

Wireless Wired Wireless Filters

@ Up to two HCI interfaces (pods or ports) can be configured at a time.
USB-HCI Capture

[JPort1
[JPortz

[JPod1
[JPod2

[ Ped 3 (Logic Signal Only)

Figure 3.12 - X500 Record Options — Wired tab

Initially, without any pod selected for capture, the dialog will appear in a compressed state. Selecting a pod for
capture will open the pod’s options.
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Record Options (SN:22614) =

Wireless Wired Wireless Filters

@ Up to two HCI interfaces {poads or ports) can be configured at a time.
USB-HCI Capture

[JPort1
[Jrort2

[ Pod 1

Threshold: | 1.2V w Sensitivity: |Low v
HCI Capture Method: (@ UART () SPI

Tx Lime: |1 | Rxline: 2 e Canfigure

Logic Signal Capture

1. la Bl s Be BleilE B

[]Pod2

[] Pod 3 (Logic Signal Only)

e

Figure 3.13 - X500 Record Options — Wired tab with Pod 1 selected for capture

When all pods are selected for capture, the dialog is scrollable.
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Record Optians (SN:22614) x
Wireless Wiired Wireless Filters
~
@ Up to two HCI interfaces {pods or ports) can be configured at a time.
USE-HCI Capture
[JPort1
[(Jrort2
Pod 1
Threshold: | 1.2V “ | Bensitivity: | Low v
HCI Capture Method: (@) UART () SPI
TxLine: |1 v Rx Line: |2 e Configure
Logic Signal Capture
Oo Ot 0203 O4 Os Oe 7
Pod 2
Threshold: jl.ZV | Sensitivity: :Low Vj
HCI Capture Method: () UART (@) SPI
Mode: CLK: MISQ: MOST: S5/C5:
.0 v. 3 vl. .‘1 vl I.D v“ IZ v.
Logic Signal Capture
e O: Oz O3 O+ Os Oe U7
Pod 3 {Logic Signal Only)
) W
Cancel

Figure 3.14 - X500 Record Options — Wired tab (not scrolled)
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Record Options (SM:22614)
Wireless Wired Wireless Filters

Fod 1
Threshald: L2y ) Sengitivity: Low v._
HCI Capture Method: @) UART () 5PI
Tx Line: 1 v Rx Line: 2 b Configure

Logic Signal Capture

e 1 2 O3 O« Os Oe OO7

Fod 2
Threshold: ;1.2\4' | Sensitivity: |Low v
HCI Capture Method: () UART (@) SPI
Mode: CLK: MISO: MOSI: S5/C5:
o ~!| I3 | 1 < [ v [z |

Logic Signal Capture

0 O - 0 P . - B g

Fod 3 {Logic Signal Only)

Threshold: | 1.2V | Sensitivity: |Low e
Logic Signal Capture

Oe O: O2 O3 O4 Os Os O7

Figure 3.15 - X500 Record Options — Wired tab (scrolled)
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Table 3.6 - X500 Record Options Wired Tab Selections

Pod . T
Selection Section Description
Pod 1 When checked, Pod 1 is enabled for both Logic Signal and HCI

capture.

Threshold (V)

Threshold voltage at which a line is considered to be in an on
state. The default value is setto 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity

Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line

Data line selected for UART transmit

Capture }
Method: Rx line

Data line selected for UART receive

UART | Configure

HCI UART 1/O Settings . See HCI-UART 1/O Settings following
this table.

HCI Mode SPI Mode 0 - 3.

Capture . .

Method: CLK Data line selected for clock signal.

SPI MISO Data line selected for central output central input.
MOSI Data line selected for central input central output.
SS/CS Data line selected for central select signal.

Logic Signal 0-7
Capture

These are Logic Signal data lines 0-7 corresponding to Data 0-
Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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Table 3.6 - X500 Record Options Wired Tab Selections(continued)

Pod . o
Selection Section Description
Pod 2 When checked, Pod 2 is enabled for both Logic Signal and HCI

capture.

Threshold (V)

Threshold voltage at which a line is considered to be in an on
state. The default value is set to 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit

Capture

Method: | RXline

Data line selected for UART receive

UART | Configure

HCI UART I/O Settings . See HCI-UART 1/O Settings following
this table.

SPI Mode 0 - 3.

Data line selected for clock signal.

Data line selected for central output central input.

Data line selected for central input central output.

HCI Mode

Capture

Method: CLK

SPI MISO
MOSI
SS/CS

Data line selected for central select signal.

Logic Signal 0-7
Capture

These are Logic Signal data lines 0-7 corresponding to Data 0-
Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.

Wireless Protocol Suite Hardware and Software User Manual
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Table 3.6 - X500 Record Options Wired Tab Selections(continued)

Pod . iy
Selection Section Description
Pod 3 When checked, Pod 3 is enabled for both Logic Signal and HCI
capture.
Threshold (V) Threshold voltage at which a line is considered to be in an on

state. The default value is setto 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit
Gapture ' Data line selected for UART recei
Method: x line ata line selected for receive
UART | Configure |HCIUART I/O Settings . See HCI-UART I/O Settings following
this table.

HCI Mode SPI Mode 0-3.

Capture . .

Method: CLK Data line selected for clock signal.

SPI MISO Data line selected for central output central input.
MOSI Data line selected for central input central output.
SS/CS Data line selected for central select signal.

Logic Signal 0-7 | These are Logic Signal data lines 0-7 corresponding to Data O-
Capture Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.

HCI UART I/0 Settings
After clicking on the Configure button, the 1/0 Settings for UART can be configured without an HCI pod being

connected to the Sodera. When you click on the OK button the configuration information is saved but is not
stored on the Sodera hardware.
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HCI-UART Settings X
Transport Protocol: | H4 e
Parity: Mone L
Data Bits: 8 £
Stop Bits: 1 L

[] autobaud

Tx Baud Rate: 2500 e

Rx Baud Rate: 600 s

Cancel

Figure 3.16 - HCI UART Settings
Table 3.7 - HCI-UART Settings

Setting Value Description
Transport H4 The simplest protocol designed to operate over RS-232 with no parity in a
Protocol 5-wire configuration.

BCSP BlueCore Serial Protocol, developed by CSR, provides a more reliable
alternative to H4. The protocol is defined to run a 3-wire connection, and
can optionally use a 5-wire UART connection with two flow control lines.

3-Wire A 3-wire protocol that provides error detection and correction.

(H5)

MWS WCI- | The Wireless Coexistence Interface (WCI) is a full duplex UART carrying

2 logic signals framed as UART characters.

Parity None No parity check occurs

Even The count of bits set is an even number.

Odd The count of bits set is an odd number.

Data Bits 8 The number of data bits in the expected packet.

7

6

5

Stop Bits 1 The number of data bits held in the mark (logic 1) condition at the end of

15 the expected packet.

2
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Table 3.7 - HCI-UART Settings (continued)

Setting Value Description
Autobaud The X500 can automatically determine the baud rate of the HCI UART
when the Autobaud is selected. When the Autobaud checkbox is checked
in the “HCI-UART Settings” dialog box the analyzer automatically
determines the baud rate. Once a baud rate has been determined, it is
applied to both the TX and RX lines. The baud rate is continually
monitored during the capture and automatically adjusted if the baud rate
of the received data changes. If Autobaud is used on multiple pods
simultaneously then Autobaud determines the baud rate of each pod
independently of the other pods. Additionally, if Autobaud is being used
then other pods can still use fixed baud rates. It is possible that when
starting the baud search very short packets may be missed.
TX Baud Rate |Disabled |The baud rates displayed are nominal baud rates as opposed to the
9.600 precise values internal to the analyzer which may differ slightly with a
’ mean absolute average difference of less than half a percent. If autobaud

14,400 is used the difference may be more depending on how much the actual
baud rate differs from those listed in the table.

19,200

28,800

38,400

57,600

115,200

230,400

460,800

921,600

1,000,000

1,250,000

1,500,000

1,750,000

2,000,000

2,250,000

2,500,000

2,750,000

3,000,000

3,250,000

3,500,000

3,750,000

4,000,000

RX Baud Rate

Same as TX Baud Rate.
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Wireless Filters Tab

A Record Options G

Wireless Wired Wireless Filters

Bluetooth Low Energy Address (Public or Static) Capture Filter

12: 34 56: 78:90:30 Add
DaTe543:22:11

Bluetooth & 802, 15.4 R55I Capture Filter
Filter out packets with RSS5I less than; - (40 = || dBm

Wi-Fi Capture Filters

Enable Valid FCS
Packet Types to Exdude

[ ] Management Data Control Extended

Wi-Fi MAC Address Capture Filter

7| Addrass Field . Add
Edit

Deleta

Figure 3.17 - X500 Record Options — Wireless Filters Tab
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Table 3.8 - X500 Record Options Wireless Filters Selections
Section Description

Bluetooth By enabling the Bluetooth Low Energy Address Capture Filter, only Low Energy packets from
Low Energy | the listed Bluetooth Addresses will be processed into the capture. Addresses can be added,
Address selected and edited, and selected and deleted by using the Add, Edit, Delete buttons
Capture Filter | respectively.

B Bluetooth Low Energy Address Capture Fiter

AA:BB:CC:DD:EE:11 Add
COFREECOFFEE Edit
Delete

This filter can be useful in a crowded Bluetooth environment.

RSSI Capture | By enabling the RSSI Capture Filter, only those packets with RSSI greater than the entered
Filter dBm value will be processed into the capture.

£ RSSI Capture Filter

Filter out packets with RSS1 less than: - EQI ¥ | dBm

This filter can be useful in a crowded Bluetooth environment.

Wi-Fi Capture
Filters

Enable When checked, the system only captures Wi-Fi packets with a valid checksum. This
Valid FCS | allows a user to filter out bad packets.

Packet When a type is checked, the system does not capture this type of Wi-Fi packet. This
Types to allows a user to filter out unnecessary packet types. For example, a user may only want
Excude to see Management type packets.

Wi-Fi MAC | See Wi-Fi MAC Address Filtering following this table.
Address
Capture
Filter

Wi-Fi MAC Address Filtering

In environments where many Wi-Fi signals can make it hard to focus analysis on only a few signals of interest, the
Wi-Fi MAC Address Capture Filter options allow configuration of only the signals of interest.
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Wi-Fi MAC Address Capture Filter

Teledyne LeCroy

Address Field
ApeBECC:DIREEFF R
11:22:33:44:55:60

12:34:56: 78:90:12 Rx, T

Add

Edit

Delete

Figure 3.18 - X500 Wireless Filters Tab — Wi-Fi MAC Address Capture Filter
Table 3.9 - X500 Wi-Fi Tab MAC Address Filtering

Setting

Description

Wi-Fi MAC Address Capture Filters

This must be checked in order to enable the filtering
of MAC Addresses on the X500. Unchecking this
disables MAC Address filtering on the X500, allowing
all Wi-Fi signals captured into WPS for analysis.

Add

Displays a dialog in which the MAC Address can be
entered and controls for selecting TX/RX. See Wi-Fi
MAC Address Editing following this table.

Edit

After selecting one of the MAC Addresses in the table,
this will display a dialog in which the MAC Address and
the TX/RX can be changed.See Wi-Fi MAC Address
Editing following this table.

Delete

After selection one of the MAC Addresses in the table,
this will delete that MAC Address filter.

Wi-Fi MAC Address Editing

The MAC Address table displays the MAC Address and the Fields which indicates whether the MAC Address is

filtered by the Rx (Receive) and/or Tx (Transmit) Field in the MAC Frame.

There is an Enable checkbox for each MAC Address so that each one can be enabled or disabled for filtering.

Up to eight MAC Addresses can be entered for filtering.

To add a MAC Address, click the Add button. The New Address dialog is displayed.
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] Mew Address >

Wi-Fi MAC Address:

!11:22: 33:144:55:66

Field in MAC Frame

§ [ Receive Address
Transmit Addrezs

Cancel

Figure 3.19 - X500 New Address dialog for a new MAC Address

Enter the MAC Address into the edit field as indicated and select whether to filter that address as Receive and/or
Transmit. Click OK and the MAC Address will appear in the MAC Address table with its Enable checkbox checked
by default.

To edit a MAC Address, click on one of the MAC Addresses in the table to select it and click the Edit button. The
same New Address dialog as above will display with all the information from the table already entered. Edit then
click OK. The changes to the MAC Address appear in the MAC Address table.

If the Wi-Fi MAC Address Capture Filter checkbox is turned off, the MAC Address filters themselves are still
retained on the X500 for re-enabling later.
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3.1.2.1.1.1.2 Record Options Dialog: X240

Teledyne LeCroy

The Record Options dialog is used to configure the X240 unit prior to data capture. The record options are stored
on the X240 hardware and these setting will persist until changed. The Record Options dialog is only active when

a X240 unit is connected to the computer running the Wireless Protocol Suite software.

Note: If a X240 hardware unit is not connected then these settings can neither be viewed

nor changed.

Clicking on OK will save the Record Options settings on the connected X240 unit. Any Record Options parameter

changes made will overwrite the previously saved Record Options.

Wireless Tab X240
The X240 Wireless tab is scrollable.

B recard Options (SN:21452)

Wireless Wired Wireless Fiters
Wireless Capture

(® Classic Bluetooth (BR/EDR)
() Bluetoath Low Energy (LE)

O wiFi 5 3x3 (802. 11)

() WPAN 802.15.4

of interest.
[ Spectrum 2.4 GHz

Bluetooth &802. 15.4 Gan Control
@ Automatic Attenuation

(C) Manual Attenuation (0 to 35 dB):

Exaursion Mode

Classic Bluetooth Resolving List (!

(O Dual Mode (BR/EDR & LE) @) External power supply recommended,

o Please use filters on the Wireless Filters tab to capture only devices

© notcon figurable with Excursion Mode

] Enable mode with selected wireless settings and filters

Figure 3.20 - X240 Record Options - Wireless tab (not scrolled).
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Recard Options (SM:20905) X
Wireless Wired Wireless Filters
Channel; ch 6 (2437 MHz)

Truncate Packets:
) WPAN 802.15.4
[ spectrum 2.4 GHz
Interval: 200 us

Bluetooth & 802, 15.4 Gain Control
@ Automatic Attenuation

() Manual Attenuation {0 to 35dB): 0 &

Excursion Mode

[] Enable mode with selected wireless settings and filters

Classic Bluetooth Resolving List (2

Add

Delate

Gance

Figure 3.21 - X240 Record Options - Wireless tab (scrolled).
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Teledyne LeCroy

Table 3.10 - X240 Record Options Wireless Tab Selections

Section Selection Description
Wireless Classic When checked, will capture data from Classic Bluetooth devices.
Capture Bluetooth
Bluetooth When checked, will capture data from Bluetooth Low Energy devices.
Low Energy
Bluetooth When checked, will capture data from both Bluetooth Classic and LE
Dual Mode devices.
(BR/EDR and | NOTE: Itis recommended to use an external power supply when
LE) capturing using X240 in dual mode configuration. The X240 hardware
may shut down if the PC cannot deliver at least 15W to the hardware
consistently. It is also recommended to use certified USB cables
provided by Teledyne LeCroy for optimal performance.
Wi-Fi 5 3x3 When checked, will capture data from 802.11 devices. See the section
titted Wi-Fi 5 3x3 Configuration following this table.
WPAN When checked, will capture data from 802.15.4 devices.
802.15.4 ) . . .
NOTE: When the Wireless Capture technology is changed, a dialog will appear
indicating that the selected Wireless Capture technology is being enabled.
Spectrum When checked this selection provides the user with the ability to capture
2.4 GHz samples of the 2.4 GHz RF present at the X240 antenna. The spectrum data
represents the RSSI and it is automatically saved when the capture is saved. It
can be optionally viewed in the Coexistence View. Spectrum sampling is set at
20, 50, 100, or 200 microsecond intervals using the Interval control.
Interval: |200 w4 ug
Capturing spectrum data will use additional memory, and the smaller the
sample interval, the more memory that is used, So when using sample rates
less than 200 microseconds theX240 unit must be connected to a computer
and not being used in Excursion Mode.See Spectrum Analysis on page 228 and
Coexistence View - Spectrum on page 288 for more information.
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Table 3.10 - X240 Record Options Wireless Tab Selections(continued)
Section Selection Description

Bluetooth Automatic | The X240 unit will automatically adjust the attenuation of the received RF
& 802.15.4 | Attenuation | signal to estimated levels suitable for effective data capture.

C((izltr:ol Manual Manual Attenuation may be necessary if the capture does not provide reliable
Attenuation) | results. Attenuation can be adjusted from 0 to 45 dB in 1 dB steps. For
example, in the presence of a strong Wi-Fi signal the user may have to
increase the attenuation to achieve a reliable Bluetooth or 802.15.4 data
capture. The user should adjust the attenuation and then capture the data
again. Repeat, if necessary, until a reliable data capture is achieved.

Bluatooth & 802, 15.4 Gain Confrol
() Automatic Attenuation

(@) Manual Attenuation (0 to 45d8): (18 -

The X240 default Manual Attenuation is 0dB.

Excursion When Excursion Mode is checked the X240 hardware will support

Mode Excursion mode captures where the hardware can capture data without
being connected to a computer. The configured traffic is captured for
later upload and analysis using a computer running the Wireless Protocol
Suite software. Refer to Excursion Mode on page 166 for more
information about the Excursion Mode.

Classic This is a list of Classic Bluetooth device addresses used to resolve
Bluetooth packet source BD_ADDRSs (Bluetooth Device ADDResses) during
Resolving capture. The datasource maintains a database of known device BD _

List ADDRSs indexed on the least significant 4 bytes of the BD_ADDR — the
UAP and LAP. Over time, the device database will grow and may contain
multiple devices with BD_ADDRSs with the same UAP and LAP. The
resolving list is used to specify a known set of device BD_ADDRs that will
be encountered in a capture session. This list will be checked first for
matching device BD_ADDRs. Each BD_ADDR on the resolving list must
have a unique value for the least significant 4 bytes of the BD_ADDR
(UAP and LAP).
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Classic Bluetooth Resolving List Configuration

To add a Classic Bluetooth Device Address to the resolving list, select the “Add” button. Enter the Classic
Bluetooth Address. Click OK. See figure below.

b=l [ew Address >

Classic Bluetooth Address:

AA:EB:CC:DD:EE:FF|

{ ‘
Cancel | |

Figure 3.22 - Enter Bluetooth Address

Classic Bluetooth Resolving List (2

AABB:CC:DE:EEFF Add
Edit

Delete

Figure 3.23 - After Entering Bluetooth Address

To edit a Classic Bluetooth Device Address that is already on the list, select that address and click the “Edit”
button. Change the address, then click OK.

To remove a Classic Bluetooth Device Address that is on the list, select that address and click the “Delete” button
Wi-Fi 5 3x3 Configuration

The Wi-Fi 5 3x3 options permit configuration of the Primary 20 MHz Channel and Channel Width on which to
capture Wi-Fi.

() WiFi 5 3x3 (802,11 ()
Primary’ Channel: ch 6 {2437 MHz) Scan Mebwork
Channe! Width: 20 MHz
Chanmnel: ch'6 {2437 MHz)
Truncate Packets:

Figure 3.24 - X240 5 3x3Wi-Fi Options
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Table 3.11 - X240 Wi-Fi 5 3x3 Option Selections
Section Description

Primary | Select from the 2.4 GHz or 5 GHz primary channels. The primary channels are 20 MHz
Channel | wide. They are used for signaling and backwards compatibility.

Channel [ The possible Channel Width options are enabled based on the Primary Channel selection.

Width . . .
For a 2.4 GHz channel, the possible options are 20 MHz, +40 MHz (expanded above the primary

channel). and -40 MHz (expanded below the primary channel).

For a 5 GHz channel, the possible options are 20 MHz, 40 MHz, and 80 MHz.

Channel | Thisis the center frequency, automatically calculated from the Primary Channel and the
Channel Width selections.

Truncate | When checked, the system truncates Wi-Fi data packets. The system does not truncate
Packets | management or control type packets.

In summary view, a user will only see the decoding for the Radio Tap and MAC header of
truncated packets. This allows for smaller capture files.

NOTE: The system only allows capturing spectrum data when Wi-Fi packets are truncated.
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Wi-Fi Device Scanner

The “Scan Network” button allows a user to scan Wi-Fi channels for Wireless networks. The scanner scans
channels on both the 2.4 GHz and 5.0 GHz frequency bands. After the scanning completes, the user can choose
the primary channel to record. This is helpful if one doesn’t know before recording what channel to use.

The Wi-Fi tab only enables the “Scan Network” button when the current firmware image in the X240 supports Wi-
Fi 5 3x3 capture.

Scanning takes a few seconds to complete before displaying a list of Wireless networks.

Wi-Fi Bevice Scanner x

&

2 MHz
1912 Mbz
2412 MHx
2912 MHz
2412 MH2
2412 MHz
3912 MHz
2437 MHz
2437 Mbz
2937 MHz

I _Marriott GLEST
¥ _Marriatt_Conference

EBluetocth
2048 HEM
TEB Private

ATAM10023_2.4GHz

C-Guest

e WD 00 ) D en e L3 B3 T
S8 i."

CU-Staff

NETEEAR-gaminal 4
True Health Chropractic 2.4

AT Ay DPOY AL || !

1952 Mz -73dBm e

Select Charnel 1 toRecard |

Sean Finished

Figure 3.25 - X240 Wi-Fi 5 3x3 Device Scanner

Select an entry and click the “Select Channel to Record” button.
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Wired Tab
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Record Options (SN:21045) *

Wireless Wired Wireless Filters
Fod 1

Threshold: | 1.5 w | Sensitivity: | Medium V
HCI Capture Method: () UART @) SPI

Made: CLK: MISO: MOST: S5fC5:

o ~| [o v| i2 v| [ vl [z »
Logic Signal Capture

Mo O1 M2 O3 M4 Os Me O7

[ Pod 2

Threshold: | 1.4 ~| Sensitivity: |Low e

HCI Capture Method: (@) UART () SPI

Tx Line: |1 s | RxLine: |2 ~ Configure

Logic Signal Capture

Oo O:1 0z M3 M4 Os Os M7

Figure 3.26 - X240 Record Options — Wired tab (scrolled)
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Teledyne LeCroy

Table 3.12 - X240 Record Options Wired Tab Selections

Pod . o
Selection Section Description
Pod 1 When checked, Pod 1 is enabled for both Logic Signal and HCI

capture.

Threshold (V)

Threshold voltage at which a line is considered to be in an on
state. The default value is set to 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit

Capture

Method: | RXline

Data line selected for UART receive

UART | Configure

HCI UART I/O Settings . See HCI-UART 1/O Settings following
this table.

SPI Mode 0 - 3.

Data line selected for clock signal.

Data line selected for central output central input.

Data line selected for central input central output.

HCI Mode

Capture

Method: CLK

SPI MISO
MOSI
SS/CS

Data line selected for central select signal.

Logic Signal 0-7
Capture

These are Logic Signal data lines 0-7 corresponding to Data 0-
Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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Table 3.12 - X240 Record Options Wired Tab Selections(continued)

Pod . iy
Selection Section Description
Pod 2 When checked, Pod 2 is enabled for both Logic Signal and HCI
capture.
Threshold (V) Threshold voltage at which a line is considered to be in an on

state. The default value is setto 1.2 V (recommended). Users can
select threshold value starting at 0.4 V and go up to 2.7 V. Using a
value that’s close to half the signaling level will work for most
applications. Please check your hardware datasheet or vendor to
learn about the settings to use.

Sensitivity Sensitivity to changes in voltage level around the threshold
voltage. The default value is set to "low" (recommended)
indicating lowest sensitivity to noise or maximum hysteresis.
Please check your hardware datasheet or vendor to learn about
the settings to use.

HCI Tx line Data line selected for UART transmit
Gapture ' Data line selected for UART recei
Method: x line ata line selected for receive
UART | Configure |HCIUART I/O Settings . See HCI-UART I/O Settings following
this table.

HCI Mode SPI Mode 0-3.

Capture . .

Method: CLK Data line selected for clock signal.

SPI MISO Data line selected for central output central input.
MOSI Data line selected for central input central output.
SS/CS Data line selected for central select signal.

Logic Signal 0-7 | These are Logic Signal data lines 0-7 corresponding to Data O-
Capture Data 7 on the Logic Analyzer Pod. When any data lines are
selected, logic signal transitions on those lines will be captured.
None or one or any number of data lines can be selected.
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HCI UART 1/0 Settings

Teledyne LeCroy

After clicking on the Configure button, the 1/0 Settings for UART can be configured without an HCI pod being
connected to the Sodera. When you click on the OK button the configuration information is saved but is not
stored on the Sodera hardware.

HCI-UART Settings X
Transport Protocol: | H4 e
Parity: Mone L
Data Bits: 8 e
Stop Bits: 1 L

[] autobaud

Tx Baud Rate; 500 =

Fx Baud Rate: 9600 i

Cancel

Figure 3.27 - HCI UART Settings
Table 3.13 - HCI-UART Settings

Setting Value Description
Transport H4 The simplest protocol designed to operate over RS-232 with no parity in a
Protocol 5-wire configuration.

BCSP BlueCore Serial Protocol, developed by CSR, provides a more reliable
alternative to H4. The protocol is defined to run a 3-wire connection, and
can optionally use a 5-wire UART connection with two flow control lines.

3-Wire A 3-wire protocol that provides error detection and correction.

(H5)

MWS WCI- | The Wireless Coexistence Interface (WCI) is a full duplex UART carrying

2 logic signals framed as UART characters.

Parity None No parity check occurs
Even The count of bits set is an even number.
Odd The count of bits set is an odd number.
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Table 3.13 - HCI-UART Settings (continued)

Setting Value Description

Data Bits 8 The number of data bits in the expected packet.
7
6
5

Stop Bits 1 The number of data bits held in the mark (logic 1) condition at the end of
15 the expected packet.
2

Autobaud The X240 can automatically determine the baud rate of the HCI UART

when the Autobaud is selected. When the Autobaud checkbox is checked
in the “HCI-UART Settings” dialog box the analyzer will automatically
determine the baud rate. Once a baud rate has been determined, it will be
applied to both the TX and RX lines. The baud rate will be continually
monitored during the capture and automatically adjusted if the baud rate
of the received data changes. If Autobaud is used on multiple pods
simultaneously then Autobaud will determine the baud rate of each pod
independently of the other pods. Additionally, if Autobaud is being used
then other pods can still use fixed baud rates. It is possible that when
starting the baud search very short packets may be missed.
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Table 3.13 - HCI-UART Settings (continued)
Setting Value Description

TX Baud Rate |Disabled |The baud rates displayed are nominal baud rates as opposed to the
9.600 precise values internal to the analyzer which may differ slightly with a

’ mean absolute average difference of less than half a percent. If autobaud
14,400 is used the difference may be more depending on how much the actual
19,200 baud rate differs from those listed in the table.
28,800
38,400
57,600
115,200
230,400
460,800
921,600
1,000,000
1,250,000
1,500,000
1,750,000
2,000,000
2,250,000
2,500,000
2,750,000
3,000,000
3,250,000
3,500,000
3,750,000
4,000,000
RX Baud Rate Same as TX Baud Rate.
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Wireless Filters Tab

Record Options X

Wireless Wired Wireless Filters

Bluetooth Low Energy Address {Public or Static) Capture Filter

123456 78:90:90 Add
D987:65:43:22:11
ST L B
179 Delete

[
[ET R
[SY R
01
Li
TR
La
[ET R
[SY R
[er R
L
)

]
]
.
Ll
L
L]
i
Ll
i
Ll
i
L]

Bluetooth & 802.15.4 RS5I Capture Filter
Filter out packets with RS51 less than: - |40 = || dBm
Wi-Fi Capture Filters

Enable valid FCS
Packet Types to Excude

[] Management Data Control Extended

Wi-Fi MAC Address Capture Filter

Address Field Add
Edit

Delete

Figure 3.28 - Record Options — Wireless Filters Tab
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Table 3.14 - X240 Record Options Wireless Filters Selections
Section Description

Bluetooth By enabling the Bluetooth Low Energy Address Capture Filter, only Low Energy packets from
Low Energy | the listed Bluetooth Addresses will be processed into the capture. Addresses can be added,
Address selected and edited, and selected and deleted by using the Add, Edit, Delete buttons
Capture Filter | respectively.

B Bluetooth Low Energy Address Capture Fiter

AA:BB:CC:DD:EE:11 Add
CO:FFEE:CO:FF:EE Edit
Delete

This filter can be useful in a crowded Bluetooth environment.

RSSI Capture | By enabling the RSSI Capture Filter, only those packets with RSSI greater than the entered
Filter dBm value will be processed into the capture.

B R&sI Caphure Filter

Filter put packets with R351 less than: - ECI ¥ | dBm

This filter can be useful in a crowded Bluetooth environment.

Wi-Fi Capture
Filters

Enable When checked, the system only captures Wi-Fi packets with a valid checksum. This
Valid FCS | allows a user to filter out bad packets.

Packet When a type is checked, the system does not capture this type of Wi-Fi packet. This
Types to allows a user to filter out unnecessary packet types. For example, a user may only want
Exclude to see Management type packets.

Wi-Fi MAC | See Wi-Fi MAC Address Filtering following this table.
Address
Capture
Filter

Wi-Fi MAC Address Filtering

In environments where many Wi-Fi signals can make it hard to focus analysis on only a few signals of interest, the
Wi-Fi MAC Address Capture Filter options allow configuration of only the signals of interest.
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Wi-Fi MAC Address Capture Filter

Address Field Add
AMBE:CC:DDEEFF Rx

Edit

11:22:33:44:55:60

12:34:56:78:90:12 Ry, T Delete

Figure 3.29 - X240 Wireless Filters Tab — Wi-Fi MAC Address Capture Filter

Table 3.15 - X240 Wi-Fi Tab MAC Address Filtering
Setting Description

Wi-Fi MAC Address Capture Filters This must be checked in order to enable the filtering
of MAC Addresses on theX240. Unchecking this
disables MAC Address filtering on theX240, allowing
all Wi-Fi signals captured into WPS for analysis.

Add Displays a dialog in which the MAC Address can be
entered and controls for selecting TX/RX. See Wi-Fi
MAC Address Editing following this table.

Edit After selecting one of the MAC Addresses in the table,
this will display a dialog in which the MAC Address and
the TX/RX can be changed. See Wi-Fi MAC Address
Editing following this table.

Delete After selection one of the MAC Addresses in the table,
this will delete that MAC Address filter.

Wi-Fi MAC Address Editing

The MAC Address table displays the MAC Address and the Fields which indicates whether the MAC Address is
filtered by the Rx (Receive) and/or Tx (Transmit) Field in the MAC Frame.

There is an Enable checkbox for each MAC Address so that each one can be enabled or disabled for filtering.
Up to eight MAC Addresses can be entered for filtering.

To add a MAC Address, click the Add button. The New Address dialog is displayed.
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] Mew Address *

Wi-Fi MAC Address:

!11:22: 33:144:55:66

Field in MAC Frame

§ [ ] Receive Address
Transmit Address

Corcal

Figure 3.30 - X240 New Address dialog for a new MAC Address

Enter the MAC Address into the edit field as indicated and select whether to filter that address as Receive and/or
Transmit. Click OK and the MAC Address will appear in the MAC Address table with its Enable checkbox checked
by default.

To edit a MAC Address, click on one of the MAC Addresses in the table to select it and click the Edit button. The
same New Address dialog as above will display with all the information from the table already entered. Edit then
click OK. The changes to the MAC Address appear in the MAC Address table.

If the Wi-Fi MAC Address Capture Filter checkbox is turned off, the MAC Address filters themselves are still
retained on the X240 for re-enabling later.
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3.1.2.1.1.1.3 Record Options Dialog: Sodera
The Record Options dialog is used to configure the Sodera unit prior to data capture. The record options are

stored on the Sodera hardware and these setting will persist until changed. The Record Options dialog is only
active when a Sodera unit is connected to the computer running the Wireless Protocol Suite software.

Note: If a Sodera hardware unit is not connected then these settings can neither be viewed
nor changed.

Clicking on OK will save the Record Options settings on the connected Sodera unit. Any Record Options
parameter changes made will overwrite the previously saved Record Options.

Wireless Tab.

Record Opticns (SN:00036) ®

Wireless Wired Wireless Filters
Wireless Capture
Classic Bluetooth
Bluetooth Low Energy
Bluetooth Low Energy 2 Mbps
Spectrum 2.4 GHz

Interval: | 200 w|us @

Excursion Mede

[] Enable mode with selected wireless settings and filtters
0 Extra power required for 2 Mbps Low Energy

Classic Bluetooth Resalving List (1)

Add

|'|'|

Delete

Figure 3.31 - Sodera Record Options - Wireless tab.
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Table 3.16 - Sodera Record Options Wireless Tab Selections

Teledyne LeCroy

Section

Selection

Description

Wireless
Capture

Classic
Bluetooth

When checked, will capture data from Classic Bluetooth devices.

Bluetooth
Low
Energy

When checked, will capture data from Bluetooth Low Energy devices.

Bluetooth
Low
Energy 2
Mbps

When checked captures Bluetooth Low Energy 2 Mbps data rate. When
this option is selected the Sodera unit must be connected to an external
power source. Refer to Applying Power on page 44.

Spectrum
2.4 GHz

When checked this selection provides the user with the ability to capture
samples of the 2.4 GHz RF present at theSodera antenna. The spectrum data
represents the RSSI and it is automatically saved when the capture is saved. It
can be optionally viewed in the Coexistence View. Spectrum sampling is set at
20, 50, 100, or 200 microsecond intervals using the Interval control.

Interval; | 200 | us

Capturing spectrum data will use additional memory, and the smaller the
sample interval, the more memory that is used, So when using sample rates less
than 200 microseconds the Sodera unit must be connected to a computer and
not being used in Excursion Mode. See Spectrum Analysis on page 228 and
Coexistence View - Spectrum on page 288 for more information.

Excursion
Mode

When Excursion Mode is checked the Sodera hardware will support
Excursion mode captures where the hardware can capture data without
being connected to a computer. The configured traffic is captured for later
upload and analysis using a computer running the Wireless Protocol Suite
software. Refer to Excursion Mode on page 166 for more information about
the Excursion Mode.

Classic
Bluetooth
Resolving

List

This is a list of Classic Bluetooth device addresses used to resolve packet
source BD_ADDRSs (Bluetooth Device ADDResses) during capture. The
datasource maintains a database of known device BD_ADDRSs indexed on
the least significant 4 bytes of the BD_ADDR —the UAP and LAP. Over
time, the device database will grow and may contain multiple devices with
BD_ADDRs with the same UAP and LAP. The resolving list is used to
specify a known set of device BD_ADDRSs that will be encountered in a
capture session. This list will be checked first for matching device BD
ADDRs. Each BD_ADDR on the resolving list must have a unique value for
the least significant 4 bytes of the BD_ADDR (UAP and LAP).
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Classic Bluetooth Resolving List Configuration

To add a Classic Bluetooth Device Address to the resolving list, select the “Add” button. Enter the Classic
Bluetooth Address. Click OK. See figure below.

ES Mew Address >

Classic Bluetooth Address:

|AA:BE:CC:DD:EE:FF|

i Cancel P
1
Figure 3.32 - Enter Bluetooth Address
Classic Bluetooth Resolving List (1)
Af:BB:CC:DEEEFF | Adu_j
Edit
Delete

Figure 3.33 - After Entering Bluetooth Address

To edit a Classic Bluetooth Device Address that is already on the list, select that address and click the “Edit”
button. Change the address, then click OK.

To remove a Classic Bluetooth Device Address that is on the list, select that address and click the “Delete” button
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Wired Tab

Recard Options (SK:00036) X

Wireless Wired Wireless Filters
Interface 1
Capture method:
®) HCI-UART Configure
{2 Hcruse o
i Logic Signal Capture
Interface 2
Capture method:
() HCI-UART Configure
® Heruse
[] Logic Signal Capture

Canca

Figure 3.34 - Sodera Record Options — Wired tab
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Table 3.17 - Record Options Wired Tab Selections
Section Selection Description

Interface | Capture method Control whether or not HClI traffic on POD1
1 will be captured.
Available options are:

e HCI-UART. See Connecting for HCI & Logic
Capture on page 52. Click on the Configure
button to setup the HCI-UART capture
parameters for Interface 1. See HCI-UART
I/0 Settings following this table.

e HCI-USB. SeeConnecting for USB Capture
on page 55.

Logic Signal Capture |When checked, the Sodera unit HCI POD1 is
configured to capture logic events. Refer to
Logic Event Capture Configuration on page 55.

Interface | Capture method Control whether or not HCI traffic on POD1
2 will be captured.
Available options are:

e HCI-UART. See Connecting for HCI & Logic
Capture on page 52. Click on the Configure
button to setup the HCI-UART capture
parameters for Interface 1. See HCI-UART
I/0 Settings following this table.

e HCI-USB. See Connecting for USB Capture
on page 55.

Logic Signal Capture |When checked, the Sodera unit HCI POD2
is configured to capture logic events. Refer
to Logic Event Capture Configuration on

page 55.
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HCI UART I/0 Settings

Teledyne LeCroy

After clicking on the Configure button, the I/O Settings for UART can be configured without an HCI pod being
connected to the Sodera. When you click on the OK button the configuration information is saved, but is not

stored on the Sodera hardware.

HCI-UART Settings ot
Transport Protocal: H4 e
Parity Mone e
Data Bitz 8 s
Stop Bits i e
Tx Baud Rate 9500 b
Fx Baud Rate 2600 e
Cancel
Figure 3.35 - HCI UART Settings
Table 3.18 - HCI Settings for UART
Setting Value Description
Transport H4 The simplest protocol designed to operate over RS-232 with
Protocol no parity in a 5-wire configuration.
BCSP BlueCore Serial Protocol, developed by CSR, provides a
more reliable alternative to H4. The protocol is defined to run a
3-wire connection, and can optionally use a 5-wire UART
connection with two flow control lines.
3-Wire A 3-wire protocol that provides error detection and correction.
(HS)
MWS WCI- | The Wireless Coexistence Interface (WCI) is a full duplex
2 UART carrying logic signals framed as UART characters.
Parity None No parity check occurs
Even The count of bits set is an even number.
Odd The count of bits set is an odd number.
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Table 3.18 - HCI Settings for UART (continued)

Setting

Value

Description

Data Bits

The number of data bits in the expected packet.

Stop Bits

N =a|a|la|o|N|o®

The number of data bits held in the mark (logic 1) condition at
the end of the expected packet.

TX Baud Rate

Disabled

9,600

14,400

19,200

28,800

38,400

57,600

115,200

230,400

460,800

921,600

1,000,000

1,250,000

1,500,000

1,750,000

2,000,000

2,250,000

2,500,000

2,750,000

3,000,000

3,250,000

3,500,000

3,750,000

4,000,000

The baud rates displayed are nominal baud rates as opposed
to the precise values internal to the analyzer which may differ
slightly with a mean absolute average difference of less than
half a percent. If autobaud is used the difference may be more
depending on how much the actual baud rate differs from
those listed in the table.

RX Baud Rate

Value selections same as TX Baud Rate.
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Wireless Filters Tab
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YWireless Wired Wireless Filters

Bluetooth Low Energy Address Capture Filter

AABB:CC:DD:EE:11 | Add
| ‘FF:EE:CO:FF:

i CO:FF:EE:CO:FF:EE =
! Delete
|

[+] RS5I Capture Filter

[ Filter out packets with RS5I less than: - dBm

Ok | Cancel

E

Figure 3.36 - Sodera Record Options — Wireless Filters Tab
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Table 3.19 - Sodera Record Options Wireless Filters Selections
Section Description

Bluetooth By enabling the Bluetooth Low Energy Address Capture Filter, only Low Energy packets from
Low Energy | the listed Bluetooth Addresses will be processed into the capture. Addresses can be added,
Address selected and edited, and selected and deleted by using the Add, Edit, Delete buttons
Capture Filter | respectively.

B Bluetooth Low Energy Address Capture Fiter

| AA:BB:CC:DD:EE: 11 ndd
COFFEE:COiFF:EE =
Delete

This filter can be useful in a crowded Bluetooth environment.

RSSI Capture | By enabling the RSSI Capture Filter, only those packets with RSSI greater than the entered
Filter dBm value will be processed into the capture.

£ RSSI Capture Filter

Fiter out packets with RSSTless than: - [60 13 dBm

This filter can be useful in a crowded Bluetooth environment.
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3.1.2.1.1.1.4 Record Options Dialog: Sodera LE

Teledyne LeCroy

The Record Options dialog is used to configure the Sodera LE unit prior to data capture. The record options are
stored on the Sodera LE hardware and these setting will persist until changed. The Record Options dialog is only
active when a Sodera LE unit is connected to the computer running the Wireless Protocol Suite software.

Note: if a Sodera LE hardware unit is not connected then these settings can neither be

viewed nor changed.

Clicking on OK will save the Record Options settings on the connected Sodera LE unit. Any Record Options
parameter changes made will overwrite the previously saved Record Options.

Wireless Tab

Record Cptions (SMN:A1601-00001)

PHY Options
@ 1Mbps and 2 Mbps
[l Mbps and Coded PHY Long Range

Gain Control

® Automatic Attenuation

[] address Capture Filter

() Manual Attenuation {0 to 31dB): 0 =

[]rs5I Capture Filter

jut packets with RS51 less than: - |60

Cancel

Figure 3.37 - Sodera LE Record Options - Wireless tab.
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Table 3.20 - Sodera LE Record Options - Wireless Tab Selections

Section Selection Description
PHY 1M and 2M | Capture and record at 1 Mbps or 2 Mbps.
Options |LE
1M and Allows for capture of Long Range Bluetooth Low Energy, also called Coded
Coded PHY. Long Range LE can only be captured with 1Mbps PHY.
PHY/Long
Range LE
Gain Automatic The Sodera LE unit will automatically adjust the gain of the received RF
Control |Attenuation |signal to estimated levels suitable for effective data capture..
Manual Manual Selection of gain may be necessary if the capture does not provide
Attenuation |reliable results. Attenuation can be adjusted from 0 to 31 dB in 1 dB steps.
For example, in the presence of a strong Wi-Fi signal the user may have to
increase the attenuation to achieve a reliable Bluetooth Low Energy data
capture. The user should adjust the attenuation and then capture the data
again. Repeat, if necessary, until a reliable data capture is achieved..
Gain Control
CJ Automatic Attenuation
(®) Manual Attenuation (0 to 31 dB): 16 =
Address By enabling the Address Capture Filter, only packets from the listed Bluetooth
Capture Addresses will be processed into the capture. Addresses can be added, selected
Filter and edited, and selected and deleted by using the Add, Edit, Delete buttons

respectively.

FA address Capture Fiter

AL:BB:CC:OD:EE: 11 Add

CO:FREE:CO:FREE

DE:AD:BE:EF-CAFE

Eckt

Delete
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Table 3.20 - Sodera LE Record Options - Wireless Tab Selections (continued)

Section Selection Description
RSSI By enabling the RSSI Capture Filter, only those packets with RSSI greater than the
Capture entered dBm value will be processed into the capture.
Filter

b R8I Caphure Filter

Fiter out packets with RSl less than: - (60 % dBm

This filter can be useful in a crowded Bluetooth environment.

3.1.2.2 Device Database View

The Device Database View is shown in top right corner of WPS main window. In case it was closed, the Device
Database View can be open from menu View

The Device Database View provides the user with information on active, inactive, and previously detected
Bluetooth devices within range of the Sodera/X240 wide band receiver. The Device Database View provides
information from all connected Bluetooth receivers.

Also the Device Database View gives access to Wired Devices view.

In performing analysis the user will filter the captured data by selecting which devices the Wireless Protocol Suite
software will use.

The Device Database View is a list populated by wireless devices that are:
e captured devices,

¢ previously captured devices, or

¢ added by the user.

Devices are shown in a corresponding group: User-Added Devices, Captured Devices or Previously Captured
Devices.

A new device/BD_ADDR is automatically added to the Device Database View when:

¢ For BR/EDR, the full BD_ADDR encapsulated in the FHS Packet is added to the Device Database View when
Sodera/X240 captures an FHS packet that is successfully dewhitened with the CRC checked.

e A partial BD_ADDR—just the Lower Address Part(LAP) and Upper Address Part(UAP)—may be added when we
do not observe paging such as when a conversation is already ongoing at the time capturing is started. If
Sodera/X240 is able to successfully dewhiten a BR/EDR packet using the payload CRC to check repeated
dewhitening attempts, then the partial BD_ADDR will be added.

e For Bluetooth Low Energy, the full BD_ADDR is always displayed.

Added devices are retained by the Wireless Protocol Suite software. When devices are added and appear in the
Device Database View they must be removed by the user or, in the case of a subsequent session, the devices will
appear again. If not used in the current session the devices will be shown in or Previously Captured Devices
group, otherwise it will be active and shown in Captured Devices group.
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Retaining past added devices allows the user to select devices prior to starting a session with the Start Record
button.

When using a .cfa(capture) file, e.g. using the Viewer, the set of devices shown will only be the devices in that
capture file. All devices will be shown in Captured Devices group. Any device changes made can be saved to that
file, but do not affect the “live capture” database of devices.
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Figure 3.39 - Device Database View in Live Mode

137



Teledyne LeCroy

Chapter 3 Configuration Settings

Table 3.21 - Device Database Table Columns

Column

Description

Filter Selection

0,8

The filter is an on/off selection. When checked, the device is selected for data analysis,
that is the data is filtered into the Wireless Protocol Suite when the Standard Toolbar
Start Analyze button is clicked.

Favorites The device’s Bluetooth address.
/

Address When a star is activated by clicking on it, the device is designated as a "favorite". A
"favorite" device will have a gold star. The "favorites" serve to identify devices key to the
user's analysis. Favorite devices are always displayed regardless of their active/inactive
status.

Type Type of the address

Friendly The device name. This field is blank if no friendly name has been observed.

Name

Nickname The nickname allows the user to organize the display of captured devices in the Device
Database and Timing Analysis panels.

Technology | Device technology to include one of the following.

¢ BR/EDR
* Smart(LE)

e Smart Ready (LE & BR/EDR)

Device Class

A general use-classification for the wireless device. _list the classes by Bluetooth
technology.

Company ID

Obtained by OUI Company name.

IRK

Bluetooth Low Energy only, allows the user to determine which devices are actually the
same physical device. The Identity Resolving Key allows peer devices to determine
their identities when using random addresses to maintain privacy.

Table 3.22 - Device Classes

Class BR/EDR|Low Energy

Audio/Video X

Barcode Scanner

Barcode Scanner

Blood Pressure

Blood Pressure: Arm

Blood Pressure: Wrist

X | X[ X | X[ X]|X

Card Reader
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Table 3.22 - Device Classes (continued)
Class BR/EDR|Low Energy

Clock

Computer X

Cycling

Cycling: Cadence Sensor

Cycling: Cycling Computer

Cycling: Power Sensor

Cycling: Speed Cadence Sensor

Cycling: Speed Sensor

Digital Pen

Digitizer Tablet

Display

Eye-Glasses

Gamepad

XIX|[X]IX[X[X]X[X]|X]|X]|X|X]X

Glucose Meter

Health X

Heart Rate Sensor

Heart Rate Sensor: Heart Rate Belt

Human Interface Device (HID) X

Imaging X

Joystick

Keyboard

Keyring
LAN/Network Access Point X
Media Player X

Miscellaneous X

Mouse

Outdoor Sports Activity

Outdoor Sports: Location and Navigation Display

X | X[ X] X

Outdoor Sports: Location and Navigation Pod
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Table 3.22 - Device Classes (continued)
Class BR/EDR|Low Energy

Outdoor Sports: Location Display X

Outdoor Sports: Location Pod X

Peripheral

Phone X

Pulse Oximeter

Pulse Oximeter: Fingertip

Pulse Oximeter: Wrist

X | X[ X]X]|X

Remote Control

Reserved X

Running Walking Sensor

Running Walking Sensor : On Shoe

Running Walking Sensor: In Shoe

Running Walking Sensor: On Hip

Sports Watch

Tag

Generic Thermometer

XXX X[X|[X]X]|X

Thermometer: Ear

Toy X

Uncategorized X

Unknown X

Watch

Wearable X
Weight Scale X

Sorting Device Database Columns

Any column in the Device Database Table can be used to sort the entire table. Each column is sortable in
ascending or descending order, but only one column at-a-time can be used to sort.

Clicking on the column header will initiate the sort. An arrow head will appear on the right of the column. An
upward pointing arrow head indicates that the sort is in ascending order top to bottom. Clicking the column
header again will toggle the sort to descending order top to bottom.

Note: Devices added after a sort will not appear in the last sort order, and are appended to
the current list. The sort process must be repeated to place the new devices in sorted order.
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Favorite devices will always be grouped together at the top of the Device Database Table in a sorted order. Non-
favorite devices will appear immediately below the favorite devices in a sorted order.

Group Checked Indication.

Each group has a checked indication.

H| Captured Devices

Figure 3.40 - Group checked indication

This indication shows:

. no devices are checked in group
. some devices are checked in group
. all devices are checked in group

All devices in a group can be checked/unchecked at once by clicking on a group checkbox.

Device Management Toolbar

At the top of the Device Database View are tools for managing the devices in the View. You can add devices,
hide/unhide inactive devices and search by content of any column. Also there is a button/dropdown menu to
open the Wired Devices View. During Analyzing device management, Except Search Wireless Devices is not
available for use.

& Wired Devices v

P

m
=

search Wireless Devic

Figure 3.41 - Devices Management Toolbar in View mode

In view mode, the Device Toolbar allows searching Wireless devices in the wireless table or opening the Wired
Devices View.

© Add Devier Show: Active Tevices Onfy = €38 = &7 Wired Deviees
o

Figure 3.42 - Devices Management Toolbar in Live mode

In Live mode, the Device Toolbar allows adding devices, showing All/Active devices, managing maintenance
settings for inactive devices, searching Wireless devices in the wireless table, maintenance device settings, clean
device database or opening a Wired Devices View.
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Table 3.23 - Devices Management Tools

Tool Icon/Menu Description
Add new © Add Device Single button in single analyzer personality. Dropdown menu
device with possibility to choose analyzer in multi analyzer
or

personality. Clicking this tool will open the Edit Device Details
dialog. Enter the new device’s Bluetooth address and other

O Add Device +
X0 sN206%6 | relate data and press OK.
K240 5M:21158
Gear jices * €@ ¥ Vired Devices v “Maintenance Settings...” opens dialog for device cleanup

setting maintenance, which allows users to change Bluetooth
device store capacity, storage time and device exceptions
when cleaning. Cleaning is performed each time when the
user closes the application or returns to the welcome screen.
See Figure 3.51

Maintenance Settmgs...

Clean Device Database...

“Clean Device Database...” open dialog for starting
immediately cleaning the Bluetooth device database with
some device exceptions. See Figure 3.52

Show chow: Al Devices il Wire Show All Devices. All devices are shown.
All/Active - Y . . . . . . .
VeSS Active Devices Show Active Devices. All inactive devices are hidden. Favorite

devices are always displayed without regard to their

_. All Devices active/inactive status.

If inactive devices are selected and the control is toggled to
Hide, the selected devices are deselected.

Maintenance | snow: active pevices only - € - & Wired Devices The user can manage the maintenance settings for inactive
Settings Meintenance Settings.. Bluetooth devices, as well as completely clear this list.

Clean Device Database...
Type 1 S e R —

By default, the application saves all captured devices. The
user can set limits on the storage time since the capture of
the device or on the device limit. In addition the user can set
exceptions to these two main parameters.

Maintenance Settings X
Storage Time: Keep devices forever ~
Device Limit: Don't limit device number >
Exceptions

Selected Devices

Favorite Devices

User-Added Devices

Devices with Nickname

Drevices with Multiple Security Entries in Database

L Previously Captured Devices are automatically deleted when —
TH o the devices reach the Sterage Time Limit set or when the
device Number Limitation is exceeded.

Cancel
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Table 3.23 - Devices Management Tools (continued)
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&7 Wired Devices
Sh:20646
SN:21138
SMN:2121T

Tool Icon/Menu Description
Wired & ied Devices Open Wired Devices View. In multi analyzer personality. Its
Devices need to be chosen for which analyzer Wired Device View
or should be opened.

Search Wireless Devices

Figure 3.43 - Search Wireless Devices

Search wireless devices allow filtering all devices by any column, i.e. if data in any column has a match with a
search string, this device will be shown in Wireless Devices Table.

Search Wireless Devices edit has a delay between inputing text and search, so the search result will be available in

0.5 seconds after the input data searching.

Data searching could be deleted by removing text or pressing the right corner of the search for this icon:

®

Search input has a standard text edit popup menu.

Cut

Copy

Paste

Ctri+ X
Cirl+C
Ctri+V

Figure 3.44 - Search input popup menu
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Edit Device Details

. ” N
Edit Device Details e

r Bluetooth Address ~Technology -
[ :foe :[as :foz :[ae @ ErjecR € SmartiLE
[ Random Addres: £ smart Ready (ERJEDR LE)
-:-Ichanijtg.-I Resolving Key 2 Device Class

| o

Friendly Mame

[T Favrite oK

Cancel

identit}r Resolving Key:

Figure 3.45 - Edit Device Details Dialog

When a device is selected in the window and the Edit Device Details tool 4* is selected, a dialog opens
showing all the editable fields. Double clicking on a selected field will also open the dialog. If a dialog field is

grayed-out, the field is not editable.

Note: Editing of device details is not allowed during Analyzing.

The Favorite designation can be changed in this dialog in addition to directly clicking on the star in the table
or by using the right-click pop-up menu.

Identity Resolving Key (IRK) Field:

e This field is enabled for devices with a random resolving address or public address. These devices are
either Smart (LE) or Smart Ready (LE & BR/EDR) technology. The Bluetooth Address will be enabled and
checked.

e This field is disabled if the device selected for edit has a valid IRK.

e For random resolving address, entered IRK values are validated against the BD_ADDR. User entered IRK
values are automatically reordered when the a secure connection is validated using the IRK. Refer to
Reorder Identity Resolving Key (IRK) on page 145 for details on reordering.

o Entering an invalid IRK results in an error message and the field background displays red. The OK button is
disabled.

» Entering a valid IRK displays a green background and the OK button is enabled.

o Valid IRK entries are persisted to the Sodera devices database.
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Nickname Field: User-defined name or identification, which may be useful for organizing analysis projects.
The assigned nickname is also displayed next to the address in the Timing Analysis panel as well.

Right-Click Pop-Up Menu

After selecting a device or devices, right-clicking the mouse will open a pop-up menu that includes

Edit Deice

| o functions Edit Device and Delete. The menu active selections will vary depending on the status of the
selected devices. For example, selecting multiple devices will inactivate the Edit devices menu
selections.

Table 3.24 - Right-Click Pop-Up Menu Selections
Selection Description

Edit Active when a single device has been selected. Allows the user to edit partially
device known BD_ADDRs, Technology type, Identity Resolving Key (IRK), Device Class
and Friendly Name discovered during capture, and for entering a custom
Nickname. Clicking this tool will open the Edit Device Details dialog.

Delete Deletes the selected inactive devices from the wireless devices list. Only active when
inactive devices are selected. If a device is marked as a Favorite, it will not be deleted
even if it is inactive. When clicked, a warning appears asking for confirmation of the
action. Warning can be of two types:

1) Single device will be removed:

B Cevice Database ®

(devices MAC address will be shown in dialog)

2) More than one device will be removed

KB Dovice Databusa ¥
1
The § selected inactive devices wall be removed.

oE Cancsl

(Count of devices to remove will be shown in dialog).

3.1.2.2.1 Reorder Identity Resolving Key (IRK)

When editing a Bluetooth Low Energy device from the Device Database table using the Edit Device Details
dialog, the Wireless Protocol Suite software will automatically reorder the user entry. When the user provides an
IRK that is in reverse order, the software applies the correct order when validating a secure connection using the
IRK.

A reversed IRK is defined as the original IRK value with its endianness reversed. For example, the IRK Oxf31c 22ea
a9cb 0422 f9b8 3e03 2305 27e2 in reverse order is 0xe227 0523 033e b8f9 2204 cba9 ea22 1cf3.

When the user enters a complete IRK in the Identity Resolving Key field, a validation of the reversed IRK will
occur under the following conditions:
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e The device BD_ADDR is a random resolvable private address (RPA), and

¢ Validation of the IRK in the user-entered order has failed.

The IRK field is also enabled for Bluetooth Low Energy devices with public address, however automatic validation
does not occur

If the reversed IRK validates successfully, the Identity Resolving Key field turns green and becomes inactive
(read only). The status bar at the bottom of the dialog displays "ldentity Resolving Key: Valid (Reordered) -
Properly resolves the random address". In the Device Database pane, the IRK will now appear for the selected
device with "(Reordered)" applended.

[ Edit Device Detals =)
~Bluetooth Address 7 —Technology -
|48 :|ag :|pa :fFE :]ce :|s7 (" BRIEDR. (¥ LE
¥ Random dddress (resaleable) " BR/EDR 2LE
rIdentity Resalving Key - 1 :-Device Class -
||oxf31c 22ea sach 0422 b8 303 2305 2762 | | | x|
~Mickname 1 Friendly Mame -
| |
™ Favorite 7 oK Cancel l
Id entity Resolving Key: Valid (Reordered) - Properly resolves the random address.
e ——————————————

Figure 3.46 - RPA Device IRK Valid and Reordered

B ERE
B ()
= B

]
AL
~N N

¥ SC:F3.7D:62:A3:BB LE

BO_ADDR £ Fendly Name Mickname Device Cla... Technology IRK

60:BB:28:60:52:01 (RPA) tE e2270523033b 8 52204cha%a221cf3 (Reordered)
64:28.CD:69:F3:BE (RFA) LE

Figure 3.47 - RPA Wireless Device IRK Reordered and Matched

In the Device Database table, when the user selects a device for filtering for analysis, if that device has an IRK,
other devices will also be selected if they match. Two devices match if they satisfy any of the following conditions:

o If two devices have equal IRKs, they are considered to match.

o If one device has a user-entered IRK and its BD_ADDR is not a random resolvable private address (i.e., it is not
either a public address or a random static address, and therefore the IRK cannot be validated), it matches if
either its IRK is equal or the reverse of its IRK is equal to the other device.
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In this next example, we have selected a device with a public address. Entering the IRK in the Edit Device
Details dialog will indicate "Identity Resolving Key: Complete - Unable to determine if valid." and the ldentity
Resolving Key field remains white and editable but the OK button is active. Clicking OK closes the dialog, and
the reordered IRK appears in with the public address device with "(Reordered)" appended and matching
addresses will display the same reordered IRK.

P — by
Edit Device Details [t
—Blustooth Address ~Technology -
) EE ) ks e TR {BRjEDR LE
[T Random Address " BRIEDR & LE
—Identity Resolving Key - ~Device Class
| 0x8804 eacf b672 322¢ 84b1 c045 9fte cfeb | ~|
-~ Mickname [ Friendly Mame
I |
™ Favorite ¥ oK Cancel
Identity Resclving Key: Complete - Unable to determine if valid.

—

Figure 3.48 - Public Address Device IRK: Unable to Determine if Valid

BO_ADDR 7 Frendly Name MNickname Device Class Techrnology IRK
T ¥r 4AADD4FFCE5ST (RPA) LE
T ¥r G0:BB:28:60:92:01 {(RPA) LE
T v 64:2B.CD:65:FI:BE (RPA) LE ebcfBeSf45c0b1842e3272b bofeal488 (Reordered)

Public Address Device IRK Reordered

Open the Security pane. In the first security context for the public address device, enter the LTK into the Link
Key field. If valid, the IRK for the public address device will appear with "(Reordered)" removed.

Status  Time Master Slave PIM / TK Link Key
& 1/20/2017 7-28:41.334557 AM BC:F3:70:62:A9:BB ANADDAFFCEST (RPY)  nia eccc768deci29ade 50842ba302 1df ddce
1/20/2017 7:28:42 894620 AM Valid
& 1/20/2017 7:28:42 834620 AM 5C:F3.70:62 A5 BB AAADD4FFECEET (RPA)  Just Works (rcec76Bdeci29ade B0B42bal302 1dfddce
@ 1/20/2017 7:28:43. 236106 AM Valid
& 142002017 7:28:43.333376 AM BC:F3.70:62.A9.BB AMADDAFFCERT (RPY)  nia (f08bF5 1ab4efb 35405d #dbalicGbea’
12042017 7:28:44. 942150 AM Valid STK
& 1/20/2017 7:28:45.429657 AM SC:F3.70:62.A5 BB A ADD4FFCEST (RPA) s (b 230f446efe Hadaee 1388acHabdc 26
1/20/2017 7:28:46 585620 AM Valid
& 1/20/2017 7:28:47 574689 AM 64:2B.C0:69:F9:BE (RPA})  60:BB:28:60:52.01 (RFA) n/a (7b230f446efe Hadaee 1388ac 9253026
1/20/2017 7:28:45.037211 AM Valid

Figure 3.49 - Public Address Device: LTK Entered in Security pane to Validate IRK
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B _ADDR £ Friendly Name MNickname Device Class Technology
T W 5CF3:7062A3:BB LE
T Yr  4AADD&FFCEST (RPA) LE
M = < GD:BB:28:60:92:01 (RPA) EE

IRK

ebcf 825 45c0b184223272h6cfeai488
2227052302 3eb 8 32204cha%a 22 10f3
e2270523023eb 8 92204cbadea 22 1cf3

Figure 3.50 - Public Address Device: IRK Reordered and Validated

3.1.2.2.2 Clean Device Database

The following section shows how to clean a device database.

3.1.2.2.2.1 Clean Device Database on Start Application

In case the device store contains more than 5000 devices the application will show the dialog with suggestion to

clean the device database.

Bluetooth Device Database

Database to remove devices no longer needed.
Clean Up Options

@) All Previously Captured Devices
() Everything Except

Favorite Devices

& Ll Bl
Devices with b

lickname

the toolbar of the Device Database pane.

The Devices Database contains an exessive number of previously
1 captured Bluetooth devices, We recommend cleaning the Device

o You can configure the Maintenance Settings under the gear icon in

Clean Up Remind Me Later

Figure 3.51 - Bluetooth device database cleanup

You can choose: cleanup all previous captured devices, cleanup all previous captured devices except Favorite

Devices and/or Devices with Nickname, or leave database as is.

Using the Gear menu on Device Database toolbar you can call Maintenance Settings dialog to managing device
cleanup functionality which start every time when user close WPS, file or personality.
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Maintenance Settings et
Storage Time: Keep devices forever s
Device Limit: Don't limit device number o
Exceptions

[ ] Selected Devices

[ ] Favorite Devices

[ ] User-Added Devices

[ ] Devices with Mickname

[] Devices with Multiple Security Entries in Database

Previcusly Captured Devices are automatically deleted when
the devices reach the Storage Time Limit set or when the
device Mumber Limitation is exceeded.

Cancel

Figure 3.52 - Bluetooth device database maintenance settings

In this dialog user can choose device storage time:

Keep devices forever — this means that devices will never be removed;
1 year;

6 months;

1 month;

2 weeks;

1 week

Devices seen within the last day — this means that on exit all devices which were captured earlier than today
will be removed;

Keep current devices only — this means that on exit all devices which were captured in previous sessions will
be removed.

For all choices checked exceptions will be applied.

Also user can choose limit of devices which can be stored:

Don’t limit device number
1000
500

250
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« 100
e 50
e 25
e 10
For all choices checked exceptions will be applied.

Exceptions section allows users to except devices with specified parameters from the list of devices which should
be deleted.

You can choose: cleanup all previous captured devices, cleanup all previous captured devices except Favorite
Devices and/or Devices with Nickname, or leave the database as is.

Clean Device Database b 4

Clean Up Options
(®) All Previously Captured Devices
() Everything Except

Favorite Devices

Devices with Mickname

o Previously captured devices will be deleted forever and
you won't be able to restore them.

Figure 3.53 - Force Bluetooth device database cleanup
By default all devices store in Device Database without any limitations.

All changes in cleanup settings keep between WPS sessions.

3.1.2.3 Wired Devices View

Note: The Wired Devices View is available with Sodera and X240 hardware. The wired
technologies are not supported on Sodera LE.
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Wired Devices (SM:21459) — O >
Device Under Test Irterface Protacol
PODT (HCI 5P H4
[ |

Figure 3.54 - Wired Devices View

The Wired Devices view can be opened by selecting the corresponding menu item in the Wired Devices menu on
the Device Database view toolbar.

The Wired Devices View provides information about devices connected to POD 1 and POD 2, on the bottom
of the Sodera unit. These connectors are used to capture Host Controller Interface traffic through a direct wired
connection. The HCI UART will capture Protocol Transports H4, BCSP, and 3-wire (H5).

The Wired Devices View contains five columns. Their functions are listed below.

Table 3.25 - Sodera Wired Devices View Columns
Column Description

Filter The filter is an on/off selection . When checked , the device is selected for data analysis,
Selection | thatis the data is filtered into the Frontline protocol analyzer when the Standard Toolbar
L1/ Start Analyze button is clicked.

Traffic If the a "traffic captured” icon is present traffic has been captured that involves the device. If
Captured | the icon is not present then Sodera has not captured any traffic that involves that device.

] Only wired devices with traffic captured can be used for Frontline protocol analysis.

Device The is an area where the user can optionally document which device they were connected
Under to at the time of the capture.
Test

Interface | For each device, this column lists the Sodera interface connection and the protocol
configured for that connection.

Protocol For each device, this column lists the configured interface protocol transport.

Naming the Device Under Test

In the Device Under Test column, you can e e s
optionally document which device they were Dsvice 1 PODT (HCI SPI) Ha
connected to at the time of the capture. To do

this, click in the Device Under Test field in a

device row. Type an identifying name, and press
Enter on the keyboard to click in another field.
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For more information on configuring the wired devices, see Analyzer Toolbar Menu and Icons on page 81.

3.1.2.4 Security View

The Security View is where the Wireless Protocol Suite software identifies devices with captured traffic (%) that

contain pairing, authentication, or encrypted data. The pane will show fields for entering keys, and will show if
the keys are valid or invalid.

Successful decryption of captured data requires datasource receipt of all the critical packets and either :

e be given the link key by the user, or
e observe the pairing process and determine the link key.

See Critical Packets and Information for Decryption on page 230 for a description of the critical packets. The
Security View will identify the type of key required for decryption.

Security H X
Show: All Security Events = Manage Keys =

Time Central & Peripheral PIN/TE Link Key ACO v
2& 4/2/2021 11:47:56.907...  FO:5C:77:F461:0E N/A Ox3AB4ESF5S0C59862195FCT1ASADIBS1EST OxB4AEB:82ERE... N/A
’ 47272021 11:4 44, "Bose QuistComfort 33 11" 4C:87..
28 4/2/2021 11:48:33.960... "Bose QuietComfort 35 Series [I"4GET... N/A Ox3AB4E5F50C59862195FCTASADIBSTEST 0x3A3%09BA:.. N/A
< o S

FG:3C:TT:F4:

E

Figure 3.55 - Security View

The Security View shows events in the current capture. When the Start Record button is

clicked, all devices with active traffic that require decryption are shown. Security events @® Stat Record
appear in starting time order with the most recent event at the bottom.

o Status: displays icons showing the pairing and encryption/decryption status.

Icon Description

s Pairing/Authentication attempt observed but was unsuccessful

§ Devices successfully Paired/Authenticated.
Encrypted: traffic is encrypted but there is insufficient information to

a decrypt. See Critical Packets and Information for Decryption on page 230
for a description of the critical packets.

ﬁ Decrypted

o Time: Beginning and end time of the security context. No end time is indicated by an "...". Beginning time is
shown in the first row of the grouping. End time is shown in the second row.

¢ Central and Peripheral: The BD_ADDR of the Central and Peripheral (central and central) device in the link.
If the friendly name is available it will show on the second line.
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» PIN/TK:

o Classic Bluetooth® :

® | egacy Pairing PIN: 1 to 16 alphanumeric character PIN

o Bluetooth Low Energy

B PIN: 6 digit numeric passkey (000000 - 999999)

®  Qut-of-Band Temporary Key (OOB TK): 32 digit hexadecimal number

o Link Key

o Classic Bluetooth® ,

32 digit hexadecimal number

o Bluetooth Low Energy, 32 digit hexadecimal number

Teledyne LeCroy

o The Link Key cell displays "Enter link key" in gray when the link key is unknown. When a link is invalid the
cell has a light red background and indented gray text under the link key says "Invalid". When a link key is
valid the cell has a light green background and indented gray text under the link key says "Valid" (if the
link key was transformed from the entered link key the text is "Valid (Reordered)".

o If Sodera is Analyzing and a link key has not been entered, "Stop analyzing to enter link key" appears in
the device Link Key cell. Click the Stop Analyze button to stop the analysis, and type or paste in the

link key.

o Users can enter the device security information by typing directly on the device fields PIN/TK and Link
Key. An invalid entry will display a red background and a warning Invalid.

e« ACO: Authenticated Ciphering Offset is used by the devices for generation of the encryption key in Classic

Bluetooth.

o |V: Initialization Vector

is displayed for both Bluetooth Low Energy encryption and Classic Bluetooth Secure

Connections/AES encryption.. The central will use the IV in starting the encrypted communications.

Security View Toolbar

The Security View toolbar appears at the top of the pane. The Security View Toolbar items are described

below.

Table 3.26 - Security View View Toolbar

Menu

Description

Available in the multiple analyzers mode. All analyzers or analyzer by serial
number items can be selected. In case item with analyzer serial number is
selected, the security contexts associated with this analyzer will be shown. In
case “All Analyzers” item is selected all available security contexts will be
shown.
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Table 3.26 - Security View View Toolbar (continued)

Menu Description
s The default state of the tool is “Selected devices only”, shows available security
V8L sted DevisOnly | information for selected active devices in the Wireless Devices table. In case

the state was changed, the new state will be saved between sessions. When
the tool is clicked, that is active, only the available Security View only shows the
security context associated with the wireless devices that have been selected
for analysis. Should device selection change by selecting or deselecting
devices, the Security View display will change with the device context.

e ' | Manage Keys menu can be used for Bluetooth Privacy Code and Bluetooth

s LT Private Key windows opening. For multiple analyzers mode submenu with
{TgFaTy : |_ . R . .
analyzer serial number should be used for appropriate window opening.

Or

Bluetooth Privacy Code

Users can select Bluetooth devices to filter data in Summary pane from the Bluetooth Security pane by using the
right click menu item “Start Analyzing these Devices”. This will allow selecting devices in the Bluetooth Device

Database automatically.

Bluetooth Security
Show: All Security Events Manage Keys
Time Central & Peripheral PIM/TE Key ACO

48 2/6/2019 2:05:09.45575... 1C1B:BR5RE:99 MR Enter Link Key
E e z

2/6/2019.2:05:1542390., 1€ :90 Enter Long Term Key
“MX Anywhere 2" DEBR:6TER3AL..

s it & . P Start Analyzing these Devices
2/6/2019 2:06:58,93109... xxo0c98:47:E%ES MiA 5 £ =
2/6/2019-2:07:43.46419...  Enter Peripheral Address Copy Long Term Key

Figure 3.56 - Start analyzing using context menu

3.1.2.4.1 Classic Bluetooth Encryption and Decryption

Note: This section is not applicable to Sodera LE analyzer as it support LE technology only.

To decrypt a Classic Bluetooth link there are two options in the Security pane.

1. PIN: Enter into the PIN/TK field; legacy pairing only.

Note: The only time a PIN can be used is when the datasource has captured Legacy
Pairing in the current trace. The datasource uses information transferred during the
Legacy Pairing process to calculate a Link Key.

2. Link Key: Enter into the Link Key field.

Passkey/PIN

The first option uses a PIN to generate the Link Key. If the analyzer is given the PIN and has observed complete
pairing it can determine the Link Key. Since the analyzer also needs other information exchanged between the
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two devices, the analyzer must catch the entire Pairing Process or else it cannot generate the Link Key and
decode the data.

The PIN/TK can be up to a maximum of 16 alphanumeric ASCII characters or a hexadecimal value that the user
enters. When entering a hexadecimal value it must include a “Ox” prefix, for example, “0x1234ABCD".

Link Key

If you know the Link Key in advance you may enter it directly. To enter the Link Key click on the device row Link
Key field and enter the Link Key in hex followed by the keyboard Enter key. If the link key has previously been
entered it is automatically entered in the edit box after the Central and Peripheral have been selected. Once the
Link Key is entered the ACO automatically appears in the Security pane for the devices in the link.

Note: The Link Key does not have to be prefixed with "0x" because the Link Key field will

only accept hex format, and the "0x" prefix is added automatically. Entering "0x..." will result
in an invalid entry result.

Security 8 x

Show: All Security Events  + Manage Keys *

PIN/TK Link Key ACO v
4722021 11:47:56.907... FO: :61:0 N/
47272021 11:48:38.244... "B 87

4/2/2021 11:48:53.960... "Bose QuietComfort 35 Series |I" 4C:8T:..  N/A Missing Peripheral Address M/A
Enter Peripheral Address

Time

oy

Figure 3.57 - Classic Bluetooth Link Key Entry

Security 8 x

Showe: All Security Events = Manage Keys -

Time Central & Peripheral PIN/TE Link Key ACO v
2a 4/2/2021 11:47:56.907...  FO:5C:77:F461:0E N/A Ox3AB4E5F50C59862195FC1ASADIBS1EST OxB4E8:82E3:E... MN/A
4/2/2021 11:48; A4,.. "Bose QuietComfort 35 Series [|" 4087
28 4/2/2021 11:48:53.960... "Bose QuietComfort 35 Series II" 4C:87.... N/A 0x3AB4E5F50C59862195FC1ASADTBS1EST Ox543%:00BA:.. N/A

F:5

TT:FE1:0E

Figure 3.58 - Classic Bluetooth Valid Link Key Entered and ACO Automatically Calculated

If the Link Key is correct the Link Key field for the devices in the encrypted link will appear green with "valid"
below the link key. If the Link Key is not correct the Link Key field will appear red with "invalid" below the link
key. To re-enter the Link Key click on the Link Key field and follow the procedure above.

Show: Selected Devices Only + Manage Keys

Time Central & Peripheral PINGTE Link Key ACO v

28 3/14/2017 2:34:13.0285...  "Skip's CSR8510 AT0" D01 ATD:11:11:11 N/A Ce T T T 1111111
3 W Hxxx D DAT 100

31472017 2: 55. kip's CSRE510 A10" 00: 147D 1 11T 1T N/A Ox1212EEE33333333333333311 /A
3142017 2:37:55.5995... o/ D:DATT09

N/A

Figure 3.59 - Classic Bluetooth Invalid Link Key Entered
SSP Debug Mode

If one of the Bluetooth devices is in SSP Debug Mode then the Wireless Protocol Suite software in the Sodera
analyzer can automatically figure out the Link Key, under certain conditions. To obtain the information for figuring

Wireless Protocol Suite Hardware and Software User Manual 155



Teledyne LeCroy Chapter 3 Configuration Settings

out the Link Key, the software must actively observe the SSP pairing process in the capture. If the SSP pairing
previously took place and encrypted data is later captured the software does not have the necessary information
to figure out the Link Key. The only alternatives are

e to again pair the devices in SSP Debug Mode, or

¢ toindependently determine the Link Key and enter it directly.

Note: Only one device in the link must be in SSP Debug Mode.
If the Bluetooth devices do not allow Debug Mode activation, enter the Link Key as described above.

3.1.2.4.2 Bluetooth Low Energy Encryption and Decryption
Long Term Key

The Long Term Key (LTK) in Bluetooth Low Energy is similar to the Link Key in Classic Bluetooth. It is a persistent
key that is stored in both devices and used to derive a fresh encryption key each time the devices go encrypted. In
the Sodera Security pane the LTK is entered in the Link Key field so the following discussion will use Link Key
instead of LTK.

Security & x
View: All Analyzers = Show: All Searity Events ~ Manage Keys +
Time Central & Peripheral PINSTE Link Key ACO W
a 9/22/2020 11:49:11,130297 .., 5T:CB:1B:2B:CT;7D (RPA) L7 Enter Link Key (edDFC:240LAZ..,
G/22/2020 11:49:36.777002 .. 3CFT-ALASAGEE A Enter Link Key

Figure 3.60 - Bluetooth Low Energy Static Address Link Key Required
In this example a Low Energy device requires Link Key entry for the Wireless Protocol Suite software to decrypt

the data. To enter the Link Key click on Enter link key and type or paste in the Link Key in hex format.

Note: Itis not necessary to precede the Link Key with "0x" to signify a hex format. The
software will automatically add "0x" to the front of the Link Key.

Security f x
Show: All Sequrity Events ~ Manage Keys =
Tirne Central & Peripheral PIN/TK Link Key ACO v
: & 2/6/2019 2:05:09.45575.., 1C:1B:B%5F:65:99 MFA Enter Link Key

2/6/2019 2:05:15.42300.., 1C:1B:B5:5F:65.99 N/A | O FEEB:ICI1:BA...
o "MX Anywhere 2* DF:B3:67:E5:3A:27 (Stat...

Figure 3.61 - Bluetooth Low Energy Enter Link Key

Press the Enter key or click outside the Link Key box. If the Link Key is valid the box will be green, beneath the Link
Key will appear "Valid, and the Status will show an open, green lock indicating that decryption is enabled.
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If the Link Key is not valid the box will be red, beneath the entered Link Key will appear "Invalid", and the Status
will show a closed, red lock indicating that decryption is not enabled.

Security F X

View: All Analyzers = Show: Selected Devices Only = Manage Keys

Time Central & Peripheral PIN/TE Link Key

ACO v
28 9/22/2020 11:4%:36.7770... 3CFT:ALAS: M/A Enter Link Key MSA
96 9/22/2020 11:49:11.1302... MIA OxCCCTREDECE20ADESDB42BA3021DFA4CE OxADFC:0404:A2...
Figure 3.62 - Bluetooth Low Energy Valid Link Key
Security

a2 x

View: Al Analyzers = Show: Selected Devices Only ~ Manage Keys =

Time Central & Peripheral PIN/TK Link Key

ACO v
28 9/22/2020 11:49:36.7770... 3C:FT:ALASAGEE M/A Enter Link Key M/A
Wk Sy g
8 9/22/2020 11:49:11.1302... 57:CB:1B:2B:CT.7D (RPA) N/A (xCCCTH8DECE20ADESDE42BAZ021DR4ACT OxdDFC:0404:A3..

M

vhere 2" DR:B3:6T:ES:3A:3D (Static)

Figure 3.63 - Bluetooth Low Energy Invalid Link Key
Legacy Just Works Pairing

In this example the devices under test use Legacy Just Works pairing to calculate a Short-Term Key (STK) in order

to securely transfer the device's Long-Term Key (LTK). The LTK is then used to encrypt the subsequent security
contexts.

Security & %
Show: All Security Events = Maniage Keys +
Time Central & Peripheral PIN/TK Link Key
4/6/2021 3:11:12.9476...

A/6/2

ACO v

80:7A:BR1ABRO0 Just Works OxDB1ABD1T77CAASI4033F6CAFCFED12B0 (xDABD:45CS... /A
"Sar g WEP4 0

gb

Figure 3.64 - Bluetooth Low Energy Piconet Public Key and Private Key Encryption
Legacy Passkey Pairing

PIN is a six-digit decimal number. If a passkey is required by the device "Enter passkey" will appear in the
device's PIN/TK field.
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Security g x

Showe: All Security Events Manage Keys -
Time Central & Peripheral PIM/TK Link Key ACO v

28 ":Uf:fl[ﬂ)g_‘l 3'11:12.‘3436... ?O:IWBHA.:EE?_Q.,.: N Enter Passkey Enter Link Key NSA
4767202 2127106, “Samsung WEP4E0" D4:88: 1:88:CE

4/6/2021 3:12:14.5034...  "Samsung WEP460" D4:38:90:81:88:CE Unable to validate Unable to validate MFA
: 80:7A:BR1ABROS

Figure 3.65 - Bluetooth Low Energy Passkey Decryption Not Enabled

This example uses Passkey Pairing to enable decryption. The user clicks on "Enter passkey" in the device PIN/TK
field.

Security 5 x
Show: All Security Events + Manage Keys ~

Central & Peripheral PIM/TK Link Key ACO IV

11:12.8476...  BO:7TA:BR1A:BRS9 | Enter Link Key MN/A
H12:12.7106...  “"Samsung WEP460" D4:88:20:81:88:CE
) 4/8/2021 312145034, "Samsung WEP460" D4:28:90:21:88:CE Unabletovalidate  Unable to validate MN/A
S0:TABR1ABRSS

Figure 3.66 - Bluetooth Low Energy Passkey Entry

Press Enter or click outside the field. If the Passkey is correct it will appear in the PIN/TK field with "Valid"
appearing below the passkey, Link Key field will automatically fill with the Link Key that will show "Valid" and
appear green. The Status field will show an open, green lock to show that encryption is enabled and the analyzer
can show decrypted data.

If the entered Passkey is incorrect, the PIN/TK field will be red and "Invalid" will appear below the entered PIN.
The Status field will show a closed, red lock to indicate that encryption is not enabled.

Security & %

Shows All Security Events = Manage Keys ~
Time Central & Peripheral PIM/TK Link Key ACO [\

& 4/6/2021 3:11:12.9476...  80:7A:BR:1A:BF:99 . 0000 O DE1ABDT 77T CAAS34933FACEFCFEDT3B0 OxDABD:A5CS.. MN/A

4/6/2021 212:12.7106...  "Samsung WEP450" D4:8!

Figure 3.67 - Bluetooth Low Energy Passkey Decryption Enabled
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Security F X

Show: All Security Events - Manage Keys ~
Time Central & Peripheral PIN/TK Link Key ACO v

28 4,"6."202‘! 311129476 %E):?A:BFﬂAI:B—IT‘}QH I 000 Enter Link Key N/&

S0fausl 3 ls o, Samsung WEP4B0" D4:88:30:81:88:CE

Figure 3.68 - Bluetooth Low Energy Passkey Invalid
Legacy Out-of-Band(OOB) Pairing

Out-of-Band (OOB) data is a 16-digit hexadecimal code preceded by "0x" which the devices exchange via a
channel that is different than the le transmission itself. This channel is called OOB. For off-the-shelf devices we
cannot sniff OOB data, but in the lab you may have access to the data exchanged through this channel.

If a device requires OOB data the device Link Key field will show "Enter OOB TK".

3.1.2.5 Private Keys View

For Sodera captures that include Bluetooth Low Energy Secure Connections Pairing between one or more pairs of
devices, users will be able to manually enter Private Keys for both legacy and Secure Connections. The
Private/Public keys are stored for use by discovered Bluetooth Low Energy devices. Duplicate keys cannot be
stored.

When Debug key is not used during pairing, the datasource will look for a matching Public key in the set of
Private/Public key pairs. If a match is found, the datasource will use the corresponding Private Key to compute
the Diffe-Hellman Key.

The Private Keys pane can be viewed or hidden from the View menu and can be docked like the other optionally
viewable panes. While operating in live mode, Private Keys are saved to persistent storage when the Wireless
Protocol Suite Sodera window is closed . When the window is opened while in live mode, saved Private Keys
are loaded from persistent storage.

Private Keys w 0 X
Key Type Private Key Public Key
P256 0x123423452345123412341234567581234123412341234123412. .. X: 0x61b226b22fc2854054102de322c6a5 8479038207 dT72a16c01967T8764858c15

¥: Oxd76347b4Ta93eld25a4elfadd316a96e549eb3c718abb9c92586d94dc755905829

X: Ox6T07e1613215ee79da67e026blc2fddefa34baddazcd3s??
Y: Oxb2f7ce88fc54878adas0847173b741a7d36e9act19c6296¢C

P152 0x123412341234123412341234123412341234123412341234

Figure 3.69 - Private Keys View
The Private Keys pane has three columns that list one entry for each unique key.

Table 3.27 - Private Keys Pane Columns

Column

Description

Key Type

P192 if the key is used for Legacy pairing.

P256 if the key is used for Secure Connection pairing.
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Table 3.27 - Private Keys Pane Columns(continued)
Column Description

Private The key entered by the user.

K
i 24 octets for P192 (Legacy)

32 octets for P256 (Secure Connection)

Public Key | The two parts of the public key automatically generated when the complete Private Key is
entered.

X - the first half of the Public Key
y - the second half of the Public Key

Private Key management tools

In the header of the Private Keys pane is a toolbar for adding or deleting
Private Keys keys.

o G X

Table 3.28 - Private Keys Management Tools

Tool Icon Descriptioin
Add e Used to add a Private Key to the pane. When clicked, it opens the Private Keys
Private Key Entry dialog. See Private Key Entry dialog on page 160
Edit & Enabled when a private key in the pane is selected. When clicked, it opens the
Selected Private Keys Entry dialog with the selected Private and Public Key filled in. See
Private Key Private Key Entry dialog on page 160
Reverse i Enabled with a private key in the pane is selected. When checked, it allows the

Private Key user to switch between big endian and little endian format. The public key will be
updated to reflect the changes made to the private key.

Remove o Enabled when a private key in the pane is selected. When clicked the selected key
Private Key row is removed from the pane.

~ Right-clicking on a selected Private Key entry in the pane or right
clicking anywhere in the pane will open a Private Key Management

. tools menu. The menu selections perform the same functions as the

Remove Private key | Private Key Management tools.

R e

Add Private Key

Private Key Entry dialog

The Private Key Entry dialog opens when the user selects Add Private Key from the Private Keys
Management Tools or from the right-click menu.
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%
Private Key Entry Lﬁ
i —— —— —— {* P255 (Secure Connection)
Public Key: " P192 {Legacy Connection)
X ‘Dx

i |Dx

ok ‘ Cancel

Figure 3.70 - Private Key Entry Dialog
Table 3.29 - Private Key Entry Dialog Fields

Section Field Description
Key P256 (Secure | Make this selection if using Secure Connection pairing.
Type Connection)

P192 (Legacy | Make this selection if using Legacy pairing.
Connection)

Private Enter the Private Key in hex. The size of this field will vary with the Key Type,
Key P256 or P196.

Riviria Allows the user to switch the Private Key between little endian and big endian
format. The public key will be updated to reflect the changes made to the
private key.

Public X: The Public Key is calculated automatically when the Private Key is
Key completely entered.

X: - first half of the key.

y: The Public Key is calculated automatically when the Private Key is completely
entered.

Y: - second half of the key.

To Add L @ Private Key:

1. Select one of the following connection types to set the length of the Private Key field:
a. P256 (Secure Connection), or
b. P192 (Legacy Connection)

2. Enter the Private Key, in hexadecimal, into the Private Key field.
a. P256 field type takes 64 hexadecimal characters.

b. P192 field type takes 48 hexadecimal characters.
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Note: If after entering the private key you change the Key Type from P256 to P192,
the Private and Public key fields will truncate to the correct length for P192 key type.
However, this does not work in the reverse direction.

The Private Key may also be pasted in. The copied key pasted in may have been in either big endian or
little endian format. The Reverse button allows the user to reverse the format for use with their
particular device.

3. Once the Private Key field is completely filled in, the Public Key X: and Y: fields are automatically
calculated and filled in.

4. Click the OK button, the dialog will close, and the added Private and Public keys appear in the Private
Keys pane.

If the key entered already matches a key in the local storage, a dialog will be displayed indicating the issue
and the window will not close.
To Remove X a Private Key:
1. Inthe Private Keys pane, click on the Private Key to be remove to select it.

2. Remove the Private Key by one of the following methods:

a. Click on the Remove Private Key X tool in the Private Key Management toolbar. The key is
removed from the list.

b. Right-click on the selected Private Key, and select Remove Private Key from the Private Key
Management tools pop-up menu. The key is removed from the list.

3.1.2.6 Bluetooth Privacy Codes View

For captures that include encrypted Broadcast Isochronous Streams, the Bluetooth Privacy Code used to decrypt
the packets in the streams can be entered on the Bluetooth Privacy Codes View. The Bluetooth Privacy
Codes View can be viewed or hidden from the View menu and can be docked like the other optionally viewable
panes. While operating in live mode, Bluetooth Privacy Codes are saved to persistent storage when the Wireless
Protocol Suite window is closed. When the window is opened while in live mode, saved Bluetooth Privacy
Codes are loaded from persistent storage.

Eluetooth Privacy Codes * 0 X
a # G X

Bluetooth Privacy Code Hexadecimal Format
1234567890123456 0x36353433323130393837363534333231

Figure 3.71 - Bluetooth Privacy Codes View

The Bluetooth Privacy Codes View has two columns that list one entry for each privacy code. Currently, only
one code can be entered.
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Table 3.30 - Bluetooth Privacy Codes View Columns

Column

Description

Bluetooth Privacy Code

UTF-8 character representation of the code

Hexadecimal Format

Hexadecimal representation of the code

The Bluetooth Privacy Code can be between 4 and 16 octets and represented as UTF-8 characters and in

hexadecimal format.

Bluetooth Privacy Code management tools

Eluetooth Privacy Codes

& G X

In the header of the Bluetooth Privacy Codes View is a toolbar for adding or
deleting codes.

Table 3.31 - Bluetooth Privacy Codes Management Tools

Tool

Icon

Description

Add Bluetooth Privacy
Code

+

s

Used to add a Bluetooth Privacy Code to the View. When checked , it
opens the Add Bluetooth Privacy Code dialog. See Add Bluetooth
Privacy Code dialog below.

Currently only one Bluetooth Privacy Code can be entered.. To add
anew code, select the current code and remove it. The Add button will
become active and a new code can be entered.

Edit Selected Bluetooth
Privacy Code

L

Enabled when a Bluetooth Privacy Code in the View is selected.
When clicked, it opens the Add Bluetooth Privacy Code dialog with
the selected Bluetooth Privacy Code and hexadecimal filled in. See
Add Bluetooth Privacy dialog below.

Reverse Selected
Bluetooth Privacy
Code

G

Enabled when a Bluetooth Privacy Code in the View is selected.
When checked, it reverses the content of the code. (EX: A-BCDE
becomes EDCB-A when reversed.) Both fields of the selected code in
the View are updated to reflect the change.

Remove Bluetoot
Privacy Code

X

Enabled when a Bluetooth Privacy Code in the View is selected.
When checked, the selected code row is removed from the View.

i

TR EE SE L RS PE T

T O 5 T i S —

i
Reverse

Edit
Delete

1
i}
s
(]

Figure 3.72 - Right Click Bluetooth Privacy Codes Management Tools Pop-Up
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Right Clicking on a selected Bluetooth Privacy Code entry in the View or right clicking anywhere in the View will
open a Bluetooth Privacy Code management tools menu. The Menu selections perform the same functions as the
Bluetooth Privacy Code Management Tools.

Add Bluetooth Privacy Code dialog

Add Bluetooth Privacy Code >

Bluetooth Privacy Code

Hexadedmal Format

Reverse ||:|x|:u:n:u:| 0000 0000 0000 0000 0000 0000 0000
oK | Cancel

Figure 3.73 - Add Bluetooth Privacy Code Dialog
Table 3.32 - Add Bluetooth Privacy Code Dialog Fields

Section Field Description
Bluetooh Privasy Code Bluetooth Privacy Code | Enter the Bluetooth Privacy Code in text.
Hexadecimal Format Enter the Bluetooth Privacy Code in
hexadecimal.

B e | Allows the user to reverse the Bluetooth
Privacy Code (ex: A-BCDE becomes

EDCB-A when reversed.) Both fields will be
updated to reflect the changes.

To Add &~ a bluetooth Privacy Code:
1. If a Bluetooth Privacy Code already exists, select it and click the Remove button X .
2. Click the Add %= button.

3. Enter the Bluetooh Privacy Code in either the Bluetooh Privacy Code field or the Hexadecimal
Format field of the Add Bluetooh Privacy Code dialog.

4. Click the OK button, the dialog will close, and the added code will appear in the Bluetooth Privacy
Codes View.

To Remove X a Bluetooth Privacy Code:
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1. Select a Bluetooth Privacy Code row in the Bluetooth Privacy Codes View.

2. Click the Remove X button.

3. The Bluetooth Privacy Code will be removed from the Bluetooth Privacy Codes View.

To Edit # a Bluetooth Privacy Code:

1. On the Bluetooth Privacy Codes View, click on either of the following::
e The selceted entry in the Bluetooth Privacy Code field.
e The seledted entry in the Hexadecimal Format field.

2. Edit the field selected.

3. Press the keyboard Enter key or click the mouse pointer anywhere outside the edited row of the
Bluetooth Privacy Codes View.

To in-place Edit a Bluetooth Privacy Code:

1. Click either on the Bluetooth Privacy Code field of the selected enty in the Bluetooth Provacy Codes
View.

2. Edit the selected field.

3. Press the Enter key on the keyboard or click the mouse anywhere outside of the edited row of the
Bluetooth Privacy Codes View.

To Reverse & a Bluetooth Privacy Code:

1. Select a Blutooth Privacy Cpde in the Bluetooth Privacy Codes View.

2. Click the Reverse & button.

3. The content of the selected Bluetooth Privacy Code is reversed. For example, code A-BCDE becomes
EDCB-A when reversed.

3.1.2.7 Event Log View

The Event Log is a record of significant events that occurred at any time the Sodera datasource software is
running. The log is recorded in time sequence using the computer clock. Log event descriptions provide
information, warnings, and error notifications. The Event Log provides the user with a history of their analysis
process. This history may be useful for process documentation or for troubleshooting capture issues and
problems.

Information messages can include the starting and stopping of recording and the time that this event took place.
Warnings in the log could be notifying the user that the capture file just opened contains unsupported content.
Event Log error events include, for example, telling the user that the capture file is invalid.
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Event Log - 0 X
Description Time
Q Unable ta initialize hardware. Capture not started. 3M11/2015 8:23:56.361 AM
1i) Recording stopped 371172015 8:23:56.361 AM
1} Recording started 3/11/2015 8:24:15.056 AM
_ﬂ LAP conflict may cause unexpected results for these devices: 0C:41:3E:C%:8A:45 and xx20c67.05:8A:45 3M11/2015 8:24:21 618 AM
i1} Recording stopped 341172015 8:24:26.123 AM
4 n 2

Figure 3.74 - Sodera Event Log View

The Event Log View contains event icons in the first column (no heading), event descriptions in the second
column (Description), and the time the event occurred in the third column (Time).

A description of each Event Log column is in the following table.

Table 3.33 - Event Log Columns
Heading Icon Description

Event (i) [|Information: Events related to the normal flow of the capture process, e.g. "Start
Capture", "Stop Capture", "Sodera hardware not found"

R Warning: Events that raise concern about the capture process integrity

3¢ Error: Events that compromise the capture process or that may invalidate some of
the captured data.

Description — | Description of the event with additional information related to the Eventicon.

Time — | The actual time of the event in live capture mode, or the recorded time when
running a previously captured file. The recorded time is based on the clock of the
computer running the Wireless Protocol Suite software.

Saving the Event Log

The Event log is automatically saved to "%appdata%\Frontline Test Equipment\Sodera\Logs\" as a .txt file. Logs
are retained for each session.

3.1.3 Excursion Mode

Note: The Excursion Mode feature is not supported on Sodera LE hardware.

Excursion Mode allows the user to capture Bluetooth data while untethered from a computer. This feature can
make it easier to capture data while in a moving vehicle, to capture data in places where a laptop cannot readily
be used, or to capture data in confined spaces, for example. Sodera’s internal battery complements Excursion
mode by providing sufficient power to capture data for up to an hour without being connected to an external
power source

Enable Excursion mode

1. Connect the Sodera hardware to a computer with a USB cable and start the Wireless Protocol Suite
software.

2. Inthe Sodera window, select Record Options... from the Options menu.
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Record Options (SM:24171) b4

Wireless Wired Wireless Filters
Wireless Capture
[~ Classic Bluetooth (BR/EDR)
[ Bluetooth Low Energy (LE)
[ Channel Sounding
[] wi-Fi (802.11)

[ wean 802.15.4

o Please use filters on the Wireless Filters tab to capture only devices
of interest.

[] Spectrum 2.4 GHz
200 us © not configurable with Excursion Mode
Blustooth & 802, 15.4 Gain Control

() Automatic Attenuation

(®) Manual Attenuation (0 to 45dB): |18 2

Excursion Mode

[] Enable made with selected wireless settings and filters

o[ e

Figure 3.75 - X500 Record Options - Excursion Mode
3. Verify that the status message on the pop-up indicates the serial number of the connected hardware.

4. Check the box next to Enable Excursion mode and press OK. The pop-up will close and the Record
Options are saved to the connected Sodera hardware. The saved Record Options will travel with that
specific Sodera hardware module and affect all subsequent captures performed with that unit, regardless
of whether they are performed using Excursion mode or using a connected computer.

Disable Excursion mode

1. Connect the Sodera hardware to a computer with a USB cable and start the Wireless Protocol Suite
software.

2. Inthe Sodera window, select Record Options... from the Options menu.
3. Verify that the status message on the pop-up indicates the serial number of the connected hardware.

4. Uncheck the box next to Enable Excursion mode and press OK. The pop-up will close and the
Record Options are saved to the connected Sodera hardware.
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Start Capturing Data in Excursion mode

1. With the Sodera hardware disconnected from a computer, hold for at least 1/2 second and then release
the Power button on the front panel. The battery charge state indicator LEDs will repeatedly flash in
sequence while the unit powers up.

2. Once the unit is powered up, press the Capture button on the front panel (right side). The Capture LED will
be a constant green when capturing data.

Stop Capturing Data in Excursion mode

1. Press the Capture button on the front panel (right side). There may be a brief delay, and the Capture LED
will turn off.

3.2 802.11 Configuration
3.2.1 Wi-Fi Scanner Hardware Settings

The Hardware Settings dialog provides the ability to select a device to sniff/scan. The dialog only lists devices with
a MAC address that match the Frontline devices. To access the Hardware Settings dialog:

1. Select Hardware Settings from the Options menu on the 802.11 Main window.

Hardware Settings = X

Ll Refresh List

] 4 Cancel | Help

Figure 3.76 - Wi-Fi Scanner Hardware Settings Dialog
2. Select a device from the drop-down list.
3. Select OK

If no devices are found, the list is blank.

Note: Upon launching the Air Sniffer, the first device in the drop-down is the default device.

3.2.2 802.11 Datasource

1. Select Capture -> Options menu on the Main windows.
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Settings X

Settings I Status | Capture Fiters | Fimware Update |
Frontiine 802.11 Serial Number 0142110001

(o I 12437 MHz (6) v Scanner

Extension Channel |0 vl

FCS Fitter |Nl Frames |

OK Cancel Help

Figure 3.77 - 802.11 Settings Dialog
There are several things to remember about Settings:
e The Settings are specific to the device selected in the Hardware Settings.
e Two 802.11 devices attached to a computer have different settings.
e Changing the settings changes the devices’ default settings.

o If a parameter is changed (e.g. Channel 1 is changed to 6), the new setting appears the next time the
Settings dialog is opened for the device.

The settings are saved when the OK button is pressed.

3.2.2.1 Settings
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Settings X

Settings I Status | Capture Fiters | Fimware Update |

ComProbe 802.11 Serial Number 0108180025

Channel 2437 MHz (6) Ll Scanner

Extension Channel | 0 - I

FCS Fitter IAII Frames LI

QK Cancel Help

Figure 3.78 - 802.11 Settings Tab

The Settings dialog allows you to change and observe basic configuration values. These include the Channel,
Extension Channel, FCS Filter and Capture Type.

¢ Channel - Select the channel from the drop-down list. Channels have been extended to the 5Ghz range.
« Extension- allows you to extend the range of channels available

o 0 =Standard 1-13 Wi-Fi channels

o -1 = Expanded channels below the standard range

o +1 = Expanded channels above the standard range

o FCS Filter - The Frame Check Sequence filter indicates if the device should capture frames with an invalid
FCS. Select All Frames or Valid Frames

Clicking on the Scanner button will open the Wi-Fi Scanner dialog. This action is useful if you do not know the
channel to sniff. Once you have selected a channel in the Wi-Fi Scanner dialog and confirmed your selection
the selected channel will appear in Channel.
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3.2.2.2 Status

Settings X

pressieers s

Frontline 802.11 Seral Number 0142110001

— Hardware Information: — Software Version:
Clock Source: Intemal FPGA: 2.9
Capture Media Indicator: OK Application: 1.5

Interface: 1.4

Data Capture Information:

Total Packets Captured: Total Bytes Captured:
3,646 899,584
Packets Not Yet Read by PC: Bytes Not Yet Read by PC:
0 0
OK Cancel Help

Figure 3.79 - 802.11 Settings Status Tab
The Status dialog provides current information about the Frontline device. There are no settings for this dialog.

3.2.2.3 Capture Filters

The Capture Filters dialog allows you create, modify, and delete capture filters. The dialog initially displays the
existing MAC address Capture Filters.

o To activate the capture filters and to be able to create/modify additional filters, you first must select the
Enable MAC Address Capture Filters check box.

¢ You can select/deselect which filters are active by checking/unchecking the Enable checkbox in the first
column in the table.

e You can also select to ignore Management, Control, Data, and Reserved frame types by selecting one or
more the checkboxes.
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Settings X

R SRS S———

[~ Enable MAC Address Capture Filters

Enable | Mac Address | Mode | Fields | Add New Address
Remove Address
Edt Address
Move Address Up
Move Address Down
Frame types to ignore:

[~ Management [ Contol [ Data |~ Reserved

OK Cancel Help

Figure 3.80 - 802.11 Settings Capture Filters Tab
To create a key, select one of the following options:

« Add New Address - displays a text box where you can enter the address

172 Wireless Protocol Suite Hardware and Software User Manual



Chapter 3 Configuration Settings Teledyne LeCroy

Add MAC Address X

e.q. 0014bf72b3as

G Inckada Field In MAC Frame

' Exdude [V Address 1 (Receive)
[v Address 2 (Transmit)
V¥ Address 3
[V Address 4

[V Implicit Transmit
(e.qg. Transmitting an ACK)

Lo OK | Cancel

Figure 3.81 - 802.11 Settings Capture Filters Add New Address Dialog
1. Enter a MAC Address in the text field.
2. Select the Include radio button to only capture packets with this MAC address.

3. Select the Exclude radio button to capture packets with other filters, but not ones with this MAC
address.

4. Select one or more check boxes to identify which fields in the MAC Frame to include.

The MAC header for an 802.11 frame can contain up to 4 address fields. Most frames do not have that
many. In general, the first address is the intended receiver and the second address is the device that
transmits the frame. The third and fourth address fields depend on the context of the frame. Some of the
control type frames do not include the transmitter address but they may be determined from previous
frames.

5. Select OK to close the dialog.
Once you have MAC addresses on the main dialog, you can modify them using four options.

+« Remove Address - Highlight an address that you want to delete and select Remove Address to remove it
from the list.

« Edit Address - Highlight an address that you want to edit and select Edit to bring up a dialog where you can
edit the address. The address and any of the prior settings may be changes. Click OK to save and close.
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Add MAC Address X

e.q. 0014bf72b3as

001a70dd6c79|
* Indude Field In MAC Frame
™ Exchde WV Address 1 (Receive)

[v Address 2 (Transmit)
IV Address 3
vV Address 4

¥ Implicit Transmit
(e.g. Transmitting an ACK)

0K Cancel

Figure 3.82 - 802.11 Settings Capture Filters Edit MAC Address Dialog
¢« Move Address Up - moves the selected address up in the queue.

« Move Address Down - moves the selected address down in the queue.

3.2.2.4 Firmware Update

To take full advantage of the improvements to the Frontline 802.11 with Wireless Protocol Suite software you
must update the firmware on the Frontline .

Note: With the release of Wireless Protocol Suite software, an update to the firmware is
required upon installation of the software. For that version, the full update requires three
complete passes through the update process followed by a power cycle of the Frontline
802.11. Subsequent firmware updates may not require three firmware update cycles. This
procedure is designed to take you through one to three firmware update cycles. Follow the
procedure carefully, paying attention to jumps around unnecessary steps, and you should
have no difficulty updating the firmware.

1. This tab displays the current firmware version in the hardware. You can check for the firmware updates by
first noting the current version and then clicking on the Check For Updates button.
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Settings X
Settings | Status | Capture Fiters | Fimware Update I
— Cumrent fimware versions in hardware:
FPGA Version: 29
Application Version: S Interface Version: 14
Check For Updates
OK Cancel Help

Figure 3.83 - 802.11 Settings Firmware Update Tab

2. The Check for Updates dialog will open. If an update is available you can install it by clicking on the
Start Update button.
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Check For Updates ... x
Firmware Update File(s) ImageT... | File Version(s) | H/W Version(s) |
comprobe_s80211_app_revG.fuu APP Image 1.5f1.4 1.5/1.4
Warning/Errar | File | Description: |

Informational comprobe_80211_app_revG.fiwu  File Version ( 1,.5/1.4 ) is same as currently installed H/W version ( 1.5/1.4)

Start Update Cancel

176

Figure 3.84 - 802.11 Settings Firmware Check For Updates

3. When the update is complete, two situations can occur.

a. If more firmware updates are required the following dialog will appear. Click on OK, and continue
to step 4.

_ There are additional firmware updates required. After the device resets,
J-‘x check for firmware updates again.

OK

Figure 3.85 - 802.11 Settings Check for Updates Again, second cycle.
b. If there are no more firmware updates, continue to step 15.
Click OK on the Check for Updates dialog.

Click Cancel on the Settings dialog Settings tab (See Settings on page 169). The Frontline 802.11 will
reset. Wait for a constant Activity LED on the Frontline hardware .

Once the Frontline 802.11 has reset, select Settings from the Main window Options menu.

Click on the Settings dialog Firmware Update tab and then click on the Check for Updates button.
The Check for Updates dialog will appear.
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Femare Update Fe(s) | imageType | Féeversonis) | rpwvesseols) |
comprobe_B0211_fpga_revC_few FPGA mage 29 29
comprobe BO211_app_rew.fwu AFP Image O.7/L3 0.4/1.3
cofprobe_B021E_ M revi, feu FLF image 04
comprobe: BO211_pex304_reve. fuu FENSE04 mage 0.4
comprobe_B0211_ath_reC. fwu ATH mage 0.4
comprobe_B0211_athak_newt, fau ATHIE image 0.4
comprobe S021Y_advik_ b revd. Fray ATH MY mage 9.4
comprobe B0 11 _athSk_common _revC. f ATHS COMMON image: 0.4
comprobe 0211 _pdh_ude_rev. vy PCH UDC image o3
coimgprobe_B021E g padost_rewl_fau G PACKET image 4.2

WarrmgFrror | Fie | Desrption I

Informational comprobe_ 50211 _fpgs revC.feu  File Yersion [ 2.9) @ same as asvently rnstaled HW version { 2.9 )

e I

8.

9.

10.

11.

12.

13.

Figure 3.86 - 802.11 Settings Firmware Check For Updates, second cycle.
Click the Start Update button.
Again, when the update is complete, two situations can occur.

a. If there are more firmware updates the following dialog will be displayed. Click on OK and
continue to step 10.

©.  There are additional firmware updates required. After the device resets,
_[;\5.. check for firmware updates again.

Figure 3.87 - 802.11 Settings Check for Updates Again, third cycle.
b. If there are no more firmware updates, continue to step 15.
Click OK on the Check for Updates dialog.

Click Cancel on the Settings dialog Settings tab (See Settings on page 169). The Frontline 802.11 will
reset. Wait for a constant Activity LED on the Frontline hardware .

Once the Frontline 802.11 has reset, select Settings from the Main window Options menu.

Click on the Settings dialog Firmware Update tab and then click on the Check for Updates button.
The Check for Updates dialog will appear again.

Wireless Protocol Suite Hardware and Software User Manual 177



Teledyne LeCroy Chapter 3 Configuration Settings

Frtmanare: Lipeabe Fie (i) | EmagnT... | Fleversenfs) | HAW versons) |
comprobe_BOZL1_app_revE, v APF Image L1+ 10/1.4
|
|
WarmaEror | Fike | Bescripbion ]

e I

Figure 3.88 - 802.11 Settings Firmware Check For Updates, third cycle.
14. Click the Start Update button.

15. When the update is complete the OK button will be enabled. Click the OK button.

16. Remove power from the Frontline 802.11 unit, and then reapply power. Wait until the Activity LED
comes back on and resume normal Frontline operation. When the Frontline 802.11 serial number shows
in the Main window again, the firmware update is complete.

3.2.2.5 Wi-Fi Security

Security information is provided in the Wi-Fi Security Window.

The window is opened using the Wi-Fi Security button on the main toolbar.

® StartRecord P StartAnalyze @ WiFi 2802.15.4Keys <% s

Figure 3.89 - Wi-Fi & 802.15.4 Keys button on the main toolbar.
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Figure 3.90 - Wi-Fi security configuration tab.

In the Wi-Fi Security dialog, select the encryption method being using with your device under test (DUT) by
clicking on the radio button in the Encrypted Data section.

Table 3.34 - Wi-Fi Encrypted Data Options

Encrypted . oy

Data Option Field Description

WPA2- SSID The station ID of the 802.11 communications link.

Personal : L
Passkey The shared passkey phrase used in communications.

Pairwise key The key is established between the wireless station

Master and the access point. The key size is 32 Bytes for

Key WPA2, the key size is 48 bytes for WPA3.

Temporal A temporary key used to encrypt data for only the

Key current session.

Within the Set Initial Decodekeyr Parameters... dialog Security tab, the fields available will depend on the
Encrypted Data option selected.

3.2.2.5.1 Wi-Fi Device Scanner

1. On the Settings dialog click on the Settings tab, and then click on the Scanner button. The Wi-Fi
Device Scanner dialog will open.
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Status: Inactive

Devices Found: 0

Wi-Fi Device Scanner - O X
File Configure Contrel Help
& MAC Address SSID Type Channel | Frequency RSS1 First Seen Last Seen
stat | p | Help

[Sniffer: 802.11 [SN: 0142110001]

Figure 3.91 - 802.11 Device Scanner with no Devices Detected

2. On the Wi-Fi Device Scanner dialog Select the Start button or select Start Scanning from the Main
windows menu to begin populating the list .

The Wi-Fi Device Scanner dialog displays a list of discoverable Wi-Fi devices in a table. The devices are

identified by:
e MAC Address
e SSID
 Type
e Channel
¢ Frequency
« RSSI
e First Seen

e Last Seen

Note: You can select the Stop or Stop Scanning from the Configure menu anytime
to stop the device search.
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Wi-Fi Device Scanner = m]
File Configure Control Help
2 MAC Address | SSID Type | Channel | Frequency | RSSI First Seen LastSeen |
i SA:EF:63:81:1C:C0 =falinforthemitchalis 2018 AP 6 2437 3 16:26:07 16:26: 14
2 E0:46:9A:41:0A:FA TGB Public AP [ 2437 8 16:26:07 16:26:13
3 84:30:C6:05:84F1 Teledyne Guest AP [ 2437 51 16:26:07 16:26: 16
4 FEMOLTC:3A:CT: 24 DIRECT-2a-HP M477 Laser Jet AP 6 2437 Rl 16:26:07 16:26:13
5  8%:30:C6:05:84F0 Teledyne Employee e 6 2437 49 16:26:07 16126116
(-] SCi6A:80: 26:EF:.0C AP L] 2437 1% 16:26:07 16:26: 14
7 A%SLBLTICS Centurylink0803 AP 6 2437 17 16:26:07 16:26: 14
8 DAOF:99:28:CF:61 DIRECT- Direct 6 2437 a2 16:26:07 16:26:07
=] 62:6A:80:26:EF:0E CU-Guest AP ] 2437 2 16:26:07 16:26: 14
10 52:6A:80:26:EF:00 CU-Staff AP & 2437 20 16:26:08 16:26:14
11 §4:30:C5:83:81:50 Teledyne Employes AP 1 2412 1} 16:26:08 16:26: 10
12 8%:30:06:83:81:51 Teledyne -Guest a2 1 2412 0 16:26:08 16:26: 10
13 28:7A:EE:BS:83:19 CableWFi a 6 2437 o] 16:26:13 16:26:13
14 2B:TAEE:B8:83:12 XFINITY AP ] 2437 2 16:26:13 16:26:13
15 28:TAEE:BE:83: 17 CoxWiFi AP 6 2437 21 16:26:13 16:26:13
=®aE% Cick on a device in the list above to see additional detais **=**
Status: 2457 MHz (10) (Scan range: 2417t0 5825 MHz) | Devices Found: 15 [Sniffer: 802.11 [SN: 0142110001]
Figure 3.92 - 802.11 Device Scanner with Devices Detected
3. Select the device.
Wi-Fi Device Scanner = o X
File Configure Control Help /
1 5 2
& i
3 [ 2
4 FEQ1:2C:3A:CT:2A DIRECT-2a-HP Cancel I ] 2437 44 18:26:07 16:26:13
5 34:30:C6:D5:B4:F0 Teledyne- & 2437 45 16:26:07 16:26:16
& SC:6A:80:26:EF:0C AP 6 2437 16 16:26:07 16:26:14
7 AS191:B1192:75:CS CenturyLink0803 AP ] 2437 17 16:26:07 16:26:14
8 DA:0F:99:28:CF:61 DIRECT- Direct [ 2437 2 16:26:07 16:26:07
9 62:6A:80:26:EF:08 CU-Guest AP & 2437 2 16:26:07 16:26:14
10 62:6A:80:26:EF:00 CuU-Staff ap [ 2437 0 16:26:08 16:26:14
11 84:30:C6:83:81:50 Teledyne-Employee AP 1 2412 0 16:26:08 16:26: 10
12 84:3D:C6:B3:81:51 Teledyne-Guest AP 1 2412 0 16:26:08 16:26:10
13 28: TA:EE:B8:83: 14 CableWiFi AP & 2437 20 16:26:13 16:26:13
14 28:7A:EE:B8:83:12 XFINITY AR & 2437 2 16:26:13 16:26:13
15 28:FAEE:BB:83:17 CoxiWiF AP & 2437 1 16:26:13 16:26:13
16 38:59:F9:89:56:20 HPM1217-895620 AP 10 2457 17 16:26:17 16:26:17
17 44D3:E7:7TB:BLES TGS Private AP i1 2452 k] 16:26:17 16:26:18
=== Click on a device in the st above to see additional details **=*=
Status: Inactive !Devices Found: 21 |Sniffer: 802.11 [SN: 0142110001]

Click on Select channel <no>, where <no> is the channel number selected. The Confirm Sniffing
Channel confirmation will appear. Click on Yes will close the Wi-Fi Device Scanner and the Frontline
analyzer will use the selected channel.
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Settings X

Settings | Status | Capture Fiters | Fimware Update |
Frontine 802.11 Serial Number 0142110001

_ Channal 12437 MHz (6) | Scanner \

Confirm sniffing channel 1

Do you want to sniff on Channel 6 (AccgsS Point:
Teledyne-Guest)?
Yes || No

Exte

TR T TR IR

_

OK Cancel Help

File Menu

Under the File menu you can select Export to file which converts the information in the table to a text file.
1. Select Export to CSV file. The Save As menu appears
2. Select where you want to save the file in Save in.
3. Enter a File Name.

4. Select Save.

Configure

From the Configure menu you can select Hardware Settings and Settings. See the diagram below.
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) Wi-Fi Device Scanner — O x
Fil§ | Configure Control Help /
Hardware Settings

© JosSemings SSID | Type | Chennel | Frequency | RSSI | FirstSeen | lastSeen | A
Teledyne-Guest AP 1 2412 o 15:43:34 15:43:38
T e — AP 1 2412 o 15:43:34 15:43:38
3 38:90:A5:F7:FA:20 Teledyne-Employee AP 1 2412 0 15:43:34 15:43:38
4 00:A2:EE:02:90:12 ap 1 2412 0 15:43:34 15:43:34
5 00:A2:EE:02:90:11 Teledyne-Guest AP i 2412 0 15:43:34 15:43:35
] 00:A2:EE:02:90:10 Teledyne-Employee AP 1 2912 1] 15:43:34 15:43:34
7 EA:9E:B4:54:A3:54 DIRECT-54-HP M452 LaserJat AP ] 24937 14 15:43:38 15:43:39
8 78:BA:FS:BF:75:00 e2vExt AP 6 24937 11 15:43:38 15:43:38
9 56:13:79:1C:B3:84 DIRECT-84-HP M452 Laserlat AR B 2437 17 15:43:38 15:43:39
10 38:90:A5:F7:D6:61 Teledyne-Guest Ap 11 2462 20 15:43:41 15:43:51
11 38:90:A5:F7:D6:60 Teledyne Employee AP 11 2962 20 15:43:41 15:43:51
12 38:90:A5:F7:D6.62 AP 11 2962 24 15:43:41 15:43:51
13 38:90:A5:30:81:C0 Teledyne-Employee AR 1l 2452 0 15:43:42 15:43:42
19 38:90:A5:30:81:C1 Teledyne-Guest AP 11 2962 10 15:43:43 15:43:43
15 38:80:A5:30:81:C2 AP 11 2452 13 15:43:43 15:43:44
16 38:90:A5:F7:D6:6F Teledyne Employee AP & 5180 27 15:43:51 15:43:53

17 36:90;A5:F7:D6:6E Teledyne-Guest AP 6 5180 30 15:43:51 15:43:53 >

F==*= Click on a device in the list above to see additional details ===
ket | Stop Select channel Cance Help

Status: 5660 MHz (132) (Scan range; 2417 to 3823 MHz) | Devices Found: 27

Sniffer. ComProbe 802,17 [SN: 07108180025]

3.2.2.5.2 Wi-Fi Device Scanner - I/0O Settings

The Device Scanner |/O Settings dialog is used to set a listening time and to activate a probe request. To access

the 1/0 Settings dialog:

1. Select I/O Settings from the Configure menu on the Wi-Fi Device Scanner window.

Wi-Fi Scanner |/O Settings

Scan channels from I 2417 MHz (2) ;] upto | 5825MHz (165) ;I

Channel listen time I 1000 (ms)

Send probe requests to discover SSID (if necessary ) INo vi

Cancel | Help |

Figure 3.93 - Wi-Fi Device Scanner I/O Settings Dialog

Wireless Protocol Suite Hardware and Software User Manual

183



Teledyne LeCroy Chapter 3 Configuration Settings

2.

Scan Channels from: Pick a lower and upper limit to scan a specific subset of frequencies. By default all
channels are selected. Choosing a subset of frequencies to scan saves time and can be used when the user
is interested in scanning only a certain range of frequencies.

Enter an amount, in msecs, for Channel listen time.

Channel listen time is how long Frontline® 802.11 will listen on a channel to discover devices before
moving on to the next channel.

Select Yes or No to choose whether to send a probe sync request.

Sometimes an Access Point will intentionally not send it’s SSID in a beacon to conceal it’s identity.
Selecting Yes for this option will send the MAC address, the SSID will be part of the Probe Response it
sends back.

Select OK to save the options and close the dialog or Cancel to close the dialog without saving your
choices.

3.2.2.5.3 Device Scanner RSSI Values

The 802.11 specification does not provide a relationship between the RSSI value and the actual power value. Here
are the definitions from the specification.

1.

RSSI in FHSS PHY: The RSSl is an optional parameter that has a value of 0 through RSSI Max. This
parameter is a measure by the PHY of the energy observed at the antenna used to receive the current
PPDU. RSSI shall be measured between the beginning of the SFD and the end of the PLCP HEC. RSSl is
intended to be used in a relative manner. Absolute accuracy of the RSSI reading is not specified.

RSSI in DSSS PHY: The RSSI shall be a measure of the RF energy received by the DSSS PHY. RSS! indications
of up to 8 bits (256 levels) are supported.

RSSI in OFDM PHY: The allowed values for the RSSI parameter are in the range from 0 through RSSI
maximum. This parameter is a measure by the PHY of the energy observed at the antenna used to receive
the current PPDU. RSSI shall be measured during the reception of the PLCP preamble. RSSI is intended to
be used in a relative manner, and it shall be a monotonically increasing function of the received power.

Different vendors implement these value in their own way. The Frontline 802.11 uses an Atheros chipset which
provides RSSI values in the range of 0 to 128. The radio hardware in the Frontline 802.11 has two receive chains
(one for each antenna). Each received packet has RSSI values for both antennas as well as the combined value.

The hardware provides the following five values:

1.

2.

rssi_ant00: Receive signal strength indicator of control channel chain 0.
rssi_ant01: Receive signal strength indicator of control channel chain 1.
rssi_ant10: Receive signal strength indicator of extension channel chain 0.
rssi_ant11: Receive signal strength indicator of extension channel chain 1

rssi_combined: Receive signal strenth indicator of combination of all active chains on the control and
extension channels.

All five of these values are shown in the PHY layer decoder for every packet. The Wi-Fi scanner shows the
combined value.
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3.2.3 Wi-Fi Device - MAC Address Editor
If you know the MAC Address of the device you can enter it manually.
1. From the Settings dialog select the "Edit" button.

2. Onthe MAC Address Editor enter the MAC Address for the device.

Xl
MAC Address: (e.g. 0014bf72b3a6 ) Listen Channel: (e.q. 1, 6, 0r 11)
0014bf72h3ak ! &
oK Cancel | Help

Figure 3.94 - Wi-Fi Direct MAC Address Editor
3. Enter a channel number in Listen Channel.
4. Select "OK".
The MAC Address appears on the Settings dialog.

Once you close the dialog, the last MAC Address shown will appear when you reopen the dialog.

3.3 802.15.4 Configuration

Security information for 802.15.4 protocols are configured in the Wi-Fi & 802.15.4 Keys window. The window is
opened using the Wi-Fi & 802.15.4 Keys button on the main toolbar ( Figure 3.95 - ) or by selecting “Wi-Fi &
802.15.4 Keys” from the View menu.

The window is opened using the Wi-Fi Security button on the main toolbar.

@ StartRecord P StartAnalyze  f3 Wi 2802.15.4Keys <% (g

Figure 3.95 - Wi-Fi & 802.15.4 Keys button on the main toolbar.
Once the window is open ( Figure 3.96 - ) select the 802.15.4 tab and to add a key:
1. Select add a new key ( Figure 3.96 - )
1. Enter the key into the key value text box ( Figure 3.96 - ).

1. Select the key hash type ( Figure 3.96 - ). Currently the choices are “No Hash” and “Thread”. The Thread
hash type should be selected for the Thread protocol.
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B wi-Fi & 802,154 Keys X
Wi-Fi 802154
Decryption Keys Key Hash
D0112233445566778899AABBCCD DEEFF Thread
B c
N
=in |
e | |

Figure 3.96 - 802.15.4 security configuration tab. (A) Add a new key. (B) key value text box. (C) Key hash type.

3.4 Decoder Parameters

Some protocol decoders have user-defined parameters. These are protocols where some information cannot be
discovered by looking at the data and must be entered by the user in order for the decoder to correctly decode
the data. For example, such information might be a field where the length is either 3 or 4 bytes, and which length
is being used is a system option.

There may be times when the context for decoding a frame is missing. For example, if the analyzer captures a
response frame but does not capture the command frame, then the decode for the response may be incomplete.
The Set Initial Decoder Parameters window allows you to supply the context for any frame. The dialog allows
you to define any number of parameters and save them in a template for later use

The decoder template function provides the capacity to create multiple templates that contain different
parameters. This capability allows you to maintain individual templates for each Bluetooth® network monitored.
Applying a template containing only those parameters necessary to decode transmissions particular to an
individual network, enhances the efficiency of the analyzer to decode data.

If you have decoders loaded which require decoder parameters, a window with one tab for every decoder that
requires parameters appears the first time the decoder is loaded.

For help on setting the parameters, click the Help button on each tab to get help information specific to that
decoder.

If you need to change the parameters later,
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e Choose Options -> Decoders -> Initial Decoder Parameters....

PhoneHeadphoneConnect_cfa - Teledyne LeCroy Wireless Protocol Suite 1.30
File Edit View| Options | Help

= 8 T W% QuicII-:Fil'teringﬂ.
Summary b 4

Techn

BR/EDR: Baseband
2,028 frames displa:
Bookmark  ~ p

Add Display Filter..,
Delete Display Filters...

Se

z

ename Display Filters...
e : L2CAP SDP RFCOMM AVCTP AVDTP | AVDTP Signaling AVDTP Media |
ow/Hide Display Filters...

vide Rules... Chan = Role =~ LT.. + | PéB... - D5 ~ TYPE

A1 D
GANT Cache Editor... 3 D
Load GATT Cache... n ID
. n

I Decoders ‘l\’ Protocol Stack...
B == |nitial Decoder Parameters... |
; Subsequent Decoder Parameters...
g Reload Decoders Ctrl+F5
10 Recreate Companion File
11
12 ¥ Automatically Request Missing Decoding Information
<
. Recompile Methods..,
Summarv Messaqe Sequence Chart

Figure 3.97 - Select Set Initial Decoder Parameters... from Main windowswindow

The Set Initial Decoder Parameters window opens with a tab for each decoder that requires parameters.

Set Initial Decoder Parameters

9 i ' E i Template

AVDTP  |2CAP RFCOMM AZDF  AZDP USB  IPX TEE: | UER

Figure 3.98 - Tabs for each decoder requiring parameters.

e Each entry in the Set Initial Decoder Parameters window takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters dialog.

Override Existing Parameters

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:
e Select the frame where the change should take effect

« Select Set Subsequent Decoder Parameters... from the Options > Decoders > Subsequent
Decoder Parametersmenu, and make the needed changes. You can also right-click on the frame to
select the same option.
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E PhoneHeadphoneConnect.cfa - Teledyne LeCroy Wireless Protocol Suite

File

]

S v
All Frames | Techne

5.3 =08 B aseband

Edit View] Options |Help

@ Y Y W\ QuickFiltering...

Add Display Filter...
Delete Display Filters...

Rename Display Filters...

L2CAP SDP | RFCOMM  AVCTP  AMDTP  AYDTP Signaling  AVL

Pac... DS

Framett rovide Rules...

; @ATT Cache Editor...
3 Ldad GATT Cache...
4

5 :
B 19 \
7 27

8 55

3 63

10 3

i 41

12 a7

13 45

14 49

Protocol Stack...

Initial Decoder Parameters...

TYPE LLID FLOW L2CAPFL. SEQN ARON

D
ID
18]

1%

Subsequent Decoder Parameters...

Reload Decoders

Recreate Companion File
~  Automatically Request Missing Decoding Information

Recompile Methods...

Ctrl+F5

Figure 3.99 - Options -> Decoders -> Subsequent Decoder Parameters
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You can also right-click on the frame to select the same option.

Summary

. Al Frames  Technology: BR/EDR  Logic . Search

BR;’EDR:LW PreConnection-FHS = Bluetooth FHS | L2CAP  SDP RFCOMM | AVCTE A
Hands-Free AVRCP Errors 5,716 frames displayed

B.. =  Framelf -~ CLK - Chan ~ PRole =~ LT.. = Pac.
27

G Add Bookmark...
103,325 St
103 601 S
103683 Provide L2CAP Rules...
e Set Su nt Decoder Parameters.
104.100 ibsequent Decoder Parameters...
104.448 Remowve Mew Column
104579
105,024 Restore Default Columns
10513 Copy
105,454 : ;
105,545 Synchronize with Packet Error Rate
Sl l==F = 11

Figure 3.100 - Set Subsequent Decoder Parameters... from Main windows

Set Subsequent Decoder Parameters X

H1659. RFCOMM

Rules in effect from frame #1659 onward urtil redefined here for a later frame:

On the Central side, with Server Channel 1, DLCI 2, and DataSource 1, RECOMM is camying Headset { Ovenidden by user }

Change the Selected tem to Camy | Headset V

| Remave Overide

Remove All 1 [ Cancel [ Help

Figure 3.101 - Example: Set Subsequent Decode Parameters for Frame #52, RFCOMM

e Each entry in the Set Subsequent Decoder Parameters dialog takes effect fom the specified frame
onward or until redefined in this dialog on a later frame.

+ The Remove Override button will remove the selected decode parameter override.

« The Remove All button will remove all decoder overrides.
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If you do not have decoders loaded that require parameters, the menu item does not appear and you don't need
to worry about this feature.

3.4.1 Decoder Parameter Templates

3.4.1.1 Select and Apply a Decoder Template

1. Select Set Initial Decoder Parameters... from the Options -> Decoders -> Initial Decoder
Parameters.... menu on the Main window.

Set Initial Decoder Parameters

' 9| E E ¥ | Template

\ \ Delete Template

Save the Template

Open Template

Reset To Defaults

2. Click the Open Template icon in the toolbar and select the desired template from the pop up list.

Set Initial Decoder Parameters

9‘ E‘ﬂ =1 8¢ | Temnlate User_4_Template

User_1_Template
AVDTP User_2_Template DP  AZ2DP
The pa User_3_Template awing list, from'
e 2o User_4 Template

The system displays the content of the selected template in the list at the top of the dialog.

3. Click the OK button to apply the selected template and decoders' settings and exit the Set Initial
Decoder Parameters dialog.
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3.4.1.2 Adding a New or Saving an Existing Template
Add a Template

A template is a collection of parameters required to completely decode communications between multiple
devices. This procedure adds a template to the system and saves it for later use:

1. Click the Save button at the top of the Set Initial Decoder Parameters dialog to display the
Template Manager dialog.

2. Enter a name for the new template and click OK.
The system saves the template and closes the Template Manager dialog.

3. Click the OK button on the Set Initial Decoder Parameters window to apply the template and close
the dialog.

9. E E x |Ternp|aie User 4 Template

AVDTP L2CAP RFCOMM A2DP A2DF USB 1Px  TCP  uUDP

The payload is identified by searching the following Est. from top te bottom. Matching is done on
the source port before the destination port.

When the pot number i 25, the packet is ca Template Manager
When the port number is 53, the packet is c4
When the port number is 80, the packet is c4
When the port number is 138, the packet is g
When the pot number is 139, the packet is g
Vihen the port number is 5000, the packet is User_5_Template J
When the part number iz 67 1o 68, the packe|
When the port number is 500, the packet is g

User_1_T emplate
When the port number is 4500, the packet is Uiser 2 Template
< User 3 Template

Narme To Save Template As: Cancel

Cumently Saved Templates For This Object Type:

() Single Port: Port Number;

(®) Port Range Statting Port: [§ |

Ending Port: | 2500 L

Save Changes to a Template
This procedure saves changes to parameters in an existing template.
1. After making changes to parameter settings in a user defined template, click the Save E button at the
top of the Set Initial Decoder Parameters window to display the Template Manager dialog.

2. Ensure that the name of the template is listed in the Name to Save Template As text box and click
OK.

3. The system displays a dialog asking for confirmation of the change to the existing template. Click the Yes
button.

The system saves the parameter changes to the template and closes the Save As dialog.

4. Click the OK button on the Set Initial Decoder Parameters window to apply the template and close
the window.
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3.4.1.3 Deleting a Template

1. After opening the Set Initial Decoder Parameters window click the Delete x button in the toolbar.

The system displays the Template Manager dialog with a list of saved templates.

2. Select (click on and highlight) the template marked for deletion and click the Delete button.

) = ] T User_5_Template
9 =y E x Template P
AVDTP L2CAP RFCOMM A2DP A2DP USB  IPX TcP UDP

The payload is identfied by searching the following list, from top to bottom. Matching is dore on
the sounce port before the deslination port

I
When the port number s 138, the packetisq | emplate Manager x

When the port number is 139, the packet is
When the port rumberis 14001, the packet #
When the port number iz 1900, the packet ie!
When the port number s 25, the packet is cd et Tooes
5 - { 1

Wqun the port number s 443, the packet is 4 LIi::?:“igI:t: Dielete
Wien the part number is 4500, the packet is| User 3 Terplate

When the port number is 4660 the packet is|

When the port number iz 500, the packet is d
<

Cumently Saved Templates For This Objsct Type: t«iﬂCE|

(®) Single Part: Port Number: | ||

() Port Range: Starting Port:

The system removes the selected template from the list of saved templates.
3. Click the OK button to complete the deletion process and close the Delete dialog.

4. Click the OK button on the Set Initial Decoder Parameters window to apply the deletion and close
the dialog.

3.4.2 Selecting A2DP Decoder Parameters

Decoding SBC frames in the A2DP decoder can be slow if the analyzer decodes all the parts (the header, the scale
factor and the audio samples) of the frame. You can increase the decoding speed by decoding only the header
fields and disregarding other parts. You can select the detail-level of decoding using the Set Initial Decoder
Parameters window.

Note: By default the decoder decodes only the header fields of the frame.

1. Select Set Initial Decoder Parameters from the Options menu on the Main windows or the
Datasource window.
2. Click on the A2DP tab.

3. Choose the desired decoding method.
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SBC frames decoding Information
@ Decode only the header fields of the SBC frame in detail

-. Decode all the parts {the header, the scale factors and the audio samples § of the
SBC frame in detail

Figure 3.102 - A2DP Decoder Settings
4. Follow steps to save the template changes or to save a new template.
5. Click the OK button to apply the selection and exit the Set Initial Decoder Parameters window.
3.4.3 AVDTP Decoder Parameters
3.4.3.1 About AVDTP Decoder Parameters

Each entry in the Set Initial Decoder Parameters window takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters window.

Getimal Decoder Parametars ®

D& X == |

AVOTP | L3CAP RFCOMM A2DF  LUSE  IPX | TCP | UDP

vt Corrections (i ofiact from begiming of capture omward vt macined)

Piconet (DietaSouree(DS] Mo , enter Oorangle 05} [0
Fole  Peipherl -
LICAP cherrel
[CILICAP channel = Mulphesed

AVOTRiscaryng | —Few Dl - >

e[t

Figure 3.103 - AVDTP parameters tab
The AVDTP tab requires the following user inputs to complete a parameter:

« Piconet (Data Source (DS) No.) - When only one data source is employed, set this parameter to 0 (zero),
otherwise, set to the desired number of data sources.

¢ Role - This identifies the role of the device initiating the frame (Central or Peripheral)
¢ L2CAP Channel - The channel number 0 through 78.

o L2CAP channel is Multiplexed - when checked indicates that L2CAP is multiplexed with upper layer
protocols.

« AVDTP is carrying - Select the protocol that AVDTP traverses to from the following:
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(e}

AVDTP Signaling
o AVDTP Media
o AVDTP Reporting
o AVDTP Recovery
o -Raw Data-
Adding, Deleting, and Saving AVDTP Parameters
1. From the Set Initial Decoder Parameters window, click on the AVDTP tab.
2. Setor select the AVDTP decoder parameters.

3. Click on the ADD button. The Intial Connection window displays the added parameters.

Inttial Connections {n effect from beginning of capture orward until redefined)

: ripheral side with the L2CAP CID Ox000b and with the remote side TSID -1, the AVOTP is: i edia packets { i ser)
| In the piconet 8 on the Central side with the L2CAP CID 0x000c and with the remote side TSID 42, the A‘u"DTP is carr}.nng Slgnalhng packets (Modified by user)

Figure 3.104 - Parameters Added to Decoder

4. To delete a parameter from the Initial Connections window, select the parameter and click on the
Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click on
the Add button.

6. AVDTP parameters are saved when the template is saved as described in Adding a New or Saving an
Existing Template on page 191Adding a New or Saving an Existing Template on page 191

3.4.3.2 AVDTP Missing Decode Information

The analyzer usually determines the protocol carried in an AVDTP payload by monitoring previous traffic.
However, when this fails to occur, the Missing Decoding Information Detected dialog appears and requests
that the user supply the missing information.

The following are the most common among the many possible reasons for a failure to determine the traversal:
¢ The capture session started after transmission of the vital information.
e The analyzer incorrectly received a frame with the traversal information.

e The communication monitored takes place between two players with implicit information not included in the
transmission.

In any case, either view the AVDTP payload of this frame (and other frames with the same channel) as hex data,
or assist the analyzer by selecting a protocol using this dialog.

Note: You may use the rest of the analyzer without addressing this dialog. Additional
information gathered during the capture session may help you decide how to respond to the
request for decoding information.
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If you are not sure of the payload carried by the subject frame, look at the raw data shown “data” in the Decode

pane. You may notice something that hints as to the profile in use.

In addition, look at some of the frames following the one in question. The data may not be recognizable to the
analyzer at the current point due to connection setup, but might be discovered later on in the capture.

| Summary
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Figure 3.105 - Look in Decoder pane for profile hints

3.4.3.3 AVDTP Override Decode Information

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any

frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:

1. Select the frame where the change should take effect.

2. Select Set Subsequent Decoder Parameters from the Options > Decoders > Subsequent
Decoder Parameters menu, or by selecting a frame in the frame display and choosing from the right-

click pop-up menu, and make the needed changes.

File Edit View Capture] Options |Help

& 8 [E @startrecorc k Filtering...

X2405N:21459 - K A - d T Add Display Filter...
Summary Dilete Display Filters..,
R Display Filters...
Al Frames || Technology: [BE efame Display Filters.

Shok/Hide Display Filters...

BR/EDR: Baseband LMP  PreC

Provide AVDTP Rules for Frame #152506...

TP UL AVDTP Signaling | AVDTF

AVRCP | A2DP Errors 757 fre

Bee. | EWE > rame #152506...
144,031
146,908
143,621
152,492
152.436 Decoders »
LE= e =] il = ~ s
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Fhpduda o Sefeeios 3 704
152.514 C Media 3 704
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3. Select the rule you wish to modify from the list of rules.
4. Choose the protocol the selected item carries from the drop-down list, and click OK.

If you do not have any previously overridden parameters, you may set parameters for the current frame and
onwards by right-clicking the desired frame and choosing Provide AVDTP Rules... from the right-click pop-up
menu.

If you have a parameter in effect and wish to change it, there are two parameters that may be overridden for
AVDTP: Change the Selected Item to Carry, and if AVDTP Media is selected, the codec type. Because there
are times when vital AVDTP configuration information may not be transferred over the air, we give users the
ability to choose between the four AVDTP channel types for each L2CAP channel carrying AVDTP as well as codec
type. We attempt to make our best guess at codec information when it is not transferred over the air, but we
realize we may not always be correct. When we make a guess for codec type, we specify it in the summary and
decode panes by following the codec with the phrase '(best guess by analyzer). This is to let you know that this
information was not obtained over the air and that the user may wish to alter it by overriding AVDTP parameters.

Override of Frame Information x

#1307 AVDTP

Rules in effect from frame £ 1307 onward until redefined here for a later frame:

Change the Selected Item to Carry Remave Override

AVDTP Recovery

o ][ canca || reb

Figure 3.106 - AVDTP Override of Frame Information, Item to Carry

Change the Selected Item to Carry [A‘u'DTP Media "]

Change the Selected Codec to Carry [Uﬂlillﬂwﬂ ,_,_] Codecselection

SBC

MPEG-1,2 Audio HFII_]EEI[SWhEI'I
MPEG-2,4 AAC Media selected to
ATRAC family ca

AFT-X "y

vendnr—Sﬁciﬁc Codec

Figure 3.107 - AVDTP Override of Frame Information, Media Codec Selection
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Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame onward
or until redefined in this dialog on a later frame. If you are unhappy with your changes, you can undo them by
simply choosing your override from the dialog box and pressing the 'Remove Override' button. After pressing

'0OK,' the capture file will recompile as if your changes never existed, so feel free to experiment with desired
changes if you are unsure of what configuration to use.

Note: If the capture has no user defined overrides, then the system displays a dialog stating
that no user defined overrides exist.

3.4.4 L2CAP Decoder Parameters
3.4.4.1 About L2CAP Decoder Parameters

Each entry in the Set Initial Decoder Parameters dialog takes effect from the beginning of the capture onward or
until redefined in the Set Subsequent Decoder Parameters dialog. You get to the menu below by selecting

Options -> Decoders -> Initial Decoding Parameters. This will bring up the Set Initial Decoder Parameters menu
below:

Set Initial Decoder Parameters

9i =) E b 4 iTEmphtE.
| & My |
AVDTP L2CAP RFCOMM A2DF A2DP USB  IPX TcP upp

Initial Connections {in effect from beginning of capture orward until redefined in the Set Subsequent Decoder Parameters dialog):

Stream

Channel 1D
B

Address
DataSource(DS) No. fset Ofor Single DS) |:|
Camies (PSM} |~ Raw Data - e

Cancel Help

Figure 3.108 - L2CAP Decoder parameters tab

The L2CAP Set Initial Decoder Parameters dialog requires the following user inputs to complete a
Parameter :

o Stream - This identifies the role of the device initiating the frame (central or central)

¢ Channel ID - The channel number 0 through 78
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o Address - This is the physical connection values for the devices. Each link in the net will have an address. A
piconet can have up to seven links. The Main windows can provide address information.

« Data Source (DS) No. -When only one data source is employed, set this parameter to 0 (zero), otherwise,
set to the desired data source number.

- Frame 335: (Master) Len=56
|- Baseband:
]- L2ZCAP:
: Role: Central

PDU Length: 24
. .. Channel ID: 0x16c0 (SDP)
L+ SDP:

—

'"F.+|"”

Carries (PSM) - Select the protocol that L2CAP traverses to from the following:

Set Initial Decoder Parameters X

9 E :% Template
AVOTP L2CAP RFCOMM AZDP ADP USB  IPX TCP  UDP
Intial Connections fn effect from begnning of capture orvwand untl redefined in the Set Subsequent Decoder Parameters dialag)

Siream Central »
Channel ID

Address i

DiataSource(DS) No. foet (or Sngle Ds,s'-

Cames (PSM) - Raw Data - ~

. = AMP
Al Diesaty SMP
AMP Test Manager
SDP

D
RFCOMM
TCS

LPMP

BNEP

HCRP Cortrol
HCRP Data

HID

LE_IFS5

AVCTP Control
AVCTP Browsing
AVDTP

CMTP

MCAP Control
IEEE P11673 20601
ATT

QBEX
Undecoded LACAP Frames
ASHA

Figure 3.109 - List of Carries (PSM) Protocols
Adding, Deleting, and Saving L2CAP Parameters
1. From the Set Initial Decoder Parameters window, click on the L2ZCAP tab.

2. Set or select the L2ZCAP decoder parameters.
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3. Click on the ADD button. The Initial Connection window displays the added parameters.

AVDTP L2CAP RFCOMM A2DP A2DF USE  IPX ICE | LBF

Intial Connections (in effect from beginning of capture onward until redefined in the Set Subsequent Decoder Parameters dialog):

Teledyne LeCroy

On the Peripheral side, with CID (<0002, Address 0, and DataSource 1. L2CAP is camying AVDTP
On the Peripheral side, with CID (D003, Address 0, and DataSource 1, LZCAP is camying AVDTP
O the Central side, with CID 00002, Address 0, and DataSource 1, L2CAP is camying AVD TP

Figure 3.110 - Parameters Added to Decoder

4. To delete a parameter from the Initial Connections window, select the parameter and click on the

Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click on

the Add button.

6. L2CAP parameters are saved when the template is saved.

3.4.4.2 L2CAP Override Decode Information

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any

frame in the capture where the parameter is used.
If you have a parameter in effect and wish to change that parameter:

1. Select the frame where the change should take effect.

2. Select Set Subsequent Decoder Parameters from the Options -> Decoders -> Set Subsequent
Decode Parameters menu, or by selecting a frame in the frame display and choosing from the right-

click pop-up menu, and make the needed changes. Refer to figure below:

Summary

Al Frames || Technology: BREDR Lege 8 r x
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AVRCP AXNE Emors 43 frames duglayed

B =  FrameB - Role - Bddr, - PR a = TR PI - Fram = Deda ~ ™ _}-.--ln.;l.f':txti.”;'\i-.'-—.':-.c—'r.l

T
125420 c 3 Udiag L} Commsard  AAFiem 1) ¥
12 ial 3 ] Regponze A FiEm 47 Link: 1
= 1 ST Y o Rale: Peripheral
{3 3 Lbrhizg 1 Add Bookmark.. i T
3 Urireg 2 Export...
£ 3 2
126,043 P k; 3 Filter in Trans, Labe! = 1
12605 c 3 3 Filter Dialog tfield equals)..
126,302 = 3 4
126307 c 3 U Provide LECAP Rules..
122 B 3 Erouide BECOREL Eyles
126323 =} 3 Urhiag l
126779 E a Uireq 3 Sk ol R e ¥ra-00.026750
12639 P 3 Urhag 5 Bt My PR BT
126403 = 3 Urheg 1 0000004375
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136,005 o 3 Liriizg § Copy 100000001 260
136,022 E: 3 Urlizg L] L e 00:00.003375
i & 4 Uritag o Syncheanize with Fackst Esror fiste s

Figure 3.111 - L2CAP Set Subsequent Decoder Parameters
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Ovemide of Frame Information

7125585, LZCAF

Fudes in effect from frame 2125509 onward until redefined hers for 2 latar frame:
On the Central side, with CI0 (0187, Addmess 3, and DataSounce 1. using Basic mode. L2TAF is camying RFCOMM ( Discovered by analyzer | ~
On the Penpheral side, with CID (0055, Address 3, and DataSource 1. usng Basc mode, L2CAP is camying RFCOMM { Discovered by analyzer )
On the Central side. with CI0 (x0242 Address 3 and DataSource 1. using Basic mode LACAP is camving AVDTF { Discovered by anahaer |
<
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Change the Selected tem to Camy |RFEOM?-'I

AMP Manager
SMP

AMP Test Manager
SDP

T3
LFMP
BMNEP
HCAP Cantrsl
HCRF Data
HID
LE_IPSS
AVCTP Control
AVCTP Browsing
AVDTP
CMTP
MCAF Control
|IEEE P11073 20801
ATT
OBEX
Undecoded | 2CAP Frames
ASHA
- Raw Data -

Change the Selected L2CAP Mode | Basic v
Conc ||t

Figure 3.112 - Options to Chose From

1. Change the L2CAP parameter by selecting from the rule to change, and click on the listed parameters.

2. If you wish to remove an overridden rule, click on Remove Override button. If you want to remove all
decoder parameter settings, click on Remove All.

3. Click OK.

Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame onward
or until redefined in this dialog on a later frame.

Note: If the capture has no user defined overrides, then the system displays a dialog stating
that no user defined overrides exist.

3.4.5 RFCOMM Decoder Parameters
3.4.5.1 About RFCOMM Decoder Parameters

Each entry in the Set Initial Decoder Parameters dialog takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters dialog.
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Set initind Decoder Parameters
9 <H

AVDTP | L2CAP RFOOMM  agoe | AZDF  UUSE  IPX

¢ | Tempiate

TGP | UDP

It ol Cornechons §n effect imm bagrrng of caphue onmerd urli redebred o the Sel Subreguent Decoder Parenebers didog)

Sraan

Senver Charrel

oL
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Cames (ULID) ~Fam Dita

Figure 3.113 - RFCOMM parameters tab
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The RFCOMM Set Initial Decoder Parameters tab requires the following user inputs to complete a

parameter:

o Stream - Identifies the role of the device initiating the frame (central or central)

« Server Channel - The Bluetooth® channel number 0 through 78

e DLCI - This is the Data Link Connection Identifier and identifies the ongoing connection between a client and

a server

o Data Source (DS) No.- When only one data source is employed, set this parameter to 0 (zero), otherwise,
set to the desired data source

Carries (UUID) - Select from the list to apply the Universal Unique Identifier (UUID) of the application layer
that RFCOMM traverses to from the following:

Cverride of Frame Information

H125589. RFCOMM

Change the Selected fem lo Cary

mmove Cvamde

Rules in effect from frame #12598% onward until redefined here for a later frame:
Onthe Penpheral side, with Server Channel 3. iJLCI 6. and Dmaéam:z 1. RFCOMM is camying Hands Free ('Ijscovered by analyzer )

Hands Free
OBEX

HS/

Undecoded RFCOMM Frames
NMEA 01383

VCP

uni

Apple (AP

= Raw Data -

Figure 3.114 - RFCOMM Selected Item to Carry
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Adding, Deleting, and Saving RFCOMM Parameters
1. From the Set Initial Decoder Parameters window, click on the RFCOMM tab.
2. Set or select the RFCOMM decoder parameters.

3. Click on the ADD button. The Initial Connection window displays the added parameters.

Set nitisl Decodes Parsmaters x

9 H { | Temgiate

AVDTP  12CAP RECOMM A00F AP USE | P TP uDP

s Connections in offect bom begiine of capture crowand urtl redelined
1 CAP CI0) (0000 and i e sermals sde 1520 0. the AVD TP i caming fleporiing o b
R et o T3 TF % wamprg Sgrafing pachels Modfed by uper
(4 g AVDTP iy carmying Mhpcks foechopts (Mbcciand e siar

i he et 3 o S Gt e with tha
i thas el 2 B Paichl sy with the L2CAP €10

Figure 3.115 - Initial Decoder Parameters window

4. To delete a parameter from the Initial Connections window, select the parameter and click on the
Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click on
the Add button.

6. RFCOMM parameters are saved when the template is saved as described in Adding a New or Saving an
Existing Template on page 191

3.4.5.2 RFCOMM Missing Decode Information

Wireless Protocol Suite software usually determines the protocol carried in an RFCOMM payload by monitoring
previous traffic. However, when this fails to occur, the Missing Decoding Information Detected dialog
appears and requests that the user supply the missing information.

The following are the most common among the many possible reasons for a failure to determine the traversal:
e The capture session started after transmission of the vital information
e The analyzer incorrectly received a frame with the traversal information

e The communication monitored takes place between two players with implicit information not included in the
transmission

In any case, either view the RFCOMM payload of this frame (and other frames with the same channel) as hex
data, or assist the analyzer by selecting a protocol using this dialog.

Note that you may use the rest of the analyzer without addressing this dialog. Additional information gathered
during the capture session may help you decide how to respond to the request for decoding information.

If you are not sure of the payload carried by the subject frame, look at the raw data shown under data in the
Decode pane in the Summary Display. You may notice something that hints as to the profile in use.

In addition, look at some of the frames following the one in question. The data may not be recognizable to the
analyzer at the current point due to connection setup, but might be discovered later on in the capture.
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3.4.5.3 RFCOMM Override Decode Information

Teledyne LeCroy

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any

frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:

1. Select the frame where the change should take effect and select Set Subsequent Decoder
Parameters from the Options -> Decoders -> Subsequent Decoder Parameters menu, or by
selecting a frame in the frame display and choosing from the right-click pop-up menu, and make the

needed changes.
Summary

All Frames | Technology: | BR/EDR  Logic

BR/EDR: Baseband LMP PreConnection-FHS Bluetooth FHS L2CAP SDA izelelil) lQVCTP AVDTP  AVDT

AVRCP AZDP Errors | 75 frames displayed

Frame Type

SABM
U

B.. ~ Framet ~ Role ~ Addr. oLl - Channel -
108,003 P 0x00 0
1010 NG fis 3 (xI0) 0
{Le =P erars T Add Bookmark...
108.031 P Export...
108,036 C
108,045 P Filterin Role= P
108,050 c Filter Dialog (field equals)...
108,052 C
108,063 P Provide L2CAP Rules...
108.063 P Provide RECOMM Rules...
108,080 G
108,082 C Set Subsequent Decoder Parameters...
108,083 M Remowve New Column
108.091 P
108,105 P Restore Default Columns
108110 C Co
108,117 P 2 z ;
P Synchronize with Packet Error Rate

108.119

Figure 3.116 - Drop Down Menu

2. Change the RFCOMM parameter by selecting from the Change the Selected Item to Carry drop down

list.

3. If you wish to remove an overridden rule, click on Remove Override button. If you want to remove all

decoder parameter settings, click on Remove All.

4. Choose the protocol the selected item carries from the drop-down list and click OK.

Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame onward

or until redefined in this dialog on a later frame.
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Figure 3.117 - Set Subsequent Decoder Parameters selection list

Note: If the capture has no user defined overrides, then the system displays a dialog stating
that no user defined overrides exist.

3.4.6 Determining Central and Peripheral

In Bluetooth, the device that initiates the connection is always the central at connection time. You only need to
know the central and central at connection time when setting up the I/O Settings. Afterward, a role switch may
occur, but the analyzer automatically follows the role switch.

Note: You do not have to identify a Central address if you are using Firmware Version 62 or
newer.

Role Switches

After the connection has been made, a role switch can take place. A good example of why this happens would be
when a mouse connects to the PC. The mouse initiates the connection, so it is the central. After the connection is
made, a role switch occurs so that the PC becomes the central and the mouse becomes a central. The role switch
takes place because the PC may be working with multiple devices at the same time, and as such, the PC would not
be a central of more than one device.

Let us say that a link exists between a PC and a keyboard with the PC as central. If the mouse wants to become a
member of the link, it initiates the connection. Since the mouse initiated the connection, it is the central of a new
link and the PC is the central. The PC is still the central of the link between the PC and keyboard. A role switch
now occurs between the PC and the mouse, and the PC is now the central of a link with two centrals: the mouse
and keyboard.

3.5 Conductive Testing

Conductive testing could be used for many reasons, but the most common use is to isolate the Bluetooth or Wi-Fi
test setup from the surrounding environment. Interference from radio frequency (RF) sources is the most
common reason for isolating the test from the environment. This is especially important when the environment
contains RF sources using the industrial, scientific, and medical (ISM) radio bands from 2.4 to 2.485 GHz that are
the bands used for Bluetooth or Wi-Fi.
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“Conductive” in this context means that you are not “air sniffing”, that is, capturing Bluetooth or Wi-Fi
transmissions on the Frontline analyzer's antenna. The conductive test setup uses coaxial cable to directly
connect the Device Under Test (DUT) to the analyzer's antenna connectors. The coaxial cable provides the
isolation from the environment through shielding.

3.5.1 Classic Bluetooth Transmitter Classes

Classic Bluetooth transmitters are categorized by power classes, that is, by the amount of RF power output. A
Bluetooth Class maximum operating range is directly related to the power output. The class is important in
conductive testing because the DUTs and the Frontline unit are connected directly to each other, usually over
small distances. The absence of power loss, which occurs during over-the-air transmission, means that larger than
normal power levels may be present at the receiving port. Attenuation may be necessary to protect both the DUT
and the Frontline unit from excessive power input and to ensure reliable operation.

Table 3.35 - Classic Bluetooth Power Classes below lists the maximum power and operating range for each
Classic Bluetooth Class.

Table 3.35 - Classic Bluetooth Power
Classes
Class| Maximum Power (Operating Range

1 | 100 mW (20 dBm) 100 meters
2 2.5mW (4 dBm) 10 meters

3 1 mwW (0 dBm) 1 meter

/% Caution: Good engineering judgment is essential to protecting both the Frontline

‘.« % Bluetooth analyzer and the devices under test from power levels that could cause damage.
The procedures contained here are general guidelines for connecting the equipment for
conductive testing.

3.5.2 Bluetooth Low Energy Transmitter

A Bluetooth Low Energy device maximum operating range is directly related to the power output. The power
output is important in conductive testing because the DUTs and the Frontline unit are connected directly to each
other, usually over small distances. The absence of power loss, which occurs during over-the-air transmission,
means that larger than normal power levels may be present at the receiving port. Attenuation may be necessary
to protect both the DUT and the Frontline unit from excessive power input and to ensure reliable operation.

Table 3.36 - Bluetooth Low Energy Transmitter below lists the maximum power and operating range for
Bluetooth Low Energy transmitters.

Table 3.36 - Bluetooth Low Energy Transmitter
Bluetooth SIG Specification|Maximum Power|(Operating Range

Upto4 10 dBm (5 mW) 50 meters

| Caution: Good engineering judgment is essential to protecting both the Frontline
/ « % Bluetooth analyzers (Sodera, Sodera LE, X240 and X500) and the devices under test
from power levels that could cause damage. The procedures contained here are general
guidelines for connecting the equipment for conductive testing.
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3.5.3 Conductive Testing
Test Equipment

While exact conductive test setups are dependent on the specific circumstances surrounding the DUT (Device
Under Test) RF interface, the following equipment is required for most testing situations.

1. Coaxial cable with adapter for connecting to DUT 1.
2. Coaxial cable with adapter for connecting to DUT 2.
3. Coaxial T-connector.
4. SMA adapters for connecting coaxial cable or attenuators to the Frontline antenna connectors.
5. Attenuators, values depending on the Bluetooth technology or DUT power output levels.
6. Sodera Wideband Bluetooth Protocol Analyzer.
7. Personal computer for running Wireless Protocol Suite software.
Test Setup

Figure 3.118 below shows the conductive test setup. The values of AT1, AT2, and AT3 depend on the power
transmitted by DTU 1 and DTU 2.

DUT 1 DUT 2

RF [ | aT1 || | at2 [| RF

AT3 |

Antenna Connector

ComProbe Sodera

Figure 3.118 - Sodera/X240/X500 Conductive Test Setup

The AT1 through AT3 attenuator values will depend on the DUT1 and DUT2 transmitter Class or the transmit
power from each device. At higher power levels, all three attenuators may be needed. In all cases, use good
engineering practices to protect the devices under test and the Sodera hardware from damage, to ensure reliable
operation.

For example, assume that there is no attenuation in the test setup:

e At the T-connector, the power will split in half. For example, if DUT1 is a Class 1 device transmitting +20 dBm
(100 mW) (at the T-connector) the power will be split with +17 dBm (50 mW) going to DUT2 and +17 dBm (50
mW) going to the antenna connector. Adding additional attenuation with AT1, AT2, AT3, and the Record
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Options -> RSSI Threshold selection will further reduce the input power level to the Sodera.radio.

e If DUT1 or DUT2 is a Class 2 device, +10 dBm (12.5 mW) will reach the antenna connector. If they are Class 3
devices, -3 dBm (0.5 mW) will reach the antenna connector.

If the protocol analysis results prove to be unreliable, adjust the AT1, AT2, or AT3 values and the Sodera Record
Options -> RSSI Threshold settings to achieve reliable results.

3.5.4 Sodera LE Conductive Testing
Test Equipment

While exact conductive test setups are dependent on the specific circumstances surrounding the DUT RF
interface, the following equipment is required for all testing situations.

1. Coaxial cable with adapter for connecting to DUT 1.
2. Coaxial cable with adapter for connecting to DUT 2.
3. Coaxial T-connector.

4. SMA adapters for connecting coaxial cable or attenuators to the Sodera LE Antenna and Wired
connectors.

5. Attenuators, values depending on the Bluetooth technology or Class being tested.
6. Frontline Sodera LE Wideband Bluetooth Low Energy Protocol Analyzer.

7. Personal computer for running Wireless Protocol Suite software.

Test Setup

The following figures show the conductive test setup. The values of AT1, AT2, and AT3 depend on the power
transmitted by DUT1 and DUT2 and which setup is used.

Note: Internal Sodera LE attenuation options are likely to preclude the use of external
attenuators when using typical Bluetooth Low Energy power levels.

Wired Input Test Setup

Figure 3.119 - Sodera LE Conductive Test Setup (a) on the next page connects the test signal to the Sodera LE
Wired input connector. This input provides internal 27 dB attenuation, so AT3 may not be necessary depending
on the DUT1 and DUT2 transmitted power.
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DUT 1 DUT 2

!AT1 [—— || —— | AT2 |
1

AT3

Wired Connector

Sodera LE

Figure 3.119 - Sodera LE Conductive Test Setup (a)

The AT1 through AT3 attenuator values will depend on the DUT 1 and DUT 2 transmitter Class or the transmit
power from each device. At higher power levels, all three attenuators may be needed. In all cases, use good
engineering practices to protect the devices under test, the Sodera hardware from damage and to ensure reliable
operation.

For example, assume that there is no attenuation in the test setup (a): At the T-connector, the power will split in
half. For example, if DUT 1 is transmitting +20 dBm (100 mW), at the T-connector it will split with +17 dBm (50
mW) going to DUT 2 and +17 dBm (50 mW) going to the Sodera LE Wired connector. The Wired connector will
provide an additional 27 dB attenuation after the connector reducing the 50 mW to -283 dBm (5x10-26 mW). This
example points out that for conductive testing, the Wired connector is best for larger RF signals.

Antenna Input Test Setup

Sodera LE Conductive Test Setup (b) on page 209 shows an alternate test setup that connects the devices under
test to the Sodera LE Antenna connector. This setup provides a wider range of control over the internal
attenuation. To use the variable attenuator on the Antenna input, the Sodear LE unit must be configured by
selecting Record Options from the Options menu. Select the Manual Attenuation in the Gain Control
section. With this control you can select Sodera LE internal attenuation between 0 and 32 dB in 1 dB steps. Refer
to Sodera LE Record Options dialog on page 1 for additional information about this control.
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 ain Control
" Automatic Attenuation
i+ Manual Attenuation: 15 dB

|
0 J 32

Figure 3.120 - Sodera LE Record Options Gain Controls

The AT1 through AT3 attenuator values will depend on the DUT1 and DUT2 transmitter Class or the transmit
power from each device. At higher power levels all three attenuators may be needed. In all cases, use good
engineering practices to protect the devices under test and the Sodera hardware from damage, and to ensure
reliable operation.

Using the signal levels as in the example above for the Wired input setup, 2.5 mW will appear at the Sodera LE
Antenna connector, again assuming that no attenuators AT1 through AT3 are being used. You can adjust the
Manual Attenuation to adjust achieve reliable packet Recording and Analysis. As an alternative, you can also try
using the Gain Control Automatic Attenuation option that will adjust the received signal level for estimated
best reliable analysis results.

Note: Each Sodera LE Manual Attenuation setting must be configured prior to Recording.

DUT 1 DUT 2

!AT1 —_|—| AT2 |
g

| AT3 |

Antenna Connector

Sodera LE

Figure 3.121 - Sodera LE Conductive Test Setup (b)
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3.5.5 Bluetooth Conductive Test Process

After connecting DUT1, DUT2, and the Frontline Bluetooth protocol analyzer hardware, follow these steps to
capture Bluetooth data.

Note: For the X500 the connection should be to BT Rx1.

1. Pair DUT 1 and DUT 2.
2. Establish data transmission between DUT 1 and DUT 2.
3. Begin capture of the data with the Frontline protocol analyzer.

4. Conduct protocol analysis with the Wireless Protocol Suite software on the personal computer or save the
capture file for future analysis.

3.5.6 802.11 Wi-Fi Conductive Testing

“Conductive” in this context means that you are not “air sniffing”, that is, capturing 802.11 transmissions on the
Frontline 802,11 analyzer antenna. The conductive test setup uses coaxial cable to directly connect the DUT
(Device Under Test) to the analyzer antenna connectors. The coaxial cable provides the isolation from the
environment through shielding.

Test Equipment

The following equipment is required for the test setup. All cables, connectors and adapters, and attenuators
should be relatively flat from 2 GHz to 6 GHz.

1. Coaxial cable All cable must be 50Q and should be double shielded.
2. Coaxial T-connectors, 50Q.
3. RP.SMA adapters for connecting coaxial cable or attenuators to the antenna connectors, 50Q.
4. AT1 - AT9: 20 dB attenuators, 50Q.
5. Frontline 802.11 Wi-Fi protocol analyzer.
6. Computer for running Wireless Protocol Suite software.
Test Setup

Figure 3.122 on the facing page shows the 802,11 conductive test setup.
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Figure 3.122 - Frontline 802.11 Conductive Test Setup for 3X3 MIMO

The above test setup if for 3X3 MIMO 802.11 devices. If not testing this configuration, the ANT3 connection to the

DUTs and the Frontline 802.11 is not used.

Test Process

After connecting DUT1, DUT2, and the Frontline 802.11 , follow these steps to capture Wi-Fi data.

1. Establish data transmission between DUT 1 and DUT 2.

2. Begin capture of the data with the Frontline 802.11 .

3. Conduct protocol analysis with the Wireless Protocol Suite software on the personal computer or save the

capture file for future analysis.
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Chapter 4 Capturing Data

The following sections describe the Wireless Protocol Suite software functions that capture data packets.
4.1 Air Sniffing: Positioning Devices

When capturing over the air packets, proper positioning of the Frontline hardware and the Devices Under Test
(DUTs) will result in the best possible captures and will mitigate sources of path loss and interference. The X500
uses Antenna Diversity to simplify these issues. Section 4.1.1 elaborates on using Antenna Diversity with the
X500, while Section 4.1.2 describes procedures with the X240 and Sodera to help optimize the capture process
especially if you have problems obtaining reliable captures.

4.1.1 Capturing using X500 with Antenna Diversity

The X500 is configured to use Antenna Diversity for capture to improve performance and eliminate the need to
place the unit in a specific position when wireless channels are affected by multipath, fading, and interference.
The signal received from the two antennas (BT Rx1 and BT Rx2) are added by an intelligent algorithm which
adjusts the antenna weighting to maximize signal strength. The algorithm uses the spatial diversity of the
antennas for three benefits. First, it increases the probability of having a channel which isn’t in a fading null.
Second, it reduces the probability that a channel is interference-limited from another transmitter on the same or
nearby frequency. Third, the extra antenna increases the chance of less interference because generally the source
of the interference isn’t physically co-located with the wanted transmission. The Antenna Diversity algorithm runs
on packet level granularity so that the improvement can be maintained over wide-band operation when capturing
signals from multiple devices.

Antenna Diversity doesn’t require a special setup by the user and is enabled by default in both AGC Manual and
Auto modes. In AGC Manual mode a set attenuation is applied to both antenna channels. In AGC Auto mode the
Antenna Diversity algorithm automatically determines attenuation to be applied to RF chain so that signal doesn’t
saturate.

For the general scenario, (See Figure 4.1 below) position the analyzer between the DUTs so each antenna will
receive a better signal from the DUT which it is near as shown. Either DUT can be paired with either antenna (BT
Rx1 or BT Rx2). The algorithm will automatically recognize and take advantage of this setup. No additional setup is
required in the Wireless Protocol Suite software.

Figure 4.1 - Capture setup with Frontline X500 using Antenna Diversity
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4.1.2 Using the x240 and Sodera with indoor radio propagation

Problems with indoor radio propagation

Even in free space, it is well understood that radio frequencies attenuate over distance. The free-space rule-of-
thumb dictates that radio energy decreases in strength by 20 dB by each 10-to-1 increase in range. In the real-
world, the effects of objects in an outdoor environment cause reflection, diffraction, and scattering resulting in
greater signal losses. Indoors, the situation can be worse. Reflections occur from walls and other large flat

surfaces. Diffraction occurs from objects with sharp edges. Scattering is produced from objects with rough

surfaces and from small objects. Also, any object directly in the path of the radiation can present a hard or soft
partition depending on the partition's material properties. Path losses from partitions are difficult to estimate.

Estimating indoor propagation loss

1

One estimate of indoor path loss, based on path loss data from a typical building, provides a range®5 power rule.
At 2.4 GHz, the following relationship provides an approximate estimate of indoor path loss:

Indoor Path Loss (in dB) = 40 + 35Log;, (range, in meters)

This approximation is expected to have a variance of 13 dB.
Mitigating path loss and interference

Bluetooth device design contributes to mitigating environmental effects on propagation through spread spectrum
radio design, for example. However, careful planning of the testing environment can also contribute to reliable
data capture process.

The first step to ensuring reliable air-sniffing data capture is to understand the RF characteristics of the Devices
Under Test (DUTSs). The Bluetooth Class, antenna types, and radiation patterns are all important factors that can
affect the placement of the DUTs and the Frontline hardware. Radiation patterns are rarely spherical, so
understanding your device's radiation patterns can greatly enhance successful data capture. Position devices to
avoid radiation attenuation by the surroundings.

This step is optional: Consider conductive testing to establish a baseline capture. Conductive testing isolates the
DUTs and analyzer from environmental effects.

The next step is to ensure that the testing environment is as clutter-free as possible.

¢ Line-of-sight obstructions should be eliminated between the Frontline hardware and the DUTs because they
cause a reduction in signal strength. Obstructions include, but are not limited to: water bottles, coffee cups,
computers, computer screens, computer speakers, and books. A clear, unobstructed line-of-sight is preferred
for DUT and Frontline hardware positioning.

o If using an analyzer connected to a computer, position the computer on an adjacent table or surface away
from the analyzer and DUTs, taking advantage of the cables' length. If this is not possible, position the
computer behind the analyzer as far away as possible.

e The preferred placement is positioning the DUTs and the Frontline hardware at the points of an equilateral
triangle in the same horizontal plane, i.e. placed on the same table or work surface. The sides of the triangle
should be between 1 and 2 meters for Bluetooth transmitter classes 1 and 2. The distance for transmitter
class 3 should be 1/2 meter.
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Figure 4.2 - Devices Equally Spaced in the Same Horizontal Plane

Finally, eliminate other RF sources.

e Wi-Fi interference should be minimized or eliminated. Bluetooth shares the same 2.4 GHz frequency bands as
Wi-Fi technology. Wi-Fi interference can cause loss of packets and poor captures. In a laboratory or testing
environment do not place the DUTs and Frontline hardware in close proximity with Wi-Fi transmitting sources
such as laptops or routers. Turning off Wi-Fi on the computer running the Wireless Protocol Suite software is
recommended.

Positioning for wideband capture

Frontline Bluetooth analyzers (Sodera, Sodera LE, X240) can capture from multiple devices, which requires a
different approach to position the DUTs and the analyzer. When testing more than two devices, arrange the DUTs
on the perimeter of a circle 1-2 meters in diameter for Bluetooth transmitter Class 1 and 2 devices. For
transmitter Class 3 DUTs, the circle should be 1/2 meter in diameter. Equally space the DUTs on the perimeter.
Place the Sodera in the center of the circle. If not using the Sodera Excursion mode, connect the computer and
place it outside the circle as far away from the DUTs as possible.
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Figure 4.3 - Wideband Capture: Devices Equally Spaced in the Same Horizontal Plane

Positioning for audio capture

The Bluetooth Audio Expert System provides analysis of audio streams and can assist in identifying problems with
capture methods, including positioning and environment, because it will point out missing frames. For hands-free
profile data captures, both DUTs send and receive data. Therefore, position the devices following the equilateral
triangle arrangement as mentioned above.

However, in A2DP data capture scenario, the equilateral positioning of devices is not optimum because, normally,
only one device is sending data to the other. It is recommended that the Frontline hardware be positioned closer
to the device receiving data so that Frontline better mimics the receiving DUT. Position the DUTs 1 -2 meters
apart for Class 1 and 2 transmitters, and 1/2 meter apart for Class 3 transmitters.
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Figure 4.4 - For Audio A2DP, Position Closer to SINK DUT

Poor Placement

A poor test configuration for the analyzer is placing the DUTs very close to each other and the analyzer far away.
The DUTs, being in close proximity to each other, reduce their transmission power and thus make it hard for the

analyzer to hear the conversation. If the analyzer is far away from DUTs, there are chances that the analyzer may
miss those frames, which could lead to failure in decryption of the data.

Obstacles in close proximity to or in between the analyzer and the DUTs can interfere and cause reduction in
signal strength or interference. Even small objects can cause signal scattering.

4.2 Capturing Data: Introduction

Data capture using Frontline Bluetooth analyzers (Sodera, Sodera LE, X240) will capture data from all devices with
active connections within range of the analyzer. Once a session is started, the capture is initiated and the data is
recorded. The analysis mode can begin. The user must select specific devices. The user can select from all devices
that are actively communicating. The user can also select devices from a prior capture, when available, before
recording. The data captured only from selected devices is sent to the Wireless Protocol Suite for event- and
protocol-level analysis.

4.2.1 Record: Begin Capture

When starting a capture session all of these actions occur:
o The active status of all devices is cleared in the Device Database pane and the Wired Devices pane.
o The Security pane is emptied.

e The Event Log pane retains all prior logged events.

® Stat Recod
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On the Wireless Protocol Suite Toolbar, click on the Start Record button or select Start Record from the Capture
menu option. The Start Record button is also available in the Wireless Protocol Suite main window. In the Main
window you can also select Start Recording from the Capture menu option. When the Start Record button
changes to Stop Record, the Sodera hardware is capturing data from all active Bluetooth devices within range and
is recording data on the PC.

B Stop Record | On the Wireless Protocol Suite Toolbar, clicking on the Stop Record button, or selecting

Stop Recording from the Capture menu options will halt live capture. From the Main

window you can click the Stop Record button or select Stop Recording from the Capture
menu list to stop recording as well. Alternately Start Record/Stop Record can be activated by the keyboard
shortcut of Ctrl+E.

The Device Database View populates with any newly discovered devices. Selecting devices for analysis can be
done while recording.

The Security View will show all encrypted Bluetooth links.
The Event Log View will begin to populate with information, warnings, and error messages.

The Status Bar will show a running total of captured packets.

Note: Starting a new capture session will clear all unsaved data from both the Sodera
hardware and the Wireless Protocol Suite. If it has not been saved, then a pop-up warning
message will appear.

4.2.2 Selecting Devices for Analysis

Once a capture session starts by clicking on Start Record on the Main Window Toolbar, data from all active
devices within range or data from wireless or wired connections is being captured. To analyze the data using the
Wireless Protocol Suite, select specific devices of interest to include in the analysis.
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Figure 4.5 - Device Database View
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Figure 4.6 - Wired Devices View
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In the Device Database view, place a check in the row of each active device ?/ & to be analyzed. Active

devices can also be selected while the recording is in process.

Note: Data filtered by the device selection is an “OR” function, not an “AND” function. When
selecting device1, device2, device3,... the recorded data filtered into the analyzer is data
involving device1 OR device2 OR device3 OR .... However, if in the Options menu, analysis
of LE Empty packets is selected, an AND function is included. For example: (device2 AND
LE Empty packets) OR (device3 AND LE Empty packets).

The following table lists some common data capture and device selection scenarios.

Table 4.1 - Common Data Capture and Device Selection Scenarios
Scenario Wireless/Wired Devices View Selection

Analyzing traffic between a Peripheral Device Under Select only the Peripheral DUT for analysis
Test (DUT) and its Central.

Analyzing all traffic involved in Inquiries In the Options menu select Analyze Inquiry
Process Packets

The Frontline Bluetooth analyzer is now ready to begin protocol- and event-level analysis.

Once Devices are selected, analysis of the capture can begin.

4.2.3 Starting Analysis

b Stat Analyze  The analysis begins by clicking on the Start Analyze button in the Wireless Protocol Suite
Main window. The Sodera LE analyzer will begin sending captured packets involving the
selected device to the Wireless Protocol Suite.

b Stat Analyze  The analysis begins by clicking on the Start Analyze button or Selecting Start Analyze
from the Capture menu. Alternatively, click on the Start Analyze button in the Wireless
Protocol Suite Main window. In the Main window you can also select Start Analyzing
from the Capture menu. The Sodera analyzer will begin sending captured packets involving the selected device
(s) to the Wireless Protocol Suite software.

B Stop Analyze | Once analysis has begun, you cannot change the device selection. All device rows in the

Device Database View are grayed-out. To stop the analysis, click on the Stop Analyze
button. You can then change your device selection and restart analysis by clicking on the
Start Analyze button.

To stop the analysis, click on the | @ Siop Analyze |button in the Sodera datasource or click the| @ Siop Analyze

button on theWireless Protocol Suite Main window You can also select the Stop Analyze option in the
Capture menu or Stop Analyzing option in the Capture menu in the Main window as well. Alternately Start
Analyze/Stop Analyze can be activated by the keyboard shortcut of Ctrl+Shift+E.

Conducting analysis from a capture file is identical to the live capture method.

Wireless Protocol Suite: Main Window
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4.2.4 Hardware Signal Too Strong Indication
When the software has detected an RF signal that is too strong, warnings will appear in several places.

e Event Log View on page 165 - Displays "Received signal too strong to capture data reliably." with a Warning

icon & . The event is added to the log as soon as the conditions for a too strong signal have been detected.

A signal that is too strong can cause errors in the decoding process.

/3% Caution: The Frontline Bluetooth analyzers (Sodera, Sodera LE, X240 and X500) will
/= % continue to capture after a too strong signal detection, which may compromise the
decoded packet integrity.

e Status Bar (see Wireless Protocol Suite Analyzer Toolbars on page 80,) - Displays "SIGNAL TOO STRONG".

Note: These warnings will occur only in live capture mode. No visual indications will occur in
capture file playback or in excursion mode playback.
Conditions for "too strong" RF signal
The software will determine that a received signal is too strong based on the following conditions.
¢ X500, X240, Sodera:

o Normal Gain Record Options setting (seeAnalyzer Toolbar on page 238) - 5 or more packets with
RSSI greater than or equal to -20 dBm within the past 5 seconds.
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o Reduced Gain Record Options settings (seeAnalyzer Toolbar on page 238) - 5 or more packets with
RSSI greater than or equal to -0.5dBm or higher within the past 5 seconds.

¢ Sodera LE: a packet with a RSSI greater than -27 dBm.
Signal too Strong reset

When the software has determined that the RF signal has returned to a safe condition from a too strong
condition, the following will occur.

o Event Log View on page 165 - Displays "Received Signal Strength OK" with an Information icon J .The
event is added to the log as soon as the conditions for a safe signal have been detected.
o Status Bar - No display of signal strength.
Conditions for Signal too Strong reset

The software will determine that a too strong signal has returned to a safe status based on the following
conditions.

« Normal Gain Record Options setting (see Analyzer Toolbar Menu and Icons on page 81)- No packets
with RSSI greater than -24 dBm within the last 5 seconds.

e Reduced Gain Record Options -> General settings (see Analyzer Toolbar Menu and Icons on page 81) -
No packets with RSSI greater than -4.5 dBm within the last 5 seconds.

Suggested Corrective Action

The device under test (DUT) may be too close to the capturing unit. Try moving the DUT further away from
the unit's antenna. Try capturing again.

On X500, X240, and Sodera LE, the gain can be adjusted by using the Record Options Gain controls.

Example Gain controls from X500 are shown below. Similar controls exist for X240 and Sodera LE.

B Ty —res TGN rd S I PR T A e E T

Bluetooth & 802, 15,4 Gain Control

i Automatic Attenuation

(@ Manual Attenuation (0 to 45dB): |18

XCursion Mode

Try adjusting the Manual Attenuation from the Record Options dialog then try capturing again. Repeat until
successful capture is achieved.

For the Sodera LE, another action to take is to move the antenna from the Antenna connector to the Wired
connector. Try capturing again.
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4.2.5 Excursion Mode Capture & Analysis

Note: The Excursion Mode feature is supported on Sodera and X240 hardware only.

Capturing data in Excursion mode is accomplished without the hardware being connected to a computer. The
captured data is stored on the hardware for later access and analysis when connected to a computer.

The hardware must be configured for Excursion mode while connected to a computer running the Wireless
Protocol Suite software.

Excursion Data Capture Mode
To enable Excursion Data Capture Mode, follow the steps below:

Configure the record options for the hardware using the Record Options dialog. The record options you select
will be stored to the hardware and applied during the excursion mode capture. For example, if you wish to only
capture LE traffic, then you must make sure the hardware is configured to only capture LE traffic using the
Record Options dialog. Finally, to enable Excursion mode on the hardware, you must select the "Enable
Excursion Mode" record options, as shown in Figure 4.7.

The figures below show the Excursion Mode option using the X500 analyzer.

W & [E @ startRecord P Start Analyze

H240SN:20005- A A - L A Eventlog

Figure 4.7 - Wireless Protocol Suite: Record Options
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Bassic Bluetooth Resolving List (20
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Figure 4.8 - Excursion Mode Enabled
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Event Log il

Description
i) Connectedto ComProbe Sodera SN: A1514-00011 Hardware Version: F1 00 Firmware Version: 201809241132 DEV FPGA Ver
Sodera Dual Mode Advanced Premium Mairtenance will expire on January 31, 2027.
Bluetooth Protocol Expert is licensed.
Sodera - Bluetooth Classic; Bluetooth LE; LE 2M enabled; Excursion Mode; Spectrum enabled at 200 microsecond intervals.
ComProbe Protocol Analysis Software Veersion: 18.10.327.0
Sodera - Bluetooth Classic; Bluetooth LE; LE 2M enabled; Excursion Mode; Spectrum enabled at 200 microsecond intervals.
Sodera - Bluetooth Classic; Bluetooth LE; LE 2M enabled; Excursion Mode; Spectrum enabled at 200 microsecond intervals.
Recording started
Recording stopped
Sodera - Bluetooth Classic; Bluetooth LE; LE 2M enabled; Excursion Mode; Spectrum enabled at 200 microsecond intervals.
Recording started

PR

Figure 4.9 - Event Log Shows Sodera in Excursion Mode

To capture in Excursion mode, disconnect the hardware from the computer.

1. Apply power to the hardware with external power or using the internal battery power. See Applying
Power on page 44.

2. Press the Capture button on the front panel (right side). The Capture LED will illuminate a steady green
light when capturing data.

To stop capturing data,

1. Press the Capture button on the analyzer's front panel.

2. After a brief delay, the Capture LED will turn off. The capture file is saved to the hardware.
Starting a new capture will save the captured data in a new capture file.

Each capture collected in Excursion mode (a start/stop sequence) is stored as a separate date and timestamped
capture file in the hardware. Each capture file can be selectively analyzed upon reconnecting to the Wireless
Protocol Suite, (see following section).

Limitations to Excursion Mode Capture
The only limitations to Excursion mode capture are:

o Battery life in X500: X500 hardware has an external battery which has about two hours operating life under
typical RF conditions. In the case of capture periods exceeding two hours, connect the X500 hardware to an
external power source.

o Battery life in Sodera: Sodera hardware has an internal battery which has an hour operating life. In the case of
capture periods exceeding one hour, connect the Sodera hardware to an external power source.

o Battery life in the X240: The X240 does not have an internal battery. It can be powered via a USB Type C PD
external battery backup, such as HYPERLINK "https://a.co/d/bpMZgXP" Charmast USB C Power Bank,
26800mANh, for Excursion mode. Under typical RF conditions, the 26800mAh battery allows about 4 hours of
capture time in the dual mode configuration.
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e Internal memory - The X240, and X500 analyzers have 64 GB of internal storage that is used to hold Excursion
Mode captures. Sodera has 32GB of internal storage. This storage can be managed using the Wireless
Protocol Suite on a computer. This storage can be managed using the Wireless Protocol Suite on a computer.

Number of Excursion Mode captures - There can be no more than 255 Excursion mode captures stored on the
hardware. Refer to Manage Excursion Mode captures dialog on page 84 for instruction on how to delete
Excursion mode capture files from the hardware unit.

Analyzing Data from Excursion Mode Capture

The procedure for protocol analysis of data captured in Excursion mode involves connecting the hardware to a
computer, recording a capture that was previously stored on that hardware unit, and analyzing the data using the

Wireless Protocol Suite.

1. Connect the hardware that contains the Excursion Mode capture to be analyzed, to a computer.

2. Apply power to the hardware.

3. Open the Wireless Protocol Suite.

4. When the Main application window opens, press Manage Excursion Mode captures button on the
analyzer toolbar. See the figures below as an example.
File Edit View Capture Options Help

W B [E ®strtRecord Pstrtanayze & @ ¥ W E

X240 5M:20005+ A A~ X, B Eventlog  Readyto record BR/EDR

Figure 4.10 - Analyzer toolbar -> Manage excursion mode captures

The list of files recorded during Excursion Mode is shown below.
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Manage excursion mode captures X

ComProbe Sodera SN: A1514-00011
Date created (UTC) ©  Date created (ocal) Size
11/29/2018 6:35:06 PM 11/29/2018 10:35:06 AM 6.089 KB
11/29/2018 6:28:23PM 11/29/2018 10:28:23 AM 5236 KB
11/25/2018 6:15:17 PM 11/28/2018 10:15:17 AM 5537 KB
11/25/2018 6:08:41 PM 11/29/2018 10:08:41 AM 4687 KB
11/25/2018 5:30:16 PM 11/29/2018 9:30:16 AM 3.285 KB
11/25/2018 5:26:51 PM 11/29/2018 9:26:51 AM 2227 KB
11/25/2018 5:25:00 PM 11/29/2018 9:25:00 AM 3544 KB
11/29/2018 5:24:37 PM 11/25/2018 9:24:37 AM 8.055 KB

8 captures of 255 max 31GB free

Figure 4.11 - Excursion Mode Flles Captured

5. When the Manage excursion mode captures... dialog opens, select a capture to analyze. Click on the
Record button, and the dialog will close. The hardware will begin behaving identically to how it handles a
live capture. The Device Database View and Security View will populate with information from the
selected Excursion Mode capture.

6. Follow the procedures in Selecting Devices for Analysis on page 217.

7. Follow the procedures in Record: Begin Capture on page 216.
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4.2.6 Sodera Logic Event Capture and Analysis

Logic signal analysis is accomplished by capturing the logic signal using the Sodera HCI Pods. Captured logic event
changes are mapped to packets that are recorded to the Wireless Protocol Suite software. To configure logic

signal capture and analysis, select the POD(s) which are to be used for capture in the Record Options dialog as
shown in the figure below.

Record Options (SM:00036)

Yiireless Wired Wireless Filters

Interface 1
[] capture method:
HoIUART  [Ticanfgure
HCI-HSE
Lagic Signal Capture
Interface 2

[] capture method:

ml-Usn

Lagic Signal Capture

Hardware Setup

Figure 4.12 - Record Options: Wired Logic Analyzer

Follow the procedures in Logic Event Capture Configuration on page 55.

Sodera Unit Configuration

On the Analyzer toolbar, press Record Options button and the Record Options dialog will open. Select the
Wired tab and then select the Logic Analyzer Signal Pod(s) being used to capture the logic events.

Click OK to close the dialog.
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Recording the Capture

Click on the Start Record button. Logic events captured at the pods are placed in packets and sent to the host
computer.

The captured logic events can be saved as a capture file for future analysis.
Analyzing the Recoded Events

Logic level changes are recorded into packets. Each packet contains a single logic level change. View the packets
in the Wireless Protocol Suite Summary view. Logic frames will have their own protocol tabs in the Wireless
Protocol Suite Summary view.

4.2.7 Spectrum Analysis

Both Sodera and X240 hardware have an option to sample the 2.4 GHz RF spectrum at the hardware unit's
antenna connector. The spectrum data represents the Received Signal Strength Indicator (RSSI) and is
automatically saved when the capture is saved.

The spectrum data is synchronized in time to the received packets and is displayed in the Coexistence View 2.4
GHz Timeline when Show Spectrum is selected in the Spectrum menu on the Coexistence View.

Display ¥ Optimization ~
v Show Spectrum
1111 1 1

| LR SUL e g
(11 IR IR AP aininn

® Show Packets
Show Packet Outlines
Hide Packets and Outlines |

Packet Information » v Number '

v Show Full Tooltip B Type
i T T TTReT Il TR Sublype

: i 4 i T

Figure 4.13 - Coexistence View: Spectrum Display

The spectrum power level is shown as a "heat map" behind the timeline packets. The "heat map" appears in
shades of blue with darker blues representing higher power levels and lighter blues representing lower power
levels (white represents the lowest power level). The darkest shade of blue represents -15dBm and above, while
white represents -100 dBm and below.
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Note: Too strong of a signal level is detected and noted in the Events Log View. See
Hardware Signal Too Strong Indication on page 220 for more information.

Spectrum data appearing in the Coexistence View that is not synchronized to a packet may indicate the
presence of RF interference. Interference has the potential to degrade the Bluetooth signal.

The spectrum can be sampled at 20, 50, 100, or 200 microseconds. The Spectrum option and sample rate is set in
the Record Options dialog .Refer to Capture Toolbar on page 1 for information on capture settings. Smaller
sample rate will cause an increase in memory used. However, identifying potential sources of interference may
require more samples to avoid missing a signal.

Note: For Spectrum sample intervals less than 200 microseconds, the Sodera unit must be
connected to a computer.

The spectrum data is saved automatically when the capture is saved. The saved spectrum data file has the file
extension .swsd with the same basename as the .cfa file and in the same directory. (See Changing Default File
Locations on page 427 for information on default file locations.)

Currently, if a user opens a capture file and chooses to save the capture under a different name, a new.swsd file
will not be created.

When copying capture files (.cfa, .scap, etc.) to a different directory, the user must also copy the spectrum data
file (.swsd). If the spectrum data file is not present at the time the capture file is opened, spectrum data will not
be available in the Coexistence View.
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4.2.8 Critical Packets and Information for Decryption

After two Bluetooth devices are paired and the Bluetooth analzyers (Sodera/Sodera LE/X240) have captured data,
the Wireless Protocol Suite software requires certain packets and information for successful post capture
decryption.

BR/EDR Legacy Encryption (EO)

The following information and packets are needed to follow decryption:

Link Key
Full Central BD_ADDR, Full Peripheral BD_ADDR

All packets from the last authentication (central or central) before encryption starts (LMP_au_rand, and LMP_
sres)

LMP_en_rand, negotiated LMP_encryption_key_size
LMP_start_encryption_req, LMP_accepted(LMP_start_encryption_req)

LMP_stop_encryption_req, LMP_accepted(LMP_stop_encryption_req)

BR/EDR Secure Encryption (AES)

The following information and packets are needed to follow decryption:

Link Key

Full Central BD_ADDR, Full Peripheral BD_ADDR

Complete mutual authentication (LMP_au_rand from the central as well as LMP_sres from the peripheral)
Negotiated LMP_encryption_key_size

LMP_start_encryption_req, LMP_accepted(LMP_start_encryption_req)

LMP_pause_encryption_aes_req (if pausing and resuming AES encryption)

LMP_stop_encryption_req, LMP_accepted(LMP_stop_encryption_req)

Bluetooth Low Energy Encryption (AES)

The following information and packets are needed to follow decryption:

Long-Term Key (LTK)
LL_ENC_REQ, LL_ENC_RSP
LL_START_ENC_REQ, LL_START_ENC_RSP

LL_PAUSE_ENC_REQ, LL_PAUSE_ENC_RSP
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4.2.9 Saving Analyzed Data to Disk

231

Note: Start Record is not available when viewing a previously recorded Capture file. Start
Analyze/Stop Analyze is available in Wireless Protocol Suite application window,
allowing different analyses to be performed on previously recorded and saved captures.

Note: Choose File Location from the File menu to change the default file location.

Click on either
« the Start Record button on the datasource toolbar.,
o orthe Start Record under Capture in the datasource,,
¢ orthe Start Recording under the Capture option in the Main window.

The Sodera Sodera LE analyzer will begin capturing data from all wireless devices within range and from all
connected wired devices.

In the Device Database and Wired Devices View select the active devices for analysis.
: Click on either

o the Start Analyze button Start Analyze under the Capture menu in the SoderaSodera LE datasource
window,

e or c kick on Start Analyze button in theWireless Protocol Suite Main window,
e or Start Analyzing under Capture menu

to begin capturing data traffic.

Files are placed in My Capture Files folder by default and have a .cfa extension.

Watch the Status Bar on the Wireless Protocol Suite Main window to monitor how full the file is.

| @ Stop Record |
Click on Stop Record* button to stop recording.

Click the Stop Analyze B Siop Andlyze button to stop analyzing.

Wireless Protocol Suite Hardware and Software User Manual



Chapter 4 Capturing Data Teledyne LeCroy

e

8. To clear captured data, click the Clear icon .

o If you select Clear after stopping analysis, a dialog appears asking whether you want to save the
data.

° You can click Save File and enter a file name when prompted .
o If you choose Do Not Save, all data will be cleared.
o If you choose Cancel, the dialog closes with no changes.
o If you select the Clear icon while a capture is occurring:
© The capture stops.
o A dialog appears asking if you want to save the capture.

© You can select Yes and save the capture or select No and close the dialog. In either case, the
existing capture file is cleared and a new capture file is started.

o If you choose Cancel, the dialog closes with no changes.

o Alternately Clear can be selected from the keyboard shortcut Ctrl+R.
4.3 Extended Inquiry Response

Extended Inquiry Response (EIR) is a tab that appears automatically in the Summary pane of the Wireless
Protocol Suite software when you capture data.
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Figure 4.14 - Main windows Extended Inquiry Response

EIR displays extensive information about the Bluetooth® devices that are discovered as data is being captured. EIR
provides more information during the inquiry procedure to allow better filtering of devices before connection;
and sniff subrating, which reduces the power consumption in low-power mode. Before the EIR tab was created,
this type of information was not available until a connection was made to a device. Therefore, EIR can be used to
determine whether a connection can/should be made to a device prior to making the connection.

Note: If a Bluetooth device does not support Extended Inquiry Response, the tab displays
Received Signal Strength Indication (RSSI) data, which is less extensive than EIR data.
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Chapter 5 Analyzing Data

The main application window of the Wireless Protocol Suite is used for analyzing captured frames. The main
components of this window are shown below and are described in more detail in the following sections.

The Wireless Protocol Suite: Main Window

By default, the Menu Bar, the Tool Bar, the Analyzer Toolbar four separate Panes and the Status Bar are displayed
when the Main window first opens. Any of the panes can be selected and moved around on the Main window. If
you click and drag on the top of the pane you can attach to another existing pane, or create a new pane. The
figure below shows the default set of panes and bars.
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Figure 5.1 - Main window with all Panes active
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Protocol Filter Tabs

e Clicking on a protocol filter tab in the General group filters in all packets containing that protocol regardless of
each packet’s technology.

e Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol on
that technology.

e A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if LZCAP occurs in both Classic Bluetooth and Bluetooth Low
Energy, there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth Low
Energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary Pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

¢ Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.

5.1 Tool Bar

The tabs that appear in the Wireless Protocol Suite Main window vary according to the particular
configuration of the analyzer. For controls not available the icons will be grayed-out.

New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Capture Options Help
w B ‘ @ Start Record Pstatanayze & @ (Y WM B B | B

Figure 5.2 - Wireless Protocol Suite Main window Functions and Toolbar

When selected, the File, Edit, View, Capture, Options and Help menu items form pull down menus with options
for each topic.

The icons below the tabs are described in the table below.
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Table 5.1 - Wireless Protocol Suite Main window Toolbar Icons

Icon

Description

=

Open a captured file.

Save As — Save a captured file

@® Record

Start / Stop a Recording

P Analyze

Start / Stop Analysis of Recording

Clear

The Clear button allows to to selectively remove the following panes
from the Main window:

Message Sequence Chart
Packet Error Rate
Throughput

Coexistence

Timeline

Summary

Decode

Raw Data

Toolbar (If you select Clear -> Toolbar to display the toolbar again
right click in the area to the right of the Help menu item and the
Toolbar with be visible again).

Alternately Clear can be selected from the keyboard shortcut Ctrl+R.

5

Follow Live

When you are actively Capturing traffic, clicking on the Follow Live
button will freeze the Summary Pane, the Coexistence pane, the
Packet Error Rate pane and the Throughput pane so you can take a
look at a Frame you're interested in while the tool continues
capturing traffic.

When you click on the Follow Live button again the panes will all
display the latest traffic captured.

Alternately Follow Live can be selected by pressing the space bar.
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Table 5.1 - Wireless Protocol Suite Main window Toolbar Icons (continued)

Icon Description

7 Apply/Modify Display Filters - Opens the Display Filter dialog.

? Quick Protocol Filter - brings up a dialog box where you can filter
+ or hide one or more protocol layers.

I_ Display Capture Notes - Brings up the Capture Notes window

m where you can view or add notes to the capture file.

Ll Audio Expert System - Opens Audio Expert System Window

gl Bluetooth Expert System - Opens Bluetooth Expert System

" window

Bluetooth Toolbox - Includes the ability to emulate an A2DP sink
I+ device and the ability to generate and inject Low Energy packets
directly into in the 2.4 GHz spectrum.
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Note: If the frames are sorted in other than ascending frame number order, the order of the
frames in the buffer is the sorted order. Therefore the last frame in the buffer may not have
the last frame number.
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5.2 Analyzer Toolbar

The Analyzer Toolbar appears under the main Toolbar. The Analyzer Toolbars are described in detail in section
Analyzer Toolbar Menu and Icons on page 81 . Below is the summary table of the Analyzer Toolbar icons and
menus:

Table 5.2 - Wireless Protocol Suite Analyzer Toolbarl Icons

Icon/Menu Description or Summary
Analyzer. About Analyzer - Opens a pop-up window with version and configuration
Information information
menu:
R Manage License (X240 only) — Opens Manage License dialog that allows to
— view the details of a currently installed license file or update the X240 license file.
V2
= Opens the Record Options dialog where the attached hardware can be
configured for Bluetooth technologies and other capture modes. For additional
information see Record Options Dialog: X240 on page 107
Analyze Allows to turn on/off various analyzing options

Options menu

Record or delete captures from the Sodera hardware that were created using

e
= excursion mode. Opens the Manage excursion mode captures dialog.
This selection is disabled during live capture.

Event Log | Opens up Event Log view.
menu

| Ready Displays the analyzer current status.

Update Press this button to update your license.

button
PIRTPREII o |

5.3 Status Bar

The Main windows Status Bar appears at the bottom of the Main windows. It contains the following
information:
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Figure 53- Status Bar
Figure 5.4 - Main windows: Status Bar
. Analyzing.... Buffer <1% Frame 1 D344 us Decoding{100%)... 1,610

Figure 5.5 - Main windows: Status Bar Zoomed In

5.3.1 Application Status

The Wireless Protocol Suite software status is shown at the bottom of the Main window. The software can be in
one of several states as shown below:

e Ready: The Wireless Protocol Suite software is not active
* Recording: The Wireless Protocol Suite software is recording traffic
e Filtering: The Wireless Protocol Suite software is filtering the incoming traffic before it can be analyzed

¢ Analyzing: the Wireless Protocol Suite software is analyzing the currently recorded traffic

5.3.1.1 Device information block
Items of this area are displayed only in live mode (live mode — when a device is connected).

¢ The device information block consists of the following items:

Buffer — this item shows how much of the buffer or capture file has been filled. For example, if you are
capturing to disk and have specified a 200 Kb capture file, the bar graph tells you how much of the capture
file has been used. When the graph reaches 100%, capture either stops or the file begins to overwrite the
oldest data, depending on the choices you made in the System Settings window. Buffer is displayed in the
format “Buffer /percentage of fill/%". Example: “Buffer 5%”.

Buffer <19
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Figure 5.6 - Status Bar: Buffer

5.3.2 Selected Frames Information
e This part of the Status Bar is displayed only when packet(s) have been selected.

¢ The user can see information for one or several packets. In the Summary view, you can select multiple
sequential packets or several non-sequential packets.

5.3.2.1 Information for one packet:

® Packet number in the format “Packet /Number/”. Example: "Packet 880".

¢ Duration in the format “D /Time/ /Time Unit/”. Example: "D 376 us".

5.3.2.2 Information for several packets:
¢ The number of selected packets in the format “/Number of packets/ packets”. Example: "3 packets".

* Gap - Duration between the end of the first selected packet and the beginning of the last selected packet in
the format “G /Time/ /Time Unit/”. Example: "G 317 us".

* Delta - Duration between the beginnings of the first and last packets selected. Delta in the format “A /Time/
/Time Unit/”. Example: "A 623 us".

* Span - Duration between the beginning of the first selected packet and the end of the last selected packet.
Span in the format “S /Time/ /Time Unit/”. Example: "S 749 us".

¢ Duration - Duration is the beginning of the first packet to the end of the last packet.

* Time for Duration, Gap, Delta and Span are shown in “000.000” format. If the number is an integer, then
decimal is not displayed.

o If the time exceeds 999.999, the unit of measurement switches to the higher unit of measurement.

* Time is shown in second, millisecond, microsecond and nanosecond. Second — s, Millisecond — ms,
Microsecond — us, Nanosecond — ns. There must be a space between the number and the measurement unit.

* The figures below shows that a number of packets have been selected (highlighted) and the data from those
packets in the Status Bar.

Wireless Protocol Suite Hardware and Software User Manual 240



Teledyne LeCroy Chapter 5 Analyzing Data
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Figure 5.7 - Selected Frames in Summary Pane

¢ Information about seleced frames is shown below.

16 frames G 109,705ms A 109,921 ms S110,273 ms

Figure 5.8 - 16 Frames Selected with: Gap/Delta/Span Times
5.3.3 Total Frames Information

e This part shows information about the number of analyzed frames in the capture file and the process of
their decoding.

e Information is displayed in the “Total /Number of frames/” format. Every third character is separated by a
comma. Example: “Total 1,042,857".

o If there are no frames (this may be the case when the user has just opened an interface of connected a
device), then “No Frames” is displayed.

* The decoding process is displayed when opening or analyzing a capture file.

* The decoding process is displayed in the format “Decoding (/Decoding percentage/%) ... /Number of
frames/”. Example: “Decoding (32%)... 1,042,857".

Total Number of Frames Information: Displays the total number of frames, the analysis process currently
underway and the percent completion. The image below shows that 100,523 frames have been analyzed and that
the analysis has been completed.

~ Total 100,523

Figure 5.9 - Total Number of Frames Analyzed
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5.4 Panes in the Wireless Protocol Suite Main windows

The Wireless Protocol Suite is used to view all frame related information. It is composed of a number of different
sections or "views" where each pane shows a different type of information about a frame. A short description of
each pane or view is given here with a more detailed explanation later in the User Manual.

Summary Pane - Displays a one line summary of each frame for every protocol
found in the data and can be sorted by field for every protocol.

Message Sequence Chart - Displays information about the messages passed between protocol layers.
MSC displays a concise overview of a Blutetooth connection, highlighting the essential elements for the
connection. At a glance, you can see the flow of the data including role switches, connection requests, and errors.
You can look at all the packets in the capture, or filter by protocol or profile. The MSC is color coded for a clear
and easy view of your data.

Decode Pane - Displays a detailed decode of the highlighted frame. Fields selected in the Decode Pane
have the appropriate bit(s) or byte(s) selected in the Raw Data Pane.

Raw Data Pane- Displays the logical data bytes in the selected frame in either hexadecimal, decimal,
binary or ASCII.

Throughput View - Displays Packet Payload Throughput.

Timeline View - Displays packet information with an emphasis on temporal information and payload
throughput. The timelines also provide selected information from Summary Pane.

Coexistence View - Displays Classic Bluetooth and Bluetooth Low Energy packets and throughput in one
view.

Packet Error Rate View - Displays a graph for each Classic Bluetooth channel numbered 0 through 78
and for each Bluetooth Low Energy channel numbered 0 through 39.
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Working with Panes on the Main windows

When the Main windows first opens, all panes are displayed.

Figure 5.10 - Docking Frame
The docking frame supports the following features
¢ Allows docking panes in an undocked pane.
¢ Indicates which pane is in focus with color coding.
¢ Allows any number of splits horizontally and vertically.
¢ Allows changing the width and height of the panes.

 Allows docking panes by grabbing the top or bottom of a pane. Packet Error Rate, Timeline and Coexistence
panels allows user to change the order of nested tabs: BR/EDR and LE for Timeline and PER panels/ 2,4 and 5 GHz
for CoEx panel. The orders save between session.

To get back to the original default set of panes, just select View -> Reset Window Layout.

Device Database View - Displays Active/Previous/User added wireless devices. It also allows you to
add/edit/delete wireless devices, set devices properties and configure check/uncheck devices for analysis.

5.4.1 Summary

The Summary pane displays a one-line summary of every frame in a capture buffer or file, including frame
number, timestamp, length and basic protocol information.
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Figure 5.11 - Summary Pane

The protocol information included for each frame depends on the protocol selected in the summary layer box
(located directly below the main toolbar).

On a two-channel circuit, the background color of the one-line summary indicates whether the frame came from
the DTE or the DCE device. Frames with a white background come from the DTE device, frames with a gray
background come from the DCE device.

The Wireless Protocol Suite USB Summary pane displays a one-line summary of every transaction in a capture
buffer or file. Whenever there is a transaction, it is shown on a single line instead of showing the separate
messages that comprise the transaction. The Msg column in that case says “Transaction”.

Each message in a transaction contains a packet identifier (PID). All of the PIDs in a transaction are shown in the
transaction line.

All "IN" transactions (i.e. transactions that contain an IN token message) are shown with a purple background. All
other transactions and all non-transactions are shown with a white background. "IN" transactions have special
coloring because that is the only place where the primary data flow is from a device to the Host.

The protocol information included for each frame depends on the protocol selected in the summary layer box
(located directly below the main toolbar).

Frame numbers in red indicate errors, either physical (byte-level) or frame errors. If the error is a frame error in
the displayed protocol layer, the bytes where the error occurred is displayed in red. The Decode Pane gives
precise information as to the type of error and where it occurred.

The Summary pane is synchronized with the other panes in this window. Click on a frame in the Summary
pane, and the bytes for that frame is highlighted in the Event pane while the Decode pane displays the full
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decode for that frame. Any other panes which are being viewed are updated accordingly. If you use one pane to
select a subset of the frame, then only that subset of the frame is highlighted in the other panes.

5.4.1.1 Protocol Tabs
Protocol filter tabs are displayed in the Main windows above the Summary pane.

e These tabs are arranged in separate color-coded groups. These groups and their colors are General (white),
Classic Bluetooth (blue), Bluetooth Low Energy (green), Wi-Fi (orange) and 802.15.4 (purple). The General
group applies to all technologies. The other groups are technology-specific.

Suramary

All Frames | Technology: BRJEDR | Logic Search

BR/EDR: | Baseband LMP ExeilitalliSssl Bluetooth FHS L2CAP | SDP  RFCOMM | AVCTE  AMDTE | AVDTP Signaling | AVDT

AVRCP AZDF  Errors 5,720 frames displayed

B.. = Framet - C:x = | Role = doco * Type - Deta - Frame Size -
B3.000 29 C [-psa-d. D 17
63,001 21 C [-p-m-d . (DD 00:00:00.00031 2 17
Ba002 5a E [ m-d D 000000, 00928 17
63,003 a4 C [Ru-wmws-d. D 00:00:00. 00031 2 17
63,004 3 C [e--w-dd D 00:00:00. 000928 17
Summary

AllFrames | Technology: BRJEDR | Logic

BR/EDR: Baseband IR PreConnectionFHS  Bluetooth FHS L2CAP SDP  RFCOMM | AVCTP | AVDTP  AVDTP Signaling

AVRCP AZDP Errors 63 frames displayed Column Filtering

B. = TFramef ~ Opcode | - Initiated by - LT _Addr - Raole = L
107,686 VEISION_Teq : C
107 629 i 5l Sort by Ascending p
107,690 features_req 4 Sort by Descending C
107,693 features_res = i P
107,694 features_req] T¥Pe Nier criteria Ty | E
107 637 features_res_ed = Y Start Filter
107,698 features_req ext B X  Clear Critetic i}
107,701 features res ext C WS TRRNE | Start Filter
107 704 host connection rea E 1 C

Figure 5.12 - Example Protocol Tabs

¢ Clicking on a protocol filter tab in the General group filters in all packets containing that protocol regardless of
each packet’s technology.

e Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol on
that technology.
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¢ A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if L2ZCAP occurs in both Classic Bluetooth and Bluetooth Low
Energy, there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth Low
Energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

¢ Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.

5.4.1.2 Bluetooth Low Energy Data Encryption/Central and Peripheral
Assignment

A BluetoothLow Energy data connection consists of connection events, which are a series of transmissions on the
same channel. In each connection event the central transmits first, then the central, and then the devices take
turns until the connection event is finished.

When the data connection is encrypted and the packets are successfully decrypted, the sniffer can determine
exactly who sent which packet (only non-empty, encrypted packets — empty packets are never encrypted). These
packets are labeled either ‘M’ for central or ‘S’ for central.

When the data connection is unencrypted or when encrypted packets are not successfully decrypted by the
sniffer, the sniffer cannot distinguish the two devices’ (central and central) packets by their content, just by the
packet timing. In those cases we label each device as side ‘1’ or ‘2’, not as central or central. In each connection
event, packets sent by the device which transmitted first in the connection event are labeled ‘1’, and packets sent
by the device which transmitted second are labeled ‘2’.

If no packets in the connection event are missed by the sniffer, the device labeled ‘1’ is the central and the device
labeled 2’ is the central. However, if we do not capture the very first packet in a connection event (i.e. the
packet sent by the central) but do capture the packet sent by the central, we label the central as side ‘1’ since it is
the first device we heard in the connection event. Because there is potential clock drift since the last connection
event, we cannot use the absolute timing to correct this error; there would still be cases where we get it wrong.
Therefore we always assign ‘1’ to the first packet in a connection event. So even though it is rare, there are
connection events where packets sent by the central device are labeled ‘1’ and packets sent by the central are
labeled 2’.

Finally, in a noisy environment, it is also possible that the sniffer does not capture packets in the middle of a
connection event. If this occurs and the sniffer cannot determine the side for the remaining packets in that
connection event, the side is labeled ‘U’ for “unknown”.

5.4.1.3 Bluetooth Low Energy Decryption Status

Occasionally you may have a packet with an event status of “received without errors” but a decryption status of
“unable to decrypt.” There are three main causes for this and in order of likelihood they are:
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1. Wrong Long-Term Key — having the wrong long-term key will cause this error, so the first thing to check is
that your long term key is entered correctly in the datasource settings.

2. Dropped Packets — Too much interference with a Frontline device will cause dropped packets and may
cause this error. As a rule of thumb, it is always a good idea to ensure the Frontline device is positioned
away from sources of interference, and is placed in between the two devices being sniffed.

3. Faulty Device — although the chances of this are low, it is possible that a device is not encrypting packets
properly. This is likely to happen only if you are a firmware developer working on encryption.

5.4.1.4 Column Filtering/Sorting

The Column Filter/Sort provides an easy way to sort/filter specific information from the Summary View making it
easier to find information. Clicking on a column header provides options to either sort or filter data.

CLK -~ Chan ~ Role ~ LT.. -~

zl Sort by Ascending
%l Sort by Descending

Type filter criteria... Y -~

Figure 5.13 - Column Filtering/Sorting Popup Dialog

5.4.1.4.1 Sorting

By default, frames are sorted in ascending numerical sequence by frame number. Click on “Sort by Ascending” or
“Sort by Descending” to sort data in the desired order. Note that it may take some time to sort large numbers of
frames.

5.4.1.4.2 Filtering

A value or range of values can be used to filter data. Multiple column filters can be applied to the current protocol
tab which are combined using “AND” operation. The column filters for a protocol tab resets when the tab changes
or the current tab is re-selected.

To apply a filter:

1. Click on the column header.

2. Type filter criteria into the edit field.

3. Then press “Enter” or click on the filter icon.
To change the current filter, click on the column header again.
To clear a filter:

To reset a filter, click on a column header. From the drop-down menu,
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© Y Start Filter
X  Clear Crniteria

s - e =

Figure 5.14 - Start Filter/Clear Criteria Drop Down Box

click on

X

Figure 5.15 - Clear Icon
icon or clear edit field and click on the drop-down arrow and select “Start Filter”.
To reset all header filters click on the current tab or another tab (protocol or technology).

The columns “Frame#” and “Frame size” can be filtered with range, such as valuel — value2. If valuel is skipped
then 0 is used as a low boundary. If value2 is skipped, the max value is used as an upper boundary.

The column filters cannot be used on Bookmark tab or Delta column. The filter on columns such as “Channel”,
“Chan”, “Frame#”, “Frame size” use full match criteria for a field value. To filter on columns such as “Timestamp”,
“Hardware Clock”, “Src SAP”, “Dest SAP”, “Access code LAP”, “AddrTypel”, “AddrTypeA”,” Opcode”,” Original

Opcode”, “Signal ID”, “Error Code”,” Command”, "Code", apply partial match criteria in any part of corresponding
field in frames. Filters for all other columns apply match from the beginning of the field data.

5.4.1.5 Filtering

Filtering allows the user to control the way in which the capture frames are displayed. Filters fall into two general
categories: Quick Filters and Apply/Modify Display Filters.
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B ' New Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Live Filters Options Help Debug
® 8 -~ Pr Quick Filtering 7 PEE
Summary Apply/Modify Display Filters
Full Capture | Technology Delete Display Filters...
Show/Hide Display Filters...
LE BB | LE PKT | LEAD' _ _ a Errors
Rename Display Filters... '
[E' Framett Char o] | [

Figure 5.16 - Filtering: Quick and Apply/Modify Display Filters

Quick Filters allow a user to look at a subset of captured data without affecting the capture content. Frames
matching the filter criteria appear in the Summary Display; frames not matching the criteria will not appear.

Quick Filtering and Hiding Protocols X
Protocols Te Filter In Protocols To Hide Narned Filters E QK i
Bazeband Baseband
E LE BB E LE BB Lancel
[C]All Frames \with Ermars [C] &l But the Last Layer Help
[]All Frames With Information [ ]Al Frames “With Information T
[]atT []ATT
[]Bluetaath FHS []Bluetocth FHS
[1Data [1Data
[JL2caP [JLecap
[CJLE ADV [CJLE ADV
[CJLE DATA [CJLE DATA,
CJLELL [CJLE LL
[JLE PKT [JLE PKT
[CJLMP [JLMP
[]PreConnection-FHS [JPreConnection-FHS
Filtering shows only frames that contain the protocol desired, but it shows the entire frame,
Hiding remaoves any protocol layers from displaving in any frame.

Connection filters - Two options are available.

A Bluetooth connection: Displays only the frames associated with a Classic Bluetooth link or a Bluetooth Low
Energy access address. A new Main windows will open showing only the protocol tabs, frames, summary, and
events associated with that particular Bluetooth connection.

A specific wireless or wired technology displays all of the frames associated with:
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Classic Bluetooth
Bluetooth Low Energy

A new Main windows will open showing only the protocol tabs, frames, summary and events associated with
the selected technology.

5.4.1.5.1 Display Filters

B | New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live| Filters | Options Help Debug

= @ #~ mr \‘QuickFikering B @
Summary Apply/Modify Display Filters
Full Capture Delete Display Filters... vi @ ¥ o

Show/Hide Display Filters...

Rename Display Filters...
’E‘ Frameﬁ ELK. TALSTIarTTrTOonG e L = = | 5 TLTJPE |

Figure 5.17 - Filter Options

A display filter looks at frames that have already been captured. It looks at every frame in the capture buffer and
displays those that match the filter criteria. Frames that do not match the filter criteria are not displayed. Display
filters allow a user to look at a subset of captured data without affecting the capture content. There are three
general classes of display filters:

* Protocol Filters
e Named Filters
e Quick Filter
Protocol Filters

Protocol filters test for the existence of a specific single layer. The system creates a protocol filter for each
decoder that is loaded if that layer is encountered in a capture session.

There are also three special purpose filters that are treated as protocol filters:
o All Frames with Errors

o All Frames with Bookmarks

o All Special Information Nodes

Named Filters

o Named Filters test for anything other than simple single layer existence. Named Filters can be constructed
that test for the existence of multiple layers, field values in layers, frame sizes, etc., as well as combinations of
those things. Named Filters are persistent across sessions.
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e Named Filters are user-defined. User-defined filters persist in a template file. User defined filters can be
deleted.

Quick Filters

e Quick Filters are combinations of Protocol Filters and/or Named Filters that are displayed on the Quick Filter
tab.

e Quick Filters cannot be saved and do not persist across sessions.

e Quick Filters are created on the Quick Filter Dialog.

5.4.1.5.1.1 Creating a Display Filter

There are two steps to using a display filter. Define the filter conditions and then apply the filter to the data set.
The system combines both filter definition and application in one dialog.

1. Click the Display Filters icon ¥ on the Wireless Protocol Suite Main Toolbar window to open
the Set Condition dialog box. The Set Condition dialog is self configuring which means that when you
Select each frame under Conditions, the following displayed fields depend on your selection. With
each subsequent selection the dialog fields will change depending on you selection in that field.

Set Condition [ = |

@J @ Currently Sctive Condition: <Untitled:
@ Include  (7) Exclude

Condition

Select each frame | where the protacol ']

[awTP -

[field

5]

I Command/Respanse

v] [Is Mot Present

| @i Fields]

Advanced...

[ ok

][ Cancel ][ Help

Figure 5.18 - Example: Set Conditions Self Configuring Based on Protocol Selection

s R
Set Condition l-é_:hJ
|§J E Curently Active Condition: <Untitled>
@ Include ) Exclude
Condition
Select each frame [in the range -
187 to 234
[Enter decimal numbers by typing in the number
directly, and hexadecimal numbers by statting
the: number with 0x]
Advanced.. | Ok ] [ Cancel I | Help
\

Figure 5.19 - Example: Set Conditions Self Configuring Based on Frame Range

2. Select Include or Exclude to add filtered data or keep out filtered data respectively.
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3. Select the initial condition for the filter from the drop-down list.

4. Set the parameters for the selected condition in the fields provided. The fields that appear in the dialog
box are dependent upon the previous selection. Continue to enter the requested parameters in the fields
provided until the condition statement is complete.

5. Click OK. The system displays the Save Named Condition dialog. Provide a name for the filter condition
or accept the default name provided by the system and click OK. Prohibited characters are left bracket [,
right bracket ']' and equal sign '=". The Set Condition dialog box closes, creates a tab on the Main
windows with the filter name, and applies the filter.

The filter also appears in the Quick Filtering and Hiding Protocols dialog.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Main
windowss.

B Y New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live Filters Options Help
W B F v BRecord Banadyze O VY M B PR B B

Surmary
Full Capture | User Filters » | Search w
. /
Filter0
Figure 5.20 - Filter Displayed in Analysis Pane
Notes:

e The system requires naming and saving of all filters created by the user.

¢ The OK button on the Set Condition dialog box is unavailable (grayed out) until the condition selections are
complete.

e When you have multiple Main windows with a display filter or filters, those filter do not automatically appear
in other Main windowss. You must use the Hide/Reveal feature to display a filter created in one Main
windows in different Main windowss.

5.4.1.5.1.2 Including and Excluding Radio Buttons

All filter dialog boxes contain an Include and an Exclude radio button. These buttons are mutually exclusive.
The Include/Exclude selection becomes part of the filter definition, and appears as part of the filter description
displayed to the right of the Toolbar.

Include: A filter constructed with the "Include" button selected, returns a data set that includes frames that
meet the conditions defined by the filter and omits frames that do not.

Exclude: A filter constructed with the "Exclude" button selected, returns a data set that excludes frames that
meet the conditions defined by the filter and consists of frames that do not.
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5.4.1.5.1.3 Named Display Filters
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You can create a unique display filter by selecting a data type on the Main windows and using a right click
menu. When you create a Name Filter, it appears in the Quick Filtering dialog, where you can use it to

customize the data you see in the Main windows panes.

1. Select a frame in the Main windows Summary Pane.

2. Rightclick in one of the data columns in the Summary Pane: CRC, NESN, DS, Packet Success, Ethertype,

Source Address, etc.

3. Select Filter in (data type) = . The Filtering Results
dialog appears.

4. Enter a name for the filter.
5. Select OK.

The filter you just created appears in the Named Filters section
of the Quick Filtering dialog.

5.4.1.5.1.4 Using Compound Display Filters

Filtering Results

Filter Name:
ASCIE: i3

OK ] [ Cancel

Compound filters use boolean logic to create complex and precise filters. There are three primary Boolean logic

operators: AND, OR, and NOT.

The AND operator narrows the filter, the OR operator broadens the filter, and the NOT operator excludes
conditions from the filtered results. Include parentheses in a compound filter to nest condition sets within larger

condition sets and force the filter-processing order.

There are two steps to using a compound filter. Define the filter conditions and then apply the filter to the data
set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Main windows or select Apply/Modify Display Filters...

from the filter menu to open the Set Condition dialog box.

2. Click the Advanced button on the Set Condition dialog box.

3. Select Include or Exclude radio button.
Now you can set the conditions for the filter.

4. Select the initial condition for the filter from the
combo box at the bottom of the dialog for Select
each frame.

5. Set the parameters for the selected condition in
the fields provided. The fields that appear in the
dialog box are dependent upon the previous
selection. Continue to enter the requested
parameters in the fields provided until the
conditions statement is complete.

Condition

Select each frame where the protocol W

with the conversation
it the range
with the size
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[ NOT Condition ] ANDA.

where the protocol 7777 exists AMD

Figure 5.21 - Two Filter Conditions Added with an AND Operator

6. Click the plusicon ﬂ on the left side of the dialog box and repeat steps 4 and 5 for the next condition.

Use the up ﬂ and down ﬂ arrow icons on the left side of the dialog box to order your conditions, and

the delete button » | to delete conditions from your filter.

7. Continue adding conditions until your filter is complete.
8. Include parentheses as needed and set the boolean operators.

9. Click OK.

10. The system displays the Save Named Condition dialog. Provide a name for the filter condition or

accept the default name provided by the system and click OK.

Save Mamed Condition

Mame Thiz Condition: [T]

= -'

I1zer Defined Conditions:;

| FilterD

Figure 5.22 - Save Named Filter Condition Dialog

The Set Condition dialog box closes, creates a tab on the Main windows with the filter name, and applies the

filter.

When a display filter is applied, a description of the filter

Filter: Include each Frame where the protocol Data exists — 3ppears to the right of the toolbar in the Main

windowss.

Note: The OK button on the Set Condition dialog box is unavailable (grayed out) until the

condition selections are complete.
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5.4.1.5.1.5 Defining Node and Conversation Filters

There are two steps to using Node and Conversation display filters. Define the filter conditions and then apply the
filter to the data set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ¥ on the Wireless Protocol Suite Main Toolbar window to open
the Set Condition dialog box.

2. From the Select each frame combo box choose frames with the conversation as the initial
condition.

3. Select an address type—IP, MAC, TCP/UDB—from the Type combo box (The address type selection
populates both Address combo boxes with node address in the data set that match the type selection).

4. Select a node address from the first Address combo box.

5. Choose a direction arrow from the direction box . The left arrow filters on all frames
where the top node address is the destination, the right arrow filters on all frames o -
where the top node address is the source, and the double arrow filters on all frames "
where the top node address is either the source or the destination. o |
N

6. If you want to filter on just one node address, skip step 7 and continue with step 8.

7. If you want to filter on traffic going between two address nodes (i.e. a conversation), select a node
address from the second Address combo box.

8. Click OK. The Set Condition dialog box closes and the analyzer applies the filter.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Main
windowss.

Note: The OK button is unavailable (grayed out) until the condition selections are complete.
5.4.1.5.1.6 Editing Filters

Modifying a Condition in a Filter

1. Click the Display Filters icon ? on the Main

I

windows or select Apply/Modify Display Filters... Set Condition

from the Filter menu to open the Set Condition dialog
box. The Set Condition dialog box displays the current
filter definition at the top of the dialog. To display another

@. !ﬂh:{ Curenthy detive Conditioee Filkep0
Filterd

ASCIE . .3

filter, click the Open I@| icon and select the filter from
the pop-up list of all the saved filters.

2. Edit the desired parameter of the condition. Because the required fields for a condition statement depend
upon previously selected parameters, the Set Condition dialog box may display additional fields that were
not present in the original filter. In the event this occurs, continue to enter the requested parameters in
the fields provided until the condition statement is complete.

3. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog and click OK. If you choose to create an additional filter,
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provide a new name for the filter condition or accept the default name provided by the system and click
OK.) The Set Condition dialog box closes and the system applies the modified filter.

Note: When a display filter is applied, the name of the filter appears to the right of the toolbar
in the Main windowss.

B ' New Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Live Filters Options Help
m B J/ v~ B Record B Analyze <,r ) 4 i B @ E

Summary
Full Capturel User Filters ¥ | Search e
Filter0D

Figure 5.23 - Name of Filter Displayed

Deleting a Condition in a Filter

If a display filter has two or more conditions, you can delete conditions. If there is only one condition set in the
filter, you must delete the filter using Delete Display Filters... from the Filters menu.

1. Click the Display Filters icon ? on the Main windows or select Apply/Modify Display Filters...

from the Filter menu to open the Set Condition dialog box. Click on the Advanced button to show the
condition in Boolean format. The dialog box displays the current filter definition. To display another filter,
click the Open @ icon and select the filter from the pop-up list of all the saved filters.

2. Select the desired condition from the filter definition.
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-

Set Condition

=)

@ Include

Currently Active Condition: Filkerd

71 Exclude

[

)+

HOT Condition

inthe range 175

-<: Delete selected condtion

where the protocol "Bazeband' field "LT_ADDR" |z Equ...

] AND/OR
AMD

Figure 5.24 - Set Condition Dialog in Advanced View

3. Click the Delete Selected Line icon.

4. Edit the Boolean operators and parentheses as needed.

5. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog and click OK. (If you choose to create an additional filter,
then provide a new name for the filter condition or accept the default name provided by the system and
click OK.) The Set Condition dialog box closes, and the system applies the modified filter.

Note: When a display filter is applied, a description of the filter appears to the right of the
toolbar in the Main windowss.

Renaming a Display Filter

1. Select Rename Display Filters... from the Filter menu in the Main windows to open the Rename

Filter dialog. The system displays the Rename Filter dialog with a list of all user defined filters in the
Filters combo box.

-
Rename Filters

L |
Filters
[Fitero -
Description
]Indude each frame where the protocol "Baseband” field LT_ADDR" Is Equal To 6
MNew Name
oK ] [ Cancel ] [ Help ]

Figure 5.25 - Rename Filters Dialog

2. Select the filter to be renamed from the combo box.
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3. Enter a new name for the filter in the New Name box. Optionally click the Apply button and the new
name will appear in the Filters combo box and the New Name box will empty. This option allows you to
rename several filters without closing the Rename Filter dialog each time.

4. Click OK. The Rename Filter dialog box closes and the system renames the filter.

5.4.1.5.2 Protocol Filtering from the Main windows

Protocol filtering allows for customized view of captured protocols to facilitate effective and efficient anlaysis.

5.4.1.5.2.1 Quick Filtering on a Protocol Layer

B | New Capture File - Teledyne LeCroy Wireless Protocol Suite

File Edit View Live| Filters | Options Help

= @ #~ mr \‘QuickFikering 5 3
Summary Apply/Modify Display Filters
Full Capture Delete Display Filters... v i @ v 2

Show/Hide Display Filters...

Rename Display Filters...
@ FfEIIT'IEﬁ ELK 4-—ﬁr|urr—'—rﬂru“='-’—wr?ﬂ—'—-1—°m:‘:%-—'—"ws TLTJPE |

Figure 5.26 - Quick Filtering

On the Main windows, click the Quick Filtering icon or select Quick Filtering from the Filter menu.

This opens a dialog that lists all the protocols discovered so far. The protocols displayed change depending on the
data received.

~
Quick Filtering and Hiding Protocels I&
Frotacals To Filker In Protocals Ta Hide Narned Filters
|1 &0 Frames ‘with Ermors |1 &1 But the Last Laper [ Filter0
= = = C |
[7120 Frames ‘with Infarmation [77] &0l Frames \with Infarmation [IFiltert E
[]evDTP [avDTP [Fiter2 o
| I =l p
[]&vDTP Signaling [18¥DTP Signaling [C15C0 link: Supported [:
[1Baseband []Baseband [ Filter3
[ Blugtacth FHS [] Blugtacth FHS [T Rale: Slave
["|Headset ["Headset [T Configured BT low energy devic
[C]L2CAP [FL2caP [T Exciude NULLs and POLLs
CILMP FILMP
["Mon-Captured Inta ["Mon-Captured Inta
[|PreCannectionFHS [ PreConnection-FHS
[C]RFCOMM [T RFCOMM
[F]SDP [F]sDP

Filtering showes anly frames that contain the protocol desired, but it shows the entire frame.
Hiding remowves any protocol lapers from displaying in any frame.

Figure 5.27 - Main windows Quick Filtering and Hiding Protocols Dialog
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The box on the left is Protocols To Filter In. When you select the checkbox for a protocol in the Protocols to
Filter In, the Summary pane will only display those frames that contain data from that protocol.

If you filter on more than one protocol, the result are all frames that contain at least one of ] Quick Filter ]
those protocols. For example, if you filter on IP and IPX NetBIOS, you receive all frames that . .
contain either IP or IPX NetBIOS (or both). A Quick Filter tab then appears on the Main

windows. Changing the filter definition on the Quick Filter dialog changes the filter applied on the Quick
Filter tab. Quick filters are persistent during the session, but are discarded when the session is closed.

The box in the center is the Protocols To Hide. When you select the checkbox for a protocol in the Protocols
To Hide, data for that protocol will not appear in the Decode, Binary, Radix, and Character panes. The
frames containing that type of data will still appear in the Summary pane, but not in the Decode, Binary,
Radix, and Character panes.

The box on the right is the Named Filters. It contains filters that you create using the
Named Filter and Set Condition dialogs. When you select the checkbox for the Name Mamed Filters
Filters, a tab appears on the Summary Pane that displays the frame containing the T -
o . e - . . . Lo [ ]Lirk: 5
specific data identified in the filter. The named Filter tab remains on the Main windows i|:|FiIter1
Summary Pane unless you hide it using the Hide/Show Display Filters ”:‘ Filkar?
] Filter3 ] dialog. {

With Low Energy, the Configured Bluetooth Low energy devices and
Exclude NULLS and POLLs are default named filters.

Check the small box next to the name of each protocol you want to filter in, hide, or the Named Filter to display.
Then click OK.
5.4.1.5.2.2 Easy Protocol Filtering

There are two types of easy protocol filtering. The first method lets you filter on the protocol shown in the
Summary pane and the second lets you filter on any protocol discovered on the network so far.

Filtering on the Summary Layer Protocol
To filter on the protocol in the Summary in the Main windows pane:
1. Select the tab of the desired protocol or open the Summary combo box.
2. Select the desired protocol.
3. Tofilter on a different layer, just select another tab or change the layer selection in the combo box.
Filtering on all Frames with Errors
To filter on all frames with errors:

1. Open the Main windows@window.
2. Click the starred Quick Filter icon g_ or select Quick Filtering from the Filter menu.

3. Check the box for All Frames With Errors in the Protocols To Filter In pane and click OK.

4. The system creates a tab on the Main windows labeled "Errors" that displays the results | Enors |
of the All Frames With Errors filter.
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Note: When you have multiple Main windows open and you are capturing data, you may
receive an error message declaring that "Filtering cannot be done while receiving data this
fast." If this occurs, you may have to stop filtering until the data is captured.

5.4.2 Decode Pane

The Decode pane (aka detail pane) is a post-process display that provides a detailed decode of each frame
transaction (sometimes referred to as a frame). The decode is presented in a layered format that can be

expanded and collapsed depending on which layer or layers you are most interested in. By default, the layer

selected in the Summary Pane is the only opened layer in Decoding Pane, however you can set default option for

any layer by expanding/collapsing it. Click on the right arrow to expand a layer. The right arrow changes to a

down arrow. Click on the down arrow to collapse a layer. Layers retain their expanded or collapsed state between

frames.

Marme

=i

| e
il
LIk

Rele
Channel
Clock
FLOW
T¥PE
Fayload Data Rate
LT_ADDR
SECN
ARCM
LZCAP Flow
Legical Link [D
Decrypted by Bluetooth ComProbe
Pai
v [L2CAP
Ro Expand All
PD Copy 5
Channel ID
v AVDTP

Collapse All

Lirk
Faole

LSodress

Value

AG-37E
453
S50 0

dBrin {medium)

Central (Ou3c-f7-ad-a3-46-e2)
46 - 2448 MHz
Delicallen

o S o S Y N

Go
L2CAP start or no fragmentation
Yes
676

672
Dx0048 (AVDTP)

Central

Figure 5.28 - Decode Pane : All Options Collapsed

e Add to Summary View: Add selected field to the Summary Pane

¢ An alternative way of adding columns to Summary View is to drag and drop them from Decode Pane.

o Filter In: Create a quick filter based on the selected field
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 Filter Dialog: Create a custom filter based on the selected field

Collapse All: Collapse Decode Pane tree

Expand All: Expand Decode Pane tree

o Copy Selection: Copy selected data to clipboard. Copy menu includes such items:
o All selection: allows to copy Field Name and Value

© Field Name: allows to copy Field Name

o Value: allows to copy Field Value

Decode & X
- Frame 502,355 Len=59 A
Ei LE BB:
L L.CP#: 1

RF Channel: 39 - 2480 MHz

Channel Index: 39

. Meets Predefined Filter Criteria for BT low energy devices: Yes

Receive Status: Received without errors

Decryption Initiated: No

. PHY Type: 1M

.. RSSI: -74.500 dBm (weak)

[] P‘acket Length: 31 bytes

i Preamble Length: 1 byte
Access Address Length: 4 bytes
- PDU Length: 23 bytes

: - CRC Length: 3 bytes
|:| LE PKT:
{ i Preamble: Oxaa

i Access Address: (x8e8%bedb
. i CRC: Ox9cBfde
|:| LE ADV:

.. Channel Selection #2: Not Supported

PDU Type: ADV_NONCONN_IND

Advertiser Address Type: random

Payload Length: 21

[1 Advertiser Address: (x2403c898acfb

Figure 5.29 - Decode Pane: All Options Expanded

261 Wireless Protocol Suite Hardware and Software User Manual



Chapter 5 Analyzing Data Teledyne LeCroy

In a USB transaction, all messages that comprise the transaction are shown together in the detail pane. The color
coding that is applied to layers when the detail pane displays a single message is applied to both layers and
messages when the detail pane displays a transaction. To keep the distinction between layers and messages clear,
each header of each message in the detail pane ends with the word “Message” or “Messages”. The latter is used
because data and handshake messages are shown as a single color-coded entry

Each protocol layer is represented by a color, which is used to highlight the bytes that belong to that protocol.
The fields which do not represent the frame itself, but represent metadata, are represented in a gray color.

When a payload in particular packet is reconstructed, the legend “* means that the data were reconstructed”, is
displayed at the top of the Decode Pane after the Frame Number. The asterisk character is also displayed in front
of each field when the content of that particular field is coming from a previous packet. The reconstruction is
dependent on the protocol and can be due to number of reasons such as reassembly,
fragmentation/defragmentation or encryption/decryption.

Consider the following example,
o Packet #1 has layers A and B where B’s payload contains the first fragment ‘f1’ (0x112233).
e Packet #2 has the same layers A & B, where B’s payload contains the last fragment ‘f2’ (0x445566).

Then B’s payload in packet #2 will be reconstructed and f2 will be transformed to f1+f2 (0x112233445566). The
fields that are decoded and part of fragment f1 will bear an asterisk in front of it (Example: *f1_field1: Ox11)
because these fields are not part of packet #2 but is required for the complete decoding of Layer B.

The Raw Data Pane also exhibits the same behavior. In the above example, if you click on Packet #2 and Layer A,
all the original octets transmitted in this packet shall be displayed in the Raw Data Pane. The moment you click on
Layer B, the octets in the Raw Data Pane is transformed and the reconstructed octets are shown instead.

In the case of certain specific protocols, an encrypted payload (for example) 0x2233445566 maybe decrypted as
(for example) 0x1111111111. Since the entire payload is transformed, all the fields will bear an asterisk implying
that they were reconstructed.

5.4.3 Raw Data Pane

The Raw Data Pane displays the logical bytes in the frame in various formats. It has three sub-panes and the data
format for each can be changed independently by right-clicking on the pane.
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Raw Data

0x0000 00 00 30 Of ~ : 00110000 00000000 OLOLOOLO Q0000CO0 01l0llod
gx0007 09 01 1B OF =S Ctrl+C 00011011 00001010 00000000 10011001 00111010
0x000E E2 1& 00 0Of 00000000 00000000 00000000 Q0000000 00111001
0x0015 85 04 &C 1¢ UTF-8 0llollo0 00010100 00011100 G00llcll 10000000
0x001C 20 80 1F Of ASCI 00011111 00000000 00000001 Q0000000 00000000
0x0023 00 80 &0 & S 10000000 10000000 10000000 10000000 10000000
0x002A 80 80 80 &C I-Bit ASCI 10000000 10000000 10000000 10000000 00001000
0x0031 02 00 00 FE @ Hexadecimal 00oo0o00 II1111il 11131113 111111311 11111111
0x0038 TF EFF BE 27 , 10111000 G01001I1 11101011 11001000 10101110
DxD03F 93 BS 27 EF Decimal 00100111 11101011 11001000 10101110 10001111
Ox0046 DO 41 AR If Binary 10101010 1010Llola 00000000 0000000
0x004D 00 08 06 Of go000llo coooooo 10001000 uli
0x0054 0F 04 a0 0l Show Third Pane ¥ | 0Gooooog o

0x0058 CF AFE &F 1 0o00o0ol
Dx00e2 00 00 00 0fg Cufumns 3 11000000
Ox0068 11 03 00 = 0 |
Ox0070 00 00 00 OC Offset E

Bx00877 00 00 00 00 00 OO GO O 00000000 OO (W4} [

Ox00FE: 78 58 8B 55 1F 01111000 01011001 10011011 01010101 0001111l

Figure 5.30 - Raw Data Pane: Options Shown
The data format for all sub-panes can be set to UTF-8, ASCII, 7-Bit ASCII, Hexadecimal, Decimal, or Binary.

Note that Raw Data view supports UTF-8 data display, which can be useful when there are non-ASCIl symbols in
the data stream, like Japanese, Korean or Chinese characters.

Note: Not all the fields in the decode pane will highlight values in the raw data pane. Some
of the decode pane values are added to improve readability, such as the LE Uncoded PHYs
mandatory fields "Preamble" and "Access Address" which are not included in the decoded
packet values. Additionally, some of the displayed raw data values at the start of the frame
are metadata, such as RSSI and not decoded packet values.
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Raw Bata
Ox0000 00 00 30 00 52 00 &C | 00000000 Q00000000 00110000 Q0000000 01010010 00000000 01101140
0x0007 09 0L 1B 0& 00 9% 3200001001 00000001 00011011 00001010 00000000 10011001 00111010
OxpO0E E2 1400 00 00500 35| 1100010 geeadola_fonnaoan oonooaos oongogod 00000000 goLllool
0x0015 35 04 &C 14 1C 1B 20| 100001G1 Copy Ctri+C 11108 00011011 16000000
0x001C 20 80 1F 00 01 00 00 )10000000 1 00001 00000000 Q0000000
0x0023 00 20 20 20 20 850 20| 00000000 1 UTF-8 00000 10000000 10000000
Ox0028 30 B0 80 20 20 80 02| 10000000 L ASCl o000 10000000 CooCLoo0
0x0031 02 00 00 FF FFE FF FFE| 00000010 O o FEEFE FREEERTE T ELEFREY
BxQE38 TF FFr. B8 27 EB €6 RE | I1111111 1] I-Bit ASCHI 01011 110010060 I010llln
Ox003F 93 B& 27 EE CE8 AE 8F | 10010011 I H . 01006 10101110 10001111
i R s Hexadecimal -
Ox0046 DO 41 AR 28 03 00 0011010000 O 2O0Ll 00000000 Q0oa0o0g
0x004D 00 05 06 00 01 08 00| 00000000 O Decimal 00001 00001000 Q0000000
0x0054. 08 0O4.00 01 -BE 27 EB| 00000110 OFRSS Binary 11000 00100111 131101011
0x0O05B €8 RE SF CO R2 01 01 |11001000 16 T 01000 0000000l Qooooool
Ox0062 00 00 00 OO0 00 00 CO o00co0o0 O x Wo00d 0o0o0o0c0 11000000
0x0069 A3 01 03 00 00 00 0010101000 Of show Third Pane * booooo
Bx0870 .00 00 00 OO 00 -00 00 o o000 0
0%0077 00 00 00 00 00 00 0000000000 Of Eoinns * bocooo ooooonoo oooanooo
OxpOfE 78 5% SB 55 1F 0L111000 o) Offset k 11111

Figure 5.31 - Raw Data Pane: Binary Option Chosen

The number of columns in the first sub-pane is set to “Auto” to adjust automatically according to the width of the
pane. Users can change the number of columns by right-click and choose “Columns” and options 4, 8, 16 or 32
columns.
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Raw Data
0x0000 00 00 30 00 52 00 &C|00000000 00000000 00110000 00000000 01010010 00000000 01101100
0x0007 08 01 1B OA 00 99 3a|cooolofl oooooo00l 00011011 00001010 00000000 10011001 00111010
| 0x000E E2 14 00 00 00 00 3%|11100010 00011010 00000000 00000000 00000000 00000000 00111001
0x0015 55 04 6C 14 1C 1B 80| 10000101 00000100 01101100 00010100 00011100 00011011 10000000
0x001C 50 80 1F 00 01 00 00| 10000000 0000001 00000000 00000000
0x0023 00 80 80 80 S0 80 50 00000000 Copy Ctl+C  lroongoo 10000000 10000000
Ox002R 20 80 80 80 80 20 02 | 10000000 0000000 10000000 00001000
0x0031 02 00 00 FF FF FF FF|000000L0 UTF-3 1113 II1EETEE IFRIIRLT
0x0038 FF FF B8 27 EB C& AE|11111111 ASC] 1101011 11001000 10101110
0x003F 53 BE 27 EB CF AE &F|10010011 - 1001000 10101110 10001111
| 00046 DO 41 AR BA 03 00 0011010000 1-Bit ASCI 0000011 00000000 00000000
0x004D 00 08 06 00 01 08 00| 00000000 Hexadecimal 000000l GOD0L0Q0 QOON0O0Oo
0x0054 0F 04 00 01 BE 27 EB|0000GLLO . 0111000 G0L00I11 11101011
0x005B C5 AE SF CO A8 0L 0l|1l00iono Decimal 0101000 00000001 Q0000001
0x0062 00 00 ©0 00 00 00 C0|00000000 |Fed Binary O0o0000a
0x0069 LS 01 03 00 00 00 O 10
Ox0070 00 00 00 Q0 Q00 oo oo Show Third Pane S
Bx00T7T 00 00 OO0 00 00 00 00 VOO 000N nnnnoann
| DXO0TE 72 5% 9B 55 1F 01111000 Columns & Auto

Offset s 4 Columns

8 Columns

16 Columns

Selected 1 byte 2 Coluinie

| Raw Data | Security

Figure 5.32 - Raw Data Pane: Columns Option Shown

The Summary, Raw Data and Decode panes are all synchronized with one another. Clicking on an element in any
one of the panes highlights the corresponding element in all the other panes.

The information on the bottom of the “Raw Data Pane” shows the number of bytes in a frame. Selecting bytes
either of the two sub-panes shows the number of bytes selected.

The Raw Data Pane shows two sub-panes by default. You can open a third sub-pane using “Show Third Pane”
menu item from context menu.
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0x0000 00 00 30 00 52 00 &C| 00000000 00000000 00110000 00000000 01010010 00000000 01101100
0x0007 0% 01 1B OZ 00 5% 3% | 00001001 0000QOO01 00011011 00001010 00000000 10011001 00111010
0x000E E2 12 00 00 00 00 3%)11100010 00011010 000COQQ0 QOOOOOO0O0 00000000 QOOQD000 00111001
0x0015 85 04 &C 14 1C 1B 5010000101 00000100 01101100 00010100 00011100 00011011 10000000
0x001lC 80 80 1F OO0 01 00 0010000000 10000000 00011111 00000000 000C000L Q0000000 Q0000000
0x0023 00 30 80 80 80 80 80 |00000000 10000Res tesscsss sssssscs tassdsq) 10000000 10000000

Ox002R 20 50 80 0510000000 10000 Qopy Ctrl+C 10000000 Co001000
0x0031 02 FF FF FF| Q0000010 Q0000 FEELITEL BLITTEIL
0x0038 FF EB €8 AE|1111111T1 11111 UTF-8 110461000 10101110
0x003F 93 €8 RE §F| 10010011 10111 ASCH 10101110 10001111
0x0048 DO 43 00 00011010000 01000 ik 00000000 000000040
0x004D 00 0 01 0f 0| Q0000000 Q0001 I-Bit ASCI 000010040
0x0054 0% _? ] : '-"f”'j”" Hexadecimal
Ox0058 H 10101
ox0082 Decimal 11000000
0x0065 e Qp0o0000
0x0070 _ 0a
00077 00 00000 e . i
Show Third P L4
Ox007E T8 01111000 Al D
Columns L4
I-Bit ASCI
Offset ¥ =
Hexadecimal
Decimal
Selected 1 byte
\ vt Binary
Raw Data = Security

Figure 5.33 - Third sub pane option shown
The third sub-pane always opens in the rightmost position of the Raw Data Pane.

In three sub-pane mode you can close one sub pane using the “Hide This Pane” menu item from the context
menu. The sub-pane for which the context menu is called closes.

0x0000 00 00 30 00 S2!GDDDDDDD 00000000 00110000 00000000 01010010 000 045 000 032 o
0x0005 00 6C 0% Ol 1B | 00000000 01101100 00001001 00000001l 00011011 108 009 001 D27
0x0004 On 00 5% 3R E2 | 00001010 00000000 10011001 OCL11010 11100010 000 153 058 224
0x000F 1A 00 00 00 00| 00011010 00000000 00000000 OO000000 00000000 g 000 000 000 o0o

0x0014 39 65 04 6C 14 00111001 10000L0L a 133 004 108 020
| 0x001% 1C 1B %0 20 80 |00011l00 000l1l0ll Copy CrC oy 027 128 128 123
0x001E 1F 00 01 00 0000011111 00060000 o 000 001 000 000
0x0023 00 80 80 80 2000000000 10000000 UTF-8 a 128 128 128 128
0x0028 B0 50 80 S0 20| 10000000 10000000 ASCI 0 128 128 128 123
0x002D 80 80 B0 08 02 | 10000000 10000000 o o 128 126 008 002
0x0032 00 00 FF FF FF| 00000000 00000000 L-Bit ASCII 1|000 000 255 255 255
0x0037 FF FF FF B3 2711111111 11111111 Floradecnnal 1 255 255 184 039
0x003C EB €3 AE 93 B 11101011 11001000 _ i 200 174 147 184
0x0041 27 EB CZ AF SF| 00100111 11101011 Decimal i 235 200 174 143
0x004€ 11010000 01000001 (@ Binary 1

0x004B 00000000 00000000 a

%0050 ] 0 a

0x0055 1

0x0053 o

0x00SF

Offset

aoll

0x0064
| 0x0069
0x005E
0x0073 00 00

Selected 1 byte

Figure 5.34 - Third sub pane hide option
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Faw Data

Ox0000 00 00 30 00 52 00 eC | 00000000 00000000 00110000 00000000 01010010 00000000 01101100
Qx0007 0% 01 1B O&A 00 59 3300001001 00Q00O00CYL 000L1C11 00001010 00000000 10011001 00111010
Ox0O00E EZ2 18 00 00 00 00 35911100010 00011010 00000000 GO000000 00000000 00000000 00111401
Ox0015 85 04 &C 14 1C 1B 3010000101 00000100 01101100 00010100 00011100 00011011 10000000
Ox001C 380 80 1F 00 01 00 0010000000 10000000 00011111 00000000 00000001 00000000 0000000
0x0023 00 S0 80 80 &0 80 80| 00000000 1000gPes sssssssn sssscsss ssssiagg 10000000 10000000

Ox002R S0 80 80 80 50 S0 OS|10000000 10000 Copy Ctrl+C 10000000 00001000
0x0031 02 00 00 FF FF FF FF| 00000010 00000 11111111 11111111
Ox0038 FF FF BS 27 EB €8 BRE|11111111 11111 UTF-8 11001000 101011le

0x003F 23 BS 27 EB €8 AE 5F | 10010011 10111 ASCI
Ox0046 DO 41 22 AR 03 00 0011010000 0Llo0g e

Ox004D 00 05 0g 00 0L o0 OC) 00000000 Q0001 -Bit ASCI
Ox0054 O 04 00 OL B3 27 EB| Q0000110 00000
Ox005B €8 &F 3F €O A3 01 01)1100I000 10101

10101110 10001111
00000000 00000000
00001000 Gooooo0g
0 O0LO0111 11101011

0 QO00on0a1 aooodool

Hexadecimal

Gx00e2 00 a0 00 o0 0O 00 CoO| adoooaod ooogo Qecimar 0 Qooa0000 11000000
e e O T I g
0x0070 00 00 00 00 00 00 oo | 000 a0 Ooooo Qooo0co0 oooooo00
Ox00F77 00 00 00 00 00 00 Q000000000 Qo000 L = L]
OxODTE. 78 58 9B 5% 1F 01111000 01011 AT EanE -
ASCH
Columns L4 -
Z-Bit ASCHI
Offset . =
Hexadecimal
Decimal
Selected 1 b :
. electe yte Binary
' Raw Data | Security

Figure 5.35 - Raw Data Pane: Data Selected

The data on sub-panes shows in different colors. These colors correspond to the colors of layers on Decode pane.
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Decode

=

Decode

Frame 2,023 Len=131

-802.11 Radio:
- 802,11 MAC:

i} Frame Control

... Duration/I1D: O

... Destination Address: fRARfRFRAH (DAY

- Source Address: Raspberry Pi Foundation c8:ae:93 (548)

- Basic Service Set [D: Raspberry Pi Foundation cB:zeiBf (BSSIDY)
- Sequence Control

.. Frame Check Sequence: (x35905978

. 581 31

- LLC 802.2:

.. Destination SAP: Sub-Network Access Protocol (SNAP)
... Source SAP: Sub-Metwork Access Protocol (SMAP)
B- Contrel Type: Unnumbered Infe.

- SMAP:

... Organization Unique |dentifier: XEROX CORPORATION
i Protocol 1Dt Address Resolution Protocol

- ARP:

.. Hardware Type: Ethernet

.. Pretocol Type: Internet Protocol ver.d4

.. Length of each hardware address: &

.. Length of each protocel address: 4

.. OP Code: ARP Request

.. sender hardware address: Ox b8 27 eb c8 ae &

- Sender protocel address: 192,168.1.1

. Destination hardware address: G 00 00 00 00 00 00
.. Destinaticn protocol address: 192,168.1,3
Padding:

b Hex: Ox
SCIL:

£0 00 DD D3 00 0 G0 00 00 DD DO 00 00 40 0000 00 0D

Device Database

Teledyne LeCroy

0x0000 00 0O 30 00 52 00 &C 0% 01 1B OX OO (000 QOO O48 OO0 QB2 000 108 Q0% 001 027 Q10 00O
0x000C 95 34 E2 12 00 00 OO0 OO0 35 85 04 ©C 153 058 226 02& 000 000 000 000 O57 133 004 103
0x0018 14 1C 1B &0 80 80 1F 00 01 00 OO OO |020 028 027 128 138 128 031 000 001 000 000 000
0x0024 80 80 B0 &80 80 B0 80 80 &0 80 B8O BO|128 128 123 128 128 123 128 128 128 128 128 128
0x0030 03 02 00 00 FF FF FF FE FF FF B& 27 | 008 002 000 000 255 255 255 255 255 255 184 034
0x003C EB Co RE 93 BS 27 EB C8 AE 8F DO 41 (235 200 184 039 235 200 174 143 208 0g%
0x0045 2R RL a0 00 00 03 06 00 01 03 00170 170 000 000 003 006 000 001 008 Q00
0x0054 06 04 OO0 01 BE 27 EB CB5 AE 8F CO A (006 004 135 2 193 163
0x0060 OL 01 O 0 00 00 00 00 O A3 Ol 03 1 003
0x006C 00 00 000 fuli a0 ang
0x0078 00 00 Of oo

Size 131 bytes

|RawData | Security

Figure 5.36 - Raw Data Pane: Data color coding
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5.4.4 Bluetooth Timeline

Chapter 5 Analyzing Data

The Bluetooth Timeline displays packet information with an emphasis on temporal information and payload

throughput. The timelines also provide selected information from Main windows.

The timelines provide a rich set of diverse information about Bluetooth packets, both individually and as a range.

Information is conveyed using text, color, graphic size, line type, and position.
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Figure 5.37 - Bluetooth Timeline: Classic View
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5.4.4.1 Bluetooth Timeline Packet Depiction

Decode

. Frame 2,023 Len=131
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=-802.11 MAC:

- Frame Control

... Duration/1D: 0

... Destination Address; fifRfHEHG (DA)

. Source Address: Raspberry Pi Foundation cB:ae:93 (54)
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- Sequence Control
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. 58k 31

B- LLC 802.2:
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... Source SAP: Sub-Metwork Access Protocol (SHAP)
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- Protocol ID: Address Resolution Protocol

- ARP:
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m
(i

.. Length of each protocel address: 4

... OP Code: ARP Request

- Sender hardware address: Ox b8 27 eb cl ae &f
.. 3ender protocol address; 192.168.1.1

n

.. Destination hardware address: O 00 00 00 00 00 00

.. Destination protocol address: 192.168.1.3
= Padding:
‘.. Hex: Ox D0 DD 00 00 00 00 0000 00 D0 D01

SCIL

A AN R
B HEY )

thERRIRE

Decode | Device Datsbase

Raw Data
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0x0000 00 00 30 00 52 00 &C 0% 01 1B OZ OO0 |000 00O O48 000
0x000C 9% 34 E2 14 00 00 00 00 35 85 04 &C 153 058 226 02&
0x0018 14 1C 027 128
0x0024 80 80 138 128
0x0030 08 02 02 000 000
0x003C EB C& LI
0x0048
0x0054
0x00&0
0x006C O
0x0078

a03 ooo

174 147 1
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| Raw Data | Security

Figure 5.38 - Bluetooth Timeline Packet Depiction with Packet Information Shown

o The timeline shows Bluetooth packets within a specific period of time.

e Within each row are two divisions: C (central) and P (Peripheral). Packets are placed on C or P depending on

the data's role.

e Placing the mouse pointer on a packet displays information about that packet in an information box.
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e Selecting a packet by clicking on it shows information about that packet above the timeline.

e You can use the arrow keys to move to the next or previous packet. You can select multiple packets by
dragging within the timeline or by holding the SHIFT key down while arrowing.

¢ Using the mouse scroll wheel scrolls the timeline horizontally. You can also zoom by using a right click (which
displays specific magnification values), using the + and - Zoom tools, or by selecting a value from the Zoom
menu. User can also Zoom IN/OUT by holding the CTRL key and scroll wheel on the mouse.

o Packet height indicates speed (1, 2, or 3 Mbits/sec). Packet length indicates duration (for reference, the
duration of a slot is 625-ps). Packet height and length together indicate size (speed times duration).

A packet is drawn using the following components:

¢ A “max packet on wire reference” rectangle (light solid lines). This indicates the packet in the air with a max
payload.

....................

Wax Packet on Wire Reference
e A “max actual payload reference” rectangle (dark solid lines). This indicates a max payload as would be
extracted by the receiving device (if the payload in the air contains forward error correction (FEC), it is longer

than the actual payload). The position of the beginning of the rectangle indicates where the payload begins in
time.

Max &ctual Payioad Referance

e An “actual payload” colored sub-rectangle (packet category-specific; blue here). This indicates the actual
received payload with FEC (if any) removed. It is the beginning portion of the “max actual payload reference”
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rectangle. If the actual payload is of max size, the entire “max actual payload reference” rectangle is colored.

Actual Favload

¢ An “unused payload reference” sub-rectangle (always white). This indicates the unused portion of a maximum
payload. It is the remaining portion of the “max actual payload reference” rectangle. The packet in the air
does not leave room for this. It is indicated for reference only.

Unused Payload Referance

¢ A “max speed reference” rectangle (dashed lines). This is used to extend the height to that of a 3 Mbits/sec
packet and appears only for packets whose speed is less than that. The packet shown here has a speed of 1
Mbit/sec because the height of the other rectangles is 1/3 of the total height.

Il ax SpeedReference

e The part of the “max packet on wire reference” rectangle (light solid lines) that trails the “max actual payload
reference” rectangle (dark solid lines) is partly packet in the air (if the payload on the wire contained FEC) and
partly trailer (CRC, etc). There is always a trailer, so there is always a little space (subject to round off error
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and pixel granularity) between the ends of the two rectangles.

Trailer Portion of the
Max Facket on Vire Reference

This table shows how packets are colored:

Table 5.3 - Packet Type Colors

Packet Category Packet Types Color
ALC DM1, DM3, DM5, DH1, Black
2-DH1, 3-DH1, DH3,
2-DH3, 3-DH3, DH5,
2-DH5, 3-DH5, AUX1
SCO HV1, HV2, HV3, DV Pink
eSCO EV3, 2-EV3, 3-EV3, EV4, | Purple
EV5, 2-EV5, 3-EV5
LMP* DM1, DV Dark Blue
FHS FHS Light Blue
NULL NULL Light Gray
POLL POLL Light Brown
Filler Filler provided by Dark Gray
Wireless Protocol Suite
software

*LMP is a protocol layer that uses either DM1 or DV packets. If a packet
has an LMP layer, the LMP color is used instead of the packet type color.

This table summarizes the various ways in which packet information is presented:

Table 5.4 - Packet Information Presentation

Information Text Color Gra_p hic Position
size
Packet Type X
Packet Category X
Protocol X
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Table 5.4 - Packet Information Presentation (continued)

Information Text Color Gra_p hic Position
size
Time of occurrence X X
Source device X X
Duration X
Size in bytes
Size as a percent of max size for
that packet type
Speed X
Status X

5.4.4.2 Bluetooth Timeline Packet Navigation and Selection

e Buttons, menu items, and keystrokes can be used to go to the next or previous packet, next or previous error
packet, next or previous retransmitted packet (Bluetooth only), and the first or last packet.

If there is no selected packet in the timeline, First Packet @ , Next Packet @ , and Last Packet

@ are enabled, but Previous Packet @ is not.

o Asingle packet is selected either by clicking on it, navigating to it, or selecting it in the Main windows.
Selecting a packet activates Previous Packet.

o Selecting Previous Packet with a packet that is currently not visible, places it in the top row (i.e. the display
scrolls up just enough to make it visible).

¢ Selecting Next Packet with a packet that is currently not visible, places it in the bottom row (i.e. the display
scrolls down just enough to make it visible).

¢ Selecting Previous Packet or Next Packet for a packet that’s currently visible selects it without scrolling.

e Multiple packets are selected either by dragging the mouse or by holding down the shift key while navigating
or clicking.

¢ When a single packet is selected in the timeline, it is also becomes selected in the Main windows. When
multiple packets are selected in the timeline, only one of them is selected in the Main windows.

e The left arrow key goes to the previous packet. The right arrow key goes to the next packet. The Ctrl-left
arrow key goes to the previous error packet. The Ctrl-right arrow key goes to the next error packet.

5.4.4.3 Bluetooth Timeline Visual Elements

The Bluetooth Timeline consists of the following visual elements:
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¢ The timeline shows Bluetooth packets within a specific period of time.

e Within each row are two divisions: C (central) and P (Peripheral). Packets are placed on Cor P depending on
source of the data within the link.

¢ Placing the mouse pointer on a packet displays information about that packet in an information box.
e Selecting a packet by clicking on it shows information about that packet above the timeline.

e You can use the arrow keys to move to the next or previous packet. You can select multiple packets by
dragging within the timeline or by holding the SHIFT key down while arrowing.

¢ The mouse wheel performs a zoom in and zoom out. You can also zoom by using a right click (which displays
specific magnification values), using the + and - Zoom tools, or by selecting a value from the Zoom menu. You
can also Zoom IN/OUT by holding the CTRL key and scroll wheel on the mouse.

o Packet height indicates speed (1, 2, or 3 Mbits/sec). Packet length indicates duration (for reference, the
duration of a slot is 625-ps). Packet height and length together indicate size (speed times duration).

« Rows of Bluetooth Slots: Each slot begins at the left edge of the vertical blue bar. There are two Bluetooth
clocks per slot. Each slot represents 0.000625 seconds, or 625 ys.

¢ C and P labels: Within each row, central and central packets are indicated on the left side of the row. By
default, all possible central devices (there can be up to 7) are put on the P sub-row, but checking the Show
central LT_ADDR checkbox shows all existing central device sub-rows with numbered labels (some or all of
S1,S2, .., S7).

o Contents of Status Bar: The packet info line appears just above the timeline and displays information for the
currently selected packet(s). If only one packet is selected, this information consists of the packet number,
packet type, Bluetooth clock (Bluetooth only), Timestamp, and Duration. Duration is shown as
"Unknown" when the selected packet has an error.

If multiple packets are selected, this information consists of the packet range, the Bluetooth clock delta
(Bluetooth only), the Timestamp delta, and Span. Span is shown as "Unknown" when the last packet in
the selected range has an error since its duration is unknown. A user can use these to verify the average
throughput calculations.

Selected packets are bounded by a magenta rectangle. See the Bluetooth Timeline Packet Navigation and
Selection on page 274 .

¢ Floating Information Window (aka Tooltip): The information window displays when the mouse cursor hovers
on a packet (not slot). It persists as long as the mouse cursor stays on the packet or tooltip. For Bluetooth, the
tooltip shows the packet number (in bold), the Baseband layer decode from the decode pane of the Main
windows (with the percentage of the Payload Length max added).

Discontinuities are indicated by cross-hatched slots. See the Bluetooth Timeline Discontinuities on page 276
section.

e Zoom Tools: Zoom tools zoom in or out while maintaining the position on the screen of the area under the
zoom tool. This makes it possible to zoom in or out for a specific packet or area of the timeline. See
Bluetooth Timeline Zooming, on page 1.

o Packet Status: Packet status is indicated by color codes. A yellow slot indicates a re-transmitted packet, a dark
red slot indicates a CRC error, and a small red triangle in the upper-left corner of the packet (not the slot)
indicates a decode error.
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¢ Right-Click Menu: The right-click menu provides zooming and tool selection. See the Bluetooth Timeline
Discontinuities on page 276 .

o Graphical Packet Depiction: Each packet within the visible range is graphically depicted. See the Bluetooth
Timeline Packet Depiction on page 270.

e Show Running Average: Selecting this check box shows a running average in the Throughput graph as an
orange line.

e Show central LT_ADDR: Selecting this checkbox displays the Peripheral LT_ADDR in the timeline row labels

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.
Show Legend

The legend can be turned on/off from the Display menu in the toolbar. The settings are saved between sessions.

Timaine /X

W Fajloed/CAC

Figure 5.39 - Classic Timeline with Legend

5.4.4.4 Bluetooth Timeline Discontinuities

The following figure depicts a discontinuity between two packets.
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Timeline
BREDR  LE

& G Start: 24,503 End: | 24,507 Span: 6,221 ms © © Display ~

Selected Packet: None

SR S A
i e A

I S

o e ot e

21 1:06:33. ! 6.221 ms

Figure 5.40 - Bluetooth Timeline Packet Discontinuity, cross-hatched area.

To keep the timeline and the throughput graph manageable, big jumps in the Bluetooth clock are not represented
linearly. Instead, they are shown as discontinuities. A discontinuity is said to exist when the Bluetooth clock goes
forward more than two (2) seconds or backwards any amount. A discontinuity is indicated by a cross-hatched slot
in the timeline and a corresponding vertical dashed line in the throughput graph. The Bluetooth clock can jump
forward when capture is paused or when there is a role switch (in a role switch, a different device becomes
central, and since each device keeps its own Bluetooth clock, the clock can change radically), and backwards when
there is a role switch or clock rollover

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

5.4.5 Low Energy (LE) Timeline

The Bluetooth Low Energy Timeline displays packet information with an emphasis on temporal information
and payload throughput. The timeline also provides selected information from Summary Pane.

The timeline provides a rich set of diverse information about Low Energy packets, both individually and as a
range. Information is conveyed using text, color, packet size, and position.

In computing throughput, packets that have a CRC error are excluded.
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Timeline g X
Classic Low Energy

@ ©Q | start 21607 End: 22834 Span: O:00:03.750000 (s © @

Salected Packet 22800 Adv Type: ADV_IND  Timestamp: 2/21/2019 4:27.44 516202 PM  Duration: 216 us  Channal 37

IR TN ::'I!IIIIIII:_ | i L1 IIIE'IIIIII!IIIIE!IIIIIIIiII'I
LTI | | |
Packet 22600 - Adv [Advertising] - Ady Type: ADV_IND
g Timestamp: 2/21/2019 4:27: 44 916202 PM
5| OxBedfbeds Diuration: 216 us
Prevv/Nest Timestamp Deltas; 9,737 ms, 573 us
Prevy/Mest Gaps: 3609 ms, 363 us
CP#:1
RF Channel 0 - 2402 MHz
Chanrel Index: 37
Meets Predefined Filber Criteria for BT low energy devices: Yes
Recerve Status: Received without erars
Decrpption Initiated Mo
Timeline Coexiste| PHY Type: 1M
RS5I: -75.375 dBm [weak)
RRscy Packet Length: 27 bytes
Preamble Length: 1 byte
Access Address Lengthe 4 bytes
FDU Length: 19 bytes
CRC Length: 3 bytes
Advertiser Address: x780bE5I7EE41
Access Address: 0x8e89bedb
LE ADV — Adwd; 0x7300ESI7E541 Type: ADY_IND Chan; 37 Len: 17 AddrTyped: [rand)

Figure 5.41 - Low Energy Timeline

5.4.5.1 Low Energy Timeline Visual Elements
The Low Energy Timeline consists of the following visual elements:

e Time Markers - Time markers indicated by vertical blue lines are shown at 1.25 ms intervals. The markers are
provided to help visualize the timescale and are also useful when using dual-mode chips that do BR/EDR and
LE at the same time. Time markers snap to the beginning of the first data packet by default, but they can be
snapped to the beginning or end of any packet by right-clicking on a packet and selecting Align Time Marker
to Beginning of Packet or Align Time Marker to End of Packet. All other markers will shift relative to that new
reference point.
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279

New Capture File - Teledyne LeCroy Wireless Protocol Suite e a x
File Edit View Capture Options Help
W G WspRerd (Mspadze A W, T T B R BB B
|
Timeline a x|
Classic Low Energy
@ Q st 32 End: | 316 Span: 0:00:00.31250 s @ @
Selected Packet None
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£l 0xBe83bedé

‘ 29811 rieele 24,389 mae| ‘ I
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Caphurng .. Bufter 1% Frame ¥ D 248us D ecoding[100%] .. 281 565

Figure 5.42 - Low Energy Timeline

Timestamp - The beginning and ending timestamp for each segment is displayed beneath each segment.
When showing multiple segments, the beginning timestamp is the same as the ending timestamp of the
previous segment.

In addition to the timestamps, the segment information bar shows the zoom value in the center of the bar.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

Packet Info Line - The packet info line appears just above the timeline and displays information for the
currently selected packet.
When you select multiple packets, the info line includes:

© Gap - duration between the end of the first selected packet and the beginning of the last selected
packet.

o Timestamp Delta - Duration between the beginnings of the first and last packets selected.

o Span - Duration between the beginning of the first selected packet and the end of the last selected
packet

Floating Information Window (aka Tooltip) - The information window displays when the mouse cursor hovers
on a packet. It persists as long as the mouse cursor stays on the packet.

Discontinuities - Discontinuities are indicated by cross-hatched slots. See the Discontinuities section.
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o Packet Status - Packet status is indicated by color codes. Refer to Low Energy Timeline Legends.

¢ Right-Click Menu. - The right-click menu provides zooming and time marker alignment.

e Graphical Packet Depiction - each packet within the visible range is graphically depicted. See the Packet
Depiction section.

Show Legend: The legend can be turned on/off from the Display menu in the toolbar. The settings are saved
between sessions.

Timeline

Classic Low Energy

& €,  Start:|28,555 End; 28,564 Span: 243,396 ms © © Dipay ~

l{. .,5, i : ﬂ|

& .

Selected Packet: 28,564 Adv Type: ADV _DRECT_MND Timestamp: 4/1/2019 1:32:38.560514 P Dwration: 176 us  Channel 37 ~ Packet Type
W Adv, Advertising

OxBedineds

st

— 307 343 5 {d 4—b b bt ] p—— 37 375 s —s - = 1o

Coexistence Throughput{Utlization Timelne Packet Error Rate

Figure 5.43 - Timeline Low Energy Legend

5.4.5.2 Low Energy Timeline Zooming
In Wireless Protocol Suite, the user can select the icon + and - on the toolbar of view which are located to the left

of the inputs start/end/span to zoom in and zoom out . Also the user can use right-click menu of view. The
following menu will pop up to select the amount of time to be displayed.
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Zoom In Ctrl+Plus

Zoom Out Ctrl+Minus

2.5 ms
11.25 ms
33.75ms
125 ms
437.5 ms
1.875s

| 3.75s )

Figure 5.44 - Low Energy Timeline Zoom menu

Zoom IN/OUT can also be achieved by holding the CTRL key and moving the scroll wheel on the mouse.

5.4.6 Coexistence View

The Coexistence View displays Classic Bluetooth, Bluetooth Low Energy, Wi-Fi and 802.15.4 packets by channel
and time. You access the Coexistence View by clicking its tab below the Summary Pane.
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File Edit Live Filters ptions Help

Teledyne LeCroy
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| Adv (Advertising)

Channels

Adv Type: ADV_NONCONN_IND

1 1/15/2019 1:16:27.617635 PM (begin)
1/15/2019 1:16:27.618011 PM (end)
Duration: 376 us

CP# 1

RF Channel: 12 - 2426 MHz

Channel Index: 38

Receive Status: Received without errors
Decryption Initiated: No

Filtering... Buffer 2.80166%  hiw 268

|PHY Type: 1M

_|RSSI: -78.625 dBm (weak)
Packet Length: 47 bytes
Preamble Length: 1 byte
Access Address Length: 4 bytes
PDU Length: 39 bytes

CRC Length: 3 bytes

Advertiser Address: 0x04127e0dddee

Figure 5.45 - Coexistence View Window 2.4 GHz Bluetooth LE
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Show Legend: The legend can be turned on/off from the Display menu in the toolbar. The settings are saved
between sessions.

Coexistence 2 X
2.4GHz 5GHz

@ € stk 1,53 End: 1,532 Span: |5.573 ms © O Dipay v Optimzation +

Duration: 298 us  Techaclogy: Type: 2-DH1 = B - = sR/EDR
1,532 POLL B AL
D
FHS
B LMP
MULL

1,527 2-DH1 jy 1.528 NULL v B LowEneigy

1525POLL 1,526 NULL 8 cdvubetlieng
~ Enor
Retransmitted

e T—_—
1,523 ADV DRECT D 1M 5573 ms : OPOLLT 1,531 NULL
Coexistence  Throughput/Utilzation ~ Timelime Packet Error Rate

Figure 5.46 - Coexistence View: Legend Shown

5.4.6.1 Packets

If you select a packet in the Coexistence View, you see information about that Packet:
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_ Ox00AB B

P m Ox00BE 7

M 1 M M 1M 1 | |ox00D1 O
. .

-5 dBm

Packet 2,789 (LE)
Adv (Advertising)
Adv Type: ADV_IND

1/16/2019 9:58:16.285973 AM (begin)
.

Figure 5.47 - Packet : LE

If you right click on a Packet the following context menu will pop up.
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Zoom In Ctrl+=
Zoom Out Ctrl+-

Zoom to Selection

150 ps
300 ps
625 ps (1 Bluetooth slot)

' 1.25 ms (2 Bluetooth slots)
1.875 ms (3 Bluetooth slots)
2.5 ms (4 Bluetooth slots)
3.125 ms (5 Bluetooth slots)
6.25 ms (10 Bluetooth slots)
15.625 ms (25 Bluetooth slots)

v 31.25 ms (50 Bluetooth slots)
62.5 ms (100 Bluetooth slots)
156.25 ms (250 Bluetooth slots)
312.5 ms (500 Bluetooth slots)
625 ms (1,000 Bluetooth slots)
15 (1,600 Bluetooth slots)

2 5 (3,200 Bluetooth slots)
3 5 (4,800 Bluetooth slots)
4 s (6,400 Bluetooth slots)
5 5 (8,000 Bluetooth slots)
10 s (16,000 Bluetooth slots)
20 s (32,000 Bluetooth slots)

Figure 5.48 - Context Menu Options

If you select the Show Full Tooltip, you'll get details about the Packet.
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| Packet 34,168 (LE)

Adv (Advertising)

| Adv Type: ADV_IND

3/1/2019 9:22:47 890273 AM (begin)
3/1/2019 9:22:47 890513 AM (end)
Duration: 240 us

CP# 1

RF Channel: 0 - 2402 MHz

Channel Index: 37

Receive Status: Received without errors
Decryption Initiated: No

PHY Type: 1M

RSSI: -64.875 dBm (weak)

Packet Length: 30 bytes

Preamble Length: 1 byte

Access Address Length: 4 bytes
PDU Length: 22 bytes

CRC Length: 3 bytes

Figure 5.49 - Detailed Tooltip about Packet

Advertiser Address: 0x70013803cbch

Teledyne LeCroy

Zoom IN/OUT can also be achieved by holding the CTRL key and moving the scroll wheel on the mouse.

5.4.6.2 Zoom

In Wireless Protocol Suite, the user can select the icon + and - on the toolbar of the view, which are located to the

left of the inputs start/end/span, to zoom in and out.
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5.4.6.3 Coexistence View - No Packets Displayed with Missing Channel Numbers

Note: This topic applies only to Classic Bluetooth.

Captured packets that don’t contain a channel number, such as HCI, will not be displayed. When no packets have
a channel number the Throughput View and Coexistence View will display a message: "Packets without a
channel number (such as HCI) won't be shown."

ThroughputfUtilization

# & | Sterkinfa End: nja

Average Payload Throughput: njfa

Throughput/Utilization Message Sequence Chart

Coexistence

2.4GHz 36GHz

& G | startinfa End: |n/a

Span: nja & € Interval: Auto *  Display =

Summary

Span: njs & &  Display * Optimization -

Timeline Coexistence Timing Analysis Facket Error Rate Stats

Figure 5.50 - Missing Channel Numbers Message in Views
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5.4.6.4 Coexistence View - Spectrum

Both the Sodera and the X240 hardware have an has the option to sample the 2.4 GHz RF spectrum at the unit's
antenna connector. The spectrum data represents the Received Signal Strength Indicator (RSSI). The spectrum
data is synchronized in time to the captured Bluetooth packets and is displayed in the Coexistence View 2.4
GHz Timeline. The spectrum power level is shown as a "heat map" behind the timeline packets. The "heat map"
appears in shades of blue with darker blues representing higher power levels and lighter blues representing lower
power levels (white represents the lowest power level). The darkest shade of blue represents -15dBm and above,
while white represents -100 dBm and below.

ND/2019 3:32:36.604087 PM

31912015 4:36:05 642651 P

Figure 5.52 - Coexistence View Timeline with Packet Outlines, Packet Selection Boxes, and Spectrum Heat Map
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Figure 5.53 - Coexistence Timeline Display Options

The Spectrum heat map view is controlled from the Spectrum menu. If spectrum data is available, the spectrum
heat map is shown with the packets by default. To hide the spectrum data heat map, uncheck the Show
Spectrum option.

When displaying the heat map, the user can control how the packets are displayed. The following table describes
the options for packet display. These options are mutually exclusive and they are available only when Show
Spectrum is checked.

Table 5.5 - Spectrum Menu Packet Display Options

Option Description
Show Displays each packet. Tooltips, packet text, and selection boxes are available as usual.
Packets
Show Displays an outline of each packet. In this mode the spectrum data comprising each
Packet packet is clearly visible and indicated. Tooltips, packet text, and selection boxes are
Outlines available as usual.
Hide Packets and packet outlines are not displayed. Tooltips, packet text, and selection boxes
Packets are available as usual.
and
Outlines
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5.4.6.5 Show Legend

The legend can be turned on/off from the Display menu in the toolbar. The settings are saved between sessions.

LTI =R ) Emds 12571 e © © Ospsy v Opomesmn v
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5.4.7 Statistics

Stats View
Introduction

The Stats View is a dockable and scrollable pane that shows packet counts and packet count percentages as both
text and a bar graph for each technology and for each data rate, NSS (Number of Spatial Streams), MCS
(Modulation Coding Scheme), and packet type within each technology. Retransmits can by optionally indicated..

Technologies

Supported technologies are BR/EDR, LE, Wi-Fi 1-3 (802.11a/b/g), and Wi-Fi 4 (802.11n).

In BR/EDR, LE, and Wi-Fi 1-3, packet types are grouped by data rate. Data rates are shown in ascending order.

In Wi-Fi 4, packet types are grouped by NSS (Number of Spatial Streams) and MCS (Modulation Coding Scheme).
In each technology, bad packets are shown on a separate row.

Retransmits

Retransmits are optionally indicated by selecting Indicate Retransmits in the Display menu. When retransmits are
being indicated, the overall length of each bar doesn’t change, but the ending portion of it becomes yellow to
indicate the percentage of retransmits (if any).

Percentages and Packet Counts

All packet count percentages in parentheses are calculated with respect to all packets in the entire capture. Such
percentages are used only in technology rows ("BR/EDR", "LE", "Wi-Fi 1-3", and "Wi-Fi 4").

All other packet count percentages are calculated with respect to all packets in the associated technology.

The packet count of each row is equal to the sum of the packet counts in the rows that are grouped below it at
the next indentation level.
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The packet count of a Total Packets entry is equal to either the sum of its good packets and retransmitted packets
or, in the case of a Bad Packets row, the number of bad packets.

Percentages are shown as rounded whole values except that a value between 0% and 1% exclusive is shown as
"<1%", and a value between 99% and 100% exclusive is shown as ">99%". This ensures that "0%" is shown only
when the packet count is 0, and that "100%" is shown only when the packet count is all applicable packets.

Since percentages are rounded, a sum of percentages can appear to be wrong. For example, a particular data
rate's percentage can be displayed as 47% when the percentages of its packet types are displayed as 30% and
16% if, for example, the unrounded percentages of the packet types are 30.32% and 16.47% which equals 46.79%
which rounds to 47%.

Graph Bars

A graph bar consists of either (1) good packets and/or retransmitted packets, or (2) only bad packets in the case
of a Bad Packets row.

A Bad Packets bar (1) never indicates retransmits, and (2) is color-coded by technology (blue for BR/EDR, green
for LE, and orange for Wi-Fi) and has red text.

All other bars contain good and/or retransmitted packets and have black text. If Indicate Retransmits is selected
in the Display menu then each graph bar is color-coded by technology for good packets and has a yellow portion
for any retransmits. If Indicate Retransmits is not selected then the entire bar is color-coded by technology.

The length of a bar indicates the total packets percentage, where the percentage is of all packets in the entire
capture for a technology row ("BR/EDR", "LE", "Wi-Fi 1-3", and "Wi-Fi 4"), and is of all packets in the associated
technology for all other rows.

Navigation

As in many other views, Stats View has a Navigation Bar whose slider indicates the displayed time range. The time
range can be changed by clicking the zoom buttons, selecting the Zoom In or Zoom Out entries in the right-click
menu, selecting the zoom presets in the right-click menu, dragging the Navigation Bar slider to a different
position, or dragging either side of the Navigation Bar slider to resize it.

To display a specific packet range in the Stats Graph, select the desired packet range in the Summary pane by
clicking on one packet and then shift-clicking on another packet, then select Zoom to Selection in the Stats View’s
Display menu.

The Navigation Bar contains a color-coded graph of the entire capture that shows packets per second for BR/EDR,
LE, Wi-Fi, and 802.15.4.

Nodes

With the exception of packet type nodes, which are endpoints, any node can be collapsed or expanded by clicking
on the node label or on the icon that precedes the label. To collapse or expand all nodes in one operation, click on
Collapse All Nodes or Expand All Nodes respectively in the Display menu.
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Figure 5.54 - Stats View Pane
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Figure 5.55 - Stats View with Good Packets and Retransmitted Packets indicated separately

Statistics can be exported to a csv file using button on the Navigation toolbar.
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Stats Expert to CSY X

I Please select technologies to export: I

Clazzic Bluetooth (BER/EDR)
Bluetooth Low Energy (LE)
b1 wi-Fi (302113

Export Option
(®) Whole Capture File
(") Selected Time Range

T

File Location

|D:;’Frl:rntlinea’?uTechncrIrJgies_Z (StatsExport).csv | I Browse...

Export Cancel

i Q]
Figure 5.56 - Stats view export dialog

The Stats view export dialog has several options. You can select technologies to export as well as range to export
(whole file or range selected with Navigation bar). Choose path and filename to save.
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5.4.8 Packet Error Rate Statistics

Packet Error Rate Stats assist in detecting bad communication connections. When a high percentage of re-
transmits, and/or header/payload errors occur, careful analysis of the statistics indicate whether the two devices
under test are experiencing trouble communicating, or the packet sniffer is having difficulty listening.

Generally, if the statistics display either a large number of re-transmits with few errors or an equal number of
errors and re-transmits, then the two devices are not communicating clearly. However, if the statistics display a
large number of errors and a small number of re-transmits, then the packet sniffer is not receiving the
transmissions clearly.

You can access this window from View -> Packet Error Rate
Mew Capture File - Teledyne LeCroy Wireless Protocol Suite 2
File Edit) View | Capture Options Help

I

Device Database

¥240 SN 211

)

SUMMary v ecode
o
W

aw Diata
All Frames
essage Sequence Chart
0 frames di
B. = Istence

Threhghput/Utilization
Stats

Packet Error Rate

Logic Analyzer
Audio Expert System
Buy Bluetcoth Protocol Expert System

|

Reset Window Layout

Figure 5.57 - Packet Error Rate
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Packet Error Rate Statistics View by Channel

The Packet Error Rate (PER) Stats view provides a dynamic graphical representation of the Packet Error Rate
for each channel. The dialog displays a graph for each Classic Bluetooth channel numbered 0 through 78 and for
eachBluetooth Low Energy channel numbered 0 through 39. Similarly a graph for Bluetooth BR/EDR data will
show channel 0 through 78. You can scroll on the PER stats View using the mouse wheel. Each scroll step equals 1
bar on the graph. You can zoom on the graph by holding the CTRL key and using the scroll wheel on the mouse.

Each channel is rated:
e Good
e Retransmitted
e Header Error
e Length/CRC Error

e Unused
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Bluetooth Classic Packet Error Rate

- PhoneHeadphoneConnect.cfa - Teledyne LeCroy Wireless Protocol Suite

File Edit View Options Help
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Figure 5.58 - Classic Bluetooth Packet Error Rate Statistics Window
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Bluetooth Low Energy Packet Error Rate

!New Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Capture Options Help
" @ Wreod Baah QW YV VW B EEBBE
Packet Error Rate LES
Classic Low Energy
Start: 1 End: 100432 Span: 0:06:08.198271 s @ © =
64 B Good: 156537 (100%) Retransmitted: 0 (0%) M Length/CRC Error: 0 (0%) || Unused
48K —
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0I‘lI Siia i e} i et e s | A e | et e [t |
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Capturing... Buffer <1% Frame 11

Figure 5.59 - Bluetooth Low Energy PER Stats Window
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5.4.9 Throughput

In general, throughput is the rate of successful message delivery over a communication channel. In this case, we
are interested in the rate of successful message delivery over a Bluetooth data channel.

The figure depicts the Throughput display with the Average Throughput and the Payload Throughput
for both Classic and Low Energy Bluetooth traffic.

In computing throughput, payload is not counted from Bluetooth packets that have a CRC error (dark red slot) or
that are a retransmission (yellow slot).

Tenshosidslimion

| s et oo

o v Frvaghut: IIBEE0R 130 STetR (el 179979 Rochennl 2.4

Figure 5.60 - Payload Throughput:Bluetooth LE

Average Throughput is the total payload over the entire session divided by the total time. Total time is
calculated by taking the difference in timestamps between the first and last packet. In Bluetooth, timestamp
difference is used instead of Bluetooth clock count because timestamp difference is immune to role switches.
However, this can result in inaccuracies when the duration is small enough that a coarse timestamp granularity is
significant.

« Average Throughput is shown as 0 when there is only one packet, because in that case the timestamp
difference is 0 and an average cannot be computed.

¢ Duration is from the beginning of the first packet to the end of the last packet.

¢ Duration for average throughput is from the beginning of first packet to end of last packet. If a single packet
is selected, the duration of that packet is used.

» Average Throughput is shown for all devices, central devices, and central devices.
The user can move left or right in the Throughput Pane using the mouse wheel.

The user can also Zoom using the + and - buttons or using the ctrl + mouse scroll wheel just like in other panes.
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5.4.10 Airtime Utilization

Airtime Utilization is the percentage of the duration of a data point that is occupied by applicable packets. A

packet is “applicable" if it has the specified address or attribute as described below. Bad packets are excluded.
Retransmitted packets are included.

e o B
—
. ft |
i JU‘w‘. A % A \ \{
e
Lt % [
— e

Figure 5.61 - Utilization Graph

Utilization Graph showing plots for all packets regardless of technology (black), all BR/EDR packets (blue), all LE
packets (green), and all Wi-Fi packets (orange). Plots for individual devices can also be shown.

For example, if the data point duration is 1ms and the total duration of applicable packets within that data point
is 200us, the airtime utilization is 200us / 1ms = 20%. The tooltip of each data point shows both the duration of
the data point and the total duration of the applicable packets within that data point.
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Figure 5.62 - Tooltip Displayed

Tooltip displayed when mouse hovered on the data point indicated by the red arrow.
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For a single device the airtime utilization cannot exceed 100% since a device sends only one packet at a time. If
the data point duration is small enough that it's filled by an applicable packet or a portion of an applicable packet
then the airtime utilization is 100%. For larger data point durations the airtime utilization will always be less than
100%. To display the airtime utilization for a single device define a menu entry for it by selecting Define Menu
Entries for Utilization Tx Addrs in the Display menu. Up to 10 such menu entries can be defined. They appear in
the Display menu after starting a new live capture or opening a capture file. They persist until removed by the
user.
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Figure 5.63 - Define Menu Entries for Utilization Tx Addrs
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Define Menu Entries for Utilization Tx Addrs ? X

New menu entries appear after starting a new live capture or opening a capture file.

BR/EDR Tx Addresses (3 addrs)

good packets (included): 2,450 (100%) ec-88-92-67-8e-36 (BR/EDR)

bad packets (excludad): 0 (0%)

Tx Addresses to Show in Display Menu (max 10 addrs)

43-2a-19-2f-16-45 (LE)
02-90-7f-b1-3f-ec (Wi-Fi)

|ec-88-92-67-82-26 (1461 packets) v | Ol

LE Tx Addresses (3 addrs)

good packets (included): 5,914 (100%)

bad packets (excluded): 0 (09%)

43-25-19-2-16-45 (12 packets)  v| © |

Wi-Fi Tx Addresses (175 addrs)

good packets (included): 34,045 (70%)
bad packets (excluded): 14,840 (20%)

|00-02-d1-1d-ab-6S (35 packets) v | OI

total good packets (included): 42,449 (74%)

total bad packets (excluded): 14,840 (26%)
__oden |

total packets: 57,289

OK | Cancel |

Figure 5.64 - Define Menu Entries for Utilization Tx Addrs

The “Define Menu Entries for Utilization Tx Addrs” dialog is used to define menu entries to show airtime utilization
for individual devices. Here there are two existing entries and a new entry is being added.

For multiple devices the airtime utilization can exceed 100% since the utilizations of each device are added
together. This is the case with the "all packets" and "all packets in each technology" plots, which are displayed by
selecting Show Utilization for All Packets and Show Utilization for Each Technology (BR/EDR, LE, Wi-Fi)
respectively in the Display menu. The screenshots above show plots for all packets regardless of technology
(black), all BR/EDR packets (blue), all LE packets (green), and all Wi-Fi packets (orange). The Tx Addr field in the
tooltip is set to “n/a” in all those cases.
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The plot for a single device uses the same technology-specific color coding. The Tx Addr field in the tooltip shows
the device address.
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Figure 5.65 - Tooltip for Single Device
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Tooltip displayed for a plot of a single device when mouse hovered on the data point indicated by the red arrow.
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Figure 5.66 - Plot of Same Device

The plot of the same device plus plots for all packets (black) and for a Wi-Fi device (orange). The percentage scale
on the y-axis adjusts automatically.
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Figure 5.67 - Display Menu

The Display menu selections that produce these plots.

5.4.11 Message Sequence Chart (MSC)

The Message Sequence Chart (MSC) displays information about the messages passed between protocol
layers. MSC displays a concise overview of a Blutetooth connection, highlighting the essential elements for the
connection. At a glance, you can see the flow of the data including role switches, connection requests, and errors.
You can look at all the packets in the capture, or filter by protocol or profile. the MSC is color coded for a clear
and easy view of your data. You access the Message Sequence Chart from the View tab on the main toolbar.
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Figure 5.68 - View -> Message Sequence Chart
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Figure 5.69 - Message Sequence Chart Window
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What do | see on the dialog?

At the top of the dialog you see four icons that you use to zoom in and out of the display vertically and
horizontally.

] g &
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There are seven navigation icons also on the toolbar.

1. Go to Frame Number: Brings up a box to enter a Frame number
2. Search: Brings up a box to Select Layer and Message

3. Go to First Information Message
4. Go to First Protocol State Message
5. Go to First Error Frame

6. Go to the previous occurance of a selected item

7. Go to the next occurance of a selected item

Teledyne LeCroy

w—

This icon pops up an
Enter frame number
box.

Enter frame number

Enter frame No. :[ |

|

This icon pops up a
Select layer and
message box.

Select layer and message

Protocol Layer: | BB o |

Protocol Message: | &

Cancel

3l

This icon takes you
to the First
Information

Message.

This icon takes you
to the first Protocol
State Message.

ol

This icon takes you
to the First Error
Message.

This icon will search
for a previous
occurance of an
item.

@

This icon will search
for the next
occurance of an
item.

If there is both Classic and Low Energy packets, there will be a Classic and LE tab at the top of the dialog.
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| scanner | [ LEBH A [ LEBB B | |ADVERTISER
" ADY Channel PDU =t
| Channel=37 |
1 06 L
Classic and LE tabs
2 3 67201377¢6 |
shown if both Classic e
and LE packets are | Channel=37 | &
2 06: :
availahle SCAN_REQ
| [ ScanA=0:5d044a5c3611, AdvA=0xbET...
ADY Channel PDU
i | Channel=37 |
3 06:30:44.345320
SCAN_RSP
[ AdvA=0xbOBT21377¢6 |
2 ADY Channel PDU
& Channel=38
4 06:30:44,345746 LT
ADV_IND | ~

Summary  Message Sequence Chart

Figure 5.70 - Classic and LE tabs

If the Classic tab is selected, you will see Classic protocols. If you select the LE tab, you will see LE Protocols. if
there are no packets for that protocol, its tab will not appear.

Milsyers BE  LMP | L2CAP AVDTP| AVDTP Signaling 420P  Also along the top of the dialog are a series of
protocol tabs. The tabs will vary depending on the
captured protocols.

Clicking on a tab displays the messaging

between the central and central for that

protocol. For example, if you select it A ECONMP
RFCOMM, you will see the messaging s RECOMM_SABM

between the RFCOMM{C} Central, and e ———— [ Channel=Signaling, Length=0]

the RFCOMMY{P} Peripheral.

AFCOMM_UA
Q—{ Signaling channel upened
| Channel=Signaling, Length=0 |

The Non-Message Summary tab displays all )
the non-message items in the data. RFCOMM channelfs) that are Open: Signaling

The Ctrl Summary tab displays the
signaling packets for all layers in one
window in the order in which they are received.

The information in the colored boxes displays general information about the messaging. The same is true for each
one of the protocols.

If you want to see the all the messaging in one dialog, you select the All Layers tab.
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When you move the mouse over

Teledyne LeCroy

the message description you see an

expanded tool tip. st
If you position the cursor outside of -
the message box, the tool tip will '
only display for a few seconds.

15,285

However, if you position the cursor

06:3452. 989416

06:34:52.990042

06:3452.991916

LMP timing_accuracy req

ianel! 75285
Link; 2

Rale: Central
Address: 1

Opeode: LMP_max_slot_req
Transaction ID: Initiated by central

i by central

LMP_auta_rate

baral

] . ]
= Enable CODDA change

yated by perip

M slats Max Slota: 005

within the tool tip box, the message
will remain until you move the
cursor out of the box.

Additionally, If you right click on a message description, you will see the select Show all Layers button.

.

Show all La Wer

(o
L |

When you select Show all Layers, the chart will display all the messaging layers.

The Frame# and Time of the packets are displayed on the left side of the chart.

[ tEem B |

[apvERTISER]

ADY Channel PDU

[ Channe|=37 1

ADY Channel POU

I Channel=37 1

ADV Channcl PDU

SCAN_REQ

[ Channel=37 1

ADV Channel PDU

[ Channc =381

Mestage Sequence Chart

T i R =EE3 58500

Classic LE

Al Layers Cirl Summary Non-Msg Summary LE BB LE ADV

[Framet [Time [ scannen | [ 1EEBA |

1 BE:30:44.344516 ADV_IND
[ AdvA=0xb0G7261 37766 1

Z DE:30:44. 344994

3 D6:30:44.345320 SCAN_RSP
I AtvA=(xbIBT211 37766 |

4 6 30:44. 345746 ADY_IND
I Advd=1 I;hl]li?zﬂ:i??:ﬁ I

AV el DO

Figure 5.71 - Frame# and Time Display, inside red box.

How do | navigate in the dialog?

1 SeanA=Ed044a5 9611 . Advh=DuhET ...

You can use the navigation arrows at the bottom and the right side of the dialog to move vertically and
horizontally. You can also click and hold while moving the pointer within dialog that brings up a directional arrow
that you can use to move left/right and up/down. The mouse wheel also moves the dialog up and down.

Ctrl Summary tab

When you select the Ctrl Summary tab you will see a summary of the control and signaling frames in the order
that they are received/transmitted from and to devices.
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Vessage Secuence Chart 8 x|
iR gkl|l=ms5% 00
.Classic LE

Single Link Multi Link
Link1 Link2

All Layers Ctrl Summary Non-Msg Summary BB LMP  L2CAP SDP  RFCOMM HF AVDTP AVDTP Signaling AVC'EE

[ o E G
<

Summary Message Sequence Chart

Figure 5.72 - Main windows and Signaling Frames Summary

The frame numbered is shown, whether the message comes from the Central or Peripheral, the message Address,
the message itself, and the timestamp.

Additionally, the control/signaling packets for each layer are shown in a different background color.

All Layers Ctrl Summary Non-Msg Summary BB LMP  L2CAP SDP RFCOMM HF  AVCTP AVRCP A

Central 88541f4c7984 ) T L CAPABILITIES

45,899 Peripheral b0672f1377e6 1 SDP_SERVICE_SEARCH_ATTR_REQ
45,901  Peripheral b0672f1377e6 1 AVDTP_GET_ALL_CAPABILITIES
45,902  Central  88541f4c7984 1 SDP_SERVICE_SEARCH_ATTR_RSP

Summary Message Sequence Chart |

Figure 5.73 - Packet Layers Shown in Different Colors

If you right click within the Ctrl Summary, you can select Show in MSC.
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o s & x|

i mmMel=s 55300
'swhumt Multi Link
Link 1 Link 2

All Layers Ctl 5 ¥ Non-Msg S y BB LMP  L2CAP SDP RFCOMM HF AYCTP AVRCP AYDTP AVDTP Signa * | *

Central  BA541f4:7984

_ heral bOGT2MIATTCE | SDP_SERVICE_ | ATTR_REQ
45301  Peripheral bOB721377e6 1 AVDTP_GET_ALL_CAPABILITIES
45,902  Central  BO541(4c7884 1 DP_SERVICE_SEARCH_AT :

4%, An4 ti'ﬂt‘mnl ﬁi amﬁ!ul 4 1 Ml'ﬁ Gii Al L Pﬁﬁﬂ ITIFS n:ns... ¥
£ >

Summary  Message Sequence Chart

Figure 5.74 - Right-Click in Ctrl Summary to Display Show in MSC
The window then displays the same information, but in the normal MSC view.

g ElkRk|=Em555 00
. Single Link Multi Link

Link1 Link2

All Layersi Cul Summary Non-Msg Summary BB LMP  L2CAP SDP  RFCOMM HF AYCTP AVRCP AVDTP AVD

Summary Message Sequence Chart

Figure 5.75 - MSC View of Selected Packet from Ctrl Summary

You can return to the text version by using a right click and selecting Show in Text.
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Iih
Ll
all
1l
all
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©

Single Link Multi Link
Link1 Link2

All Layers Cul Summary Non-Msg Summary BB LMP  L2CAP SDP  RFCOMM HF  AVCTP AVRCP A

Show Frame# only

Show Time only

Show both Frame# and Time
Hide both Frame# and Time

Summary  Message Sequence Chart |

Figure 5.76 - Return to Text View Using Right-Click Menu

You can also choose:

T T
s ERk =mzmeo00
Al Layers Ol Summary Mon-Msg Summary LEBE LEADY LEDATA LELL L2CAP SMP  ATT
t]
106 O7:E0:04.627491 ption resp
106 D7:50:04.627491 sehand connection encrypied
5 LL Data POU [L2CAP StadfComplete]
A o el
Empty
108 N7:50:04.638827 e
[ NESN=0, SN=1. MD=D, Length=0 |
=
109 OT:50:04.549760 e =
[NESN=0, SN<0, MD=D, Lengih=0 |
LL Data PDU (L2CAP StaryComplete]
110 07:50:04.649991 o
[ NESN=1, SN=1.. MD=0. Length=11]
Empty .
| (MESM=1, SN=1, MD=0, Lenyth=0] il v
LEEAS e e o e e ! >

Figure 5.77 - LE DATA Messages
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Messape Sequence Chart
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IMesgage Sequence Chart
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Figure 5.78 - LE LL Message Summary
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e L2CAP

_M:asmc&uucnctchrt_ o x_
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| Length=2, CID=[LE Security Manager Protecal] |
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Message Seguende Chart Summary

Figure 5.79 - L2 CAP Message Summary
o ATT

Megsage Sequence Chart &%
|§§§Iata|;§§§ﬁ§o¢

Al Layers Cil Summary MNon-Msg Summary LE BB LE ADV LEDATA LELL LZCAP SMP AT

|Framé§ |Tlme || III ATT P
ATT_ATT_EXCHANGE_MTU_REQ
[ Glient Fix MTU=527

w7 D7A004.638510

Figure 5.80 - ATT Message Summary

5.4.11.1 Message Sequence Chart Toolbar

4 — — —_— e —_— e e
" *: p—— — e e — —
4 &)\ Q I@\ IQ ‘ — SH =6 =m =] o o
Figure 5.81 - Message Sequence Chart Toolbar
Table 5.6 - Message Sequence Chart Tools
Tool Keyboard | Description

ol

Ctrl+H Zoom in horizontal - expands the chart horizontal view

Jol

Shift+ H | Zoom out horizontal - compresses the chart horizontal view
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Table 5.6 - Message Sequence Chart Tools (continued)
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Tool Keyboard | Description

I&l Ctrl+V | Zoom in vertical - expands the chart vertical view

EQ Shift+V | Zoom out vertical - compresses the chart vertical view
= Shift+ F | Go to frame

= F3 Search

5 Ctrl +1 Go to first information message

= Ctrl +S Go to first protocol state message

ﬁ Ctrl +E Go to first error frame

o F2 Search for prior using Search criteria.

° F4 Search for Next using Search criteria

5.4.11.2 Message Sequence Chart - Search

The Message Sequence Chart has a Search function that makes it easy to find a specific type message within the

layers.
When you select the 1) Search icon % © or 2) use
F3 key, the Select layer and message dialog Select layer and message x
appears. Protocol La\;er:: BB v |

Protocol Message: | I1E v
From this dialog you can sea-rch for specific protocol =
messages or search for the first error frame.

1. On the MSC dialog, select one of the protocol
tabs at the top.

Note: If you select All Layers in Step 1, the Protocol Layers drop-down list is active.
If you select any of the other single protocols, the Protocol Layers drop-down is

grayed out.

2. Or Open the Search dialog using the Search icon or the F3 key.
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3. Select a specific Protocol Message from the drop-down list.

4. Once you select the Protocol Message, click OK

The Search dialog disappears and the first search result is highlighted in the Message Sequence Chart.

L2CAP SDP  AVDTP AVDTP Signaling AFCOMM HF AVCTP AVACP AZDP
RFCOMM C RFCOMM_P
— 1 [RECOMM_UA]
Signaling channel opened | »
e 'l'm!ﬁ‘!llng. Length=0]

Select layer and message P

Pratocel Message: «| [Megotiation
imand

wnnel=Signaling, Lengih=; Cancel .

Parameter Negetiation| | U I

Figure 5.82 - Highlighted First Search Result

If there is no instance of the search value, you see this following dialog.

3 Wireless Protocol Suite x
Select layer and message x

I The message "RFCOMM_DISC was not found

Frotocol Message: i RECOMM_DISC v

e

Once you have set the search value, you can 1) use the Search Previous @ and Search Next g buttons

or 2) F2 and F4 to move to the next or previous frame in the chart.

5.4.11.3 Message Sequence Chart - Go To Frame

The Message Sequence Chart has a Go To Frame function that makes it easy to find a specific frame within
the layers.

In addition to Search, you can also locate specific frames by clicking on the Go To Framq »= toolbar icon.

1. Click Go To Frame = in the toolbar.

2. Enter a frame number in the Enter frame No.: text box.

Enter frame number X

Enter frame No.:‘ [ ]

Cancel |
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3. Click OK.

The Go To Frame dialog disappears and the selected frame is highlighted in the chart.

Once you have identified the frame in Go To, you can 1) use the Search Previous @ and Search Next g

buttons or 2) F2 and F4 keys to move to the next or previous frame in the chart.

5.4.11.4 Message Sequence Chart - First Error Frame

When you select Go to first error frame from the toolbar =5 , the Select layer dialog appears.

Select layer X

selectlayer: | BB ~

You have to select a layer from the drop

down list to choose what layer you want to search for the error.

Select layer X

=

Select layer:

[ﬁg-g—

Once you select a layer, then OK, the first error for that layer will be displayed.

S

If no error is found, a dialog will announce that event.

Wireless Protocol Suite X

| Error frame was not found

5.5 Bluetooth Protocol Expert System

i The Bluetooth Protocol Expert System is used to debug
G protocol-related events for Bluetooth protocols. The

Expert System provides the ability to interactively select
Bluetooth Protocol Expert System tocol events from a table of events in live capture
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mode or in analyzing a previously captured file. The expert system automatically analyzes Bluetooth packets to
reveal when your implementations is violating protocol (currently A2DP and L2CAP with more coming), and
identifies with reference to the relevant entries in the Bluetooth specification, violations of best practices and
protocol ambiguities.

Protocol error events appearing in the Protocol Events pane identify the related Bluetooth specification
reference that is likely to point to a solution to the error. The expert system references Bluetooth specification 5.0
and the following protocols for both Classic Bluetooth and Bluetooth Low Energy.

e L2CAP
« A2DP
e SDP
¢ SMP
o ATT

Selecting an event will dynamically link the related packet selection to the Wireless Protocol Suite software Main
windows, Coexistence View, Message Sequence Chart, Bluetooth Timeline, and Packet Error Rate
Statistics (PER Stats).

The expert system Toolbox includes tools for greater precision and more control over your testing environment.
The A2DP tool allows the Sodera or Sodera LE units to become a user-controlled sink device. This tool provides a
much more accurate depiction of the source device's Bluetooth audio score. The LE tool is useful for the Sodera
or Sodera LE creating random or sequential jammer traffic on all Bluetooth channels. This gives the user the
ability to see how their device's communications performs on each channel in a very noisy environment.

5.5.1 Starting the Bluetooth Protocol Expert System

To use the Bluetooth Protocol Expert System the user must have Sodera or Sodera LE hardware with Bluetooth
Protocol Expert System license installed and connected to the PC. This is a requirement for both live capture and
when viewing a saved capture file.

For live capture, set up the Sodera or Sodera LE device datasource and begin capturing data. The Sodera or
Sodera LE must be capturing before the expert system can be started.

For viewing a capture file, load the saved file from the Main windows File menu.

Note: To use the Bluetooth Protocol Expert System with a capture file, Sodera or Sodera LE
hardware with Bluetooth Protocol Expert System license installed must be connected to the
PC.

]
Bluetooth Protocol Expert System Window is opened by clicking on on the Main windows toolbar. If the
Sodera or Sodera LE hardware is not licensed for Bluetooth Protocol Expert System, a tooltip will appear with

h—-
"Bluetooth Protocol Expert System is not licensed. Please contact sales@fte.com.” Click on the or select
Bluetooth Protocol Expert from the View menu. The Bluetooth Protocol Expert System window will open.
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When the protocol analyzer begins analysis of the captured data, the
Bluetooth Protocol Expert System window status bar (bottom of the
window) will show Capturing live.... The expert system does not get any
frames until after the frames are analyzed. When a complete captured frame
set is available, the expert system knows the file size so a Progress bar
appears while the expert system analyzes. The expert system will search and
evaluate for protocol events for warnings and errors. When the expert
system has completed analyzing frames, the status bar will show Analysis
Complete indicating that all frames have been analyzed.

Capturing live..

Progress: |

Analysis Complete.

If no protocol warnings or errors are detected, the window will remain empty
of data.

For instructions on using the expert system Toolbox with the Frontline Sodera, see Bluetooth Protocol Expert
System Toolbox on page 327.

5.5.2 Bluetooth Protocol Expert System Window

This window is the working space for the Bluetooth Protocol Expert System. Upon opening Bluetooth Protocol
Expert System by clicking on the Main windows button, the window shown below will open with four main

areas displayed described in the table below. Detailed explanations of each window section follow.

Table 5.7 - Bluetooth Protocol Expert System Window Panes
Section Description

Connections | Displays the Bluetooth central and central device connections with associated link
layer logic transport type.

Statistics Displays the protocol statistics associated with the warning or error selected in the
Protocol Events pane, or associated with the selected Bluetooth address and
protocols selected in Connections pane. Tabbed sections contain the statistics for the
protocols associated with the analyzed data. Statistics will vary depending on the

protocol.
Protocol Displays the Bluetooth protocol warnings and errors. Clicking on an event will select
Events the associated protocol tab in the Statistics pane.
Toolbox Used for testing audio when using the Bluetooth USB adapter on the HCI USB ports.

See Bluetooth Protocol Expert System Toolbox on page 327
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Figure 5.83 - Bluetooth Protocol Expert System Window

5.5.2.1 Expert System Connections Pane

The Connections pane provides a chart of all the connected devices from the current live recording session or
from a loaded capture file that have a protocol error or warning appearing in the Protocol Events pane.
Devices are identified by their BD_ADDR. A device address with an arrow symbol will expand to show the
connected devices and the link layer logical transport type.
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Connections

00:1A:7D:DA:71:03
4 DB8:90:E8:DE:AF:64
4 00:1A:7D:DA:71:03 - OTA - ACL

[
4 D8:

00:1A:7D:DA:71:03 - OTA - ACL

L2CAP - SDP
L2CAP - SDP
L2CAP - SDP
4 |2CAP - AVDTP
A2DP Signal
I L2CAP - AVDTP
L2CAP - SDP

FC:93:65:17:D2
D8:90:E8:DE:4F:64 - OTA - ACL

Figure 5.84 - BPES Connections Pane

5.5.2.2 Expert System Statistics Pane

The Statistics pane contains detailed information about the links, protocols, and connections associated with
frames or range of frames and devices of detected events. The tabs across the top list the links and protocols.

Statistics * 0 X
ACL | L2cAP | A2DP | Connection | 5CO/esCO | Device |
Id Source CCID  Destination CCID Extra Features Mode Transmit MTU Receive MTU Local PSM  Remote PSM  Data Transmitted Data Received  Transmit Mp:
1 40 0 668 256 0 0 0 0 0
E 41 0 1013 2048 0 0 0 0 0
3 40 0 668 256 0 0 0 0 0
4 40 0 668 256 0 0 0 [} 0
5 40 0 668 256 [i 0 0 0 0
6 40 0 668 256 1 0 0 0 a
7 10 0 668 256 1 0 0 [i 0
i} ]
Figure 5.85 - Bluetooth Protocol Expert System Statistics Pane
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Table 5.8 - Bluetooth Protocol Expert System Statistics Pane

Tab Tab Description Column Column Description
ACL An asynchronous (packet ID System assigned identifier for ACL
switched) connection connections.
S SRIEES Gl O] Device A Contains the BD_Addr of a device in
LMP level. :
the connection.
Device B Contains the BD_Addr of a device in
the connection.
AddrType BR_EDRorLE
Handle
Active
Errors
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Table 5.8 - Bluetooth Protocol Expert System Statistics Pane (Continued)

Tab Tab Description Column Column Description
L2CAP L2CAP provides connection- | ID System assigned identifier for ACL
oriented and connectionless connections
et SEIvices 5 e By Source CID Channel Identifier for the source
protocols with protocol device
multiplexing capability, )
segmentation and Destination CID Channel Identifier for the destination
reassembly operation, and device.
group abstractions. Extra Features
Mode
Transmit MTU Maximum Transmission Unit in bytes
during transmission.
Receive MTU Maximum Transmission Unit in bytes
during receive.
Local PSM Local device Protocol and Service
Multiplexer.
Remote PSM Remote device Protocol and Service
Multiplexer.
Data Transmitted
Data Received
Transmit Mps
Receive Mps
Transmit Window
Receive Window
Number of
Retransmissions
Active
Error Count Number of errors associated with this
L2CAP Id.
A2DP Advanced Audio Distribution
Profile event parameters.
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Table 5.8 - Bluetooth Protocol Expert System Statistics Pane (Continued)

Tab Tab Description Column Column Description
SCO/eSCO | Synchronous Connection- Id System assigned identification.
grcl:egted (SCO)/extended Type SCO or eSCO
Air Mode Part of the voice_settings parameter in
the air mode negotiations designed to
improve or optimize audio quality
during transmissions.
SCO: CVSD, A-law, p-law.
eSCO: CVSD, A-law, p-law, transparent.
Handle
Active
Error Count
Device This tab serves the purpose |Id System assigned identification.
of assigning a unique expert
system |qent|f|'cat|on tothe | Address BD_ADDR of a device found in the
devices listed in the Connections pane.
Connections pane.

5.5.2.3 Expert System Protocol Events Pane

Protocol Events

v I X
Event  Severity Event Text Protocol Frame Id Solution Time
1 ® Unable to negotiate L2ZCAP lir| L2CAP 1383 REFEREMCE: Bluetooth Specification Version 5.0, Volume 3, [May-29-2015 01:46:13.043601 PM
2 & Unable to negotiate L2ZCAP lir| L2CAP 1521 REFEREMCE: Bluetooth Specification Version 5.0, Volume 3, [ May-29-2015 01:46:14.484855 PM
|13 ® Unable to negotiate L2CAP lir] L2CAP 1561 EFEREMCE: Bluetooth Specification Version 5.0, Volume 3, [ May-29-2015 01:46:14.973606 PM
4 ® Unable to negotiate L2ZCAP lir| L2CAP 1621 ENCE: Bluetooth Specification Version 5.0, Volume 3, | May-29-2015 01:46:16.493610 PM
5 ® Invalid SCO connection paran 11207 EMNCE: Bluetooth Specification Version 4.1, Volume 2, | May-29-2015 01:47:40.391315 PM

Figure 5.86 - Protocol Events Pane

Bluetooth protocol events that generate a warning or an error in the expert system are listed in the Protocol
Events pane. Events are listed in the order that they occur.

Table 5.9 - Protocol Events Pane Fields

Row Field

Description

Event

System assigned event number. Events are numbered in the order that they appear.
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Table 5.9 - Protocol Events Pane Fields (Continued)
Row Field Description

Severity = Warning. The event has not created a failure, but should receive some attention and

further investigation..

. = Error. The event has identified a situation that does not conform to the Bluetooth
specification. Corrective action is required.

Event Event description.
Text

Protocol | Protocol in which the event occurred.

Frame Id | Frame where the event occurred. Clicking in the event row will select the related Statistics
pane protocol tab and protocol Id. The corresponding frame is selected in the Main
windows, Event Display, Message Sequence Chart, Coexistence View, and
Bluetooth Timeline or Bluetooth Low Energy Timeline.

Solution | A solution to the event is provided by reference to the Bluetooth specification that applies to
the Event Text content.

Time Event timestamp.

5.5.2.4 Expert System Window Scroll Bar Navigation

Some tabs in the Statistics pane display a horizontal scroll bar that can be
clicked and dragged to view the tab columns. An alternative scroll navigation is
to right-click the mouse cursor on the scroll bar. A navigation menu will

Left Edge F appear, and you click on the direction and amount of scrolling to move the
horizontal scroll bar in discrete steps.

Scroll Here

|

E’ Right Edge *c
¢ ’
E: Page Left 2
E Page Right %
¢ E
Seroll Left
Screll Right

Table 5.10 - Horizontal Scroll Bar Navigation Sections
Selection Description

Scroll Here | Scrolls to the point on the scroll pane where the
mouse was last positioned.

Left/Right | Scrolls the table to the beginning (left edge) or to
Edge the end (right edge)
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Bottom
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Table 5.10 - Horizontal Scroll Bar Navigation Sections (Contin-

ued)
Selection Description
Page Left: Moves the current right edge to the left

Left/Right | edge of the current view range.

Right: Moves the current left edge to the right
edge of the current view range.

Scroll Moves the table is small increment to the left or
Left/Right | right. Same action as the left/right scroll arrows
at the ends of the scroll bar.

Some tabs in the Statistics pane display a vertical scroll bar that can be clicked
and dragged to view the tab columns. An alternative scroll navigation is to right-
click the mouse cursor on the vertical scroll bar. A navigation menu will appear,
and you click on the direction and amount of scrolling to move the scroll bar
vertically in discrete steps.

Table 5.11 - Vertical Scroll Bar Navigation Sections

Selection Description

Scroll Here | Scrolls to the point on the scroll pane where the
mouse was last positioned.

Top/Botton | Scrolls the table to thefirst row (top) or to the
last row (bottom)

Page Up: moves the current view bottom row to the
Up/Down top row of the current view range.

Down: Moves the current view top row to the
bottom row of the current view range.

Scroll Moves the table one row up or down.
Up/Down

5.5.2.5 Expert System Table Sorting

Tables in the Bluetooth Protocol Expert System can be sorted in ascending or descending order. This process
includes tables in the Statistics pane and the Protocol Events pane.
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1. In any table click in the header for the column you want to sort. The column header will turn blue and an

arrow head will appear.

2. If the arrow head is pointing up, the column is sorted in ascending order. If the arrow head is pointing
down the column is sorted in descending order.

3. To change the direction of the sort, click in the column header to change the arrow head direction

accordingly.

All other columns in the table are sorted relative to the selected column sort. Refer to the following Statistics

pane images for an example.

Statistics

| act [ 2cap | A20p | Connection | 5CO/eSCO | Device |

I::i Type  AirMode Handle Active Error Count
1 eSCO | Transparent|1 False 0
2 SCO CVsD 1 False 0
3 eSCO | Transparent|l False 0
s ' 0

Figure 5.87 - Sorting Id Ascending

Statistics

| ACL | L2cAP | A2DP | Connection | SCO/=SCO | Device

Id Type: | Air f:iode Handle: Active Error Count
4 SCO CVsSD 1 False ]
2 SCO CWsD 1 False 0
I eSCD  |Transparent|1 False 0
3 eSC2 | Transparent|l False 0

Figure 5.88 - Sorting Air Mode Ascending; Note Id Sort
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Statistics = 0 X
| act | t2car | A20P | Connection | 5€0/5CO | Device |

Id Type | Air Mode  Handle Active Error Count

3 e5C0O | Transparent|l False 0
1 eSCO | Transparent|1 False 0
4 sCO CVsD 1 False |0
2 sCO CWsD x False: [0

Figure 5.89 - Sorting Air Mode Descending; Note how other columns follow.

5.5.3 Bluetooth Protocol Expert System Toolbox

The Bluetooth Protocol Expert System includes Toolbox that includes the ability to emulate an A2DP sink device
and the ability to generate and inject Low Energy packets directly into in the 2.4 GHz spectrum.

The USB adapter that is provided with your protocol expert system license is a generic Bluetooth radio. This
adapter is inserted into:

¢ Sodera: one of the HCI USB connectors on the rear panel (See Rear Panel Connectors on page 42.), or a USB
port on the host PC.

e Sodera le: a USB port on the host PC.
A2DP Sink

The A2DP sink functionality dramatically simplifies the troubleshooting A2DP source devices by providing
engineers fine grain control of an emulated A2DP sink device. Once Toolbox A2DP is running, the user can
connect to the Bluetooth address displayed at the top of the toolbox or by scanning for ‘Frontline Test Device’
friendly name.

Toolbox A2DP does not render the audio stream it receives. If the protocol stream generated by Toolbox A2DP is
being captured with the OTA or HCl sniffer, audio can be extracted or analyzed via the Bluetooth Audio Expert
System™ on page 336.

LE Jammer/Packet Generator

The Low Energy jammer or packet generation functionality provides engineers the means to test devices in a
“noisy” environment by generating packets or “noise”, forcing the device under test to accommodate and adjust
as it would in the real world.

5.5.3.1 Toolbox Hardware Setup

Set up the Sodera unit to use the Toolbox:

Required equipment:
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e Provided Teledyne LeCroy Bluetooth USB adapter.
e USB cable with Type A and Type B connectors.

e Host PC with 2 USB ports.

Follow these steps to prepare for using the Toolbox

1. Connect the Bluetooth USB adapter to the Sodera HCI USB1 or USB2 connector group (See Rear Panel
Connectors on page 42.). Each HCI USB connector group has two ports with a USB Type A and USB Type B
connector. The Bluetooth USB adapter is "keyed" to the Sodera unit.

2. Insert the provided Bluetooth adapter into the HCI USB group Type A connector.

3. Connect a USB cable from the same HCI USB group Type B connector and other end to the host PC USB
connector. .

Note: The adapter must be inserted prior to using the A2DP tool or the LE tool.

The Sodera hardware must also be connected to the PC Host connector via an additional USB connector, since the
Bluetooth Protocol Expert System is licensed for a specific Sodera hardware unit.

HCI USB1 | ugg aaspter

HCI USB2 USB Port

PC HOST USB Port

Sodera Host PC

Figure 5.90 - Sodera Toolbox USB Adapter Test Setup.

It is not necessary to connect the Bluetooth USB adapter to the Sodera unit. Alternatively, the USB adapter may
be connected directly to a Host PC USB port. However, an advantage to using the HCl USB connectors is the
ability of the Sodera unit to HCI capture of the Toolbox sessions.

Set up the Sodera LE unit to use the Toolbox:
Required equipment:
e Provided Teledyne LeCroy Bluetooth USB adapter.

e Host PC with 2 USB ports.
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Follow these steps to prepare for using the Toolbox

1. Connect the Bluetooth USB adapter to a Host PC USB port.

Note: The adapter must be inserted prior to using the A2DP tool or the LE tool.

The Sodera le hardware must also be connected to the PC Host connector via an additional USB connector, since
the Bluetooth Protocol Expert System is licensed for a specific Sodera le hardware unit.

Eluetooth
USB Adapter USB Port

UsB USE Port

Sodera le Host PC

Figure 5.91 - Sodera le Toolbox USB Adapter Test Setup.
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5.5.3.2 Toolbox Pane

The Bluetooth Protocol Expert System Test Tools pane

Toolbax : has two tabs: A2DP and LE. Each tab has a unique set
Blustooth Addiess: 00 1A7D-DATIAT ’ of controls. The following topics describe the controls
and displays for each tab selection.
Remote Codec Capabilities
— = At the top of the Toolbox pane is a Bluetooth
Address. This is the BD_ADDR of the provided
Bluetooth USB Adapter. When connecting a source
] device this is the address to which the source is linked.
Config
ST [ —
Suspend Stream
Abort Stream |
Force Disc
e ——

/;‘/—\_,

a20P |LE D
Eliretontieet T device detected.
LE Receiver Test Supported,

LE Transmitter Test Supported.
LE Test End Supported.

&

e e o

f‘\‘%

5.5.3.2.1 A2DP Tool

The A2DP tool uses the Sodera or Sodera LE unit to simulate a sink device in a Bluetooth connection, which makes
the Sodera or Sodera LE unit an integral party in the link instead of operating as a third-party sniffing the over-
the-air traffic. When the provided Bluetooth USB adapter is inserted into one of the Sodera HCl USB connectors or
the a Host PC USB port and the A2DP tool is running, the user can connect to the Bluetooth address displayed at
the top of the Toolbox or by scanning for ‘Frontline Test Device’ friendly name.

The Sodera or Sodera LE must be recording to capture the stream over the A2DP tool.
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Toolbox

Bluetooth Address: BC:F3:70:67: D316

Femote Codec Capabilities

Ahbort Stream

8 5UBBAMDS
4 SLUIEBAMDS

_ ; JB000 HZ
32000 HZ
_ 16000 HZ
JOIMT STERED
Goldle STERED
- DlJAL CHAMMEL

Reconfig ——

1EELOCES
8 BELOCES

Forze Disc

LOUDMESS
SHR

Local Streams
Steam In Uze bedia Type  Stream Type

THUE ALDD

Regiztered Stream Capabilities
Codec: SBC

Configured Content Protectian

Strearm Status

Source; Cloged 0 ¥bpz 0 kKhz
Sink:  Open 0 kKbpz 0 khz
42DP [LE |
Stream Open -

Delay [Source] = 0 mz

InterdmivalTime = 5 ms

AZDP_SetBrEdiFlows pec(] returned Success.
Stream Start [ndication

AZ0P_StartStreamB sp(] returned Pending.
Stream Started

Stream Suspended

Stream Start Indication

AZDFP_StartStreamB spl] returnmed Pending. |
Stream Started

Stream Suspended

m

4 |
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A2DP Tool Pane, top half

Remote Codec Capabilities

These series of lists, on the right top half of the A2DP tool, are used to display the codec capabilities reported to
the remote A2DP source when it performs stream discovery. The lists are selectable to allow the user to choose a
codec configuration when configuring an AVDTP stream.

Remote Code Capabilities text boxes are only populated after the provided Bluetooth USB adapter has been
inserted into one of the HCI USB connectors or a Host PC USB port and a link with the remote source has been
established.

To configure the remote source capabilities, click on the desired capability in each list.
Function buttons

The Function buttons, on the left top half of the A2DP tool, allow the user to control how the A2DP sink uses
AVDTP to interact with the A2DP Source.

Table 5.12 - A2DP Tool Function Buttons

Als Ll Description
Button P
Signal Disconnects the AVDTP signaling L2ZCAP channel. Useful for

Disconnect | stress testing to verify A2DP source implementations
correctly handle spontaneous disconnection of the signal

channel.

Close Sends a CLOSE AVDTP command and if accepted

Stream terminates the AVDTP connection.

Go Idle Places the stream in an idle state. If actively streaming,
suspends the stream and prepares the stream for
configuration.

Config Sends an AVDTP SET_CONFIGURATION command using
the CODEC parameters selected from ‘Remote Codec
Capabilities’

Reconfig Sends an AVDTP RECONFIGURE command using the
CODEC parameters selected from ‘Remote Codec
Capabilities’

Start Stream | Sends an AVDTP START command.

Suspend Sends an AVDTP SUSPEND command
Stream

Abort Sends and AVDTP ABORT command.
Stream

Force Disc Forcibly disconnects the ACL without disconnecting AVDTP
first. Useful for stress testing error handling.
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Local Streams

Displays the streams supported by the A2DP Tool. Currently, only a single audio stream is supported. More
streams will be added in the future.

Local Streams
Steam In ze hedia Type  Stream Type

Registered Stream Capabilities

Codec: SBC

Configured Content Pratection

Stream Status

Source:  Clozed 0 kKbpz 0 khz
Sink:  Open 0 ¥Kbpz 0 Khz
&20F |LE |

Figure 5.92 - A2DP Tool Pane, bottom half
Registered Stream Capabilities
Displays the current codec capabilities supported by the A2DP tool. Currently, only SBC audio is supported.
Configured Content Protection
Displays the type of content protection being used by the active stream.
Stream Status
Statistics for the current stream that include stream state, throughput, and sampling frequency.

5.5.3.2.2 LE Tool

The LE tool provides the user with the ability to generate and inject Low Energy packets directly into in the 2.4
GHz spectrum. The Toolbox LE tab is used to configure the LE tool for Low Energy channel, packet patterns, and
pattern burst parameters.
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Toolbox
Bluetooth Address; BC:F3 70670318

LE Test Mode
Channel Selection

Manual: 37  [] Auto Sequential [ | Auto Random

Packet Options
Payload Type: | PRESS v_j Length; 10
Test Options
PHY: |LE 1M Duration: 50
| Transmit | | Recsive l i End |
\:'t-- - 'u‘tku‘x'ﬁ-ﬁ.“\.

Figure 5.93 - LE Tool Pane, example
LE Tool Test Mode Options

Category Option Description
Channel |Manual Select a single channel 0-39. Not active
Selection when Auto Sequential and Auto Random

are selected.

Auto Sequential | Channels 0 - 39 are sequentially
transmitted.

Auto Random Channels withing the range of 0 - 39 are
transmitted in groups of three . The next
sequence of three is randomly transmitted.
For example, channels 5,6,7 then channels
34,35,36 then channels 12,13,14, and so
forth.

Packet Payload Type Select a sequence from the drop-down list:
Options )
« Pseudo-random bit sequence 9

« Pattern of alternating bits '11110000'
« Pattern of alternating bits '10101010'
« Pseudo-random bit sequence 15

« Pattern of all '1' bits

o Pattern of all '0' bits
« Pattern of alternating bits '00001111'

o Pattern of alternating bits '0101"
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LE Tool Test Mode Options (continued)

Category Option Description
Length Number of bytes to send in the burst.
Test PHY Available only for Bluetooth 5.0 and later,
Opttions

LE 1M - 1 Mbps data rate

LE 2M - 2 Mbps data rate

Duration The wait time in milliseconds between each
burst of data.
Transmit Pressing this button triggers the LE tool to start transmitting test

packets as configured. When in Auto Sequential or Auto
Random modes, the LE tool continues to transmit until the end
button is pressed.

Receive Using this function instructs the LE tool to monitor receiving test
packets. Packets are received only on one channels set in the
Channel Selection Manual mode.

The LE tool does not render the packets received. To view the
packets, use the Main windows.

End Stops the Transmit mode.

Steps to transmit LE test data
Follow these steps to transmit on one channel when using a Bluetooth 4.0 USB adapter.
1. Enter the transmit channel in the text box next to Channel Selection Manual.
2. Select the Packet Options Payload Type.
3. Inthe Packet Options Length text box enter the burst length in bytes.
4. Inthe Test Options Duration text box the enter the wait time between bursts in milliseconds.
5. Click on the Transmit button.

The LE tool will transmit the selected payload for the selected number of bytes with a selected wait time between
the bursts.

Follow these steps to broadcast simulated noise on random channels when using a Bluetooth 4.0 USB adapter.
1. Select Channel Selection Auto Random.
2. Select the Packet Options Payload Type PRBS9 (pseudo-random bit sequence 9).
3. Inthe Packet Options Length text box enter the burst length in bytes.
4. Inthe Test Options Duration text box the enter the wait time between bursts in milliseconds.

5. Click on the Transmit button. The LE tool will continuously transmit the pseudo-random bit sequence
over groups of three sequential channels for the selected burst length with the selected wait time
between the bursts.

6. To end the transmission click on the End button.

335 Wireless Protocol Suite Hardware and Software User Manual



Chapter 5 Analyzing Data Teledyne LeCroy

Capturing LE tools transmissions

You can use the Sodera or Sodera LE to capture the LE tools transmissions, however you must use the Sodera
Options menu to select the LE Test Mode Filters.... After Recording the data transmissions, select LE Test
Mode Filters... and click on Select All. Then click on the Analyze button. In the Main windows the LE Test
Mode Filters tab will contain the captured LE tool transmissions. For additional information see LE Test Mode
Channel Selection dialog on page 87.

5.6 Bluetooth Audio Expert System™

The Bluetooth Audio Expert System™ monitors and analyzes Bluetooth audio streams with the purpose of
detecting and reporting audio impairments. The primary goal of the Audio Expert System™ is to expedite the
detection and resolution of Bluetooth protocol related audio impairments. To achieve this, the system
automatically identifies audio impairments and reports them to a user as “events”. It also correlates the audio
events with any detected codec or Bluetooth protocol anomalies (events). The system allows a user to view the
audio waveform, audio events, codec events, and Bluetooth protocol events on a time-aligned display.

An Audio Expert System™ event identifies to the user information, warnings, and errors. Event categories are
shown in the following table.

Table 5.13 - Audio Expert System™ General
Events
Event Category |General Events Reported

Bluetooth Protocol | Protocol violations

Best practice violations

Codec Configuration changes
errors
Audio impairments (errors)

information data

When the Frontline software captures data, if there is audio content that must be debugged this data must be
systematically examined when looking for the problem source. The effort to identify and correlate the audio
related data can be daunting because the problem source may be caused by protocol, codec, or the audio itself.
Using the Audio Expert System™ identifies events that are likely candidates for audio root cause analysis. The
expert system examines all captured frames—in live capture or in capture file viewer—and selects audio-related
protocol, codec, and audio events. The events are time correlated to the audio stream and identified with specific
frames. In general, a cluster of events suggests an area for investigation, and in the presence of multiple event
clusters the cluster with the most events suggests the best starting point.

The expert system works in conjunction with Frontline software that is operating in live capture mode or in
capture file viewer mode. Selecting an event in the Audio Expert System™ will simultaneously highlight related
packets in the Frontline software Main windows, Coexistence View, Message Sequence Chart,
Bluetooth Timeline, and Packet Error Rate Statistics (PER Stats) windows.
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Table 5.14 - Timing Analysis Supported Codec Parameters

Codec Sample Channel |Data Rate |Other Information
Frequency Modes
SBC 16 kHz*, 32 kHz*, 44.1 kHz, 48 kHz Mono, Block Length: 4, 8, 12, 16
Dual, Number of subbands: 4, 8
Stereo, Allocation Method: SNR,
Joint Loudness Minimum Bitpool
Stereo Value: 2 Maximum Bitpool
Value: 53
CVSD 8 kHz Mono 64 kbps
mSBC 16 kHz Mono Allocation method:
Loudness Subbands: 8
Block Length: 15 Bitpool:
26
G.711 8 kHz Mono 64 kbps
G.726 8 kHz Mono 32 kbps
G.722 8kHz, 16 kHz Mono 48 kbps,
(ASHA) 64 kbps
MPEG-4 |44.1 KHz, 48 KHz, 8 KHz*, 11.025 Mono, Variable Bit Rate and
AACLC KHz*, 12 KHz*, 16 KHz*, 22.050 Dual Specified Bit rate
KHz*, 24 KHz*, 32 KHz*, 64 KHZz*,
88.2 KHz*, 96 KHz*
AAC-ELD |16 kHz, 24 kHz Mono 32 kbps,
44 .8 kbps,
48 kbps,
64 kbps
LDAC 44.1 kHz, 48 kHz, 88.2 kHz, 96 kHz Mono, Up to 990 | Sample Resolutions: 24
Dual, kbps bits, 32 bits
Stereo
aptX- 44 .1kHz Stereo 352 kbps | Sample Resolution: 16-bit
Classic both content protected and
and LL non-content protected
aptX-HD | 44.1 kHz, 48 kHz Stereo 576 kbps | Sample Resolution: 24-bit
LC3 8 kHz, 16 kHz, 24 kHz, 32 kHz, 44.1 Mono Frame Durations: 7.5 ms,
kHz, 48 kHz 10 ms
GN 16 kHz Mono 48 kbps,
ReSound 64 kbps
'Heimdall'
LC3-SWB |32 kHz Mono 61867 Frame Duration: 7.5 ms
bits/s

* Audio Analysis not supported, though you are able to play back the audio live.
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5.6.2 Operating Modes
The Bluetooth audio analysis can be accomplished in two modes: 1) unreferenced mode, and 2) referenced mode.

Table 5.15 - Audio Expert System Operating Modes
Mode Description

Non- Processing audio of completely unknown program content (e.g. arbitrary music or
referenced speech content). Since the system does not have any prior knowledge of the audio being
analyzed, the types of audio analysis that can be performed is limited.

Referenced | A “pseudo closed loop” test scenario where the user plays specific Reference Audio files
(pre-recorded audio test files provided by Frontline) on the Source DUT (Device Under
test). The analysis of the received audio results in a series of “Audio Events” being
reported by comparing changes in the received audio to expected changes of the
Reference Audio, and reporting deviation events when they occur.

Reference mode detects a larger number of events because the reference audio has specific frequency,
amplitude, and duration occurring at known points in time allowing for precise comparison.

5.6.2.1 Non-Referenced Mode

In Non-Referenced Mode, the system is typically processing audio of completely unknown program content (e.g.
arbitrary music or speech content). Since the system does not have any prior knowledge of the audio being
analyzed, the types of audio analysis that can be performed is limited.

The following events are reported whenever the system is operating in Non-Reference mode. These are the
meaningful audio analysis that the system can perform without reporting too many false positive results.

e Volume Level (Low Volume or High Volume): Reported if the average volume level is not in a range conducive
to performing meaningful audio analysis.

e Clipping: Amplitude distortion due to a signal amplitude exceeding the maximum value that can be
represented by the digital system

e Dropout: Abrupt and very short duration intervals of silence

o Glitch: Extremely large sample-to-sample audio amplitude transitions that have little probability of occurring
within natural speech or music

5.6.2.2 Referenced Mode

In Referenced Mode, the system operates in a “pseudo closed loop” test scenario where the user plays a specific
Reference Audio file on the Source DUT. The Source DUT negotiates with the Sink DUT to determine the
appropriate codec and audio parameters to use and will then process the Reference Audio file accordingly before
transmitting the resulting audio via Bluetooth. The Reference Audio is a pre-recorded audio test file provided in
the Wireless Protocol Suite software installer.

The Sink DUT receives the encoded audio, decodes it, and processes it for playback. In parallel, the Frontline
analyzer unit snoops the over-the-air signal between the Source DUT and Sink DUT and emulates the RF reception
and decoding done inside the Sink DUT. The Audio Expert System™ automatically detects that a Reference Audio
file is being received and then analyzes the resulting audio for deviations from expected parameters.

Referenced Audio files are protocol specific.
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The following events are reported whenever the system is operating in the Referenced mode.
e Test ID Found
e Test Script Not Found
e Invalid Test Script
e Synchronization Lost
e Unexpected Frequency
e Unexpected Level
e Unexpected Duration
¢ Amplitude Fluctuation
e Unexpected Phase Change
e Clipping
¢ Excess Noise
e CVSD HF Level Too High
e End of Test
Reference Audio Test Files

The Reference Audio files are specific audio files that exercise the system so that audio impairments can more
efficiently and accurately be identified and reported. The Reference Audio files are composed of a series of back-
to-back and relatively short duration tones of changing amplitude, frequency, and duration.

The test files are stored on the users computer In the directory "\Frontline <version #>\Development Tools\Audio
Expert Test Files\". For example,

Test_1.03_48kHz_16Bit_3Loops_2Ch.wav
Note: Reference test files are periodically updated. Shown here is an example. Files

delivered with your latest Wireless Protocol Suite software version may have changed.
Contact Frontline Technical Support for information on the latest reference file versions.

The test files have a set of tones forming a unique Test ID that lets the analyzer know that it is capturing a test file
instead of an arbitrary audio stream. There is no need for special configuration of the analyzer. The Test ID will
have the identifier notation N.vv, where N = the file number and vv = a two digit version, for example 1.02.

Using the Test Files

The analysis of the received audio results in a series of Audio Events being reported by comparing changes in the
received audio to expected changes of the Reference Audio, and reporting deviation events when they occur.

The system starts up in Non-Referenced mode, and is continuously looking for a valid Reference Audio file by
measuring frequency and amplitude of the received over-the-air audio. Transitioning to Referenced mode
requires the successful detection of a Test ID tone sequence of proper frequency, duration, and value.
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Once the Referenced Mode state is achieved, the expectation is that all tones encountered will conform to the
script identified by the Collected Digits (the “Test ID”). The system remains in the Referenced Mode state until

either the end of test is reached, or a loss of synchronization occurs.

The synchronization of the received audio (from the Reference Audio files) versus the internal Test Script is
achieved based on changes in frequency of the tones in the Reference Audio file. Frequency changes are used

because this parameter is relatively immune to the configuration of the network.

For a comparison of reference mode detectable problems to unreferenced detectable problems see the table in

the audio event type table.

The Test Script

The Reference Audio used for Referenced Mode testing is generated
from scripts that define a series of audio segments. Each segment
provides an audio tone parameters including frequency, amplitude,
duration, fade in and fade out durations, and start time. The script is
an XML file delivered with the Wireless Protocol Suite software. This
file is used during Referenced mode testing for comparison to the
"sniffed" Reference Audio parameters of frequency, amplitude,

duration, etc.

Below is a sample script table and the resulting sample Reference
Audio .wav file. The generated .wav file begins with a Test ID that is
used to identify the "sniffed" audio as a Reference Audio file, and the
Audio Expert System™ automatically switches from Non-Referenced

mode to Referenced mode.

Teledyne LeCroy

<?xml version="1.0" encoding="UTF-8"7>
- <SegmentArray =

==

gment:

<SegIlD>=0</SeglD=
<0Opcode=F</Opcode>

<Fraquency>100</Frequency

<lLevel=-95</Lavel=

=Cycles=10-
<Duration>=0.1</Duration>

</Cycles>

<Fadeln=0</Fadeln>
<FadeQut>0</FadeOut=

«StartTime=0</StartTime>

=/Segment>

- «85e

gment:>

=SeglD>=1</SeglD:=
<0pcode=F</Opcode>

«<Frequency>210</Frequency>

«<lLevel>-3<«/Level>
«<Cycles>21</Cycles>

<Duration=0.1</Duration:=

«Fadeln=0</Fadeln>
<FadeOut>0</FadeQut>

<StartTime>0.1</StartTime=

< /Segment>

M ER

gments

<5eqIlD>2</5egID>
<Opcode>F</Opcode>

Table 5.16 - Sample Test Script Table

Segment| OpCode [Frequency|Level(Cycles|Duration|Fade in|Fade Out|Start Time
1 F 200 0 5 0.025 0 0 0.000
2 F 1000 0 25 0.025 0 0 0.025
3 F 300 -12 15 0.050 0 0 0.050
4 F 600 0 30 0.050 0 0 0.100
5 F+ 880 -6 44 0.050 0 0 0.150
6 F+ 240 -6 12 0.050 0 0 0.150
7 F 600 -95 30 0.050 0 0 0.200
8 F 600 0 30 0.050 0 10 0.200
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5.6.2.3 Referenced Mode Testing Processes

In the Referenced mode, the devices under test use a specific audio file (called reference file or test file) provided
by Frontline whose contents are already known to the Wireless Protocol Suite software. The software compares
the parameters of the received audio data against its parameters and presents analysis for the user. Commonly,
in Bluetooth technology the music sent via A2DP and speech sent via HFP. There are a few ways users can
conduct referenced mode testing depending upon what profile they are using. The figure 17 shows the source of
the audio and the medium through which it can be accessed by Source device to send to sink device via
Bluetooth.

Table 5.17 - Referenced Mode Testing Process Between Two DUTs

Audio Source| Process to Send Using A2DP | Process to Send Using HFP
Afile stored | Play the locally stored file on the | Play using the third party App
on the audio source device that transmits music data on
device’s local HFP.
memory
Streaming Play the test in a browser on the | Make a call to 434-964-1407 or
audio overa | audio source device 434-964-1304 through a
cellular . I cellular network. The phone
network hitps://youtu.be/rmirDbikrt number receiving the call
playbacks recorded test signal.
Streaming Play the test in a browser on the | Make a call to 434-964-1407 or
audioovera | audio source device 434-964-1304 through a VolP
Wi-Fi network _ . provider such as Skype. The
https:/youtu.be/rmirDbikrtM phone number receiving the call
playbacks recorded test signal.
Potential problem: The VolP
provider might use custom codecs
and cause undesirable behavior.

A2DP
Playing the test file locally

The simplest way to perform music data testing is to directly play the reference file from DUT1 to DUT2. To do
that, save the reference file provided with the Wireless Protocol Suite software on the Source device. Then
connect the Bluetooth enabled devices and play the music file from one device to the other. The software will
automatically detect the mode and present analysis for the user.

Playing the test file via Internet

If the user is testing a scenario where they need to analyze audio played through the internet (either using Wi-Fi
or cellular data plan), they may access the reference file on YouTube provided by Frontline -
https://youtu.be/rmirDbikrtM. Note that the software is only analyzing the Bluetooth link between the two DUTs.
Any abnormalities at the Wi-Fi and cellular network level will affect the audio quality that may not be Bluetooth
protocol related and the software will not be able to detect that.
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HFP
Playing the test file by calling a phone number

Frontline provides the following phone numbers - 434-964-1407 and 434-964-1304 that users can call, to conduct
speech audio data analysis over Bluetooth. The calls can be made using the cellular network (most common
method) or VolP. Again, the VolP provider might use custom codecs and cause undesirable behavior which cannot
be detected by Audio Expert System™ software.

Playing the test file using Third party Apps

Bluetooth Audio Expert System™ Reference mode testing can be accomplished using third party apps on Android,
i0S, and Windows phones. The following apps are available from their respective App stores:

¢ BTmono, Android
e Blue2Car, 10S

e Windows Headset player lite

Note: When selecting and using these apps, thoroughly review all the vendor
documentation. While Teledyne LeCroy has conducted testing of these apps, Teledyne
LeCroy has not completed full interoperability testing with our library of Bluetooth devices
and does not warrant the use of these apps with every device when using the following
procedures. Teledyne LeCroy does not provide support or maintenance for third party apps.
Any issues or questions should be directed to the app developer.
1. In the following steps Device Under Test 1 (DUT1) is the device sending the reference test file to DUT2.
2. Download the third party app to DUT1 and follow the app vendor's instructions for installation and use.
3. Load the Audio Expert System reference test file
"Test_1.02_64.1kHz_16Bit.wav"
on DUT1.The test file is stored on the users computer In the directory "\Frontline <version

#>\Development Tools\Audio Expert Test Files\".

Note: Reference test files are periodically updated. Shown here is an example. Files
delivered with your latest Wireless Protocol Suite software version may have
changed. Contact Teledyne LeCroy Technical Support for information on the latest
reference file versions.

4. With the Sodera Sodera LE connected to the computer, configure the datasource, and follow procedures
to capture data.

5. Launch Audio Expert System by clicking on the Main windows E

6. Turn on Bluetooth on your DUTs, DUT1 and DUT2. Turn on the third party Bluetooth app for routing the
reference file over A2DP or HFP by following the vendor's directions.

7. Send the reference test file from DUT1 to DUT2 via the third party app.

8. Observe the events in the Audio Expert System™ Events Table. Look for an event Description:
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“TestIDFound : REF: Test ID 1.02, Channel Gain = -11.8 dB TermFreq=400.0".

Note: This is an example. The display may vary with the reference file version.

The Frontline analyzer has successfully detected the reference test signal and the system is locked into
reference mode.

DUT 1 [ DUT 2
{Audio Source) (Audio Sink)

Audio
source

Figure 5.94 - Test Cases for Referenced Mode Testing

5.6.2.3.1 System Calibration for Referenced Mode

The objective is to achieve settings at the Bluetooth source device (DUT1) that bring the PCM sample levels of
tones in the Reference Audio files sent over-the-air as close as possible to the levels at which they were created,
without exceeding them. Test ID tones, and the tones in test file sequences for Referenced Mode are generally
recorded with a maximum tone segment level of -3 dBFS, although there are a few exceptions where signal levels
may be as high as -1 dBFS.

Figure 5.95 - Test_1.02_44.1kHz_16Bit.wav Waveform
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Show in the image above, is a graphic of the overall envelope of the Reference Audio test file “Test_1.02_
44.1kHz_16Bit.wav. Test 1.02 is a test file that enables a wide range of tests that includes a number amplitude
changes, frequency changes, intentional silence, and multi-frequency tone segments. Its goal is to flush out the
audio chain’s general ability to convey amplitude, frequency, silence, and duration.

The ideal calibration for this file is one where the waveform visualization on Frontline’s Expert System User
Interface (Ul) looks identical to the one shown below with respect to maximum levels. In particular, there are
three segments in this test whose peaks are at exactly -6 dBFS. That is, there is zero loss or gain through the

chain.

Table 5.18 - Test 1.02 -6 dBFS Segments
SegmentID|Frequency, Hz[Start Time, sec.|Duration, sec.
32 800 2.800 0.100
35 1120 3.100 0.100
40 400 4.300 0.900

These -6 dBFS segments are described in the
Test 1.02 -6dBFS Segments table . These
segments serve as a convenient and quick
visual indicator that levels are appropriate,
especially the longer 3rd case which is
evident at the 4.999 second reference time
of the above image(a little over 2/3 of the
way through the test).

The first 0.500 seconds of Test 1.02, which

contains the Test ID value “1.02” is shown below. The three digits ‘1’, ‘0’, and ‘2’ are represented by the low
frequencies 210Hz, 200Hz, and 220Hz, respectively, which are 100 milliseconds in duration, and are separated by
1 kHz digit delimiters of 50 milliseconds duration. The final tone is a 100 millisecond segment at 400 Hz, defined
as a “Test ID Terminator”. Note that since the levels of all of these tones are at exactly -3 dBFS, the peak levels
should be exactly halfway between any available -6 dBFS (50%) gridline.

Figure 5.96 - Test 1.02 Test ID Segment

The three digits ‘1’, ‘0’, and ‘2’ are represented by the low frequencies 210 Hz, 200 Hz, and 220 Hz, respectively,
which are 100 ms in duration, and are separated by 1 kHz digit delimiters of 50 ms duration. The final tone is a

100 ms segment at 400 Hz, defined as a “Test ID Terminator”. Note that since the levels of all of these tones are
at exactly -3 dBFS, the peak levels -3 dBFS.

The value in the Infol parameter of the “Test ID Found” event is optimally the value 23196 and may be converted
to dBFS by the relationship

dBFS =

201log;, (

infol
32767.0

)

Optionally the value can be interpreted as “Channel Gain” via the relationship

dB = 20log,, (
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Table 5.19 - "Test ID Found" Event "info1" Maximum  This table indicates the maximum and minimum
and Minimum Values acceptable levels for the “Test ID Found” Infol

Format Application | Maximum | Minimum | parameter in integer form, decibel level in dBFS,
and Channel Gain in dB.
Integer Speech 23196 5826
- Example 1: For the case where the Infol parameter
Music 23196 3297 is converted to “Channel Gain”, if the audio is
Level Speech -3dBFS -15 dBFS speech (i.e. transported via a SCO channel), then a
- value of -11.9 dB is acceptable, and a value of -12.1
Music -3dBFS -20 dBFS dB is not.
Chanel Gain | Speech 0dB Tzl Example 2: For the case where the Infol parameter
Music 0dB -17 dB is converted to “Channel Gain”, if the audio is

music (i.e. transported via an A2DP connection),
then a value of -16.9 dB is acceptable, and a value
of -17.1 dB is not.

For both cases, at the high volume end, a value of -0.1 dB is acceptable, a value of 0.1 dB is not.

The dynamic range of the audio path is important to understand because it has a direct impact on measurement
accuracy. Only levels at or above the minimum and at or below the maximum are examined for expected level
and frequency.

5.6.2.3.2 Adjusting for Optimal Volume Levels

The exact steps that need to be taken depend on the exact devices being used, and their device specific setup
requirements, and the speech or audio configuration under test. For the simplest case where, for example, a
“music” audio file is to be played by a smartphone to a set of Bluetooth speakers, the typical steps would include
the following.

1. Choose an audio reference file to be played at DUT1 appropriate for the configuration to be tested.

The test files are stored on the users computer In the directory. For example -> C:\Program Files
(x86)\Teledyne LeCroy Wireless\Wireless Protocol Suite 19.3.18837.0\Help and Tools\Audio Expert Test
Files

Test_1.03_48kHz_16Bit_3Loops_2Ch.wav

Note: Reference test files are periodically updated. Shown here is an example. Files
delivered with your latest Wireless Protocol Suite software version may have
changed. Contact Frontline Technical Support for information on the latest reference
file versions.

2. Before establishing the Bluetooth connection, play the file while listening to it on the DUT1 device itself,
and become familiar with the overall sound quality, generally ignoring exact volume.

3. Set the playback volume at DUT1 to maximum.

4. Set the playback volume at DUT2 to minimum.

5. Establish the Bluetooth connection and begin playback of the file on DUT1, if possible in “Loop” or
“Repeat” mode to avoid having to continuously restart.

6. Slowly increase the volume on DUT2 until it is at a comfortable level.
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10.

If the audio sounds distorted, reduce the playback volume at DUT1, and repeat Step 6.

When the clarity of the audio is comparable to that heard when listening to the DUT1 device, proceed
with using the Frontline software enabled to capture and analyze the Bluetooth data.

Visually observe the waveform in the Audio Expert System Wave Panel comparing it to the image above,
Figure 1.1. If the level of the -6 dB, 0.9 sec duration, 400 Hz tone (a little over 2/3 of the way through the
test) is grossly above or below the —6 dB (50% volume) grid line, adjust the DUT1 volume accordingly and
repeat this step. Optimally it would be on or just below the -6 dB gridline, but not above. The peak should
never hit the maximum positive or negative limits of the display.

Find the “Test ID Found” event in the Event Table to verify that the system has transitioned to
Referenced Mode, and verify that the value for “Channel Gain” (or “Level” as implemented in the Ul) is
within the range of values specified in Table 1-2.

If the observed (captured) waveforms do not reasonably conform to the above graphic for Test_1.02, or the “Test
ID Found” event is not reported, there is a problem along the audio chain. This could be as simple as a

configu

5.6.3

The foll

ration setting, or more subtle such as an encoder/decoder incompatibility.

Audio Expert System™ Event Type

owing tables list the Audio Expert System™ Bluetooth, Codec, and audio events with description. Included

in the tables is the event severity that can have three values: Information, Warning, and Error. The event severity
will appear as icons and text in the Audio Event System once an audio streams has been captured. Refer to 5.6.4.3
Event Table, Event Table Columns on page 367 for an explanation of the severity types.

5.6.3.1 Event Type: Bluetooth Protocol
Table 5.20 - Event Type: Bluetooth Protocol
Protocol | Severity Description
A2DP Warning | AVDTP signal response received for unknown command.
A2DP Warning | Unrecognized capability type
A2DP Error eSCO parameters requested.
A2DP Error Profile TX PDUs larger than available bandwidth for active A2DP Streaming
interval.
A2DP Error Bitpool value does not match configured bitpool range.
A2DP Error Attempt to suspend inactive stream.
A2DP Error Configuration attempt using unsupported CODEC.
A2DP Error Incorrect AVTDP command length.
A2DP Error Unknown command Stream End Point Identifier (SEID).
A2DP Error A2DP stream configuration attempt using invalid CODEC parameters.
A2DP Error A2DP stream configuration request sent during active stream.
A2DP Error Audio data length does not match length header.
A2DP Error Incorrect A2DP SBC frame fragmentation.
A2DP Error A2DP SBC frame header contents does not match stream configuration.
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Table 5.20 - Event Type: Bluetooth Protocol(continued)

Protocol | Severity Description

A2DP Error Attempt to configure A2DP stream with unsupported configuration.
A2DP Error Reported A2DP stream capabilities do not contain mandatory features.
A2DP Error A2DP streaming L2CAP channel not disconnected after ABORT operation.
A2DP Error Fragmented AVDTP packet not terminated before sending next packet.
A2DP Error Invalid AVDTP transaction ID.

A2DP Error Missing AVDTP command response.

A2DP Error Unrecognized A2DP content protection type.

A2DP Error Attempt to configure delay reporting during incorrect stream state.
A2DP Error Attempt to open A2DP stream that has not been configured.

A2DP Error Attempt to close A2DP stream that is not active.

A2DP Error A2DP streaming channel created before configuration completed.
A2DP Error Configuration command contains invalid length parameter.

A2DP Error Configuration command contains invalid media transport format.

A2DP Error SBC CRC Error.

A2DP Error SBC invalid channel mode.

A2DP Error SBC invalid header.

A2DP Error Invalid AVDTP configuration parameter.

A2DP Error Invalid AVDTP stream state

5.6.3.2 Event Type: Codec
Table 5.21 - Event Type: Codec

Codec Severity Event Description
SBC Information | Codec Initialization Codec session started
SBC Information | Codec tear-down Codec session ended
SBC Information | Stream Re-configuration | Stream Re-configuration
SBC Error Incorrect Configuration SBC Codec detected a change in
Detected audio parameters
SBC Error Lost Sync SBC Codec expected to find synch

word: 0x9C instead found: Ox: typically
due to corrupted data

SBC Error Bad Header SBC Codec detected corrupted
header: typically due to corrupted data
SBC Error CRC Failure SBC Codec detected bad CRC:

typically due to corrupted data
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Table 5.21 - Event Type: Codec(continued)

Codec Severity Event Description

SBC Error No output SBC Codec generated no output due
to corrupted data

mSBC Information | Codec tear-down Codec Session Ended

mSBC Information | Stream Re-configuration | Stream Re-configuration

mSBC Warning Packet Loss Concealment | mSBC Codec detected a bad frame
and generated substitute data to
compensate for it

mSBC Error Incorrect Configuration mSBC Codec detected a change in

Detected audio parameters

mSBC Error Lost Sync mSBC Codec expected to find synch
word: 0xAD instead found: Ox: typically
due to corrupted data

mSBC Error Bad Header mSBC Codec detected corrupted
header: typically due to corrupted data

mSBC Error CRC Failure mSBC Codec detected bad CRC:
typically due to corrupted data

mSBC Error No output mSBC Codec generated no output due
to corrupted data when PLC not
configured

AAC Information | Codec initialization Codec session started

AAC Information | Codec tear-down Codec session ended

AAC Information | Bitstream type set The bitstream type has been set. For
Blueooth, it should be LATM.

AAC Warning Single frame error, During decoding, a single frame error

concealment triggered. was detected which triggered built in
concealment processing.

AAC Error Codec setting change The codec has been re-initialized due
to a setting change.

AAC Error Unframed stream error A frame error was detected for an
unframed stream. The codec is being
reset in order to continue processing.

AAC Error Transport not initialized The codec cannot be initialized for the
given transport.

AAC Error Transport not supported The selected transport is not
supported. This could occur when an
out of band LATM is selected opposed
toin band.

AAC Error Transport failure General failure in the transport.
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Table 5.21 - Event Type: Codec(continued)

Codec Severity Event Description
AAC Error Transport error This typically occurs when there isn’t
any configuration information
available.
AptX Information | Codec initialization Codec session started
AptX Information | Codec tear-down Codec session ended
AptX Error Bad Data Non-stereo data has been detected for
incoming data stream.
LC3 Error Invalid payload length Codec received a frame with less data
than configured
LC3 Error Unable to decode a frame | Codec was unable to decode the data
LC3 Error Invalid codec configuration | Codec configuration data is corrupted
LC3 Warning LC3 codec applied PLC on | Codec detected bit stream error and
this frame applied PLC to the frame

5.6.3.3 Event Type: Audio

Table 5.22 - Event Type: Audio

Test Mode Severity Event Description
Non- Warning | Low Volume Alarm | Warn the user that the volume level of the detected
Referenced audio is below the best range for performing
meaningful audio analysis. Alarm is initialized when
volume level above the “Measurement Threshold”
level is detected. Alarm is activated when the
detected volume drops below the “Measurement
Threshold” level for 10 consecutive 0.5 sec
measurement intervals.
Non- Warning | Clippin Reports the detection of suspected distortion that
Referenced occurs when the amplitude of a signal exceeds a

digital systems ability to represent it accurately.
Clipping is a type of amplitude distortion. The
system reports a Clipping event when consecutive
samples at the maximum value that can be
represented by the digital system have been
detected. Note that the maximum value that can be
represented is different depending on the number of
bits per sample (i.e. bits of resolution) of the audio
stream. The system limits the number of reported
Clipping events to typically 10 to 20 per sec.
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Table 5.22 - Event Type: Audio(continued)

Test Mode Severity Event Description
Non- Warning | High Volume Alarm | Warn the user that the volume level of the detected
Referenced audio is above the best range for performing

meaningful audio analysis (i.e. above a level where
the audio will likely become distorted). Alarm is
activated when the detected audio volume is
continuously above the high volume threshold (see
Figure 2) for 10 consecutive 0.5 sec measurement
intervals (i.e. 5 sec total). The event will not be
repeated again until the detected volume level
drops below the high volume threshold for 10 more
consecutive 0.5 sec measurement connections.

Non- Warning | Dropout Reports the detection of an unusual brief silence
Referenced period where the brief silence is preceded and
followed by “normal” audio levels. A typical
definition of Dropout is the short dramatic loss of
volume typically caused by lost digital information.
Root causes include transmission system errors
resulting in lost data packets, transmission channel
reconfigurations, bad sections of memory,
processor overloads that temporarily interrupt the
flow of information, and so on.

Non- Warning | Glitch Extremely large sample-to-sample audio amplitude
Referenced transitions that have little probability of occurring
within natural speech or music. Such dramatic
changes would typically happen only in situations of
dropped samples.

Referenced Info TestID Found Occurs when a valid Test ID has been recognized.
A valid Test ID must meet the level, frequency,
duration, and delimiter requirements. If any of these
parameters do not match, the process is terminated
and is reset to the initial conditions. Until a Test ID is
successfully recognized, the system will continue to
operate in Non Referenced Mode; therefore, no
events related to false starts are reported. This is
because for arbitrary audio there is no expectation
of any Test ID.

Referenced Warning Test Script Not Occurs if a valid Test ID was found , but the script
Found for that Test ID was not found. The system reverts to
Non-Referenced Mode if this happens. This event
should not occur if using a valid Reference Audio file
provided by Frontline.

Referenced Error Invalid Test Script | This event is generated when an error occurs while
accessing information in a script. This event should
not occur if using a valid reference audio file
provided by Frontline.
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Table 5.22 - Event Type: Audio(continued)

Test Mode Severity Event Description
Referenced Error Synchronization Generated when after a successful Test|D
Lost recognition the system encounters unexpected

frequencies or durations of audio segments while
analyzing a received Reference Audio file. If this
situation occurs, the internal segment tracking logic
attempts to look forward and/or backward in the test
script to determine if the currently measured
characteristics are consistent with the previous or
next segment of the script. If there is a match, the
internal segment pointer is advanced or retarded
appropriately, the Synchronization Lost event is not
generated, and the audio analysis continues.
However, if a match cannot be found, the system
declares itself out of sync and generates the
Synchronization Lost Event, terminates any active
test script, and reverts to Non-Referenced Mode.

Referenced Error Unexpected Reported when a measured frequency deviates
Frequency from an expected frequency by a specific
percentage (determined by the negotiated
parameters of the over-the-air audio stream). The
system knows the Reference Audio file that is being
played on the Source DUT; therefore, the system
knows which frequencies (tones) to expect ata
given time.

Referenced Error Unexpected Level |Reported when the measured level at the start of a
tone segment is not within tolerance. The tolerance
is dependent on sample rate and bits per sample,
but it generally is +/- 3 dB for speech and +/11 dB for
music. The system knows the Reference Audio file
that is being played on the Source DUT; therefore,
the system knows which amplitude level to expect at

agiven time.
Referenced Error Unexpected Reported when a tone segment of the Reference
Duration Audio file is shorter or longer than expected. The

system knows the Reference Audio file that is being
played on the Source DUT and therefore knows
how long a specific tone segment should last. If
either a change of amplitude or frequency arrives
either before or after that programmed duration,
then the change is by definition unexpected. This
type of audio impairment can be caused by lost or
corrupted data, repeated data, faulty packet loss
concealment algorithms, etc.
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Table 5.22 - Event Type: Audio(continued)

Test Mode Severity Event Description
Referenced Error Amplitude Reported if the system detects unexpected
Fluctuations amplitude changes over a given interval. The test

tones in Frontline’s Reference Audio files have a
fixed amplitude level over their duration. Therefore,
if the corresponding audio levels received over the
air by the system fluctuates more than a specified
level (this level is based on the received audio
stream parameters), then the system generates an
Amplitude Fluctuations event.

Referenced Error Unexpected Phase | Provides a fine-grained indication of lost or repeated
Change energy. The system knows when a specific tone
should be expected. During this interval, the system
checks that the measured average frequency is the
same as the expected frequency. If this is correct,
the system will continue to monitor the
instantaneous frequency. If the instantaneous
frequency deviates sufficiently from the current
average frequency, the frequency measurement
state machine will reset and begin re-measuring.
Typically, the outcome is the discovery of the next
scripted (expected) frequency. However, another
outcome can be that the same frequency as the
previous average frequency is rediscovered, and
this is reported as an Unexpected Phase Change
event. Such phase changes are an indicator of
losses of signal that do not result in amplitude
dropoults, or signal substitution (repetition) of
previous audio energy due to things such as “packet
loss concealment” tactics.

Referenced Error Excess Noise The Excess Noise event is reported when energy
sufficiently above the “Silence Threshold” is
detected during programmed segments of silence.
Excess noise can indicate a poor analog audio
chain with an inherently poor noise floor, glitches
occurring during silence intervals, or codecs that do
not transition to silence instantaneously.
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Table 5.22 - Event Type: Audio(continued)
Test Mode Severity Event Description

Referenced Error Clippin Reports the detection of suspected distortion that
occurs when the amplitude of a signal exceeds a
digital systems ability to represent it accurately.
Clipping is a type of amplitude distortion. The
system reports a Clipping event when consecutive
samples at the maximum value that can be
represented by the digital system have been
detected. Note that the maximum value that can be
represented is different depending on the number of
bits per sample (i.e. bits of resolution) of the audio
stream. The system limits the number of reported
Clipping events to typically 10 to 20 per sec.

Referenced Error CVSD HF Level Reported when a CVSD encoded audio stream is
Too High detected and there is high frequency energy above
4 kHz that is greater than -20 dBFS.
Referenced Info End of Test Event | Reported to indicate that the system has completed

processing a test script for a Reference Audio file,
and that the system has exited Reference Mode.
This event is generated when the elapsed time from
the start of test is equal to or greater than the
scripted duration of a test. It is reached when the
number of samples processed equals the number of
samples associated with the test duration.

Clipping

The number of consecutive samples needed to qualify as a clipping event depends on both sample rate and
number of bits per sample. Table 1 specifies the number of consecutive samples at the maximum value level that
will generate a Clipping event.

Table 5.23 - Clipping Event Thresholds
Consecutive Samples|Sample Rate, Samples/sec|Resolution, bits

3 8000 16
5 16000 16
11 41000 16
2 64000 16
12 48000 16
24 96000 16

Table 5.24 - Clipping Event Thresholds
Consecutive Samples|Sample Rate, Samples/sec|Resolution, bits

3 8000 16
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Table 5.24 - Clipping Event Thresholds (continued)

Consecutive Samples|Sample Rate, Samples/sec|Resolution, bits
5 16000 16
11 41000 16
2 64000 16
12 48000 16
24 96000 16

Dropout

Dropout events are reported when the average audio level (RMS) is initially above the Measurement Threshold,
then falls below the Silence Threshold, and then quickly rises above the Measurement Threshold again ). This
approach largely disqualifies the natural inter-syllable silence and pauses that occur in natural speech, but will
detect gaps caused by dropped data. Note that the system does not report dropouts that begin at very Low
Energy levels.

Figure 5.97 - Dropout: Measurement and Silence Threshold
Glitch

The Glitch event is reported whenever an extremely large sample to sample amplitude transition occurs that has
little or no probability of occurring within natural speech or music. As illustration, back to back +N, -N, ..., +N, -N
values (where N is any non-zero number), represents energy at the Nyquist frequency, or % the sample rate.
Neither speech nor music contain average energy levels at this frequency more the 20 dB below nominal.
However, moderately large sample to sample changes in amplitude do occur, and these naturally limit how
sensitive this measure can be configured.

The system uses back to back transition levels of 90 dB for music and 40 dB for speech as the threshold for
reporting the Glitch event.

Such dramatic changes would typically happen only in the face of dropped samples, and serve as an additional
means of detecting gross abnormalities

5.6.4 Audio Expert System™ Window

This window is the working space for the Audio Expert System™. Upon opening Audio Expert System™ the
window shown below will open with four main areas displayed :

¢ Global Toolbar - Provides play cursor controls, waveform viewing controls, and volume controls that affect all
Wave Panels.
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* Wave Panel - Displays the waveforms for each captured audio stream. There is a separate Wave Panel for

each stream. Each panel contains local information, controls, and an event timeline specific to the displayed
audio stream being shown. Other Wave Panels that may be off scream may be viewed using the vertical scroll
control or by collapsing other Wave Panels.

Event Timeline - The Event Timeline shows Bluetooth events, Codec events, and Audio events synchronized to
the displayed waveform. There is an Event Timeline in each Wave Panel.

Event Table — A tabular listing of Bluetooth, codec, and audio events with information on event severity,
related Bluetooth frame, timestamp, and event information.

Global Toolbar Wave Panel
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Figure 5.98 - Audio Expert System™ Window

Color Codes and Icons

The Audio Expert System™ uses standard color codes and icons to assist the user in focusing on specific issues.

355

Table 5.25 - Audio Expert System™ Color Codes and

Icons
Category |Sub-Category|Color Code | Icon
Technology | Bluetooth blue B3
Codec orange | [
Audio green
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Table 5.25 - Audio Expert System™ Color Codes and
Icons (continued)

Category |Sub-Category|Color Code | Icon

Event Severity | Information il
Warning yellow

Error &

Note: If an Event Severity icon is surrounded by a dark line, the event is a global event and
not applying to a particular captured waveform. The event is assigned to "Stream 0" in the
Event Table.

The following topics describe the Global Toolbar, Wave Panel, Event Timeline and Event Table in more detail.

5.6.4.1 Global Toolbar

The global toolbar provides audio play controls, audio play cursor positioning controls, waveform viewing
controls, and volume controls. Global toolbar controls apply simultaneously to all waveform panels.

F -z

?

In]

Table 5.26 - Global Toolbar Controls
Icon Description

i Home: Moves play cursor to beginning of the waveform

Play : Start playing the audio from the current play cursor

> ’T position. Toggles to Pause when clicked.
/ Pause: Stops audio play back at its current position,
toggles to Play when clicked.
[ End: Moves the play cursor to the end of the waveform

Loop: Loops waveform playback continuously. If the Play
button is visible it will toggle to the Pause. Clicking the
g Pause button will stop Loop playback. Clicking on the Loop
button will stop the loop and the playback. If there is a
selection on the waveform, only the selection will loop.

Q Horizontal Zoom Out: Increases the amount of data that is
— visible on the screen; however, less detail is discernible.
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Table 5.26 - Global Toolbar Controls (continued)

Icon Description
a Horizontal Zoom In: Decreases the amount of data that is
— visible on the screen; however, more detail is discernible

Lock/Unlock (Operational in live mode only): Selecting
Lock will freeze the waveform display; however, the Audio

Expert System™ will still continue to analysis new audio
| /| E data..

Selecting Unlock will jump to the waveform end and then
resume following the waveform.

Mute: Mute will mute / unmute audio playback for all Wave
= Panels. Individual Wave Panel Mute control will override
the Global Toolbar Mute for that panel only.

Volume Down: Decreases the audio playback volume of all
- Wave Panels based on the current volume level setting for
each individual Wave Panel.

Volume Down: Decreases the audio playback volume of all
o+ Wave Panels based on the current volume level setting for
each individual Wave Panel.

Average Bit Rate Overlay: Displays an overlay graph of the
average bit rate for the audio stream in each Wave Panel.
elall The average is based on a 0.10 second moving window.

When active, will deactivate Actual Bit Rate Overlay and
Audio Rating Metric.

Actual Bit Rate Overlay: Displays an overlay graph of the
- instantaneous bit rate for the audio stream in each Wave
il Panel.

When active, will deactivate Average Bit Rate Overlay and
Audio Rating Metric

Audio Rating Metric™. Used only when a Referenced
Mode file is detected (See Referenced Mode on

page 338). Displays an overlay graph of audio quality on a
scale of 1 to 5, with 5 being excellent quality and 1
indicating bad quality.

1

e |
E 5]

J

When active, will deactivate Actual Bit Rate Overlay and
Average Bit Rate Overlay.

Export Data: Exports audio data in .raw and/or .wav format
for selected Wave Panels or all the Wave Panels. This
button also lets user export Event Table data in .csv
format. Refer to Waveform Export Audio Data for more
details .

_d
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Table 5.26 - Global Toolbar Controls (continued)
Icon Description

E Help - Opens Frontline software help.

Collapse/Expand: Toggles between collapsing and

ﬂ ’? expanding all Wave Panels. Note that the Wave Panel
/ Local Controls Collapse/Expand control will locally

override the Global Toolbar Collapse/Expand control.

5.6.4.2 Wave Panel

The Stream Panel is where the details of the captured audio stream are presented. The Stream Panel displays the
captured audio waveform along with an event timeline that displays discrete Bluetooth, Codec, and Audio events
synchronized to the captured waveform. .

Audio Stream Info Local Controls

|

Audio Waveform Event Timeline

Figure 5.99 - Wave Panel
The Wave Panel contains four sections.

1. Audio Stream Info that provides users with information, such as sample rate, bit/sample, codec and DUT
(Device Under Test) addresses.

2. Local Controls include audio volume controls and Indicators, “Mute”, “Vertical Zoom” and
“Collapse/Expand”

3. An Audio Waveform which is plotted as amplitude (linear or dB) versus time and an interactive play
cursor. The play cursor appears as a white vertical line across the waveform.

4. Event Timeline that shows color coded Bluetooth %, Codec "'-I, and Audio events. Details of

i
these events are listed in the Audio Expert System™ Event Table.
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5.6.4.2.1 Audio Stream Info

The Audio Stream Info displays Audio, Bluetooth, and Codec information (left to right in the image below) about
the audio waveform displayed in the panel. This information is discovered during AVDTP signaling when the
devices under test (DUT) negotiate audio streaming parameters.

"Sample Blate N 44100 40.EF 4C:B2.96.:6F
| Stereo 8IS SSmple B0-79:94:8D-12-1E
Figure 5.100 - Audio Stream Info in the Wave Panel
Table 5.27 - Audio Stream Info Tags
Category Name Description
Audio Steam A system assigned index number that represents an audio
waveform between a pair of Bluetooth devices. This number
appears in the Event Table for easy cross-referencing.
Sample Rate | Displays the sampling frequency used to digitize the original
audio.
Mono/Stereo | Indicates if the audio data is monaural or stereophonic.
Bits/Sample | Displays the number of bits per sample of the audio data.
Bluetooth |DUTA1 Bluetooth address of one device in the connection. Can be
either sending or receiving the audio data.
DUT2 Bluetooth address of the other device in the connection.
Can be either sending or receiving the audio data.
Codec Codec Displays the Codec type used by the captured audio stream.
The supported codecs include SBC, AAC, aptX-Classic,
aptx-LL, aptX-HD, LC3, mSBC, and CVSD.

SBC Codec Information Pop-up

When you hover over the Codec tag and the Codec = SBC a pop up will appear that shows additional information
about which SBC parameters can be used. The pop-up is visible as long as the cursor hovers over the Codec tag.
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Figure 5.101 - SBC Codec Information Pop-Up on Cursor Hover Over

5.6.4.2.2 Local Controls

The Local Controls in each Wave Panel provide the user with indicators and controls for waveform display and
audio play back.

B Q@2
A

Figure 5.102 - Wave Panel Local Controls

Waveform Play Back Volume

_ The volume slider controls the playback volume for the audio in each Wave

Panel.

Audio Volume Indicator

m The volume indicator shows the relative audio volume at the waveform display

play cursor. When the green bars completely fill the indicator the audio volume
is at its highest level. As the volume decreases, the bars will move to the right linearly, with no visible green bar
indicating no audio. The volume indicator will continue to operate if the audio stream has been muted.

Mute
Mute [] Checking the Mute check box will silence the Wave Panel's audio output. The volume indicator will
respond to the audio volume but nothing will be heard. All panels can be simultaneously muted

using the Audio Expert System™ Global Toolbar. The Wave Panel mute is a local control only. However, the Global
Toolbar mute control will set the Stream Panel's Local Controls mute.
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Vertical Zoom

Each Wave Panel contains local Vertical Zoom controls that expands or reduces the waveform

display vertically. The waveform amplitude is always visible, and the Vertical Zoom controls
increases or decreases the entire vertical size of the display. The vertical zoom buttons will turn
gray and become inactive when the maximum and minimum values are reached.

Collapse/Expand Control

Collapse/Expand button toggles between two views. The top image indicates that the Wave Panel is
ﬂ expanded. When the bottom image is visible it indicates that the Wave Panel is collapsed.

When the top image is visible, clicking on it will collapse the Wave Panel to the minimum size that shows
only the Stream Info and the Local Controls. When the bottom image is visible, clicking on it expands the
Wave Panel to full size.

= L mee Q||| ¥

Figure 5.103 - Collapsed Wave Panel

5.6.4.2.3 Audio Waveform Panel

The Audio Waveform Panel displays the captured audio waveform. If the waveform is stereo, both channels are
visible in the Wave Panel. The user can view the entire waveform or can zoom to view a portion of the waveform
in more detail.

913237351 FM 01:32:37.356 PM 01:32:37 420 PM 01:32:37.455 PM 013237 450-FM

R S

[ w] T - 01:32.37.165 PM_T{ - 01:32:37.663 PM g7 - D0.¥ i 5000 Fraquency- Eluetooth Framaa - 37323 thouch 37467

500 Samoleg

Figure 5.104 - Audio Waveform Panel in the Wave Panel

Table 5.28 - Global Toolbar Waveform Horizontal Zoom Controls
Control Description

Horizontal Zoom: Increases the amount of data that is visible on the screen; however, less
detail is discernible.

Horizontal Zoom: Decreases the amount of data that is visible on the screen; however, more
detail is discernible.
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Waveform

The audio waveform is plotted as amplitude versus time on the Wave Panel. The amplitude scale
is located on the left edge of the Wave Panel. The waveform’s amplitude can be linear or in
decibels. The linear range is -1.0 to +1.0. The range for the dB scale is 0 dB for the maximum
positive and maximum negative values, and silence is negative infinity. A toggle switch at the
bottom of the amplitude scale will switch between Linear scale and dB scale. Moving the switch
to the left will display the Linear scale and moving it to the right will display the dB scale.

Play Cursor

The Play Cursor is identified by a white vertical line on the Wave Panel. The Play Cursor appears when user clicks
on any point in the waveform, or, if the cursor is already present it can be dragged to another position. To drag
the Play Cursor, hover the mouse cursor over the Play Cursor until the mouse cursor changes to a pointing hand;
click and drag the cursor to a new position.

Waveform Segment Selection

03:02:10. 198 PM 03:02:10.214 PM

Blustooth Frames =

Figure 5.105 - Selection in the Audio Waveform

A waveform segment selection is identified by a blue border surrounding the selection. Procedures for selecting a
segment depend on the desired actions.
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Table 5.29 - Segment Selection Procedures
Desired Action Procedure

Loop play back 1. Zoom in to the waveform segment of interest.

2. Click in the approximate center of the proposed selection.
This will place the Play Cursor in the area to be selected.

3. Move the mouse cursor to the right or left of the Play
Cursor, click and hold, then drag over the waveform
segment of interest. Release the mouse key. The selection
is surrounded by a blue border.

View waveform 1. Zoom in to the segment of interest.

details
I 2. Move the mouse cursor to the right or left limit of the

waveform segment of interest; click and hold, then drag over
the waveform segment of interest. Release the mouse key.
The selection is surrounded by a blue border.

For either of the procedures described in the table above, once the selection is made details of the segment
appear below and to the left of the waveform. These details include selection start and stop range ("T0" and
"T1"), the time difference ("dT"), samples selected, frequency, and "Bluetooth Frames" selected.

Right-clicking in the Waveform panel will open a pop up menu (see Wave Panel & Event Table Pop-up Menu on
page 368. Selecting Zoom to Selection will expand the selection to the full width of the Wave Panel. Other
selection option in the pop up are Select Area, Clear Selection, and Copy Selection.

Actual Bitrate Overlay Display

01:31:37 257 PU 0173144 330 PM 31:31:52.723PM 01:32:08 190PM

Linzar

Linear

Figure 5.106 - Actual Bitrate Overlay

The Average and Actual audio stream bitrate graphs can be displayed over the audio waveform using the Global
Toolbar Average Bitrate Overlay @ and Actual Bitrate Overlay @ buttons respectively. These are presented as

overlays onto the main Wave Panel so the user can correlate audio issues with bitrate changes and the like. The
scale is in kbps (kilo bits per second). Hovering over the bitrate scale will display a pop-up showing the bitrate at
the play cursor position.

Actual Bitrate is based on the throughput at the Codec level.

The Average Bitrate is the moving average over 0.1 sliding-second window.
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Figure 5.107 - Average Bitrate Overlay

All of the information for calculating the Acutal and Average Bitrate is in the codec data frame header.

Audio Rating Metric (Referenced Mode Only)

The Audio Rating Metric is only available in referenced
mode operation when a reference audio has been
detected with a Test ID Found event. When the Audio

Y
Rating Metric button ‘ on the Global Toolbar is

activated, a metric scale appears on the right of the
Audio Wave Panel and a blue graph line is overlaid onto
displayed waveform. This graph represents an objective
score of the captured audio compared to the original
reference audio. The score is based on a set of six Audio
Expert System™ real-time measurements that include,
for example, the number of frequency resets. Individual
scores are computed frequently for sub-second segments
of reference mode audio; these segments can be as small as 50 milliseconds. Scores are computed for a
frequency change, for silence, for multi frequency segments. or for level changes.

118 fight)vpp  Blustooth Frames = 1877 though 150,

The Audio Rating Scale ranges from 1 to 5. Audio Rating Metric Scale Interpretation below provides an
interpretation of the major scale points in quality and in the hearer's perception of the difference between the
reference signal and the playback. At a scale value of 5, the reference signal in the audio waveform panel would
represent excellent quality because, when hearing the audio played, the difference between the playback and the
original reference audio is imperceptible.

Table 5.30 - Audio Rating Metric Scale Interpretation

Major Scale Point| Quality |Hearer's Perception of Difference
5 Excellent | Imperceptible
4 Good Perceptible but not annoying
3 Fair Slightly annoying
2 Poor Annoying
1 Bad Very annoying

The Audio Rating Metric is best used for making relative comparisons and for localizing problem areas.
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5.6.4.2.4 Event Timeline

The Event Timeline in the Wave Panel shows the Bluetooth .*f

, Codec :’f’;., and Audio events related to the
waveform being viewed. The events are synchronized in time to the waveform displayed in the Wave Panel. The
event severity is displayed as Information m Warning . , and Error . .

Huetnath Frames

Figure 5.108 - Event Timeline Shown with Wave Panel

Clicking on an event in the Event Timeline shows a relevant selection in the Audio Waveform Panel. The size of
the selection depends on the number of frames associated with the selected event. This selection will appear in
all Wave Panels; however, the event severity icon will only appear in the Wave Panel associated with the event.

To assist the user with viewing events in detail, the Event Timeline will zoom in and out in sync with the Wave
Panel.

Event Timeline Example

This example shows that event 159 was selected in the Event Table resulting in the severity icon being enlarged in
the Event Timeline. The system automatically selected the surrounding area—the blue outline.

01:32:47. 320 PM 01:32:47.339PM 01:32:47.357 PM
a0
-248
-74
" -188
= a3
T4
i
i WA o o i .
- Th = 7.08 0 Y {3 500 5: 3 - 8000 reque lustor

Evernt Type Mode Frame Mumber Description

Unepected Level ; Measured = 6.0 dB. Bxpected =-3.0dB
IFOGS Report : FOGS Report = 1.83213 Fchag.: Frst=0:000.Frs

Figure 5.109 - Example: Event Table Selection Shown in Event Timeline
Event Pop Up

When the cursor hovers over a selected event severity icon in the Event Timeline, a pop-up will display the event
class, severity, and associated Bluetooth frame.
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Figure 5.110 - Event Timeline Selected Event Pop Up

5.6.4.3 Event Table

Teledyne LeCroy

The Event Table lists all audio stream events . Clicking on an event will select that event in the Event Timeline in
the Wave Panel. If the selected event is outside the visible area of the waveform, the waveform will move and
bring the selected event to the center of the display. The event icon in the Event Timeline is also centered and the
selected icon will be larger than the non-selected event icons. Selecting one or more events in the table will
highlight the associated frames in the standard Frontkline software windows, such as Main windows,
Coexistence View, Bluetooth Timeline, etc. .

Lock Event Table  [F]

Event Severity  Stream Id Evert Type Mode Frame Mumber Description Timestamp i
17 Lk, | | B [va e [ Packe retransmission. B [ver-31-2014 12:52:38 ceose1 PM |
18 | N£A 4094 A2DP paused between devices 98:00:2E:23:B6:2E and 00:07:62:0F:00:00 for stream: 1 using codec: SBC i Mar-31-2014 12:52:45.553563 PM
19 |VN/A 4095 A2DP paused between devices 98:00:2E:23:B6:2E and 00:07:62:0F:00:00 for stream: 1 using codec: SBC Mar-31-2014 12:52:45617944 PM ||
20 N/A 41 5CO connection request Mar-31-2014 12:52:46 151071 PM 1=
21 i 2 NAA 4105 SCO connection established between devices 98:0D:2E:23:B6:2E and 00:07:62:0F:00:00 for stream: 2 using cod... | Mar-31-2014 12:52:46 504151 PM
22 . 3 i NAA 4105 5CO connection established between devices 00:07.62:0F 00:00 and 98:002E:23:B6:2E for stream: 3 using cod... | Mar-31-2014 12:52:46 504151 PM
2 W 2 [ 4108 Codec: CVSD Fraquency: 64000, Bits Per Sampie: 16, Channele: 1 Mar-31-2014 12.52:45 806067 PM
24 7.77 3 N/A 4256 Codec: CVWSD Frequency: 64000, Bits Per Sample: 16, Channels: 1 Mar-31-2014 12:52:47.357546 PM
25 i 2 ﬁ NAA 13222 SCO disconnected between devices 98:0D:2E:23:686:2E and 00:07:62:0F.00:00 for stream: 2 using codec: CVSD | Mar-31-2014 12:53:04.151783 PM
éﬁ . 3 @:ﬁ NsA 13222 SCO disconnected between devices 00:07:62:.0F:00:00 and 58 0D:2E:23:B6:2E for stream: 2 using codec: CVSD | Mar-31-2014 12:52:04.151783 PM
27 N E "B |va 13253 A2DP resumed between devices 980D 2E-23.B6.2E and 0007620 -00:00 for stream: 1 using codec: SBC Mar-31 2014 1253:05 446738 PM
28 _--_ | k! _%j[ N NAA 13254 A2DP resumed between devices 98:00:2E:23:B6: 2E and 00:07:62.0F:00:00 for stream: 1 using codec: SBC Mar-31-2014 12:53:05.474864 PM
29 A :D @ N/A 13475 Packet retransmission for unknown CID. Mar-31-2014 12:53:07 712576 FM
20 | 1 [ B | ow AVDTP packet loss detected based on missing packst sequence number. Mar-31-2014 1253:12,742943 PM
3 & B | B na s AVDTP packet loss detected based on missing packet sequence number. | Mer-31-2014 12:53:15. 385432 1 | ~

Figure 5.111 - Event Table

Several events can be selected by clicking and dragging over the events, or by holding down the Shift key and
clicking on events. To select events that are not adjacent hold down the Ctrl key and click on the events.

When selecting multiple events, the Wave Panels will not scroll to the selected events.
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The Event Table contains eight columns.

Table 5.31 - Event Table Columns

Name Value Description
Event integer System generated sequential numbering of events.
Severity [ | Information - provides information of interest but does not

indicate a problem event.

Warning -identifies a potential problem where further
investigation may be appropriate

[ ] Error - identifies a definite problem.

Stream Id integer A system generated ID that is assigned in the order that the audio
streams are detected. The ID is not maintained between captures
for the same device with the same audio. It identifies the Wave
Panel where the event can be viewed. The ID appears in the
Audio Stream Info of the Wave Panel.

Event Type Bluetooth -Events generated by analyzing Bluetooth protocol
activities.

Codec -Events generated from analyzing the audio
coding/decoding activities.

Audio -Events generated by analyzing the audio data.

Mode N/A Mode does not apply to this event.
REF Referenced Mode. Refer to 5.6.2.2 Referenced Mode on page
338.
UN-REF Non-Referenced Mode. Refer to 5.6.2.1 Non-Referenced Mode
on page 338 .
Frame Number integer The system generated identification for a specific frame.
Description Details and explanation about this event.
Timestamp clock date A system generated time stamp for each frame.
and time
Sorting

Event table entries are sortable by column. Left-click on the column heading to sort.
Event Table Pop-Up Menu

Right-clicking with the cursor over the Event Table will open a menu of additional options. For more on this
option see Wave Panel & Event Table Pop-up Menu on page 368.
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Lock Event Table

Lock Event Table  [#]

Teledyne LeCroy

The Lock Event Table checkbox is available in live mode
only. Clicking to check the box will prevent the Event Table

Event Severty | Stream Id

Event Type

5.6.4.4 Wave Panel & Event Table Pop-up Menu

Additional Wave Panel and Event Table options are available by right clicking the mouse with the cursor

anywhere in the Wave Panel or in the Event Table.

Wave Panel Pop-up Menu Actions

Clear Selection

Copy Selection

Export Audic Data
Loop

Zoom to Selection
Select Area

Select All

Right-clicking anywhere in the Wave Panel will provide you with a
selection of the following actions.

Table 5.32 - Wave Panel Pop-up Menu Selections

from scrolling during live capture. Un-checking the box will
resume scrolling of events as they are detected. When
analyzing a capture file the checkbox has no effect.

Option

Description

Clear Selection

Clears the current selection in the viewer

Copy Selection

Saves a copy of the selection to the computer
clipboard. The clipboard can be pasted into a Word
document, an e-mail, or other Windows clipboard-
compatible application.

Export Audio Data

Opens the Export pop-up menu with options to
export the waveform as a .raw, .wav, or Event Data.

For additional details on exporting refer to Waveform

Display Export.

Loop

Loops through the audio selected on the Wave
Panel.

Wireless Protocol Suite Hardware and Software User Manual
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Table 5.32 - Wave Panel Pop-up Menu Selections (continued)

Option

Description

Zoom to Selection

Expands or compresses the selection to fill the
Wave Panel view.

Select Area When the mouse cursor is positioned over data (not
fill, pause, or gaps) in the Wave Panel and selecting
this option will select all the data between and fills,
pauses, or gaps.

Select All Selects the entire waveform

Event Table Pop-up Menu Actions

&  Clear Selection
fi  Export Event Table
¢ Loop
&, Zoom to Selection
A Select Area

5| # Select All

selection of the following actions.

BT
BT

38!
| 381
39

Table 5.33 - Event Table Pop-up Menu Selectioin

Options

Description

Copy

Copies the selected events to Windows clipboard as
text.

Clear Selection

Clears the current event selection in the table

Export Event Table Copies the current event selection and savesitas a
.csv file. For additional details on exporting refer to
Event Table Export.

Loop Loops through the audio selected on the Wave

Panel.

Zoom to Selection

Expands the Event Table selection to fill the Wave
Panel view.

Select Area

Expands the selection.

Select All

Selects all events.

5.6.4.5 Export Audio Data

There are two ways to export audio data:
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1. Clicking the Audio Expert System™ window Global Toolbar Export button E

2. Right-click in a Stream Panel Wave Panel and a pop-up menu will appear. Select Export .
Two windows will appear:

1. The standard Windows Save As.

2. The Export Audio Data dialog.

In the Windows Save As window enter a File name and directory location. Click on Save.

-~

a2 Export Audio Data l = = |-Eh]
File Name: cZ:"-.USEFS.':wj'l'l.'t"-.DESl‘:tl:lp:‘-:Ell.ldil:l'u'l.'Ebil'lElr_“'i wav
[¥] 1: 044100 Hz, 16 bits, stereo [T] Encoded Audio Data (.raw)

[#] 2116000 Hz, 16 bits, mono

[¥] Decoded Audio Data { wav)
[] Event Table Data [.csv)
[7] Only Selected Wave Area

[ Select all

Figure 5.112 - Export Audio Data dialog

The Save As window will close, and the file name will appear in the File Name field in the Export Audio Data
window. Should the file name need to be changed, click on the Select button and the Windows Save As dialog
will open. By default the .wav file extension is used in the file name.

In the window below File Name will appear a list of Stream Ids with a description from the Audio Stream Info .
If opening from the Audio Expert System™ Global Toolbar all Stream IDs are checked by default. If opening
from a Wave Panel, the Stream ID where the export dialog was opened is automatically checked. You can check
each stream that is to be exported. For convenience checking Select all below the stream list window will place
checks in all streams.

Export Options
After selecting the streams to export, select the desired formats to export.

Table 5.34 - Export Audio Data Format Options
Option Description

Encoded Audio Data Exports the selected files as .raw format. The audio data is in an
encrypted format and user will need a codec to decode it.
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Table 5.34 - Export Audio Data Format Options (continued)

Option Description
Decoded Audio Data Exports the selected files as .wav format that can be played on a
wide variety of media players.
Event Table Data Exports a text .csv file of all the detected events
Only Selected Wave Area Exports the Encoded, Decoded, or Event Data for the selected

waveform. This option is only active if a selection has been made
in one of the Wave Panels

. i ] e e — Click on OK to save the waveform. The dialog
@ audiowebinar_1.csv 39 KB Microsoft Excel C... . . .

_ _ L s will close and a series of progress bars will
#s audiowebinar_l.raw 5439 KB RAW File appear. Each progress bar is associated with a
|4 audiowebinar_1wav 38652 KB Wave Sound file for each export option. The exported files
@ audiowebinar_2.csv 3G KB  Microseft Excel C... will have the f°”°"‘"”$ syntax: <filename>_

; : Gana g n.<filetype>, where <filename> = the name
s audiowebinar_Zraw ERERE: RO D entered into the File Name field, n = the
|#| audiowebinar_2.wav 1227 KB Wave Sound stream id number (1, 2, 3, ...), and <filetype> =

"raw", "wav", and "csv'. The image shows an
example where the user exported Stream
Id's 1 and 2 in Encoded Audio , Decoded Audio , and Event Table data to filename "audiowebinar".

Click on Cancel to close the window without exporting.

5.6.4.6 Export Event Table

Right-clicking in the Event table will open a pop-up menu with the option to Export Event Table. This option
will export selected events in the in comma separated variable (.csv) format for used in Microsoft Excel or any
other Windows .csv compatible application.

First select the events to export. Multiple events are selectable by selecting an event then holding the Shift key
while clicking on another event. This will select all events between the two selections. If the selections are not
adjacent you can hold the Ctrl (control) key while clicking events.

Next right-click anywhere int he Event Table to open the pop-up menu and click on the Export Event Table
option. A Windows Save As dialog will open. Enter a file name and select a file location and click on Save. A
confirmation dialog will open. Click OK to close the confirmation dialog.

If you have not selected an event in the table before exporting, a warning to "Please select an event row first."
appears.

5.6.5 Frame, Packet, and Protocol Analysis Synchronization

The Audio Expert System™ module integrates seamlessly with Frontline software with common timestamping of
Bluetooth protocol data, audio events, audio waveform display, and codec events. The audio expert data and
results are synchronized and coordinated with the existing Frontline software data views, such as Main
windows, Bluetooth Timeline, etc. to expedite the root-cause analysis of Bluetooth protocol related audio
issues. When a frame is selected in any Frontline software data views, the corresponding audio data associated
with those frames is also selected in the Wave Panel, Event Timeline and Event Table and vice-verse.
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Protocol analysis tools synchronized to the Audio Expert System™ include:
« Main windows

Coexistence View

Bluetooth Timeline

+ Message Sequence Chart
o Packet Error Rate Statistics

When a portion of the waveform is selected in the Wave Panel, all frames within the selection will be highlighted
in the Main windows, Coexistence View, and Bluetooth Timeline.

Note: If the Main windows is filtered to show non-audio events then the frames associated
with selected audio events may not show.

5.7 Timing Analysis

The Timing Analysis provides a display and measurement tool for logic signals captured using the Sodera HCI
pods andHCI UART, SPI, and USB data. In addition, the view can include graphical display of Classic Bluetooth,
Bluetooth, Low Energy and Wi-Fi packets. The packets are displayed simultaneously and time synchronized with
captured logic signals.

The Timing Analysis View is shown in bottom left corner of WPS main window. In case it was closed, the
Timing Analysis View can be open from menu View

The Timing Analysis displays signals/protocols available to the Main windows. This means you will see only
the recorded data for devices in the X240 / Sodera Wireless and Wired panes selected for analysis and for
Bluetooth technologies selected in the Record Options Wireless and Wired tabs. If the data filter changes
due to changes in device selection and/or technology selection, the Timing Analysis display will refresh with
the next analysis.

Note: Filters applied in the Main windows do not apply to the signals/protocols displayed in
the Timing Analysis.

See Logic Event Capture Configuration on page 55, and Record Options Dialog: X240 on page 107 procedures for
configuring the Sodera HCI pod hardware and the Wireless Protocol Suite software. See Sodera Logic Event
Capture and Analysis on page 227 for information on logic capture, recording, and analysis procedures. See UART
Capture Configuration on page 54 for information on capturing UART. See Connecting for USB Capture on page 55
for information on capturing USB.

See Connecting X240 for HCl and Logic Capture on page 31, and Record Options Dialog: X240 on page 107
procedures for configuring the X240 Logic Analyzer pod hardware and the Wireless Protocol Suite software.
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Figure 5.113 - Timing AnalysisWindow
The Timing Analysis window has three major areas:

« Navigation Toolbar - provides tools for positioning, displaying, filtering and measuring elements in the
Timeline View.

¢ Timeline View- Displays the logic signal waveform, the packets, and measurements.

o Navigation Bar - Contains a viewport that represents the range of the Timeline View. Timing cursor timeline
locations are represented in the Navigation Bar.

Acknowledgment: The Frontline Logic Analyzer contains features utilizing the Qt open source library, licensed
under LGPL. To obtain the utilized Qt library source code , please contact Teledyne LeCroy Technical Support.

5.7.1 Timing Analysis Navigation Toolbar

The tools control the display of the Timeline View. Detailed information on how to use the tools is contained in
Timing Analysis Timeline View on page 377.

L e SO = G~ - Ente | 12,342 Spant 045 © © |[BREDR LE 0271 earch Devices (e § for mutpia cearch

Figure 5.114 - Timing Analysis Navigation Toolbar

Table 5.35 - Tools Pane Selections
Icon Selection Description

Move Tool In movement mode, the button
allows you to move the timeline
left/right by pressing the left mouse
button and moving the mouse
left/right respectively. This is default
state.
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Table 5.35 - Tools Pane Selections (continued)

Icon

Selection

Description

Timing

Places cursor in the timeline. A pair
of cursors—Ileft (X) and right (Y)—
will display the time between them.
Multiple pairs of cursors can be
placed on the timeline. See Timing
Cursors & Measuring in Timeline
View on page 385.

Zoom In

Jo,

Zoom Out

Clicking on these buttons will zoom
the Timeline Viewin or out. The
buttons will turn gray when the
timeline display is zoomed to at
either its maximum or minimum. See
Zooming in Timeline View on page
383.

§o

Zoom Box

This button toggles between
enabling and disabling the zoom box
mode. The zoom box allows you to
zoom in or out by dragging your
mouse around an area of the
Timeline View . See Zooming in
Timeline View on page 383.

Start Packet
Number

Shows start packets which could be
found in shown time range.

End Packet
Number

Shows end packets which could be
found in shown time range.

Time Interval

Displays shown in timeline view time
interval.

Move Backward

Move Forward

Scrolls the viewport across the
Navigation Bar.

BR/EDR. LE 802.11

Selector

Allows you to select technologies
which will be shown in Timing
Analysis view.

Line
addresses/names
filtering

Allows you to filter lines in TA by
addresses or Nicknames/Friendly
names. Addresses delimiters (“:”, “-“)
will be ignored. User can input
multiple addresses filters using ;.
All filters will be applied using “or”.
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Table 5.35 - Tools Pane Selections (continued)

Icon Selection Description
Display menu Allows user to show/hide bookmarks
Display = on Timing Analysis. By default,
bookmarks will be shown. The state
~  Show bookmarks | .
— B j of menu item does not save between
sessions.
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5.7.2 Timing Analysis Navigation Bar

The Navigation Bar spans the entire duration of the capture session from the beginning of the first packet or logic
signal to the end of the last packet or logic signal. Within the Navigation Bar viewport appears that represents the
visible Timeline View . The viewport is a moveable and resizeable slider.

S = { sl WSO S PSS J

'ufi.E'\.l\rlPOI't
Figure 5.115 - Timing Analysis Navigation Bar
Within the Navigation Bar you will see

e The viewport, which is discussed in detail below.

e Timing cursor markers placed in the timeline using the Timing button in the Navigation Toolbar . SeeTiming
Analysis Navigation Toolbar on page 373. When a measurement is set the Navigation Bar will display - at

each location of a timing cursor.

Note: Technology filters applied in the Timing Analysis Navigation toolbar do not affect

Navigation bar lines. Technology lines in the navigation bar will appear regardless of
technology filter.

Moving the viewport

By moving the viewport along the Navigation Bar you horizontally scroll the Timeline View. There are four
methods for moving the viewport.

e Click on the Scroll left or right buttons on theNavigation Bar to move the viewport. The viewport will jump left
or right respectively.

e Position the cursor inside the viewport ; the cursor changes to a hand. Hold down the left mouse button and
drag the viewport along the Navigation Bar.

o Left click the mouse with the cursor outside the viewport but inside the Navigation Bar. The viewport center
will jump to the cursor location.

e Use mouse while cursor is in the Navigation Bar.
Expanding or Collapsing the viewport
Expanding or collapsing the viewport has the effect of zooming the Timeline View out or in, respectively.

e Position the mouse cursor over either the viewport's left or right edge; the cursor changes to a double-headed
arrow (¢>). Hold down the left mouse button and drag the viewport edge to collapse or expand the viewport
thereby zooming the Timeline View in or out respectively.

You can anchor the viewport to the beginning or end of the timeline.

e Position the mouse cursor inside the viewport; the cursor changes to a hand. Holding down the left mouse
button, drag the viewport along the Navigation Bar to the left edge, which is time zero. Position the cursor on
the viewport right edge and drag to expand or collapse the viewport.
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e Position the mouse cursor inside the viewport; the cursor changes to a hand. Holding down the left mouse
button, drag the viewport along the Navigation Bar to the right edge, which is the maximum time. Position the
cursor on the viewport left edge and drag to expand or collapse the viewport.

Dragging the viewport edges has the same effect as using the Timing Analysis zooming tools. When you use the
zooming tools the viewport will expand when zooming out or collapse when zooming in. See 5.7.1 Timing Analysis
Navigation Toolbar on page 373

5.7.3 Timing Analysis Timeline View

Timeline View displays captured logic signals, Classic Bluetooth, Bluetooth Low Energy, Wi-Fi and HCI packets.
The signals and packets are synchronized and displayed on a horizontal time axis. The amount of time displayed in
the view is controlled by the Navigation Bar viewport. As the viewport expands, more of the timeline is displayed
and the signals and packets will compress. Conversely, as the viewport collapses—gets smaller—less of the
timeline displays and the logic signals and packets will expand.

Each signal or packet set displayed in the Timeline View appears on a single row. All logic signals, Bluetooth, Wi-Fi
and HCI UART/USB packets available in the Main windows Unfiltered tab will appear in the Timeline View from
both live capture and a capture file.

Note: Filters applied in the Main windows do not apply to the signals/protocols displayed in
theTiming Analysis.

Each Timeline View protocol row contains the packets from a single source device selected for analysis from the
Device Database or Wired Devices views. If a Bluetooth device cannot be determined, packets will be placed in an
appropriate aggregate row— "BR/EDR Other" or "LE Other". Bluetooth packets have the following characteristics
and information:

o Wireless packet width indicates the in-air duration. HCI packet width is computed assuming a bus rate of 12
Mbps that is 100% utilized (utilization is always less than 100%, but exact utilization is unknowable, so this
method provides a reasonable approximation).

e Packet type.

e Frame number.

Wi-Fi packets have the following characteristics and information:
o Packet width indicates the in-air duration.

o Wi-Fi frame type.

e Frame number.

377 Wireless Protocol Suite Hardware and Software User Manual



Chapter 5 Analyzing Data Teledyne LeCroy

E A sine o s s ) L

O0:E 10 AT

RELATT I

4 A G

IR0 AT

565: AR A 1ELDE

WIBLIT LHIF A

ECHREE TFIN T

51306 AT

SUEAS T

the m
230 devive it reacher for deolay, (1

Figure 5.116 - Timing Analysis Timeline View

At the top of the Timeline View is a time scale. its time range is the time span of the viewport. The Timing Analysis
view shows 250 devices maximum. Information label with hint will be shown at the bottom of TA view if there are
more devices in analyzed traffic.

Row Label

Clock [1600 MT /s]

HCIROD ¢ Hoat) |

EEIBEIADDMIT T |

On the left of each row is a row label. There are two label categories: Sodera Wired capture (either logic, UART, or
USB), and Wireless. The row labels are color coded for easy identification and the color carries through in the
signal/packet timeline. Timing Analysis Timeline Row Labels on page 379 provides details of the label format.

You can add and manage nicknames for the devices and signals. Please call the context menu in the left column
next to the device address to open the editing window. The entered nicknames are synchronized with the Device
Database panel.
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Table 5.36 - Timing Analysis Timeline Row Labels

Category

Type

Label

Source
Connector

Wired

Logic

<HCI Pod#> : <Line#>
Where:

Pod# = "Pod 1" or "Pod
2Il

[HRTIN

Pod 1 or Pod
2 Digital 1

Pod 1 or Pod
2 Digital 2

UART

tmett="b

) Data 0 Data
HCIROD 1 (Hostj

Message direction is
from the host to the
controller.

HCI POD 1 (Ctlr)

Message direction is
from the controller to
the host.

Pod 1

HCI POD 2 (Host)

Message direction is
from the host to the
controller.

HCI POD 2 (Ctlr)

Message direction is
from the controller to
the host.

Pod 2

SPI

HCI POD 1 (Host)

Message direction is
from the host to the
controller.

HCI POD 1 (Ctlr)

Message direction is
from the controller to
the host.

Pod 1

HCI POD 2 (Host)

Message direction is
from the host to the
controller.

HCI POD 2 (Ctlr)

Message direction is
from the controller to
the host.

Pod 2

379
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Table 5.36 - Timing Analysis Timeline Row Labels (continued)

Category

Type

Label

Source
Connector

uSB

HCI USB 1 (Host)

Message direction is
from the host to the
controller.

HCI USB 1 (Ctlr)

Message direction is
from the controller to
the host.

USB 1

HCI USB 2 (Host)

Message direction is
from the host to the
controller.

HCI USB 2 (Ctlr)

Message direction is
from the controller to
the host.

USB 2

Wireless

Bluetooth

A Bluetooth label is
either a BD_ADDR
(full or partial) or, if
the address is not
known, an aggregate
label ("BR/EDR
Other” or “LE Other”)

Wi-Fi

A Wi-Fi label is either
a MAC address (full
or partial) or, if the
address is not known,
an aggregate label
“Wi-Fi Other”

Antenna

Timeline

In the Timeline appears a representation of the captured logic signal or HCI UART/USB and Bluetooth or Wi-Fi
packets. Synchronization of these timelines provides for a means of accurate timing analysis. The viewport and
the zoom tools controls the amount of signals and packets displayed in the Timeline View. The larger the
viewport—zooming out—the more of the captured range that is displayed, and the smaller the signals and

packets will appear. As the resolution decreases, logic signals will become smaller and smaller until they become

a gray-hash bar.

Decreasing the viewport size by zooming in will decrease the time duration covered by the timeline, and the
signals will appear with greater resolution. Should a logic signal or signal be not differentiable from adjacent
signals or packets they are displayed as a hash-bar. This ensures that all signals and packets are visible when the

Wireless Protocol Suite Hardware and Software User Manual

380



Teledyne LeCroy Chapter 5 Analyzing Data

timeline displays the complete capture session. Figure 5.117 below and Figure 5.118 below show examples of the
same display in hash-bars and zoomed in to show the actual logic signals and packets in the same time frame.

Sl ] L | TTH I LI LLL 1w

Tody | Cedfwa | Trewdwin | Adninrias  Tespeings  um

Figure 5.117 - Example: Timeline View Hash-Bar at Low Resolution

Figure 5.118 - Example: Timeline View at Higher Resolution, Zoomed In to same area.
Repositioning the Timeline

The Navigation Bar viewport can be used to reposition the timeline, however this is best used for large changes to
the view. For small changes to the view port, disable the Navigation Toolbar Zoom Box and click the mouse

pointer anywhere in the timeline view. The cursor will change to a grabbing hand, @ While holding the mouse
left key down, move the timeline view.

At the top of the Timeline View is a time scale. The visible time range of the Timeline View corresponds to the

sEcess 95.066 385 102 2185
95,0585
Wiz WO Mous WiE 00U

time covered by the viewport. ==

When moving the cursor over the Timeline, a blue box appears just above the time scale. The time shown in this
box is the time corresponding to the cursor position within the timeline.

To the right of the timeline is vertical scroll bar that is useful when displaying a large number of devices.

Keyboard and Mouse Controls

Table 5.37 - Timeline View Keyboard Controls
Keys Action

Left/Right | Moves timeline left/right. Equivalent to moving the viewport.

Arrow
If a packet is selected, then pressing Left or Right Arrow key will move selection to the

previous or next packet.
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Table 5.37 - Timeline View Keyboard Controls (continued)

Keys

Action

Arrow

Up/Down | Scrolls timeline rows up/down. Equivalent to using the Timeline View scroll bar.

Up/Down | Zooms timeline in/out. Equivalent to using the Navigation Toolbar Zoom In/Out

Arrow + buttons, or collapsing/expanding the viewport.
Ctrl
Page Pages the timeline left/right. Paging Up moves the timeline left side over to the

Up/Down | right side, that is jumping to the left. Paging Down moves the timeline right side
over to the left side, that is jumping to the right.

Home Moves the timeline and viewport to the beginning of the capture.

End Moves the timeline and viewport to the end of the capture.

Table 5.38 - Timeline View Mouse Controls

Teledyne LeCroy

Keys

Action

Left Click on a packet

Selects the packet.

Scroll Wheel

Scrolls timeline left/ right

Scroll Wheel + Citrl

Zooms timeline in/out. Equivalent to using the Tools Zoom In/Out buttons.

Scroll Wheel + Shift

Moves rows up and down. Equivalent to using the Timeline View scroll bar.

5.7.3.1 Logic Signals in Timeline View

A logic signal timeline is shown as a high/low representation of the captured signal. A high level appears
beginning at the time when the captured signal transitioned from a low state up through the logic-high threshold

voltage. The high state is shown at the row label top edge. The logic low state occurs when the captured logic
signal transitions from a high state down through the logic-high threshold voltage. A logic low state is shown at

the row label bottom edge. State transition is displayed as instantaneous.

Pod 1: Cam 0

Pod 1:Data 1

Pod 1:Cata 2

B

i 3

Figure 5.119 - Example: Logic State Transition

The high level threshold is determined by the HCI POD LIO LVL voltage. The minimum threshold voltage is 1.65
Vdc. Refer to Logic Event Capture Configuration on page 55 for more information about the threshold level.

5.7.3.2 Bluetooth,

Wi-Fi & HCI Signals in Timeline View

A protocol row in the Timeline View shows the packets associated with a single source device. The devices
appearing in the row labels were selected for analysis in the Device Database or Wired Devices views.

The packets for each device appear as color-coded rectangles on the timeline.

Wireless Protocol Suite Hardware and Software User Manual
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Table 5.39 - Timeline Packet Color Codes

Packet information appearing

data, the source.

Category Color Description
Bluetooth Classic Bluetooth
(€I Il Bluetooth Low Energy
Wi-Fi Wi-Fi frames
HCI UART
Purple
USB
Error Red Surrounding dashed line. Status errors, e.g. CRC or link errors.
Selected Black Surrounding line. Selected packet. Can result from selection in Main
windows or one of the Timeline views.
802.15.4 \Vi[SI8 804.15.4. frames

on the rectangle is

Packet type - Above the packet rectangle top border. HCI will show packet type and, for HCI ALC and SCO

Frame number - In the rectangle center.

Frame selection - If a dashed yellow line appears surrounding the packet, that packet has been selected in

either the Main windows, Coexistence View, Bluetooth Timeline, or Bluetooth Low Energy

Timeline.

The length of the rectangle represents the Bluetooth or Wi-Fi packet in-the-air duration or the HCI packet

duration.

X-A7adai-diee

WH-CHa00"
00-18-05-c0-15-00

"M Anywhere 37
DF:B3:67.£5:34:26

Pl Traffc

Wx-xu -G -8b-33

FRC 5507
00:16:54:35:C5:C2

Figure 5.120 - Example: Timeline View Protocol Rows

The "All Wi-Fi traffic" row includes all WI-fi packets from all addresses available on Timing Analysis. This row can
expand/collapse using the arrow icon on the row header. In the expanded state Wi-Fi rows are shown below the
“All Wi-Fi Traffic” row. You can drag any devices out of this grouping for easier navigation and analysis. To do
that, simply left click on the device of interest and drag it out to place anywhere in the left column.

5.7.3.3 Zooming in Timeline View

Zooming the timeline display in or out is accomplished using four methods:

383
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1. Drag the edges of the viewport. The Timeline will expand or decrease with the size of the viewport. See
5.7.2 Timing Analysis Navigation Bar on page 376.

2. Enable the Tools Zoom Box 2, and then drag a zoom area with the mouse cursor.

Zoom In: After enabling the Zoom Box, click and hold anywhere in the Timeline. When the cursor changes
to a "+", drag to the right and down and a box will appear along with text showing the start and end times
of the box. Release the mouse key and the timeline will zoom in to the time range covered by the box.

—

o SDEERCF B4 \\

FFiEF: 10:50:65:85

TLFLF RO 16 O

AT TIAALTLIA0 Start: 1.385 395
End: 1.2B8 311

Figure 5.121 - Zoom Box Tool - Zoom In

Zoom Out: After enabling the Zoom Box, click the mouse and hold anywhere in the Timeline. When the
cursor changes to a "+", drag to the left and up and a box will appear with the start and times of the box.
Release the mouse key and the timeline will zoom out.

i [ Stori—i.386-625- 0154255~
843D:C60584F1 End: 1387 784 075 547 5

7D:54D8:68:CF:94 \
3FEF: 10:00:65:B5 -

70:DF:2F:37:C1:60 El

99:47:7A:AD:71:40

Figure 5.122 - Zoom Box Tool - Zoom Out
3. Clicking on the Tools Zoom In and Zoom Out buttons.
Zoom In: Click on the Zoom In tool « and the displayed timeline's duration incrementally decreases.
Zoom Out: Clink on the Zoom Out tool « and the displayed timeline's duration incrementally increases.
4. Hold down the keyboard Ctrl key and use the mouse scroll wheel to zoom in and out.

Zooming the timeline display in or out uses current mouse position as a zooming anchor point. If a packet or a
group of packets are selected then zooming is performed to the center of the selection.

Note: The timeline view can be zoomed in to nanosecond resolution.
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5.7.3.4 Timing Cursors & Measuring in Timeline View

The Logic Analyzer Timeline view provides a way to quickly see basic timing information by hovering mouse
cursor over the timeline. When a user hovers mouse over a packet/signal or over a gap between two adjacent
packets/signals, the following information is displayed along with gray dimension and extension lines:

e The Duration of the packet /signal
e The Gap between the end of the packet/signal and the beginning of the next packet/signal
e The Delta between the beginning of the packet/signal and the beginning of the next packet/signal

The Gap between the end of the previous packet/signal and the beginning of the packet/signal

e The Delta between the beginning of the previous packet/signal and the beginning of the packet/signal

The following is true: Duration( Current ) + Gap( Current, Next) = Delta( Current, Next);

Tirng Arahas
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Figure 5.123 - Timing information on Logic Analyzer timeline

The timing information is not shown if a packet is displayed as a hash-bar at the current zoom level. Also, only gap
between signals is shown if a signal is displayed as a hash-bar at the current zoom level.

Figure 5.124 - Signals timing information on Logic Analyzer timeline

An advanced method to perform timing measurements on Logic Analyzer is to use timing cursors. Using the
Navigation Toolbar Timing button (see Timing Analysis Navigation Toolbar on page 373) you can place a set of left
and right timing cursors on the timeline. The timing cursors provide a means to measure relative time differences
between logic signals, packets, or both, or arbitrary positions on the timeline.

1. Enable the Timing button .

2. With the mouse cursor In the Timeline, click the left mouse button to place the left ("X") timing cursor.
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3. Then, anywhere in the Timeline, click the right mouse button to place the right ("Y") timing cursor. The
time between the X/Y pair is displayed on a connecting line.

When the + cursor is near a logic signal transition or a packet right or left edge, a down-pointing triangle appears
on the transition. Releasing the mouse when the triangle appears, results in the timing cursor snapping to the
transition. If there is no snapping triangle, the timing cursor is placed at the location of the + cursor.

You can place multiple timing cursor pairs on the timeline. The timing cursor pairs are identified with subscript
notation: X1/Y1, X2/Y2...Xn/Yn. The timing cursor pairs are locked to the timeline and will expand or collapse with
the timeline display.

Timing cursor X/Y pair tags appear at the top of the time scale and are color coded. Vertical lines extend from the
tag through the timeline and the lines are color matched to their tags. Between the tag lines is a white dashed
connecting line with the time span of the tag pair above the line, and the frequency of the time span (reciprocal
of the time) below the line. If the Y-cursor is placed to the left of the X-cursor the time value will be negative,
however, the frequency is the absolute time span reciprocal.

Timing cursors can be moved by positioning the mouse cursor over the timing cursor tag, holding and dragging
the tag to a new position. When a cursor pair is selected the cursor tag color changes to white.

To remove the timing cursors, click on the red circle "x" in the cursor tag@ at the top of the timeline. Clicking
in either the X or the Y tag will remove the X/Y cursor pair.
Cursor buttan Left Cursor Right Cursar

..... L #
W AR = == o wamii w3
: i

" o 4B T 11 M0 W2 - T

Figure 5.125 - Example: Timing Analysis Cursor Pairs

If you click on the cursor connecting time line a navigation bar appears. This bar is especially useful when both
cursor are not visible within the Timeline View, such as when you have zoomed in; or for when there are multiple
cursor pairs within the same view. Clicking on one of the navigation buttons moves a cursor into the Timeline
View.

13913 01 @ 139145 V1@
S0us 50 us

Figure 5.126 - Navigation Bar Time Measurement Cursor Markers

The following table provides a description of the navigation actions.
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Table 5.40 - Cursor Timeline Navigation Bar Buttons
Button Description/Action

{121}l | Search for Cursor Pair: Adjusts the Timeline View to display both the X- and Y-cursor. The
cursors are centered around the middle of the Timeline View.

Search for X-Cursor: scrolls the X-cursor to the middle of the Timeline View without changing
the current range of the Timeline view.

Search for Y-Cursor: scrolls the Y-cursor to the middle of the Timeline View without changing
the current range of the Timeline View.

@ Delete the Cursor Pair: Deletes the cursor pair without changing the current range of the
B Timeline View.

When a X/Y cursor pair is created, a marker appears in the Navigation Bar. The marker has the same color code as
the cursor pair tags. This feature aids in quickly navigating to important parts of the capture time range.

5.7.3.5 Arranging Rows in Timeline View
Resizing

The Timeline View can be scrolled vertically by using the scroll bar on the right side of the view. Additionally the
rows can be rearranged to aid in analysis and measurement. Click and hold the mouse cursor on a row label and
drag it to a new position. A white horizontal bar will appear between row labels to indicate where the row you
are moving will be dropped when the mouse key is released.

97:F4: 73:A5:71:40 1 ' 1

40:01:7A:AS 7140

JO:DF2F AT 15:AD

F0:DF2F:9E:AS:CO 1

Figure 5.127 - Navigation Bar Time Measurement Cursor Markers

Rows can be resized by dragging the bottom of the row label. The row data also resizes with the row label.
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Positioning

Rows can be moved up or down to change the order. Click and hold anywhere in a row label. Drag the mouse
cursor up or down the rows over the labels. A line with the same color as the row label that you clicked on will
appear. Position the line where you want to move the row and release the mouse key. The row will snap to the
new location.
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Figure 5.128 - Positioning Rows in the Timeline View

5.8 Protocol Stacks
5.8.1 Protocol Stack

You can define the protocol stack you want the analyzer to use when decoding frames.
From the Main window using any of the products described in this manual (Sodera and Sodera LE) select

Options -> Decoders -> Protocol Stack... and a menu with typical Protocol Stacks will pop up.
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Options | Help
| Ta\ Quick Filtering... P E I

Y | Add Display Filter...
Delete Display Filters...

7]

ename Display Filters...

rovide Rules... Fram... Pr.. Access Address BOADDR Del

Ldad GATT Cache...

[

—= Protocol Stack... |

Initial Decoder Parameters...

Subsequent Decoder Parameters...
Reload Decoders Ctrl+F5

Recreate Companion File
~  Automatically Request Missing Decoding Information

Recompile Methods...

Figure 5.129 - Main window: Options -> Decoders -> Protocol Stack...
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Select a Protocol Stack X

Select a protocol stack:

Build Your Own
211 MAC

20211 Radio

Air Sniffer

Air Sniffer

Air Sniffer

BCSP Metadata 1 (BCSP from Cambridge Silicon Radio) with autotraverse

BCSP Metadata 2 (BCSP from Cambridge Silicon Radio) with autotraverse
BlueCore Serial Protocol (BCSP from Cambridge Silicon Radio) with autotraverse
BlueCore Seral Protocol 1 (BCSP from Cambridge Silicon Radio) with autotraverse
BlueCore Sernal Protocol 2 (BCSP from Cambridge Silicon Radio) with autotraverse
Bluetooth HCI UART (H4) with autotraverse

Bluetooth HCI UART 1 (H4) with autotraverse v

Cumrent Protocol Stack: Remove Selected ttem From List

202 .11 MAC with Autotraverse

< Back Finish Cancel

Figure 5.130 - Select Protocol Stack or Define Your Own

You can use a pre-defined Protocol Stack or you can define your own.

1. If you select a custom stack (i.e. one that was defined by a user and not included with the analyzer), the
Remove Selected Item From List button becomes active.

2. Click the Remove Selected Item From Listbutton to remove the stack from the list. You cannot
remove stacks provided with the analyzer. If you remove a custom stack, you need to define it again in
order to get it back.

You cannot select a stack or change an existing one for a capture file loaded into the Main windows.

Protocol Stack changes can only be made from a live session.
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5.8.2 Creating and Removing a Custom Stack

To create a custom stack: Select a Protocol Stack s |
1. Choose Protocol Stack from the
. Select a protocol stack:
Options menu toolbar. s — =
B02.11 MAC =
2. Select Build Your Own from the list e ude
and click Next. BiueCore Serial Protocol (BCSP from Cambridge Siicon Radio) with autotraverse =
Blustooth HCI UART {H4) with autotraverse
Bluetooth HCI USE with autotraverse
3. The system displays an information Blustooth virtual transport with autotraverse
. . Fictitious Protocel with autotraverse
screen that may help you decide if you H4DS with atotraverss
need to define your own custom stack. . Pxptocl
Defining a custom stack means that MU Wireless Coehisenice Trigface 2 =
the analyzer uses the stack for every Fasvent Bt ncal Bimsics Remove Selected tem From List |
frame. Frames that do not conform to i
the stack are decoded incorrectly.
Click Next to continue.
< Back Ned> | [ Gancel
Select Protocols
Select a Protocol Stack l &
1. Select a protocol from the list on the
left. Choose one at a time by Pratocol Decode Stack:
. . . fﬁ::ﬁeﬂcgmisrwuﬂng _ All additional stack layers | Baseband
2. Click the right arrow button to move it ' & *’253‘%““‘"* AVDTP
auomancaily.
to the Protocol Decode Stack box kbl o S e
on the right, or double-click the QETP [ stack layers.
protocol to move it to the right.
AVDTP Recover
3. Toremove a protocol from the stack, AVDTP Report
. . . . AVDTP Signaling
double-click it or select it and click the AVRCP Move Un
left arrow button. TCH Houmng b
BCCMD
4. If you need to change the order of the BleCore Seral Profocol
protocols in the stack, select the bll™ k
protocol you want to move, and click
on the Move Up and Move Down [ <Back || Fnsh | [ Cancdl
buttons until the protocol is in the

correct position.
5. The lowest layer protocol is at the top of the list, with higher layer protocols listed underneath.
Auto-traversal (Have the analyzer Determine Higher Layers)

If you need to define just a few layers of the protocol stack, and the remaining layers can be determined based on
the lower layers:

1. Click the All additional stack layers can be determined automatically button.

2. If your protocol stack is complete and there are no additional layers, click the There are no additional
stack layers button.

3. If you select this option, the analyzer uses the stack you defined for every frame. Frames that do use this
stack are decoded incorrectly.
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Save the Stack

1. Click the Add To Predefined List button.

2. Give the stack a name, and click Add.
In the future, the stack appears in the Protocol Stack List on the first screen of the Protocol Stack wizard.
Remove a Stack

1. Selectitin the first screen and click Remove Selected Item From List.

2. If you remove the stack, you must to recreate it if you need to use it again.

Note: If you do not save your custom stack, it does appear in the predefined list, but applies
to the frames in the current session. However, it is discarded at the end of the session.

5.8.3 How the Analyzer Auto-traverses the Protocol Stack

In the course of doing service discovery, devices ask for and receive a Protocol Descriptor List defining which
protocol stacks the device supports. It also includes information on which PSM to use in L2CAP, or the channel
number for RFCOMM, or the port number for TCP or UDP. The description below talks about how the analyzer
auto-traverses from L2CAP using a dynamically assigned PSM, but the principle is the same for RFCOMM channel
numbers and TCP/UDP port numbers.

The analyzer looks for SDP Service Attribute Responses or Service Search Attribute Responses carrying protocol
descriptor lists. If the analyzer sees L2CAP listed with a PSM, it stores the PSM and the UUID for the next protocol
in the list.

After the SDP session is over, the analyzer looks at the PSM in the L2CAP Connect frames that follow. If the PSM
matches one the analyzer has stored, the analyzer stores the source channel ID and destination channel ID, and
associates those channel IDs with the PSM and UUID for the next protocol. Thereafter, when the analyzer sees
L2CAP frames using those channel IDs, it can look them up in its table and know what the next protocol is.

In order for the analyzer to be able to auto-traverse using a dynamically assigned PSM, it has to have seen the
SDP session giving the Protocol Descriptor Lists, and the subsequent L2CAP connection using the PSM and
identifying the source and channel IDs. If the analyzer misses any of this process, it is not able to auto-traverse. It
stops decoding at the L2CAP layer.

For L2CAP frames carrying a known PSM (0x0001 for SDP, for example, or 0x0003 for RFCOMM), the analyzer
looks for Connect frames and stores the PSM along with the associated source and destination channel IDs. In this
case the analyzer does not need to see the SDP process, but does need to see the L2CAP connection process,
giving the source and destination channel IDs.

5.8.4 Providing Context For Decoding When Frame Information Is Missing

There may be times when you need to provide information to the analyzer because the context for decoding a
frame is missing. For example, if the analyzer captured a response frame, but did not capture the command
frame indicating the command.

The analyzer provides a way for you to supply the context for any frame, provided the decoder supports it. (The
decoder writer has to include support for this feature in the decoder, so not all decoders support it. Note that
not all decoders require this feature.)
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If the decoder supports user-provided context, three items are active on the Options menu. These items are Set
Initial Decoder Parameters, Automatically Request Missing Decoding Information, and Set
Subsequent Decoder Parameters. (These items are not present if no decoder is loaded that supports this
feature.)

Set Initial Decoder Parameters is used to provide required information to decoders that is not context
dependent but instead tends to be system options for the protocol.

Choose Set Initial Decoder Parameters in order to provide initial context to the analyzer for a decoder. A
dialog appears that shows the data for which you can provide information.

If you need to change this information for a particular frame :
1. Right-click on the frame in the Summary View window.
2. Choose Provide <context name>.

Alternatively, you can choose Set Subsequent Decoder Parameter from the Options menu.
3. This option brings up a dialog showing all the places where context data was overridden.

4. If you know that information is missing, you can't provide it, and you don't want to see dialogs asking for
it, un-check Automatically Request Missing Decoding Information.

5. When unchecked, the analyzer doesn't bother you with dialogs asking for frame information that you
don't have. In this situation, the analyzer decodes each frame until it cannot go further and then simply
stop decoding.
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Chapter 6 Navigating and Searching the Data

The following sections describe how to navigate through the data and how to find specific data or packet
conditions of interest to the user.

6.1 Searching

The Wireless Protocol Suite Analysis software has a simple Search function that you can use to search the
Summary and Decode Panes for any alpha numeric value.

Search ‘:_*__..B v X
Find Next
Stop the
Fil‘ld Next Search

Find Previous

There is also a more complex Find function.

The Find function is located by selecting Edit -> Go to in the main Main windows menu, see below:

New Capture File - Teledyne LeCroy Wireless Protocol Suite

File| Edit | View Capture Options Help

= r\GoTo... Ctrl+G ! T N E

Figure 6.1 - Main windows Find text entry field

Where the more powerful Find functionality searches the Raw Data, Go To and Bookmark tabs. See figure
below.
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&) Find - Sodera - O X
RawData GoTo  Bookmark

OFamsimber] [ " Move Forward

Move Back

Help

Figure 6.2 - Find Dialog: Go To
Go To searches for a Frame number in the Summary pane.

For each of these finds, upon finding a match, the frame found will be shown selected in the Summary Pane, and
all the other frames will update as well to show their respective information about the selected pane.

The "Raw Data" find finds a user-supplied data pattern in the raw data bytes of a frame. The found bytes should
be highlighted in the Raw Data pane.

The "Go To" find is a way for the user to jump to a specific frame by frame number.
The "Bookmark" find is a way to jump to a specific bookmark in the capture.
Select Go To Move Forward or Go ToMove Back to continue the search.

The "Move Forward" and "Move Back" buttons appear to jump forward or back by the number of frames equal to
the frame number the user entered in the dialog box. While "Go To" always jumps to the exact frame number
provided.

There are several important concepts to remember with Find.
¢ When you enter a search string and select Enter, the search moves forward.

o If you select Move Forward, when the search reaches the first frame it will then cycle to the last frame and
continue until it reaches the frame where the search began.

o Shift + F3 is a shortcut for Find Previous.
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o If you select Move Back, when the search reaches the last frame it will then cycle to the first frame and
continue until it reaches the frame where the search began.

e F3is ashortcut for Find Next. You cannot search while data is being captured.
o After a capture is completed, you cannot search until Main windows has finished decoding the frames.

¢ Find is not case sensitive. The status of the search is displayed at the bottom of the dialog. The search occurs
only on the protocol layer selected. The search is canceled when you select a different protocol tab during a
search

¢ You can cancel the search at any time by selecting the Stop the Search button.

Search ~LQ ¥ X
Find Next
Stop the
Find Next Search

Find Previous

Figure 6.3 - Stop the Search Button
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@ Find - Sodera - L X
RawData GoTo Bookmark

Pattern; || ~ ‘ Find Nest

[Erter: Hex values as $xx [Jlgnore case Fid Eraviotsy
Binary values as &bbbbbbbb = .
Control characters as "¢ Help

? matches any byte. or hex or binary digit
To enter $&77 or \, prefix with character \

Side Restriction

(@ Search without regard to data origin

() Search only these sides: - Slave
Master

Figure 6.4 - Find Dialog: Raw Data

Raw Data allows you to enter a string in the text box. You can use characters, hex or binary digits, control
characters, wildcards or a combination of any of the formats when entering your string. Every time you type in a
search string, the Wireless Protocol Suite analysis saves the search. The next time you open Find, the drop-down
list will contain your search parameters.

1. Enter the search pattern.
2. Check Ignore Case to do a case-insensitive search.

3. When you have specified the pattern you want to use, click on the Find Next or Find Previous buttons
to start the search from the current event.

The result of the search is displayed in the in Frame Display and Event Display.
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&) Find - Sodera - O X

RawData GoTo Bookmark

Move Back

GaoTo
Help
Delete
Modify...

Remove all

Figure 6.5 - Find Dialog: Bookmark
There are several ways to locate bookmarks.
o Select the bookmark you want to move to and click the Go To button.
¢ Simply double-click on the bookmark.

¢ Click the Move Forward and Move Back buttons to move through the frames to the bookmarks shown in
the window. When the bookmark is found it is highlighted in the window.

There are three ways to modify bookmarks:
1. Click on Delete to remove the selected bookmark.
2. Click on Modify... to change the selected Bookmark name.
3. Remove All will delete all bookmarks in the window.

The Find window Bookmark tab will also appear when using functions other than Find such as when clicking

A

on the Display All Bookmarks icon.
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6.2 Bookmarks

Bookmarks are electronic sticky notes that you attach to frames of interest so they can be easily found later. In
Summary pane bookmarked frames appear with a bookmark icon next to them.

ENew Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Capture Options Help
= d BRecord WaAnayze O, @ T W B @ B BB

Summary & X
All Frames | Bookmarks | Tachnology: | BR/EDR | LE 0 ~-x B
LE: MES:R LE PKT | LEADV | Emors 130,187 frames displayed Bookmarked Frames

B.. Timestamp CRC Access Address Framett BDADDR Delta ™

3172019 9:22:49,23500E1:218901 0x8e89bedb 34,377 00:00
31/201992295.236914 . Ox1d7d78 0x8e89bedb 34378 00:00
/2019 3:22:49.236455 . Ox1d7d78 0x8e89bedb 34,373 00:00
341/2013 3:22:43. 236936 ...  Dx1d7d78 75 Dx8e83bedb 34,380 00:00
34172019 3:22:49.237897 .. 75 0x8e83bedE 34,381 00:00
3172019 3:22:43.2385978 75 0x8e89bedh 34382 00:00
37172019 9:22:49.245834 58 Dx8=83bedE 34,383 00:00
34172013 9:22:49.255 252 Oxal26d2 75 Dx8ed3bedE 34,384 00:00
83 Oxal26d2 Fis] Dx8e83beadE 34,385 00:00

0x8fc17d 58 (x8e89bedt 34,386 00:00

0x8fc17d 58 (x8e89bedE 34,387 00:00

OxBfc17d 58 OxBe89bedt 34,388 00:00

. Oxbalfds 75 0x8e89bedb 34,389 00:00

3/1/20199.22:49.292320 ., Oxbalf4s 75 Ox8e89bedt 34,390 0o:00
3/1/2019 9:22:49.323021 ... 0x307216 75 0x8e89bedb 34,391 00:00
31/20M199:22:43.325242 .. 0x53(9d8 58 0x8e89bedb 34,352 00:00

Figure 6.6 - Bookmarked Frame (3) in the Main windows

Once you create a bookmark it will be saved with the rest of the data in the .cfa file. When you open a .cfa file,
the bookmarks are available to you.

Once you have created a bookmark, you can use the Bookmark Tab to locate and move among them.

6.2.1 Adding a Bookmark
You can add bookmarks from the Summary pane.
1. There are two ways to Add a Bookmark .

Select Edit -> Add Bookmark from the Main windows toolbar as shown below:
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New Capture File - Teledyne LeCroy Wireless
File | Edit | View Capture Options Help
=] Go To... Ctrl+G
— Previous Packet Up
= ext Packet Down
All F
: st Packet Home
LE: Lagt Packet End
B Add Bookmark... Ctrl+F2
Next Bookmark F2
] Prev Bookmark Shift+F2
All Bookmarks...
Notes
Timestamp Format...
Protocol Layer Colors...

Figure 6.7 - Edit -> Add a Bookmark

Or select a frame and right click on the mouse. The same Add Bookmark dialog will pop up. See the figure
below:
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New Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Capture Options Help
W B ®rccod P oAnalyze O, @ v % B E B

Summary

| All Frames || Technology: | BR/EDR | LE | abcd

te: [N LEPKT | LE ADV | 457,018 frames displayed

Bookmark Framett Timestamp CRC Fram...
bBE. 777 3M13/2019 6:58:09.78152...  Ox41f7bb 55
586,778 3/13/2019 6:58:09.80861...  O=b0B5da 58

341372013 6:58:09.80922...  Oxb085da

""" e Add Bookmark...
586,782 Export...
586,783
586,784 Set Subsequent Decoder Parameters...
986,765 Remowve Mew Column
536,786 5 b
586,787 estore Default Columns
586,788 _
‘ Co
586,743 ey

Figure 6.8 - Edit -> Add a Bookmark from Selected Frame
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Either way will get you to the Add a Bookmark pop up dialog:

Add Bookmark X

Bookmark for frame #132951 oK.

ADV_IND frame 132951

Figure 6.9 - Bookmark Pop Up Dialog

After you have generated several bookmarks you can select only the Bookmarked Frames by click on the
Bookmark tab. See the figure below:

New Capture File - Teledyne LeCroy Wireless Protocol Suite
File Edit View Capture Options Help Bookmarks Only
T d M Record W anayze & @ T = B B8
Summary g X
All Framed RELSGTESH | Techrology: | BR/EDR | LE 9 -~ x =
LE: | LEBB LE PKT | LE ADY Ewors 7 frames displayed
B.. Framett Charn  Type Add..  Initd/Se..  Add.  AdvA Len Fram.. |
N A 34379 38 ADV_NONCONN_IND [rand] Ox1d868e3612c2 37 75
R 34330 38 ADY_NONCONN_IND frand] 0x239c436dfadel 37 75
R S 192,347 38 SCaN_RED rand] Oxdlce2.. [pub] OxdcSEe?3591F 12 50
N A 1923949 38 ADY_IND [rand] OxdecdSi37d414 20 53
A S 192,960 39 SCAN_RSF [rand) Oxdecd9H37d14 & 44
R 4 192,966 39 ADY_IND [rand) OxdecdSf37d14 20 58
R 5 192977 7 SCAN_RSP [rand] Oxdecd3(f37d14 6 44

Figure 6.10 - Bookmark Only Frames Displayed
6.2.2 Showing Bookmarks on Views

Bookmarks appear on the Viewport and the Navigation Bars of LE/Classic Timelines, Coexistence, Throughput and
Timing Analysis views. Also, Bookmarks appear on the Navigation bar of Stats view and Packet Error Rate view. If
a packet is bookmarked, the bookmark shows up at the beginning of the packet. See Figure 6.11 - for Bookmarks
on Coexistence view, Timeline, Packet Error Rate and Stats view. See Figure 6.12 - for Bookmarks on Timing
Analysis and Throughput view.
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Boakmarks on Mavigation Bars

B Gt (TR 0 Semerit 20005 W e B 100 B LR A e

AT N ARIEFERATANIARNE IR RMGN
e e e i e

a o o 0 0 owe v B

Beokmarks on Viewports

Bockmarks on Mavigation Bars / i T i T ik i

ARG s =g O Al . |

T PI rARPT NTgT U ve W P O PO Y O W Y | e s gy i
P = m .

TR

s | emckadieaes Aan g4 Suchob ks

Figure 6.12 - Bookmarks on Timing Analysis and Throughput view.

The Classic and LE Timelines show bookmarks for the specific technology. All other views show bookmarks for all
technologies.

The tooltip with general information about the bookmark (Bookmark name and the packet number the tooltip is
assigned to) is displayed by hovering on the tooltip sign on viewport as shown in Figure 6.13 - .
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Timing Analysis X
bellbl 3 @ @ start: 1 End: 331 Span: |1.94s © © [BR/EDR IE 80217
3 / | el
[t # 0 fascd A P A.\’ 2 (A A [ s
R Y N e T e
2s 2.604 B62 160 700 5 3s 7
300ms 400 ms | 1005 200 ms 300 ms 400ms > 100 ms 200 ms 300 ms 400 ms | 100ms 200 ms 300 ms A00ms © 00 100m
LL n

00:E1:6D:1A:97:15 Frame # 136:
LE 136 packet bookmark

8B:E1:8D:D7:1B:6C

94:4C:68:96:48:DC

CC:2D:EM0E:AZES

86:2A:A8:AD:1E:95

00:51:25:1A:97: 1A 250 devlcelhrmt reached for display. (2

Packet Error Rate | Timing Analysis | Decode  Device Database

) P

Figure 6.13 - Tooltip on Bookmark.
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Chapter 7 Saving and Importing Data

7.1 Saving Your Sodera Data

You can save all or part of the data that you have captured. You can also load a previously saved capture file, and
save a portion of that file to another file. This feature is useful if someone else needs to see only a portion of the
data in your capture file.

On the Main windows toolbar you can set up to capture a single file. Click here to see those settings.

There are two ways to save portions or all of the data collected during a data capture. Click here to see how to
capture data to disk..

7.1.1 Saving the Capture File

Once your Sodera capture and analysis is completed, you can save the captured file for future analysis. All data
captured from start session (Start Record) to stop session (Stop Record) is saved.

Before saving the following conditions must be met:

1. Main Toolbar shows ® Stat Record .

2. Main Toolbar shows P Start Analyze .

3. Inthe Wireless Protocol Suite Application window, select Save As from the File menu, or click on save

icon on the toolbar.

A Save As window will open. Select a location and enter a file name. Click on the Save button.

7.1.2 Saving the Entire Capture File with Save Selection
1. Openthe Summary Pane.
2. Rightclick in the data.

3. Select All frames / Selected frames and/or All columns / Selected columns from the right click menu.
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406

Export "* Tab X

Frames to Export
(®) All frames

(O selected frames

Columns to Export

@ all columns

(O selected columns

[]Bookmark ~
[ JFrames

[ JTimestamp
[CJcre

[ ]Frame Size

[ ]Preamble
[JAccess address
Clenanno

Cancel

Figure 7.1 - Right Click -> Export Dialog

Click on the radio button labeled All frames or Selected frames.

Click on the radio button labeled All columns or Selected columns

. When you are finished, click OK.

If you select All frames and All columns the following dialog pops up to show you how long it will take to
Save the file.

Export Summary Pane

Figure 7.2 - Export Summary Pane
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8. When the export has been completed, a window with the path to the Save folder will be displayed.

) save As X
T « Users » Public » Public Documents » Teledyne LeCroy Wireless » My Capture Files v O Search My Capture Files P
Organize » Mew folder BEs -
I Deskt » Name Date modified Type Size
| Docu @ Saved_All_Frames_All_Columns_from_Sodera.csv icrasaft Excel ¢ 4
& Dowr 8. Saved_Columns_from_Sodera.csv 3/14/20 v t 1 KB
D Music @ Saved_Selected_Frames_from_Sodera.csv icrosaft Exce 1 KB
= Pictur
L swe
B video
P e ol |
—— mawels N
File name: | Saved_All_Frames_All_Columns_from_Sodera.csv ||
Save as type:  Comma Separated File (*.csv) V. |

# Hide Folders Cancel

9. Type in the name of the file you want saved.

10. Click on Save to store the file in the folder.

7.1.3 Save a Portion of Capture File with Save Selection
1. Open the Summary pane.

2. Select File -> Save Selection.
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New Capture File - Teledyne LeCroy

|Fi|e Edit View Capture Option:

W Open. Ctrl+0O
Open Recent »
Close Ctrl+W

= ave As... Ctrl+Shift+5S
Save Selection...

Export b
Print... Ctrl+P

Print Preview...

File Locations...

Exit Alt+F4

3. This will bring up the Save As dialog box.

4. Select the portion of the data that you want to save. Click and drag to select data, or click on the first item,
move to the last item and Shift+Click to select the entire range, or use the Shift keyarrows or the

navigation icons. If the range you want to save is too large to select, note the numbers of the first and last
item in the range.
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File Edit View Capture

Options  Help

m H ®rccod P oAnadlyze

Summary

REENS  Technology:  BR/EDR | LE

AW T V% B W

LE: LEBE LEPKT | LE ADY | 588,791 frames displayed

Bookmark Framet

536777
586778
536779
536780
586,761
586782
586,783
586,784
586,785
586 785
RAE. 787
5EE.7a0
506,789

5. In the Save As dialog box you can choose to save the entire file or select a range of events or frames to

save.

B New Capture File - Teledvne LeCrov Wireless Protocol Suite

Teledyne LeCroy

H B BE8

| abcd

Timesta

33420
33420
33420
3320
3013420
31321
313420
33020
313420
3413421
AN 320
33720
N3

Save As
Save "
ggz:zﬂ: Cancel
(O Events (®) Frames Help
(586777 o (588787

o ‘ Only_Save_Selected Frames

Mote: Mo capturing will be done while the
file iz being sawed.

Figure 7.3 - Save As Dialog Box

6. You can also choose a file name for the frames you want to save.

7. Click on "OK" and a window will pop up showing you the path to the folder where you can save the file.

ESave As

Organize = Mew folder

B Desktc ™ Mame

% Docur U Testl.cfa
* Downl 05;} Only_Save Selected Frames.cfa
D Music € Capture-2018-03-13_180922.cfa

&) Pictun "B Capture-2019-03-13_102827.cfa

File pame: | Test1.cfa

N « Users » Public » Public Documents »

Date modified

Teledyne LeCroy Wireless »

My Capture Files

Type

Protocol Analyzer ..

B9 KB

1,836,820 KB

Save as type: | Capture Files (*.cfa)

. Hide Folders

8. Type in a file name and click on Save.
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7.2 Adding Comments to a Capture File

The Notes feature allows you to add comments to a CFA file. These comments can be used for many purposes.
For example, you can list the setup used to create the capture file, record why the file is useful to keep, or include
notes to another person detailing which frames to look at and why. (Bookmarks are another useful way to record
information about individual frames.)

1. Click the Edit tab in the toolbar, then select Notes option.

B New Capture File - Teledyne LeCroy Wireless
File | Edit | View Capture Options Help
) Go To... Ctrl+G
ST Previous Packet Up
- Next Packet Down
All'l .
: First Packet Home
802. Last Packet End
= dd Bookmark... Ctrl+F2
Jext Bookmark F2
rev Bookmark Shift+F2
AY| Bookmarks...
Notes
< .
Timestamp Format...
Leil Protocol Layer Colors... |

Figure 7.4 - Opening the Notes Feature

2. Another way to bring up the Notes Editor is to select the Notes icon in the toolbar and click on it.
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&= d

| Summary

® Record

All Frames

P Analyze

Technology: | BR/EDR | LE

3

T W

Fer EBBBS

| abcd

LE:| LE BB | LE PKT | L

Framet
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3. Type your comments in the large edit box on the Notes window. The Cut, Copy, Paste features are

supported from Edit menu and the toolbar.

A B @&

when text is selected. Undo and Redo features

are all supported from Edit menu and the toolbar A at the current cursor location.

4. Click the thumbtack icon 44 to keep the Notes window on top of any other windows.

5. When you're done adding comments, close the window.

6. When you close the capture file, you are asked to confirm the changes to the capture file. See Confirming
Capture File (CFA) Changes for more information.

7.3 Confirm Capture File (CFA) Changes

This dialog appears when you close a capture file after changing the Notes, the protocol stack, or bookmarks. The
dialog lists information that was added or changed and allows you to select which information to save, and
whether to save it to the current file or to a new one.

Changes made to the file appear in a list in the left pane. You can click on each item to see details in the right
pane about what was changed for each item. You simply check the boxes next to the changes you want to keep.
Once you decide what changes to keep, select one of the following:
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Save To This File — Saves the changes you have made to the current capture file.

Save As - Saves the changes to a new file.

Cancel the Close Operation — Closes the file and returns you back to the display. No changes are saved.

Discard Changes - Closes the file without saving any of the changes made to the notes, bookmarks, or
protocol stack.

7.4 Loading and Importing a Capture File

7.4.1 Loading a Capture File

From the Main window:

412

1.

2.

Go to the File menu.

Choose a file from the recently used file list.

If the file is not in the File menu list, select Open Capture File from the File menu or simply click on
.

the Openicon ““ on the toolbar.

Capture files have a .cfa extension. Browse if necessary to find your capture file.

Click on your file, and then click Open.
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7.4.2 Importing Capture Files

B New Capture File - Teledyne LeCroy
File | Edit View Capture Option

~

‘® Open. Ctrl+0
Open Recent 4
Close Ctrl+W

B SaveAs. Ctrl+Shift+5

Save Selection...
Export »

Print... Ctrl+P

Print Preview...

File Locations...

Exit Alt+F4

Figure 7.5 - Open a Capture Flle
1. Select File on the Toolbar then click on the Open option in the drop down menu..

2. Left of the File name text box, select from the drop-down list Supported File Types box to All
Importable File Types or All Supported File Types (*.cfa, *.log, *.txt, *.csv, *.cap). Select the
file and click Open.

The analyzer automatically converts the file to the analyzer's format while keeping the original file in its original
format. You can save the file in the analyzer's format, close the file without saving it in the analyzer's format, or
have the analyzer automatically save the file in the analyzer's format (see the System Settings to set this option).
All of these options keep your original file untouched.
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When you first open the file, the analyzer brings up the Protocol Stack window and ask you what protocol
decodes, if any, you want to use. You must choose a protocol decode at this point for the analyzer to decode the
data in the file. If you open a file without using any decodes, and decide later that you want to apply a decode,
choose Reframe from the File menu on the Main window.

7.5 Printing
7.5.1 Printing from the Frame Display/HTML Export

The Frame Display Print dialog and the Frame Display HTML Export are very similar. This topic discusses
both dialogs.

Frame Display Print

The Frame Display Print feature provides the user with the option to print the capture buffer or the current
selection. The maximum file size, however, that can be exported is 1000 frames.

When Print Preview is selected, the output displays in a browser print preview window, where the user can
select from the standard print options. The output file format is in html, and uses the Microsoft Web Browser
Control print options for background colors and images.

Print Background Colors Using Internet Explorer
1. Open the Tools menu on the browser menu bar
2. Select “Internet Options...” menu entry.
3. Click Advanced tab.
4. Check “Print background colors and images” under the Printing section
5. Click the Apply button, then click OK
Configure the Print File Range in the Frame Display Print Dialog

Selecting more than one frame in the Frame Display window defaults the radio button in the Frame Display Print
dialog to Selection and allows the user to choose the All radio button. When only one frame is selected, the All
radio button in the Frame Display Print dialog is selected.

How to Print Frame Display Data

1. Select Print or Print Preview from the File menu on the Frame Display window to display the
Frame Display Print dialog. Select Print if you just want to print your data to your default printer.
Select Print Preview if you want access to printer options.

2. Choose to include the Summary pane (check the box) in the print output. The Summary pane appears
at the beginning of the printed output in tabular format. If you select All layers in the Detail Section,
the Data Bytes option becomes available.

3. In the Detail Section, choose to exclude—No decode section—the decode from the Detail pane in
the Frame Display, or include All Layers or Selected Layers Only. If you choose to include
selected layers, then select (click on and highlight) the layers from the list box.

4. Click on selected layers in the list to de-select, or click the Reset Selected Layers button to de-select
all selected layers.
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Figure 7.6 - Frame Display Print Dialog
5. Select the range of frames to include All or Selection in the Frame Range section of the Frame
Display Print dialog.
Choosing All prints up to 1000 frames from the buffer.

Choosing Selection prints only the frames you select in the Frame Display window.
6. Selecting the Delete File deletes the temporary html file that was used during printing
7. Click the OK button.

Frame Display Print Preview

The Frame Display Print Preview feature provides the user with the option to export the capture buffer to
an .html file. The maximum file size, however, that can be exported is 1000 frames.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make some
of these selections. When printing your data, the analyzer creates an html file and prints the path to the file at
the bottom of the page. This file can be opened in your browser, however, it may appear different than the
printed version.

1. Select Print Preview from the File menu on the Frame Display window to display the Frame
Display Print Preview.
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Frame Display Print Preview

'_SE

Provide information to export data from the currently selected filker tab,

Inciude [retail Section
[¥] Surmary ") Mo decode section
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| 5IM Application o~
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[¥] Delete File [ Reset The Selected Layer ]
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l

Ok ] |Eancel] [ Help ]

Figure 7.7 - Frame Display Print Preview Dialog

2. From this point the procedure is the same as steps 2 through 5 in "How to Print Frame Display Data"

above.

3. Click the OK button, and after a brief wait a browser window will appear.

7.6 Exporting
7.6.1 Main windows - Byte Export

The captured frames can be exported as raw bytes to a text file.

416
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1. From the From the File->Export sub-menu select Byte... See figures below.

New Capture File - Teledyne LeCroy Wireless Protocol Suite

File | Edit  View Capture Options Help

Open... Ctrl+0O
Open Recent 4
Close Ctrl+W
& \Save As... Ctrl+ Shift+S
ave Selection...

EKPDI"t \. ... E
Brint Cirl+P Byte...
HTML...

Print Preview...
Protocol Data...

File Locations...

Exit Alt+F4

Figure 7.8 - Main windows File menu, Byte Export
2. From the Byte Export window specify the frames to export.

o All Frames exports all filtered-in frames including those scrolled off the Summary pane. Filtered-in
frames are dependent on the selected Filter tab above the Summary pane. Filtered-out frames are
not exported.

o Selected Frames export is the same as All Frames export except that only frames selected in the
Summary pane will be exported.
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Byte Export X
Export raw bytes from the currently selected filter tab

() all Frames
(®) Selected Frames

E oK ; ‘ Cancel

Figure 7.9 - Byte Export dialog

Click the OK button to save the export. Clicking the Cancel button will exit Byte Export.

3. The Save As dialog will open. Select a directory location and enter a file name for the exported frames
file.

Eﬁave As

™ « Users » Public » Public Documents » Teledyne LeCroy Wireless » My Capture Files v B Search My

Organize ~ Mew folder = |
I Desktop * Marne Date modified Type Size

|| Documer
3 Downloac

D Music

[T] Frames_from_Sodera.tat 3/14/2019 10:15AM  Text Document 103,820
|=| Seven_Frames_from_Sodera.bd 31472019 10:15 AM  Text Document 2 KB

=| Pictures
| SW Build
B videos
e SC2-1000

(¥}

B i

File name: [I

Save as type:  Text Files (* bxt)

A Hide Folders Save Cancel

Figure 7.10 - Save As dialog

Click on the Save button.

The exported frames are in a text file that can be opened in any standard text editing application. The header
shows the export type, the capture file name, the selected filter tab, and the number of frames. The body shows
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the Frame Number, the Timestamp and Frame Contents in the same format shown in the Summary pane, and
the frame contents as raw bytes.

;' Five_Frames.txt - Notepad — O X

File Edit Format View Help

|Byte export of selected filtered-in frames ~
Live capture

Filter tab: "

6 frames exported

Frame Number,Timestamp,Frame Contents

395944,1/3/2019 4:02:48.649429 PM,21 03 4e 00 00 80 82 00 dé be 89 8e d5 fd 00 00

00 00 00 d6 be 89 8e 00 00 00 00 00 00 00 11 16 00 40 14 50 55 81 Oe a9 4f 02 01 1a
Oa ff 4c 00 10 05 0a 10 42 Of 7d 00 e0 3a

395945,1/3/2019 4:02:48.650198 PM,21 03 00 00 00 80 81 00 d6 be 89 8e c5 fd 00 00

00 00 00 d6 be 89 8e 00 00 00 00 00 00 00 11 27 00 42 25 bc 36 3d d1 88 2b 1e ff 06 00
01092002bd12ebc1884c590a1e421ba95f79d1a91b8040477217415d ~

Figure 7.11 - Sample Exported Frames Text File
7.6.2 Export

You can dump the contents of the Summary pane into a Comma Separated File (.csv). You have the option to
select which frames and columns you would like to export from the currently displayed tab in Summary Pane.
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Export "LMP" Tab ped

Frames to Export
(@) All frames

() selected frames

Columns to Expart
(@) all columns

() selected columns

Cance

Figure 7.12 - Export Example
To access this feature:
1. Right click on the Summary pane or open the File menu.
2. Select the Export... menu item.
3. Select whether to export all frames or the frames currently selected.
4. Select whether to export all columns displayed or select the specific columns.
5. Select a storage location and enter a File name.

6. Select Save.

7.6.3 Export to pcapng Format
PCAPNG Export

The captured frames can be exported to a PCAPNG file.
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1. From the File menu click Export then select FPCAPNGI.

Edit View Options Help
@ Open.. Ctrl+0
Open Recent ’
Ctrl+W
3
=] Ctrl+5Shift+5
Sawe Selection...
k PCAPMNG...
5V
Print... Ctri+P
Byte...
Print Preview... e
HTML...
File Locations... Protocol Data..
Exit Alt+F4

Figure 7.13 - File Menu, PCAPNG Export

2. From the Export to PCAPNG window specify the technologies to export.

Currently only Bluetooth BR/EDR, LE, Wi-Fi and 802.15.4 packet conversion is supported.

Bl Export to PCAPNG -,

Please select technologies to export:
Bluetooth LE

Wi-Fi

802.15.4

Log file verbosity
® Minimal
D Marmal
) Detailed

Export Cancel

Figure 7.14 - Export to PCAPNG dialog, Available Technologies
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3. 3. From the Export to PCAPNG window specify the log verbosity.

Chapter 7 Saving and Importing Data

Possible options include Off, Minimal, Normal and Detailed. To disable logging, uncheck Log file verbosity.

Flease select technologies to export:

Bluetooth LE
Wi-Fi
802.15.4

Bluetooth BR/EDR

|:| Log file verbosity
Minimal
Mormal

Detailed

Export

Cancel

Figure 7.15 - Export to PCAPNG Dialog, Disable Logging

4. Click Export to confirm settings of the export or click Cancel to exit the Export to PCAPNG dialog.

5. The Save As dialog appears. Select a directory location and enter a file name.

1 [
N Save Az

1~ <« Teledyne LeCroy Wireless » My Capture Files v | O 2 Search My Capture Files
Organize v Mew folder Bz o
£ Name Date modified Type Size
Mo items match your search.
-
| File name: v |
‘ Save as type: | PCAP Mext Generation Dump File Format (*.pcapng) o [
|~ HideFolders Save Cancel

Figure 7.16 - Export to PCAPNG, Save As Dialog

6. Click Save.

CfaToPcapNG Conversion Utility

Description

422
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CfaToPcapNG is Teledyne LeCroy command line utility that converts a .cfa capture file to Wireshark's .pcapng file.
You can find the utility in the following location - C:\Program Files (x86)\Teledyne LeCroy Wireless\Wireless
Protocol Suite 1.50\Executables\Core\CfaToPcapNG.exe.

The utility converts Cfa BR/EDR, LE baseband, Wi-Fi and 802.15.4 packets to .pcapng frames of the following link
types:

CFA Packet Corresponding pcapng link type
BR/EDR baseband LINKTYPE_BLUETOOTH_BREDR_BB
LE baseband LINKTYPE_BLUETOOTH_LE_LL WITH_PHDR
Wi-Fi 802.11 LINKTYPE_IEEE802_11
Wi-Fi Radiotap LINKTYPE_IEEE802_11_RADIOTAP
802.15.4 LINKTYPE_IEEE802_15_4_TAP

The utility accepts the following command line arguments :
o [cfa-file name] - input CFA file, optional
e [pcapng-file name] - output PcapNG file, optional
¢ [log-file name] - conversion log, optional

¢ [options] - additional parameters that control the conversion process, optional:

CLI options Meaning
e --version Displays application title with version information.
e --help, -help, -h, /?, no arguments Displays full help with version info, usage options,

usage samples, and exit codes.

e --technology, -t Specifies the technologies to export from an input
file. Possible options include: bredr, le, bluetooth,
80211, hci, 802154, all, as well as any combination
of the above. NOTE: Only bredr, le, 80211 and
802154 options are supported in the current
version of the utility.
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CLI options

Meaning

o --log-level, -l

Sets conversion logging level. Possible options include:

e 0oroff-nologging

e 1 or minimal - will create a log with basic
information about conversion progress, and
conversion result

e 2 or normal - will create a log with extended
information about conversion progress, and
summary of the results.

e 3 ordetailed - will create a log with information
about conversion parameters, conversion
progress, conversion summary, and conversion
status for each packet. Also an internal diagnostic
information will be logged.

e --verbose, -v

Sets console output level. Possible options include:
e 0 or off - no console output

e 1 or minimal - will output basic information about
conversion progress, and conversion result

e 2 or normal - will output extended information
about conversion progress, and summary of the
results.

e 3 ordetailed - will output an information about
conversion parameters, conversion progress,
conversion summary, and conversion status for
each packet. Also an internal diagnostic
information will be sent to the output.

Below is help screen from the utility:

424
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B Microsoft Visual Swudio Debug Console = [} *

Known issues and limitations:
¢ The utility currently supports conversion of the Bluetooth BR/EDR, LE and Wi-Fi packets only.

e The timestamps of the converted packets as displayed in Wireshark do not match the timestamps displayed in
the WPS. Wireshark internally applies local time as set in Windows, and displays the timestamps in local time
instead of UTC.
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8.1 System Settings and Progam Options
8.1.1 System Settings

Open the Capture File Options window by selecting Capture -> Capture File Options from the Main Menu on
the Wireless Protocol Suite Main window.

I New Capture File - Teledyne LeCroy Wireless Protc
File Edit View | Capture
" B F >~

summary

Options  Help

1 Opticns...
Capture File Options...

AllFrames | Tecr ®  Start Recording
B Stop Recording

802, 11: [l

Bkl | Start .';:_nal_'_-.:i ng
=l Frame# B Stop Analyzing
317,404
5 4k (’, Clear
317.407 n:fin” Follow Live
17 A1

Figure 8.1 - Capture -> Capture File Options

To enable a setting, click in the box next to the setting to place a checkmark in the box. To disable a setting, click
in the box to remove the checkmark. When viewing a capture file, settings related to data capture are grayed out.

Wireless Protocol Suite Hardware and Software User Manual 426



Teledyne LeCroy Chapter 8 General Information

Single File
Capture File Options X I
Capture Mode: | Single File e oK
Cancel !
Help
Eile Size [in K} .184828? . Min  Max

Figure 8.2 - System Settings Single File Mode

This option allows the analyzer to capture data to a file. Each time you capture the file you must provide a file
name. The size of each file cannot be larger than the number given in File Size (in K).

o File Size: The size of the file will depend of the available hard disk space.
1. Click the Min button to see/set the minimum acceptable value for the file size.

2. Click the Max button to see/set the maximum acceptable value for the file size.

8.1.2 Changing Default File Locations

The analyzer saves user files in specific locations by default. Capture files are placed in the My Capture Files
directory and configurations are put in My Configurations. These locations are set at installation.

Follow the steps below to change the default locations.
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1. Select File -> File Locations from the main menu. See figure below.

& New Capture File - Teledyne LeCroy

Edit View Capture Option:
Open... Ctrl+O

Open Recent 4
Close Ctrl+W

As... Ctrl+Shift+5

Priht... Ctrl+P

File Locations...

Exit Alt+F4

Figure 8.3 - File: File Locations

This will pop up a menu with all the locations of the Capture Files, Configurations, Decoders, Log files etc.
See figure below.
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File Locations X
File Types Location A
My Capture Files [default) C:\Users\Public\D ocumentsiT eledpne LeCroy Wireless'My Capture Fileshs
My Configurations [default) C: \Users\Public\D ocumentshT eledyne LeCroy Wireless'My Configurationsh,

My Decoders [default] C:\Users\Public\D ocuments\T eledyne LeCroyp Wireless'My Decoders'

My Log Files [default) C:\Users\Public\D ocuments\T eledyne LeCroy Wireless'My Log Filesh

My Methods [default] C:\Users\Public\Documents\T eledyre LeCroy ‘WirelesshMy Methods' o

< >
.uge Default Madify... | oK Cancel Help | [] Use Last Dpened Folder for Capture Files

Figure 8.4 - File Locations dialog

2. Select the default location you wish to change.

3. Click Modify.

4. Browse to a new location.

5. Click OK.

Browse for Folder X

Spedfy My Capture Files directory...

» My Music ~
> My Pictures
> My Videos
v Teledyne LeCroy Wireless
My Capture Files
My Configurations
My Decoders

| My Log Files
> - My Methods
. My Node Databases v
£ >
OK Cancel

Figure 8.5 - File Locations Browse dialog

6. Click OK when finished.
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If a user sets the My Decoders directory such that it is up-directory from an installation path, multiple instances of
a personality entry may be detected, which causes a failure when trying to launch the Wireless Protocol Suite.
For example, if an Frontline product is installed at C:\Users\Public\Public Documents\Teledyne LeCroy
Wireless\My Decoders\ then "My Decoders" cannot be set to any of the following:

e C:\ My Decoders\

e C:\Users\ My Decoders\

e C:\Users\\Public\My Decoders\

e C:\Users\Public\Public Documents\My Decoders\

e or to any directory that already exists in the path C:\Users\Public\Public Documents\Teledyne LeCroy
Wireless\My Decoders\

Default Capture File Folder Checkbox

If the Use Last Opened Folder for Capture Files checkbox is checked, then the system automatically
changes the default location for saving capture files each time you open a file from or save a file to a new
location. For example, let's say the default location for saving capture files is Drive A > Folder A. Now you select
the Use Last Opened Folder for Capture Files checkbox. The next time, however, you open a capture file
from a different location, Folder B > Removable Flash Drive for example. Now when you save the capture file, it
will be saved to Folder B > Removable Flash Drive. Also, all subsequent files will be saved to that location. This
remains true until you open a file from or save a file to a different location.

There is one caveat to this scenario, however. Let's say you have selected Use Last Opened Folder for
Capture Files and opened a file from a location other than the default directory. All subsequent capture files
will be saved to that location. Suppose, however, the next time you want to save a capture file, the new file
location is not available because the directory structure has changed: a folder has been moved, a drive has been
reassigned, a flash drive has been disconnected, etc. In the case of a "lost" directory structure, subsequent
capture files will be saved to the default location. Wireless Protocol Suite software will always try to save a file
to the folder where the last file was opened from or saved to, if Use Last Opened Folder for Capture
Files is checked. If, however, the location is not accessible, files are saved to the default directory that is set at
installation.

If the checkbox is unchecked, then the system always defaults to the directory listed in the File Locations dialog.
8.1.3 Timestamping

Timestamping is the process of precise recording in time of packet arrival. Timestamps is an optional parameter in
the Main windows and Event Display that can assist in troubleshooting a network link.

8.1.3.1 Timestamping Options

The Timestamping Options window allows you to enable or disable timestamping, and change the resolution of
the timestamps for both capture and display purposes.

To open this window:

Choose Set Timestamp Format... from the Options menu on the Main windows.
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B | New Capture File - Teledyne LeCroy Wireless |

File|] Edit |View Capture Options Help

' Go To... Ctrl+G
Summi Previous Packet Up
m MNext Packet Down
] First Packet Home
Fie
L Last Packet End
B...
Add Bookmark... Ctrl+F2
Mext Bookmark F2

rev Bookmark Shift+F2

Il Bookmarks...

tes

Timestamp Format...

Protocol Layer Colors...

Figure 8.6 - Edit -> Timestamp Format

The Timestamping Options window will open.
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Timestamping Options X

[“Iitore Timestamps [T hig item takes effect mmediately T
Capture Options =
Storage Resolution: | 0 40 Microseconds (high resolution) v LCancel
Mote 1: To apply resolution changes. you must restart the program. Help

Mote 2: Finer resolutions increase the capture file size.

Click Help for mare information on how timestamps affect
system performance.

Display Options
[] Display Raw Timestamp Yalue

[] Display Relative Timestamps

Mumber of digits to dizplay to 7
the right of the decimal paint: B 4

Figure 8.7 - Timestamping Options dialog
Enabling/Disabling Timestamp

To enable timestamping click to make a check appear in the check box Store Timestamps (This time takes
effect immediately). Removing the check will disable timestamping.

Changing the Timestamp Resolution

This option affects the resolution of the timestamp stored in the capture file. The default timestamp is 10
milliseconds. This value is determined by the operating system and is the smallest "normal" resolutions possible.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

It is also possible to use "high resolution"

timestamping. High resolution timestamp |¥] Stare Timestamps [This item takes effect immediately]
values are marked by an asterisk as high Capture Uptions
reSO|Uti0n in the drOp dOWﬂ ||St. TO Change Stﬂ[age HESDIU“DH: |:|5|:| MiCIDSECDndS [h|gh resnlutiun] b

timestamping resolutions:

. . Maote 1: To apply resolution changes, you must restart the progran.
1. Go to the Capture Options section

of the window. Mate 2 Finer rezolutions increaze the capture file size.

2. Change the resolution listed in the
Storage Resolution box.
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Note: If you change the resolution, you need to exit the analyzer and restart in order
for the change to take effect.

Performance Issues with High Resolution Timestamp

There are two things to be aware of when using high resolution timestamps. The first is that high resolution
timestamps take up more space in the capture file because more bits are required to store the timestamp. Also,
more timestamps need to be stored than at normal resolutions. The second issue is that using high resolution
timestamping may affect performance on slower machines.

For example, if 10 bytes of data are captured in 10 milliseconds at a rate of 1 byte per millisecond, and the
timestamp resolution is 10 milliseconds, then only one timestamp needs to be stored for the 10 bytes of data. If
the resolution is 1 millisecond, then 10 timestamps need to be stored, one for each byte of data. If you have two
capture files, both of the same size, but one was captured using normal resolution timestamping and the other
using high resolution, the normal resolution file has more data events in it, because less room is used to store
timestamps.

You can increase the size of your capture file in the System Settings.
Switching Between Relative and Absolute Time
With Timestamping you can choose to employ Relative Time or Absolute time.
1. Choose Set Timestamp Format... from the Options menu on the Main windows.

2. Go to the Display Options section at the bottom of the window and find the Display Relative
Timestamps checkbox.

3. Check the box to switch the display to relative timestamps. Remove the check to return to absolute

timestamps.

Note: The options in this section affect only how the timestamps are displayed on the
screen, not how the timestamps are recorded in the capture file.

» Display Raw Timestamp Value shows the timestamp as the total time in hundred nanoseconds from a
specific point in time.

+ Display Relative Timestamps shows the timestamp as the amount of time that has passed since the first
byte was captured. It works just like a stop watch in that the timestamp for the first byte is 0:00:00.0000 and
all subsequent timestamps increment from there. The timestamp is recorded as the actual time, so you can
flip back and forth between relative and actual time as needed.

e Selecting both values displays the total time in nanoseconds from the start of the capture as opposed to a
specific point in time.

o Selecting neither value displays the actual chronological time.

When you select Display Relative Timestamp you can set the number of digits to display using the up or
down arrows on the numeric list.
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Displaying Fractions of a Second
1. Choose Set Timestamp Format... from the Options menu on the Main windows. .

2. Go to the Display Options section at the bottom of the window, and find the Number of Digits to
Display box.

3. Click on the arrows to change the number. You can display between 0 and 6 digits to the right of the
decimal point.

8.2 Technical Information

8.2.1 BTSnoop File Format

Overview

The BTSnoop file format is suitable for storing Bluetooth® HCl traffic. It closely resembles the snoop format, as
documented in RFC 1761.

File Format

The snoop packet capture file is an array of octets structured as follows:

File Header

Packet Record
Mumber 1

Packet Record
Mumber 2

Packet Record
Number N

The File Header is a fixed-length field containing general information about the packet file and the format of the
packet records it contains. One or more variable-length Packet Record fields follow the File Header field. Each
Packet Record field holds the data of one captured packet.

File Header

The structure of the File Header is as follows:

Identification
Pattemn

‘Version
Mumber = 1

Datalink Type

Identification Pattern:
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A 64-Dbit (8 octet) pattern used to identify the file as a snoop packet capture file. The Identification Pattern
consists of the 8 hexadecimal octets:

62 74 73 6E 6F 6F 70 00
This is the ASCII string "btsnoop" followed by one null octets.
Version Number:

A 32-bit (4 octet) unsigned integer value representing the version of the packet capture file being used. This
document describes version number 1.

Datalink Type:

A 32-bit (4 octet) field identifying the type of datalink header used in the packet records that follow. The datalink
type codes are listed in the table below. Values 0 - 1000 are reserved, to maximize compatibility with the
RFC1761 snoop version 2 format.

Table 8.1 - Datalink Codes
Datalink Type Code

Reserved 0-1000

Un-encapsulated HCI (H1) | 1001

HCI UART (H4) 1002
HCIBSCP 1003
HCI Serial (H5) 1004
Unassigned 1005 - 4294967295

Packet Record Format

Each packet record holds a partial or complete copy of one packet as well as some descriptive information about
that packet. The packet may be truncated in order to limit the amount of data to be stored in the packet file.

Each packet record holds 24 octets of descriptive information about the packet, followed by the packet data,
which is variable-length, and an optional pad field. The descriptive information is structured as six 32-bit (4-octet)
integer values.

The structure of the packet record is as follows:

Original Length

Included Length

Packet Flags

Cumulative Drops

Timestamp Microseconds

Packet Data
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Original Length
A 32-bit unsigned integer representing the length in octets of the captured packet as received via a network.
Included Length

A 32-bit unsigned integer representing the length of the Packet Data field. This is the number of octets of the
captured packet that are included in this packet record. If the received packet was truncated, the Included Length
field is less than the Original Length field.

Packet Flags
Flags specific to this packet. Currently the following flags are defined:

Table 8.2 - Packet Flag Description

Bit No. Definition

0 Direction flag 0 = Sent, 1 = Received

1 Command flag 0 = Data, 1 = Command/Event
2-31 | Reserved

Bit 0 is the least significant bit of the 32-bit word.

Direction is relative to host / DTE. i.e. for Bluetooth controllers, Send is Host->Controller, Receive is Controller-
>Host.

Note: Some Datalink Types already encode some or all of this information within the Packet Data. With these
Datalink Types, these flags should be treated as informational only, and the value in the Packet Data should take
precedence.

Cumulative Drops

A 32-bit unsigned integer representing the number of packets that were lost by the system that created the
packet file between the first packet record in the file and this one. Packets may be lost because of insufficient
resources in the capturing system, or for other reasons.

Note: some implementations lack the ability to count dropped packets. Those implementations may set the
cumulative drops value to zero.

Timestamp Microseconds

A 64-bit signed integer representing the time of packet arrival, in microseconds since midnight, January 1st, 0 AD
nominal Gregorian.

In order to avoid leap-day ambiguity in calculations, note that an equivalent epoch may be used of midnight,
January 1st 2000 AD, which is represented in this field as 0OXOOEO3AB44A676000.

Packet Data

Variable-length field holding the packet that was captured, beginning with its datalink header. The Datalink Type
field of the file header can be used to determine how to decode the datalink header. The length of the Packet
Data field is given in the Included Length field.

Note that the length of this field in not necessarily rounded to any particular multi-octet boundary, as might
otherwise be suggested by the diagram.

Data Format

All integer values are stored in "big-endian" order, with the high-order bits first.
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8.2.2 Ring Indicator

The following information applies when operating the analyzer in Spy mode or Source DTE, No FTS Cables
mode. When using the cables supplied with the analyzer to capture or source data, Ring Indicator (Rl) is routed to
a different pin which generates interrupts normally.

There is a special case involving Ring Indicator and computers with 8250 UARTs or UARTs from that family where
the state of RI may not be captured accurately. Normally when a control signal changes state from high to low or
low to high, an interrupt is generated by the UART, and the analyzer goes to see what has changed and record it.
Ring Indicator works a little differently. An interrupt is generated when Rl changes from high to low, but not when
RI changes from low to high. If Ring Indicator changes from low to high, the analyzer does not know that RI has
changed state until another event occurs that generates an interrupt. This is simply the way the UART works, and
is not a deficiency in the analyzer software.

To minimize the chance of missing a Ring Indicator change, the analyzer polls the UART every millisecond to see if
RI has changed. It is still possible for the analyzer to miss a Ring Indicator change if Rl and only RI changes state
more than once per millisecond.

UARTSs in the 8250 family include 8250s, 16450s, 16550s and 16550 variants. If you have any questions about the
behavior of your UART and Ring Indicator, please contact technical support.

8.2.3 Useful Character Tables

8.2.3.1 ASCII Codes

hex| =0 | x1 | 2 | x3 | xd | x5 | o5 | x7 | B8 | »3 | xA | xB | xC | xD | xE | xF
Ox | NUL|SOH] STX| ETX [EQOT|ENQIACKIBEL| BS | HT | LF [ VT | FFICR | S0 | S
1% JOLE|DCt|DC2|DC3 | DCY | NAKISYN] ETEB [ CAM| EM |SUB|ESC]| FS | GS | RS [ US
x| 5P | V- L #] 6% &1 i1 "0L+1.1.- /

3| 0 1 213|456 F|8B]9 b ¢ | = ?

Hlea | AlBICI[DIE]IF]|G|H ] J K] LIM]IN]LO

x| P GIlRIS|TIUlVIW]| XIY [zl 11 v0l 11"

B ) E b & d @ HERE 1 i k I m | a

ixhbploglelelt]olvlwliolylzldifl)]=]om
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8.2.3.2 Baudot Codes

[GEC | HEx | LETTERS | FIGURES |
0 | 00 |BLANK UL BLANK HNUL
1 01 E 3
2 o2 LF LF
3 | 03 A ‘

4 04 SP SP
5 | 05 g EEL
[5 i3 i ]
T 07 1 7
8 | 08 CR CR
9 [iz] 8] §
i0 | oa R i
i1 | 08 J ’
12 | oC N ;
13 | oD F ]
14 | OE [ [
15 | OF K {
165 | 10 T 5
17 | 1 I i
18 | 12 L )
19 | 13 W 2
20 | 14 H 3
] 15 i 5
2] 18 P ]
3|7 Q 1
24 | 18 [£] ]
25 | 19 B ?
26 | 1A [E] &
27 | 18 | FIGURES FIGLRES
28 | 1c [

2 | 1D X /
30 | 1E W :
3 iIF | LETTERS LETTERS

8.2.3.3 EBCDIC Codes

hex| 0 | 21 | o2 | 23 | 28 [ o5 [ w5 | 27 [ 68 | 8 [ xA [ xB [ 2C | 2D | «E | »F
Ox |NUL|SCOH] STRIETH| PF | HT | LT |DEL Sk VT [ FR I CRISO [ S
1¢ JOLEIDCH|DCI] T [RESI ML | BS | IL [CAMIEM | CC |CUT[IFS |IGS | IRS | IUS
2¢ | DS |508] F= BYF| LF |ETB|ESC S | CU2 {ENGQ|ACK|BEL
32 SN PW | RS | UC [EOT CLE | DCA IMAK SUB
4% | 3P i . { +

Sx | & | 5 el 0 T R I
B | - ! | E » ¥
7x # @] "= "
Bix & b C d | @ il alh i

Sy i k I [ m alplalr

Lt = z 1 u w.| x| ¥ z |

Bx 1

G f A lBICIDIE]FIGIH I

Dx] } |JIK|L|M|N|D|P|@|R

Exl A\ SlITlUlIVIWIX|Y]Z

Fx| 0O 1 a1 3 |41 65 16| F | 818
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8.2.3.4 Communication Control Characters

Listed below in alphabetical order are the expanded text meanings for common ANSI communication control
characters, and two-character system abbreviation for each one. Some abbreviations have forward slash
characters between the two letters. This is to differentiate the abbreviations for a control character from a hex
number. For example, the abbreviation for Form Feed is listed as F/F, to differentiate it from the hex number FF.

Table 8.3 - Communications Control Characters

Abbreviation | Control Character Text
AK ACK Acknowledge
BL BEL Bell
BS BS Backspace
CN CAN Cancel
CR CR Carriage Return
D/1-4 DC1-4 Device Control 1-4
D/E DEL Delete
DL DLE Data Link Escape
EM EM End of Medium
EQ ENQ Enquiry
ET EOT End of Transmission
E/C ESC Escape
E/B ETB End of Transmission Block
EX ETX End of Text
F/F FF Form Feed
FS FS File Separator
GS GS Group Separator
HT HT Horizontal Tabulation
LF LF Line Feed
NK NAK Negative Acknowledge
NU NUL Null
RS RS Record Separator
SI SI ShiftIn
SO SO Shift Out
SH SOH Start of Heading

439 Wireless Protocol Suite Hardware and Software User Manual



Chapter 8 General Information Teledyne LeCroy

Table 8.3 - Communications Control Characters(continued)

Abbreviation | Control Character Text
SX STX Start of Text
SB SuB Substitute
SY SYN Synchronous Idle
us us Unit Separator
VT VT Vertical Tabulation

8.2.4 Bluetooth Low Energy ATT Decoder Handle Mapping

Low Energy device attributes contain a 16-bit address called the attribute handle. Each handle is associated with
an attribute Universally Unique Identifier (UUID) that is 128-bits long. In the attribute database, the handle is
unique while the UUID is not unique.

The Wireless Protocol Suite software detects and stores the relationships (mappings) between handle and UUID
during the GATT discovery process. But sometimes, there is no GATT discovery process because

e The discovery has previously taken place and both devices stored the mappings and the discovery will not
repeat at every subsequent connection.

e The developer owns both devices in the conversation and chose to ignore discovery because the mappings
are known.

¢ The devices are in development and the code to perform the mappings has not been written yet.
The solution to this problem is to
1. define the mappings in a file and
2. then pre-loading the mapping using the Wireless Protocol Suite software.
Creating handle-UUID mapping file

Create a file named "ATT_Handle_UUID_Preload.ini' in the root directory of "C:\Users\Public\Public
Documents\Teledyne LeCroy Wireless\My Decoders\", but the file can be located anywhere.

Assume that you want to create a GATT service starting at handle 1.
Create a section in the ini file called

[Service Base Handles]
A=1

"A" will be your first service. Make the base handle equal to the handle of your service. You can use all upper and
lower case letters so you can have up to 52 service handles.

Next add the following section.

[Advertiser Handles]
; Generic Access Profile (GAP)

A0 = 1800
A1=2803
A2 =2a00
A3 =2803
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A4 =2a01
A5 =2803
A6 = 2a04

A few things of note:
¢ Inthe code above, lines beginning with a semi-colon are comments.

¢ If you want to change the base handle of the GAP service, change the "1" to some other number.

8.3 ContactingTeledyne LeCroy Frontline Technical Support

Technical support is available in several ways. The online help system provides answers to many user related
questions. Frontline's website has documentation on common problems, as well as software upgrades and
utilities to use with our products.

On the Web: http://fte.com/support/supportrequest.aspx

Email: tech support@fte.com

If you need to talk to a technical support representative about your Frontline product, support is available
between 9 am and 5 pm, U.S. Eastern Time zone, and between 9 am and 5 pm, Pacific Time zone, on Monday
through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500

Fax: +1 (434) 984-4505
Instructional Videos

Teledyne LeCroy provides a series of videos to assist the user and may answer your questions. These videos can
be accessed at fte.com/support/videos.aspx. On this web page use the Video Filters sidebar to select
instructional videos for your product.
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8.4 License Manager

8.4.1 Introduction

The X240 Hardware requires a license in order to be used with the Wireless Protocol Suite software. All X240’s
will be shipped with a license file already installed. Updated license files can be applied by the user on their own

using the Manage License dialog.

8.4.2 Manage License Dialog

Viewing the details of a currently installed license file or updating the X240 license file is done through a menu
item accessed from the X240 Analyzer Toolbar. With hardware connected, from the Analyzer Information menu

dropdown, select Manage License....

New Capture File - Teledyne LeCroy Wireless Protocol Suite 20.8.¢
File Edit View Capture Options Help

@ ©@ [E @®startRecord P Startanalyze &, G Y
X240 SN:20646 ~ X /& - X Devices | Security | Events ~ Rea
About Analyzer

Manage License...

Figure 8.8 - Manage License Dialog

After selecting Manage License, the following window is presented:
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Manage License hd

License information for X240 with Serial Number 21452
Software maintenance expires on 02/21/2035. ]

Available Features

Feature Title Enabled Feature Description

Premium Maintenance Yes Frontline X240 SW Premium Maintenance
BR/EDR Yes BR/EDR |
Bluetoath LE Yes Bluetooth LE 1
Dual Mode Yes Dual Mode (BR/EDR & LE) |
Wi-Fi 5 3x3 Yes 802 11 a/blg/n/ac
Zigbee Yes 802 15.4
Spectrum Yes Spectrum Analysis i
Excursion Yes Excursion Mode

7 Protocol Expert System | Yes Protocol Expert System

1 Instal New License From Fie... | Close | |

Figure 8.9 - License Manager (showing License Features)

On this window you will see the expiration of the currently loaded license at the top. Below this is a list of
available features and whether or not they are included in your license.
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To add or update your license, you will need to click on the “Install New License From File...” button on the
Manage License window. This will open a Windows Explorer window. After selecting the license file you'd like to
update to, click Open. The “Install New License” window will appear showing you the details of both your old and
new license.

Install New License x

Licensze information from file:

Premium Maintenance license expires February 21, 2035

Teledyne LeCroy License Key File for Frontline X240 Wirel. P I Anah . Senal # 21452

Available Features

Feature Title Enabled Feature Description
Premium Maintenance Yes Frontling X240 SW Premium Maintenanca
BR/EDR Yes BR/EDR
Bluetooth LE Yes Bluetooth LE
Dual Mode Yes Dual Mode (BR/EDR & LE)
Wi-Fi 5 3x3 Yes 802 11 a/b/g/n/ac
Zigbee Yes 802154
Spectrum Yes Spectrum Analysis
Excursion Yes Excursion Mode

Protocol Expert System | Yes Protocol Expert System

Do you want to install this license to your X240 hardware?

[ ok | cance |

Figure 8.10 - Install New License

Note: The license file must be for the specific X240 hardware unit connected or you will see
the following error:
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Install Mew License X

License information from file:
License is not valid.

Teledyne LeCroy License Key File for Frontline X240 Wireless Wideband Analyzer. Serial # 00020

Figure 8.11 - License Not Valid Warning

With a valid license selected, clicking OK will present the following message:
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Available Features

| Feature Title
Premium Maintenance
BR/EDR

Bluetooth LE

Dual Mode

Wi-Fi 5 3x3

Zighee

Spectrum

Excursion

Protocol Expert System

Install New License From File...

Ena

Yes|

Yeg|

Yes

| Yes

Yes

Yes
Yes

| Yes

License information for X240 with Serial Number 21452
Software maintenance expires on 02/21/2035.

Wireless Protocol Suite: X240 *

b

Instaling & licenss on the hardwars will requirs
the hardware to perform an automatic
restart (approsdmately 15-20 seconds).

Do you want to continue?

| Dual Mode (BR/EDR & LE)

802.11 a/big/nfac
802.154

Spectrum Analysis
Excursion Mode
Protocol Expert System

Close |

Figure 8.12 - Valid License

Teledyne LeCroy

Clicking “Yes” will install the new license file and automatically restart your hardware. After the unit powers back

up, the new license should be recognized, and the unit will be able to be used.
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8.4.3 Trial Licenses

Chapter 8 General Information

Your X240 may have a trial license with features available for a limited amount of time.

Manage License *
License information for X240 with Senal Number 21452
Software maintenance expires on 02/21/2035. 1
Hello! I
Certain fealures are enabled for a limited time so thal you can experniment with them and decide if they |
are important for your work. n
If you Id like to p one or more of these features. please contact
Frontline OnlineSa | .COMm.
f
I
Available Features
Feature Title Enabled Feature Description

Dual Mode Trial, valid until 2023-04-02 | Dual Mode (BR/EDR & LE)

Premium Maintenance Yes Frontline X240 SW Premium Maintenance |

BR/EDR Yes BR/EDR |

Bluetooth LE Yes Bluetooth LE |

Wi-Fi 5 3x3 Yes 802.11 a/b/g/n/ac

Zigbee Yes B802.154

Spectrum Yes Spectrum Analysis l

Excursion Yes Excursion Mode

Protocol Expert System | Yes Protocol Expert System

Install New License From File, .,

= |

Figure 8.13 - Trial License

If your X240 has a trial license but it has not been activated for use, you may see an "Activate Trial" button.
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Manage License X

License information for X240 with Serial Number 20663:
Maintenance license will expire on April 7. 2021. A
Trial license will expire on May 7, 2020.

Certain features are enabled for a limited time so that you can experiment with them and decide if they
are important for your work.

If you Id like to purcth one or more of these features, please contact
Frontline_OnlineSales@Teledyne.com

In arder lo access the Irial features, you must first connect this PC to the Internet to complete a one-time
activation process.

When you have connected this PC to the Internel. click the Activate Trial buttion to complete the v
activation.
Available Features
Feature Title Enabled | Feature Description
Spectrum Trial, valid until May 07, 2020 | Spectrum Analysis
Excursion Trial, valid until May 07, 2020 | Excursion Mode
Premium Maintenance Yes | Frontline X240 SW Premium Maintenance
BR/EDR Mo | BR/EDR
Bluetooth LE Yes | Bluetooth LE
Protocol Expert System = Mo | Protocol Expert System
802.11 a/blg/n/ac Mo | 802.11 a’blg/n/ac
802.15.4 Mo 802.15.4

Install Mew License From File... ‘ Activate Trial | Close

Figure 8.14 - Activate Trial License

To activate use of trial licenses, connect the PC to the internet and click the button. The trial license activation
needs to only be done once and the button will not appear again.

8.5 What's New

Information about newly released features is shown in Release notes & Welcome Tour, located under the Help
menu.
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Appendix F: Application Notes
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Appendix A: X500 Technical Specifications/Service Information
X500 Specifications

e Dimensions: 278 x 242 x 45 mm (11" x 9.5" x 1.77")

o Weight: 2.3 kg (5 lbs.)

o Humidity: Operating: 0% - 80% RH (non-condensing)

o Temperature Operating: 32° F to 122° F (0° C to 50° C)

e Input Voltage: 15V

¢ Max Power: 90 W
X500 Battery Specifications

e Type: Rechargeable Smart Lithium lon Battery Pack

e Assembly: External, user removable

¢ Dimensions: 310.39 x 241.3 x 56.39 mm (12.22"” x 9.5" x 2.22"")

e Weight: 1.36 kg (3 Ibs.)

e Temperature Operating: 32° F to 113° F (0° C to 45° C) for charging and -4° F to 140° F(-20° C to 60° C) for

discharging
e Power Capacity: 90 WAh
o Operating time: ~2 hours (varies based on RF activity)

Service Notes

The X500 hardware does not contain any user serviceable items. Any repairs and maintenance must be

performed by a service technician that has been trained and approved by Teledyne LeCroy.
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Before any service is performed on X500, all power sources must be removed. This includes disconnecting any
power sources from the 15 VDC input power connector on X500. Typical power sources include external AC/DC
power supplies, battery pack, or auxiliary power sources from a vehicle.

Appendix B: X240 Technical Specifications/Service Information
e Dimensions: 7.5” wide X 4" deep X 1" tall (190.5 mm X 101.6 mm X 25.4 mm)
e Weight: 1.5 lbs
o Humidity: Operating: 0% - 90% RH (non-condensing)
e Temperature Operating: 32° F to 104° F (0° C to 40° C)
e Input Voltage: 5V
¢ Max Power: 18 W
Service Notes

The X240 hardware does not contain any user serviceable items. Any repairs and maintenance must be
performed by a service technician that has been trained and approved by Teledyne LeCroy.

Before any service is performed on X240, all power sources must be removed. This includes disconnecting any
power sources from the 5 VDC input power connector on X240. Typical power sources include external AC/DC
power supplies or auxiliary power sources from a vehicle.

Internal Fuse Information
e Manufacturer: Littlefuse

e Type: OmniBlok

e Current rating: 3A

e Speed rating: Very Fast Acting

e Voltage rating: 125V ac/dc
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Appendix C: Sodera Technical Specifications/Service Information

Dimensions: 159 mm wide X 57 mm tall” X 165 mm deep” (6.3” X 2.3 " 6.5" X mm)
Weight: 1.0 kg (2.2 Ib)

Humidity: Operating: 0% - 90% (0 °C — 35 °C)

Temperature: -10 °C to +40 °C (14 °F to +104 °F)

Power Input: 12 VDC (tip positive)

Max Power: 25 W

Battery: NB2037FQ31

Caution: There is a risk of explosion if the battery is replaced by an incorrect type.
Dispose of old batteries according to your local regulations.

.
-
u
o
=
1

Service Notes

The Sodera hardware does not contain any user serviceable items. Any repairs and maintenance must be
performed by a service technician that has been trained and approved by Teledyne LeCroy.

Before any service is performed on Sodera, all power sources must be removed. This includes removing the
battery and disconnecting any power sources from the 12 VDC input power connector on Sodera. Typical power
sources include external AC/DC power supplies or auxiliary power sources from a vehicle.

Internal Fuse Information

Manufacturer: Littlefuse
Type: OmniBlok

Current rating: 5A

Speed rating: Very Fast Acting

Voltage rating: 125V ac/dc
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Appendix D: Sodera LE Technical Specifications/Service Information
e Dimensions: 160 mm wide X 56 mm tall X 167 mm deep (6.3” X 2.2" X 6.6" )
e Weight: 1.4 kg (3.1 Ib)
e Humidity: Operating: 0% - 90% (0 °C — 35 °C), non-condensing
e Temperature: 0 °C to +40 °C (32 °F to +104 °F)
e Power Input: 9 VDC (tip positive)
¢ Max Power: 12 W
Service Notes

The Sodera LE hardware does not contain any user serviceable items. Any repairs and maintenance must be
performed by a service technician that has been trained and approved by Frontline.

Before any service is performed on the Sodera LE hardware, all power sources must be removed. This includes
disconnecting any power sources from the DC9V input power connector on the rear panel.

Appendix E: File Extension Descriptions

Wireless analyzer capture files generate several different files of various types. The following table describes their
use and purpose:

File Type Purpose

.cfa This file includes all data with all context, decryption, user data
(bookmarks, etc) for the recorded and analyze packets.

.scap Allows access to the full unanalyzed and unfiltered capture. The
presence of this file will allow a user to enter a different link key or
analyze a different set of devices within the same capture.

.swsd Wireless spectrum data.
.wcap 802.11 wireless data.
frm Companion file created upon decoding and filtering the capture.

This allows for faster reopening of a capture. Companion files are
recreated per WPS software version.

fsc Companion file created upon decoding and filtering the capture.
This allows for faster reopening of a capture. Companion files are
recreated per WPS software version.

.bes Text file of various events and statistics
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F.1 Audio Expert System: aptX 'hiccup' Detected

This paper presents a case study in Bluetooth® audio debugging that highlights the importance of Frontline's
Audio Expert System (AES) in the process. The actual case involves transmission of a high quality, stereo audio
using the aptX codec from a smartphone to a Bluetooth headset. The transmission contained SBC encoded
packets despite a successful negotiation of aptX encoding and decoding mechanism between the source and the
sink devices. Frontline's AES software discovered this transmission error which most likely would not have been
easily discovered by using traditional Bluetooth protocol and event analysis. Without the Audio Expert System a
product may have been shipped that was not performing as expected by the manufacturer.

F.1.1 Background

In Bluetooth technology, Audio/Video Distribution Transport Protocol (AVDTP) uses Advanced Audio Distribution
Profile (A2DP) for streaming audio in stereo. The A2DP encompasses compression techniques to reduce the
amount of radio frequency bandwidth required to transmit audio. In addition to A2DP, Audio/Video Remote
Control Profile (AVRCP) controls certain functions of the sending device such as pause, play, next track, etc.

All Bluetooth products using A2DP are required to implement audio encoding and decoding using low complexity
Sub Band Coding (SBC) that supports up to 345 kb per second bit rate for stereo audio. The SBC codec has some
issues though. SBC coding and decoding produces some undesirable artifacts in the audio signal. In addition, the
SBC encoding and decoding cycle introduces a time lag in the audio. To improve on SBC's artifacts and time lag

issues, a CSR proprietary codec that is called aptX® is implemented on some Bluetooth products.

During the negotiation phase, both Bluetooth devices handshake and they automatically discover the best codec
and the highest bit rate to use for audio. If both devices support aptX, it is used rather than the default SBC.

The AES software helps identify audio issues in Bluetooth protocol by highlighting information, warnings, and
errors related to audio data, codec used, and Bluetooth protocol implementation. They are collectively called
“events” in AES.The AES window shows audio data plotted as PCM samples versus time in the Wave Panel. The
audio data, codec, and protocol events are also graphically displayed in the Wave Panel, and with a single click on
an event, engineers and testers are brought directly to the exact packets or frames related to the event in the
Bluetooth protocol trace in the Main windows. This helps users find issues quickly and easily. The events are
shown time aligned with both the actual audio waveform and bit rate variances graph in the Wave Panel. The bit
rate variance graph shows the average or actual amount of Bluetooth audio data sent over a period of time.

AES can operate in two modes: 1) referenced mode, and 2) non-referenced mode. In referenced mode a Frontline
provided audio test file is streamed between the Devices Under Test (DUTs). The test file content and parameters
are known to the AES software that performs a comparison for deviations. This process helps the software
accurately detect anomalies created by the streaming process. In non-referenced mode DUTs stream audio of
unknown content, limiting the types of detectable events. The software automatically determines the operation
mode with no user input required.

F.1.2 Test Setup

The following DUTs below were used in our test setup:
e DUTI1 = smartphone with Bluetooth and aptX capability. The smartphone operating system was Android.
e DUT2 = Earphones with Bluetooth and aptX capability.

The protocol analyzer: Frontline Sodera, Sodera LE Dual Mode Bluetooth Protocol Analyzer with Bluetooth Audio
Expert System activated. The Sodera, Sodera LE is connected to a personal computer (PC) that is running Wireless
Protocol Suite software software.

DUT1 was used as a source device. DUT1 was streaming an AES Reference file.
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DUT2 was used as a sink device. After establishing a valid Bluetooth link, DUT2 played the AES Reference file.

The audio test file was played from the Bluetooth smart phone to the Bluetooth headphone. The data captured
by the Frontline Sodera, Sodera LE hardware was sent to the analysis computer running Wireless Protocol Suite
software with AES. As the data was captured, it was analyzed by the AES module and displayed live in the AES
window. The AES software automatically detected the test ID tones in the captured audio and operated in the
referenced mode. The figure 1 below shows the test setup.

Sodera PC running WPS

..-
/

DUT1

Figure 1 - The Test Setup.

F.1.3 Discussion

The test began without any issue. DUT1 and DUT2 negotiated a Bluetooth connection suitable for transmitting
the audio. When the Reference Audio was played there were no obvious audio distortions or anomalies heard by
the tester.

The tester used a Frontline Sodera, Sodera LE configured for capturing Classic Bluetooth over a single connection.

In Main windows AVDTP Signaling tab we see the start of the negotiation between DUT1 and DUT2 to establish
an audio connection, see Figure 2. At frames 554 and 602 the initiating or local device sends an AVDTP_DISCOVER
command. The remote device responds by identifying the ACP Stream Endpoint IDs. In this case the remote
device identifies three audio media-type devices that are SNK (sink) devices currently not in use: SEPID (Stream
Endpoint Identification) 1 through 10.
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Figure 2 - Main windows for AVDTP Signaling Frame 601

Note: "ACP" is AVDTP terminology for the remote device.

The next step in the negotiation is to get the audio capabilities of each SEPID. For each SEPID there is an exchange
of GET_CAPABILITIES AVDTP signals.

Examination of the Main windows AVDTP Signaling protocol tab shows at frame 602 the peripheral device
request SEP (Stream End Point) characteristics. From SEPID (SEP Identifier) 3. Details of the GET_CAPABILITIES
command are show in Figure 3.
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Figure 3 - Main windows for AVDTP Signaling Frame 637

At frame 774 the remote device responds to the GET_CAPABILITIES for SEPID 3, reporting that this SEP codec is
aptX with a Channel Mode of Stereo
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Figure 4 - Main windows for AVDTP Signaling Frame 774

In Figure 4, frames 606 through 725 perform the GET_CAPABILITIES negotiation between the local and remove
device for SEPIDs 1 through 6.

Frames 744 and 747 set the specific details of the connection with the SET_CONFIGURATION signal. The local
device sets the remote endpoint to the aptX device (ACP Stream Endpoint ID: 3). The Codec, Sampling Frequency
and Channel Mode are also configured.

Frames 754 and 817 are the local request and the remote response to OPEN the audio stream.

Frames 1,492 and 1,511 START the audio stream with the local request and remote response respectively.

So far the process of setting up an aptX audio connection between DUT1 and DUT2 appears normal, correct and
error free. We now move from he AVDTP protocol to the A2DP protocol to observe the audio.

Problem Discovery

In the Wireless Protocol Suite software, the audio data is shown in the A2DP tab in the Main windows, which is
the first audio frame, is identified as being aptX encoded because of the successful codec negotiation. At this
frame, the conventional audio data analysis methods do not show any issues. Assuming the data is aptX encoded,
the AES software passes it to the AES aptX decoder. However, the data was not decoded.correctly and is marked
as a bad aptX frame.On further analysis, the AES software discovers that the frame is not aptX encoded but is
actually SBC encoded. Frame 2839 begins with “0x9C”, and all SBC audio frames begin with sync word “0x9c” as
shown in F.1.3. The AES cannot solely rely on the sync word to determine if it is a SBC frame. To confirm the
suspicion, the AES passed the data through its SBC decoder, and the data came out cleanly decoded.

The AES software not only showed that there is a problem in the audio data but also made it clear where the
problem is.

The Error that is identified by Event 4, the Severity red circle . ,isacodec!|: event at Frame 2839 states
"Unable to process AptX data as extracted. It appears that SBC encoded data is being sent over this stream."
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Figure 5 - Audio Expert System Error on Frame 2839: Data not aptX.
F.1.4 Conclusions

This case shows the value of Frontline's Audio Expert System. An error in the transmission of an audio stream
compressed using aptX was not easily detected in the protocol analysis using frames. While, in this situation with
audio streaming between a smartphone and a Bluetooth headset, there was not a significant disruption of the
audio, but in playback using other devices there may have been a more significant interruption of the audio
streaming.

The smartphone manufacturer may wish to find out why aptX compressed audio contained SBC compressed data
in the stream. We can speculate that there may be an underlying problem with clearing stacks or memory
between streaming events. This investigation is beyond the scope of this paper.

Publish Date: 3/3/2023
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F.2 Getting the Android Link Key for Classic Decryption

Bluetooth devices on an encrypted link share a common “link key” used to exchange encrypted data. For a
Bluetooth sniffer, such as the Frontline Sodera, Sodera LE, to be able to decrypt the encrypted data, it must also
have this shared link key. For obvious security reasons, the link key is never sent over the air, so either the user
must get the key out of one of the devices being sniffed and supply the key to the sniffer or the sniffer must
create the key itself.

Bluetooth devices using the Android operating system have a "developer" option that will provide the link key for
Classic Bluetooth decryption. This procedure will use the developer options to obtain the Android HCI (Host
Controller Interface) log that contains the link keys for all active links..

F.2.1 What You Need to Get the Android Link Key

The process applies to the Android 4.4 or later operating system.
e Android device with Bluetooth enabled and paired with another Bluetooth device.
e Wireless Protocol Suite software installed on your computer

¢ Android Debug Bridge (optional)

Note: Each Android device model can vary in screen organization, layout and format. The
directions in this paper are based on known typical Android device. Refer to the
manufacturer's manual,on-line help, or technical support for detailed information about your
particular device.
F.2.2 Activating Developer options
The Android HCI log will contain the link key for an active Bluetooth link.
1. On the Android device go to Settings,
2. Select About.

3. In the About screen tap on Build number eight times. At some point you will see a notice similar to "You
are now a developer!".

Note: On some devices the build information may be under one or more sub-screens
below the About screen. Also the number of taps may vary; in most cases the screen
will provide status of your tap count.

4. Return to the Settings screen and you will see Developer options

F.2.3 Retrieving the HCI Log

Now that Developer options have been activated on the Android device, you can retrieve the HCl log.
1. On the Android device go to Settings.

2. Select Developer options.
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3. Click to enable Bluetooth HCI snoop logging.
4. Return to the Settings screen and select Developer options.

5. Inthe Developer options screen select Enable Bluetooth HCI snoop log. The log file is now
enabled.

( # Developer options

Take bug report

Desktop backup password
e U Ps e

Stay awake

Screen will nevel

Select runtime
Use Dalvik

ble Bluetooth HCI snoop lo..
= all bluetooth HC sina
Process Stats
ut running

DEBUGGING

USB debugging

Debug mode when USEB is connected

Figure 6 - Typical Android Developer options screen
6. On the Android device turn off Bluetooth.
7. Turn on Bluetooth.
8. Reboot the Android device.

The HCI log file is now being generated and is saved to /sdcard/btsnoop_hci.log.

Note: Samsung devices have a slightly different location for the btsnoop file.

There are two options for retrieving the HCI log from the Android device.

a. Attach the Android device to your computer. The file /sdcard/btsnoop_hci.log is in the root of one of the
mountable drives. Copy the file to directory C:/Users/Public/Public Documents/Frontline Test
Equipement/My Capture File/.
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b. The second option is to use the Android Debug Bridge (ADB)using the following steps. The debug bridge is
included with Android Software Developer Kit.

(1). On the Androd device Development screen, select Android debugging or USB debugging.
(2). Connect your computer and Android device with a USB cable.
(3). Open aterminal on your computer and run the following command.
adb devices.
(4). Your Android device should show up in this list confirming that ADB is working.

List of devices attached
XXXXXXXXXXX device

(5). In the terminal enter the following command to copy the HCI Log to your computer.
adb pull /sdcard/btsnoop_hci.log
F.2.4 Using the Wireless Protocol Suite software to Get the Link Key

You will load the HCI Log file btsnoop_HCl.log into the Wireless Protocol Suite software on your computer as a
capture file. Then you can use the Main windows to locate the link key.

1. Activate the Wireless Protocol Suite software. (Refer to the Frontline Sodera, Sodera LE User Manual on
fte.com).

2. From the main menu select File, Open Capture File....

3. When the Open window appears, set the file type to BTSnoop Files (*.log). If not already selected
navigate to the My Capture Files directory and select btsnoop_hci.log.

B Y Open Capture File X
b « Users » Public » Public Documents » Teledyne LeCroy Wirdless » My Capture Files v Search My Capture Files 2
Organize ~ New folder 55 o i | e

= Documem Mame Diate modified Type Size
-5- Download
J\ Music

|=| bt=noop_HCllog 3172005 413 PM Text Document KB

= Pictures

. SW_Builds
B videos

L SC2-10002 Y

File pame: | btsnoop_HCl.log .| BTSnoop Files (".log)

Figure 7 - Select Capture File
4. Open the Main windows
5. Inthe Summary pane protocol tabs select HCI. (See image below)

6. Using the Search box located in the Summary pane, search for an “HCI_Link_Key_Notifcation” event in the
capture. Note: If not found, the key may also be found searching for “HCI_Link_Key_Request_Reply”.
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Figure 8 - Find Link Key Notification

7. Once the event is found, look in the Decode pane under the “HCI” section for a field named “Link_Key”.
The value found is the Link Key, which can be copied and pasted in to the Security pane of the Sodera
datasource window.

Decode
- Frame 631: (Controller) Len=26
- HCl UART:
& HCE:
- Packet from: Controller
=- HCl Event
Event: HCI_Link_Key_Notification
Total Length: 23
- BD_ADDR: 0x00-24-1¢-61-20-54
Link_Key: Ox0d ¢521¢c180b73b3784 14231 c2297a 3bfc
.. Key_Type: Unauthenticated Combination Key

Figure 9 - Decode: Link Key Shown

Publish Date: 3/3/2023
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F.3 Decrypting Encrypted Bluetooth® Low Energy

F.3.1 How Encryption Works in Bluetooth Low Energy

Data encryption is used to prevent passive and active—man-in-the-middle (MITM) — eavesdropping attacks on a
Bluetooth Low Energy link. Encryption is the means to make the data unintelligible to all but the Bluetooth central
and central devices forming a link. Eavesdropping attacks are directed on the over-the-air transmissions between
the Bluetooth Low Energy devices, so data encryption is accomplished prior to transmission using a shared, secret

key.
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F.3.2 Bluetooth® Low Energy Security

"Paris is quiet and the good citizens are content." Upon seizing power
in 1799 Napoleon sent this message on Claude Chappe’s optical
telegraph. Chappe had invented a means of sending messages line-of-
sight . The stations were placed approximately six miles apart and
each station had a signaling device made of paddles on the ends of a
rotating “regulator” arm whose positions represented code numbers.
Each station was also outfitted with two telescopes for viewing the
other stations in the link, and clocks were used to synchronize the
stations. By 1803 a communications network extended from Paris
across the countryside and into Belgium and ltaly.

Chappe developed several coding schemes through the next few
years. The station operators only knew the codes, not what characterste
they represented. Not only was Chappe’s telegraph system the first
working network with protocols, synchronization of serial
transmissions but it also used data encryption. Although cryptography
has been around for millenniums—dating back to 2000 B.C. —

Figure 10 - Chappe's Optical

! ums—c. . Telegraph
Chappe, was the first to use it in a wide area network in the modern
sense.
b X5 o T Of course anyone positioned between the telegraph stations that had
1 E i B i Chappe's telegraph code in hand could decode the transmission. So
L @ jx i A | securing the code was of paramount importance in Chappe's protocol.
d " L Y — Bt A% .
S S 5 Modern wireless networks such as Bluetooth Low Energy
g I == = m| employ security measures to prevent similar potentially man-in-the-
JL : ]:F el : | middle attacks that may have malicious intent.
L] i e T | .
\( g lr - e ~ 1| Bluetooth Low Energy devices connected in a link can pass sensitive data
: " \t; ‘) Z “ - : by setting up a secure encrypted link. The process is similar to but not
;\ . B . ": i identical to Bluetooth BR/EDR Secure Simple Pairing. One difference is
HD- = 4 s e that in Bluetooth Low Energy the confidential payload includes a
g = Cow b L .| Message Identification Code (MIC) that is encrypted with the data. In
E o 1 - &l -+ | Bluetooth BR/EDR only the data is encrypted. Also in Bluetooth Low
b [ ow =y L. « | Energythe secure link is more vulnerable to passive eavesdropping,
[ J o =& = | however because of the short transmission periods this vulnerability is
j * I o T = * 1 considered a low risk. The similarity to BR/EDR occurs with "shared
i }: 1 “ ‘:: L i : secret key", a fundamental building block of modern wireless network
P o { i £ i i security.
}‘ : ";' : This paper describes the process of establishing a Bluetooth Low Energy
secure link.
E-rL z ::{ 4

Figure 11 - Chappe's Telegraph Code
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F.3.3 Pairing

A Bluetooth Low Energy device that wants to share secure data with another device must first pair with that
device. The Security Manager Protocol (SMP) carries out the pairing in three phases.

1. The two connected Bluetooth Low Energy devices announce their input and output capabilities and from
that information determine a suitable method for phase 2.

2. The purpose of this phase is to generate the Short Term Key (STK) used in the third phase to secure key
distribution. The devices agree on a Temporary Key (TK) that along with some random numbers creates
the STK.

3. Inthis phase each device may distribute to the other device up to three keys:
a. the Long Term Key (LTK) used for Link Layer encryption and authentication,
b. the Connection Signature Resolving Key (CSRK) used for data signing at the ATT layer, and
c. the Identity Resolving Key (IRK) used to generate a private address.
Of primary interest in this paper is the LTK. CSRK and IRK are covered briefly at the end.

Bluetooth Low Energy uses the same pairing process as Classic Bluetooth: Secure Simple Pairing (SSP). During SSP
initially each device determines its capability for input and output (10). The input can be None, Yes/No, or
Keyboard with Keyboard having the ability to input a number. The output can be either None or Display with
Display having the ability to display a 6-digit number. For each device in a paring link the 10 capability determines
their ability to create encryption shared secret keys.

The Pairing Request message is transmitted from the initiator containing the 10 capabilities, authentication data
availability, authentication requirements, key size requirements, and other data. A Pairing Response message is
transmitted from the responder and contains much of the same information as the initiators Pairing Request
message thus confirming that a pairing is successfully negotiated.

In the sample SMP decode, in the figure at the right, note L SMP.
the “keys” identified. Creating a shared, secret key is an Code: Paiing Rlequast

. . . ) 10 Capabilties; KeyboardDispl
evolutionary process that involves several intermediary m;g:t ;'ﬂ:;. DEHB'EME':E;:“DH data ok idsat

keys. The resulting keys include, ~ AulhReq
Bonding_Flags: Bonding
BAITH; MITH Protection: “Yes

1. IRK: 128-bit key used to generate and resolve Wil S

random address. =1 Initiator Key Distribution
Enckey: Initiator shall distibute LTE followed by EDIY and Rand
2. CSRK: 128-bit key used to sign data and verify IdEey: Initiator shall distibute IR followed by its address
. .o . Sign: Initiator shall distribute CSRK
signatures on the receiving device. 5 Responder Key Distribution
EncKey: Responder shall distribute LTK fallowed by EDIV and Rand
3. LTK: 128-bit key used to generate the session key for Idk.ey: Respander shall distribute IRK. followed by its addiess

Sigr: Responder shall distribute CSREK

an encrypted connection.

4. Encrypted Diversifier (EDIV): 16-bit stored value used
to identify the LTK. A new EDIV is generated each
time a new LTK is distributed.

Figure 12 - Sample Initiator Pairing Request
Decode (Wireless Protocol Suite software
Main windows, Sodera, Sodera LE Low Energy

5. Random Number (RAND): 64-bit stored value used to c@Pture)
identify the LTK. A new RAND is generated each time
a unique LTK is distributed.

Of particular importance to decrypting the encrypted data on a Bluetooth Low Energy link is LTK, EDIV, and RAND.
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F.3.4 Pairing Methods

The two devices in the link use the 10 capabilities from Pairing Request and Pairing Response packet data to
determine which of two pairing methods to use for generation of the Temporary Key (TK). The two methods are
Just Works and Passkey Entryl. An example of when Just Works method is appropriate is when the 10 capability
input = None and output = None. An example of when Passkey Entry would be appropriate would be if input=
Keyboard and output = Display. There are 25 combinations that result in 13 Just Works methods and 12 Passkey
Entry methods.

In Just Works the TK = 0. In the Passkey Entry method,

THK — { 6 numeric digits, Input = Keyboard
6 random digits, Input = Display

SMP,
Code: Pairing Confirrn
Confirm Yalue: D=fadc39494094 7 cEedbbifesSi 399945

Figure 13 - Initiator Pairing Confirm Example (Wireless Protocol Suite software Main windows, Sodera, Sodera LE
Low Energy capture)

SMP:
Code: Pairing Canfirm
Confirrn Value 0xffc2569213e921 25700245204 2562082

Figure 14 - Responder Pairing Confirm Example (Wireless Protocol Suite software Main windows, Sodera, Sodera
LE Low Energy capture)

fiiitor S The initiating device will generate a 128-bit random number that is

combined with TK, the Pairing Request command, the Pairing
Central Peripheral Response command, the initiating device address and address type,
and the responding device address and address type. The resulting

value is a random number Mconfirm that is sent to the responding

SHE v benest device by the Pairing Confirm command. The responding device will

SMERoiird Bespaner validate the responding device data in the Pairing Confirm command
and if it is correct will generate a Sconfirm value using the same
SMP Pairing Gonfirm |Mconfirm) methods as used to generate Mconfirm only with different 128-bit
SMP Pairing Confirm (Sconfirm random number and TK. The responding device will send a Pairing

Confirm command to the initiator and if accepted the authentication
process is complete. The random number in the Mconfirm and
Sconfirm data is Mrand and Srand respectively. Mrand and Srand
have a key role in setting encrypting the link.

Mrand

Srand

Finally the central and central devices exchange Mrand and Srand so
that the central can calculate and verify Mconfirm and the central can
Figure 15 - Message Sequence Chart: likewise calculate and verify Sconfirm.
SMP Pairing

1A third method, Out Of Band (OOB), performs the same as Pass Key, but through another external link.
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F.3.5 Encrypting the Link

The Short Term Key (STK) is used for encrypting the link the first time the two devices pair. STK remains in each
device on the link and is not transmitted between devices. STK is formed by combining Mrand and Srand which
were formed using device information and TKs exchanged with Pairing Confirmation (Pairing Confirm).

F.3.6 Encryption Key Generation and Distribution

To distribute the LTK, EDIV, and Rand

E-LELL: values an encrypted session needs to be
Control Pkt: LL_ENC_REC set up. The initiator will use STK to enable
. Randorm vector (Rand); Gicfaldb758fbd243 encryption on the link. Once an encrypted
5 link is set up, the LTK is distributed. LTK is a

i Encrypted diversifier (EDIV): Gx2de
i - 128-bit random number that the central
device will generate along with EDIV and
Rand. Both the central and central devices
can distribute these numbers, but
Bluetooth Low Energy is designed to
conserve energy, so the central device is
often resource constrained and does not
have the database storage resources for
holding LTKs. Therefore the central will
distribute LTK, EDIV, and Rand to the central device for storage. When a central begins a new encrypted session

with a previously linked central device, it will request distribution of EDIV and Rand and will regenerate LTK.

Central (SKD_C)h € 1daalatlc316c5%c2

i Session Key [dentifier

Wialbiratime | S e W % M35 42 ~ARR
i Imitizlization Vector - Central (IV_C): 09543 c46b

Figure 16 - Encryption Request from Central, Example (Wireless
Protocol Suite software Main windows, Sodera, Sodera LE Low
Energy capture

=p-LE LL:
b Control Pht LL_EMNC_RSP
i Session Key [dentifier - Peripheral (3KD_P): Doca00c62 ccbfSabadl

Lo Initialization Vecter - Peripheral (IV_P): Oxddb0B66c

Figure 17 - Encryption Response from Peripheral, Example
(Wireless Protocol Suite software Main windows, Sodera,
Sodera LE Low Energy capture)

F.3.7 Encrypting The Data Transmission

Data encryption begins with encrypting the link. The Session Key (SK) is created using a session key diversifier
(SKD). The first step in creating a SK is for the central device to send Link Layer encryption request message (LL_
ENC_REQ) that contains the SKDcptral- The SKDentral IS generated using the LTK. The central receives SKDentral,
generates SKD qntra, and generates SK by concatenating parts of SKD cptrai aNd SKD entrar- The central device
responds with an encryption response message (LL_ENC_RSP) that contains SKD .nra1; the central will create the
same SK.

Now that a SK has been calculated, the central and central devices will now begin a handshake process. The
central will transmit unencrypted LL_START_ENC_REQ, but sets the central to receive encrypted data using the
recently calculated SK. The central responds with encrypted LL_START_ENC_RSP that uses the same SK just
calculated and setting the central to receive encrypted data. Once the central receives the central’s encrypted LL_
START_ENC_RSP message and responds with an encrypted LL_START_ENC_RSP message the Bluetooth Low
Energy devices can now begin transmitting and receiving encrypted data.
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F.3.8 IRK and CSRK Revisited

Earlier in this paper it was stated that LTK would be the focus, however the IRK and CSRK were mentioned. We
revisit these keys because they are used in situations that require a lesser level of security. First let us note that
IRK and CSRK are passed in an encrypted link along with LTK and EDIV.

Use of the IRK and CSRK attempt to place an identity on devices operating in a piconet. The probability that two
devices will have the same IRK and generate the same random number is low, but not absolute.

IRK and Bluetooth Low Energy Privacy Feature

Bluetooth Low Energy has a feature that reduces the ability of an attacker to track a device over a long period buy
frequently and randomly changing an advertising device's address. This is the privacy feature. This feature is not
used in the discovery mode and procedures but is used in the connection mode and procedures.

If the advertising device was previously discovered and has returned to an advertising state, the device must be
identifiable by trusted devices in future connections without going through discovery procedure again. The IRK
stored in the trusted device will overcome the problem of maintaining privacy while saving discovery
computational load and connection time. The advertising devices IRK was passed to the central device during
initial bonding. The a central device will use the IRK to identify the advertiser as a trusted device.

CSRK and Signing for Authentication

Bluetooth Low Energy supports the ability to authenticate data sent over an unencrypted ATT bearer between
two devices in a trust relationship. If authenticated pairing has occurred and encryption is not required (security
mode 2) data signing is used if CSRK has been exchanged. The sending device attaches a digital signature after the
data in the packet that includes a counter and a message authentication code (MAC). The key used to generate
MAC is CSRK. Each peer device in a piconet will have a unique CSRK.

The receiving device will authenticate the message from the trusted sending device using the CSRK exchanged
from the sending device. The counter is initialized to zero when the CSRK is generated and is incremented with
each message signed with a given CSRK. The combination of the CSRK and counter mitigates replay attacks.

F.4 Table of Acronyms

CSRK Connection Signature Resolving Key
EDIV Encrypted Diversifier

10 Input and output

IRK Identity Resolving Key

LTK Long Term Key

Mconfirm 128-bit confirm value from initiator
MIC Message Integrity Check

MITM Man-in-the-middle

Mrand 128-bit random number used to generate Mconfirm
OOB Out of Band

RAND Random Number
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Sconfirm 128-bit confirmation value from the responder

SK Session key

SMP Security Manager Protocol

Srand 128-bit random number used to generate Sconfirm
SSP Secure Simple Pairing

STK Short Term Key

TK Temporary Key

Appendix G: ra X500 Wi-Fi 6E Frequencies
Table A.1 - X500 Wi-Fi 6E Frequencies

Channel Frequency (MHz) Channel Width
1 2412 20, +40

2 2417 20, +40

3 2422 20, +40

4 2427 20, +40

5 2432 20, +40, -40
6 2437 20, +40, -40
7 2442 20, +40, -40
8 2447 20, +40, -40
9 2452 20, +40, -40
10 2457 20, -40

11 2462 20, -40

12 2467 20, -40

13 2472 20, -40

36 5180 20, 40, 80, 160
40 5200 20, 40, 80, 160
44 5220 20, 40, 80, 160
48 5240 20, 40, 80, 160
52 5260 20, 40, 80, 160
56 5280 20, 40, 80, 160
60 5300 20, 40, 80, 160
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Table A.1 - X500 Wi-Fi 6E Frequencies (continued)

Channel Frequency (MHz) Channel Width
64 5320 20, 40, 80, 160
100 5500 20, 40, 80, 160
104 5520 20, 40, 80, 160
108 5540 20, 40, 80, 160
112 5560 20, 40, 80, 160
116 5580 20, 40, 80, 160
120 5600 20, 40, 80, 160
124 5620 20, 40, 80, 160
128 5640 20, 40, 80, 160
132 5660 20, 40, 80
136 5680 20, 40, 80
140 5700 20, 40, 80
144 5720 20, 40, 80
149 5745 20, 40, 80
153 5765 20, 40, 80
157 5785 20, 40, 80
161 5805 20, 40, 80
165 5825 20

169 5845 20

1 5955 20, 40, 80, 160
5 5975 20, 40, 80, 160
9 5995 20, 40, 80, 160
13 6015 20, 40, 80, 160
17 6035 20, 40, 80, 160
21 6055 20, 40, 80, 160
25 6075 20, 40, 80, 160
29 6095 20, 40, 80, 160
33 6115 20, 40, 80, 160
37 6135 20, 40, 80, 160
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Table A.1- X500 Wi-Fi 6E Frequencies (continued)

Channel Frequency (MHz) Channel Width
41 6155 20, 40, 80, 160
45 6175 20, 40, 80, 160
49 6195 20, 40, 80, 160
53 6215 20, 40, 80, 160
57 6235 20, 40, 80, 160
61 6255 20, 40, 80, 160
65 6275 20, 40, 80, 160
69 6295 20, 40, 80, 160
73 6315 20, 40, 80, 160
77 6335 20, 40, 80, 160
81 6355 20, 40, 80, 160
85 6375 20, 40, 80, 160
89 6395 20, 40, 80, 160
93 6415 20, 40, 80, 160
97 6435 20, 40, 80, 160
101 6455 20, 40, 80, 160
105 6475 20, 40, 80, 160
109 6495 20, 40, 80, 160
113 6515 20, 40, 80, 160
117 6535 20, 40, 80, 160
121 6555 20, 40, 80, 160
125 6575 20, 40, 80, 160
129 6595 20, 40, 80, 160
133 6615 20, 40, 80, 160
137 6635 20, 40, 80, 160
141 6655 20, 40, 80, 160
145 6675 20, 40, 80, 160
149 6695 20, 40, 80, 160
153 6715 20, 40, 80, 160
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Table A.1 - X500 Wi-Fi 6E Frequencies (continued)

Channel Frequency (MHz) Channel Width
157 6735 20, 40, 80, 160
161 6755 20, 40, 80, 160
165 6775 20, 40, 80, 160
169 6795 20, 40, 80, 160
173 6815 20, 40, 80, 160
177 6835 20, 40, 80, 160
181 6855 20, 40, 80, 160
185 6875 20, 40, 80, 160
189 6895 20, 40, 80, 160
193 6915 20, 40, 80, 160
197 6935 20, 40, 80, 160
201 6955 20, 40, 80, 160
205 6975 20, 40, 80, 160
209 6995 20, 40, 80, 160
213 7015 20, 40, 80, 160
217 7035 20, 40, 80, 160
221 7055 20, 40, 80, 160
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