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Converged Plantwide Ethernet (CPwWE)
Reference Architectures

High-level Overview

Collection of Architected, Tested & Validated Designs for
Industrial Applications (Manufacturing & Heavy Industries)
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Agenda

n Cisco / Rockwell Automation Strategic Alliance
Challenges Associated with Converged
Architectures that CPwE Helps to Address

Customer Feedback: OT/IT Value Statements -
What We Do Together
Overview: Converged Plantwide Ethernet (CPwWE)
Reference Architectures

n Key Tenets of CPwE Architectures

M PUBLIC Copyright © 2020 Cisco Systems, Inc. and Rockwell Automation, Inc. All Rights Reserved

What's New / Key Takeaways/ Additional Material




Cisco / Rockwell Automation
Strategic Alliance
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Market pressures are putting productivity and profitability
at risk for industrial operations

HTF 28% of manufacturing
$é|2b5| -C!-gFI)I I IO? organizations reporting
froomaz 000 togzrg\;vé a loss of revenue due to
faciltated by rapid Aging S e ¢ Industrial
globalization Infrastructure loT Modernization
through digital
transformation is
87% o o - needed...
0 of manufacturing 3.2 Billion
executives report that By 2020, the number of
aging infrastructure verti’cal-specific
Rapid Impacts their operations g 0 rity Risks Industrial [oT business
GIOballzatlon and Threats devices
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Modernization is complex and
must address numerous pain points

Siloed Limited Skills Data Solution
Networks Security Gap Management Complexity

Aging infrastructure Traditional security Workers are not The scale and volume of A plethora of market
results in proprietary approaches are not prepared to manage data being generated is available products and
networks and solutions robust enough to modern networks difficult to capture solutions is confusing
that increase network mitigate newer security and manage
complexity threats
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Together, Cisco and Rockwell Automation can help

Leading digital transformation for The Connected Enterprise with industrial ready, world-
class control, power and information systems and IT networking and security technologies

I L@Rockwell
N Automaltion

CISCO y
Worldwide leader in IT Global leader in industrial
networking and security control, power and

information solutions

@ © ©

Trusted domain experts with a Committed to future industry Dedicated to developing
strategic alliance success ground-breaking solutions
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Introducing Converged Plantwide Ethernet (CPwWE), il @y Rocen
a holistic blueprint for digital transformation

Collection of architected,

The CPwE Converged Network Architectures tested and validated network

and security designs
mimle Industrial Operations ke

Productions Systems Hybrid-Cloud SRR CUSEDS 21 SEEUy

design by connecting
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@ Site A @ business systems
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| OEM Convergence Ind'ustrial - Business Office - I
| Ready Security/Safety im | Systems Applications l ] | [ 0 |- - - -
| Smart lloT " Secure and | ‘;(‘ _________
| Secure and Secure and | .
| <) — < R | An open solution that
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Sharing_ I

. . ata
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|
1 — | -
s @ | (") i ] = | (@& 1: standards creates
cenityobiy Networ/Securty : | Do pata Serv : : erX|b|I|ty and Scalability
L e e o | o ___ I
‘ @ A converged
infrastructure built on a
Better Together common architecture
Enable Business  Optimize Production Minimize Risk framework makes the
Agility Yield network data-ready

F_l/ PUBLIC Copyright © 2020 Cisco Systems, Inc. and Rockwell Automation, Inc. All Rights Reserved



Challenges Associated with Converged Architectures that CPwE
Helps to Address
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Industrial lIoT (lloT) — IACS Convergence
Challenges Associated with Converged Architectures that CPwE Helps to Address

Creates Larger LANS,
Lacks Natural Boundaries Enterprise-vide Network

and Natural Segmentation % ones |
Back- Offce Servers % '[')‘;?;"Segfrsggng Dﬁe

(ERP, MES, etc.) Storage

' Controller
[ xamwxm——f—h “H
Fhone P PlantPAx % ﬁ
Camera “l = d:’@ /0
Superwsory I II Mobile
Safety User

Control
/ e Controller
Human Machine ‘\ .
Interface (HMI) bt
== | Motors, Drives S?/fgty / I Motor
- Actuators o ﬁ Control

; ™~ Center
o 0
Instrumentation ~ Monitoring Starter Overload 2’

Relay Robotics

.....................

Ethen'et/IP Plant-wide / Site-wide Network
Integrated Architecture

Flat, Open and Non-Resilient
Industrial Automation and Control System (IACS)
Network and Security Infrastructure
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Industrial lIoT (lloT) — IACS Convergence
Challenges Associated with Converged Architectures that CPwE Helps to Address

Creates Larger LANS, Smaller Connected LANSs, Creating
Lacks Natural Boundaries Boundaries and Segmentation

. — ) - Office Applications,
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T ( Rockwell

Enabling OT-IT Collaboration / Convergence / Integration  ‘cisco’ & avometion
Challenges Associated with Converged Architectures that CPwE Helps to Address

Internet

External DMZ/

Wide Area Network (WAN)

Data Center - Virtualized Servers A r-
ERP - Business Systems
Email, Web Services

Internet of Things

Security Sevices - Active Directory (AD), = Froval Information Technology
Identity Services (AAA), TLS Proxy 5 ) Ent . 7
Network Services - DNS, DHCP Identity Services [l nierpriseé cone
Call Manager Levels 4-5
Phvsi e PIant Firewalls :
ysical or Virtualized Servers Active/Standby Industrial
Patch Management «  Inter-zone traffic segmentation Demilitarized Zone
AV Server, TLS Proxy S5R5555555 5 « ACLs, IPS and IDS IDMZ
Application Mirror, Reverse Proxy J < VPN ’S et ( )
Remote Desktop Gateway Server Portal and Remote Desktop Services proxy Level 3.5 I d t . I IT
Phy3|cal or Virtualized Servers Identity Services ( : ' == S‘;ﬁf;fgs Industrial Zone
FactoryTalk® Application Servers and — Levels 0-3 seoruiTon
Services Platform ) 9 " Cell/Area Zone |1 (Plant-wide Network)
FactoryTalk® Network Manager™ , NetFlow Levels 0-2
Network & Security Services — DNS, i = Busmes
AD, DHCP, Identity Services (AAA) Wireless :
+  NetFlow Collector - Stealthwatch LAN Controller "2 {
Sorese A e ﬁ/ A . Distribution N S - aocfe mm
Level 3 - Site Operations LAY e L] Switch Stack Staret Do
(Control Room) P Standby X Server | Switch Stack Cel_llee:oz_ o PEOPLE TECHNOLOGY PROCESSES & INNOVATION
tet/IP
IES - RedBox 7% 2 NetFIow Etheni'et/IP
Active 'I¢ IES - RedBox Etheri'et/IP LWAP

Controller Standby

Thin Client

" “ SsID
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IR oy /\ ‘T o @—Q Safety ‘ Thin Client
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Drive  Controller OIECe] /0 10 /o Instrumentation Servo Dnve HMI Robot  Drive Controller

Cell/Area Zone - Levels 0-2 Cell/Area Zone - Levels 0-2 Cell/Area Zone - Levels 0-2
Redundant LANs - Parallel Redundancy Protocol Ring Topology - Device Level Ring (DLR) Protocol Linear/Bus/Star Topology
Enhanced Interior Gateway Routing Protocol — EtherChannel Redundant Star Topology - Flex Links Resiliency Redundant Star Topology - EtherChannel Resiliency
Hot Standby Router Protocol — Active/Standby Unified Wireless LAN Unified Wireless LAN
(Skids, Equipment) (Lines, Machines, Skids, Equipment) (Lines, Machines)
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Customer Feedback: OT/IT Value Statements - What We Do Together

= Valued resource = Unique in the industry
= Global Consumer Packaged Goods (CPG) = System Integrator
= To help us with our own OT-IT convergence - = No other company, organization or consortia provides
Industrial IT the level of testing, validation and documentation that

- Proven architectures — cost reduction, risk reduction CPwE provides

= We've come to expect the testing and = Reduces the investment in our own test lab

validation results = Qur go-to collateral to educate our staff on Industrial
loT and Industrial IT

= \We use CPwE to help us justify network and
security projects

= Global Pharmaceutical
= Reduces our risk in deploying newer technologies

= We adapt the CPwE blueprint into our global plant .
and global OEM standards = Global Pharmaceutical
= Network and security architectural framework

= Best practices, design and implementation guidance

i "7\ Rockwell
\/ 'Cl|s.clo. @ Aultomaltion
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Prepare industrial operations for the future with CPwE to...

Together, Cisco and Rockwell Automation are leading the digital transformation towards a
connected enterprise with a secure and reliable, converged network architecture that enables
manufacturers to boost production yield, minimize asset risk, and enable business agility.

d

L —

Enable business agility Optimize production yield Minimize risk
Increase connectivity and interoperability to Drive greater manufacturer efficiencies by Protect physical and network assets,
securely connect disparate data sources, connecting operational and business sensitive intellectual property, system data,
leverage data effectively, and derive insights systems for end-to-end visibility and control and workers with a comprehensive security
across the enterprise of industrial operations and safety architecture
el @) Roskowelt,

M PUBLIC Copyright © 2020 Cisco Systems, Inc. and Rockwell Automation, Inc. All Rights Reserved cIsco




Overview: Converged Plantwide Ethernet (CPWE)
Reference Architectures



Collection of Architected, Tested & Validated Designs

afear]e
Cisco

Overview: Converged Plantwide Ethernet (CPwE) Reference Architectures

CPwE CIP CPwE PRP CPwE Time Sync CPwE Network
Security November 2019 May 2019 Security
April 2020 Update 2021 Dec. 2018

L@ Rockwell
Automation

Wide Area Network (WAN) Internet
Data Center - Virtualized Servers
+ ERP-Business Sysiems w
« Email, Web Services
« Security Services - Active Directory (AD),
Idenity Services (AAW), TLS Proxy .

+ Nefwork Services - DNS, DHCP Enterprise Zone
« Call Manager Levels 4-5
Physical or Virtualized Servers P\anl Frewals Industrial
+ Paich Management ilitari

. ne traffic segmentation Demilitarized Zone
« AVServer, TLS Proxy . ACL A (IDMZ)
« Application Mirror, Reverse Proxy

+ Remote Deskiop Gateway Server

. VPNSe

Level 3.5

CPwE WLAN CPwE IDC
Nov. 2014 May 2018
CPwE NAT CPwE Cloud
May 2015 April 2018
January 2020
CPwE Baseline
Sept. 2010/ 2011
Summer 2020
denti .
& Mobility ﬁpr!: gg}g
June 2015 pn

March 2020

Feb. 2018

PWE IDN CPwE OEM
July 2015 Oct. 2017
May 2017
Summer 2020

CPwE Resiliency

™

WE Industria
Firewall
Dec. 2016
Update 2021

CPwE VPN
March 2016

Dec. 2015
Feb.2018 X
Spring 2020

Migration
Jan. 2016
Update TBD

Physical or Vinuaized Servers  ldeniiy Senvees |
FzmryTa\k@A jon Ser

. B ooy Tl Nk anager
+ Nefwork & Securiy Services —DNS,

AD, DHCP, deniity Services (AAA) Wireless
« NefFlow Cole do Stealthwatch LAN Confroller
«  StorageArra) (WLe)
Level 3 - Slte Operations

(Control Roo

Drive
/o 10 Vo Instrumentaton

Cell/Are: ne - Levels 0-2
e Level Ring (DLR) Protocol
Flex Links Resiliency

@Rockwell NI
Aulomation CcISCO

CPwE Test Labs

i Industrial Zone
i Levels 0-3
Ine (Plant-wide Network)

ontroller
CeIIIArea Zone Levels 0-. 2
ar/Bus/Star Topology
Redundant Stor Tplgy EtherChanne! Resiliency
reles:

”‘(L Mh)

Panpuit

= Rockwell Automation — Mayfield Heights, OH

= Cisco — Raleigh, NC (RTP)
= Panduit — Tinley Park, IL *

Note: not all inclusive, work in progress,
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Collection of Architected, Tested & Validated Designs

Overview: Converged Plantwide Ethernet (CPwE) Reference Architectures

Design Guide | Whitepaper

Converged Plantwide Ethernet — Baseline Document

Deploying 802.11 Wireless LAN Technology within a Converged Plantwide Ethernet Architecture

Deploying Identity and Mobility Services within a Converged Plantwide Ethernet Architecture
Securely Traversing IACS Data Across the Industrial Demilitarized Zone (IDMZ)

Deploying Network Address Translation within a Converged Plantwide Ethernet Architecture
Migrating Legacy IACS Networks to a Converged Plantwide Ethernet Architecture
Deploying A Resilient Converged Plantwide Ethernet Architecture

Deploying Industrial Firewalls within a Converged Plantwide Ethernet Architecture
Deploying Device Level Ring within a Converged Plantwide Ethernet Architecture

OEM Networking within a Converged Plantwide Ethernet Architecture

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Deploying Industrial Data Center within a Converged Plantwide Ethernet Architecture
Deploying Scalable Time Distribution within a Converged Plantwide Ethernet Architecture
Deploying Network Security within a Converged Plantwide Ethernet Architecture

Deploying Parallel Redundancy Protocol within a Converged Plantwide Ethernet Architecture

Deploying CIP Security within a Converged Plantwide Ethernet Architecture
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ENET-TDOO1E-EN-P
ENET-TDO06A-EN-P
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ENET-TDO11A-EN-P
ENET-TDO10B-EN-P
ENET-TD002A-EN-P
ENET-TDO15C-EN-P

ENET-TDO18A-EN-P
ENET-TDO17A-EN-P
ENET-TD014A-EN-P
ENET-TDO16A-EN-P
ENET-TDO19A-EN-P
ENET-TD021A-EN-P
ENET-TD022A-EN-P

T
cisco

Lig Rockwell
( Automation

N/A
ENET-WP034A-EN-P

ENET-WP037C-EN-P

ENET-WP038B-EN-P

ENET-WP036A-EN-P

ENET-WP040A-EN-P

ENET-WP039D-EN-P

ENET-WP011B-EN-P

ENET-WP016D-EN-P

ENET-WP018A-EN-P

ENET-WP019B-EN-P

ENET-WP013A-EN-P

ENET-WP017B-EN-P

ENET-WP023B-EN-P

ENET-WP041A-EN-P

ENET-WP043A-EN-P



http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td006_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp034_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td008_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp037_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td009_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp038_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td007_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp036_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td011_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp040_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td010_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp039_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td002_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp011_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td015_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp016_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td018_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp018_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td017_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp019_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td014_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp013_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td016_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp017_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td019_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp023_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td021_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp041_-en-p.pdf

Key Tenets of CPwE Architectures



OT-IT Collaboration / Convergence / Integration lial @y fociowen
Software-Defined Security Group Segmentation (Zoning)

OT Platform

IT Platform

<o

Other Protocols

NI ( Rockwell
CISCO Aultomation
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OT-IT Collaboration / Convergence / Integration il @y Rocen
Software-Defined Security Group Segmentation

Enterprise WAN

Software-Defined
Security Group Segmentation

Industrial Zone

FactoryTalk®
AppIicaAtion(s) (Plantwide / it '(Ij_e\l\/lelt?/vo-lg
= ant-wiae Ilte-wiae Networ
................ ._\E:@
' FTNM "’ﬂ B “q NetFlo
Sample SGACL Policy Table (o) @z JEforcemen
Role-based Enforcement prGrid | e J muser D
ontext T e TSI
Level 3 ‘rimiinmmiininndianna siideniniss
Etheri'et/IP
@ s,traﬁx«o-% @ -E,E/—@/

SGT 30 N - Y Y
%
R R R ‘il '

| e
Ml :

/0 10 ==
sGT20 [ Y N Y PG - PAC_20  Drive_20
Cell/Area Zone 10, Levels 0-2 Cell/Area Zone 20, Levels 0-2
. Security Group 10 Security Group 20
SGT - Securlty Group Tag VLAN 10 VLAN 20
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What’'s New?



CPwE Network Security — Released January 2019
What's New

= Deploying Network Security within a
Converged Plantwide Ethernet Architecture
» CPWE Collateral = === e b S

Enterprise WAN

. FactoryTalk® Industrial Zone
" Wh|te Paper - EN ET'WP0238-EN-P Application(s) Levels 0-3
. . . 8{3 (Plant-wide Network)
= Design & Implementation Guide O User puny
_ENET-TDO19A-EN-P | B} \%£
= Solution Overview é"'a' 8@ [
= Qutlines Cisco - Rockwell Automation Contoxt ) e e S
: . B r  MCTTrE i PEEREa.
Ne\t\:\;?t;ht)? grc:cljj :g);ntt{:faf:f > Site Loeggrations NetFlow Gl S
- Software-Defined Security Group Policy Segmentation E’/ efg E em!E
= Network flow and threat (e.g., malware) detection ||; | ﬁs/
= OT managed remote user (employee, partner) access -ﬂm -E!j] 5]
= FactoryTalk® Network Manager™ software PAC_10 V010 PAC.20  Drive 20
= Stratix® 5400 — NetFlow and Security Group Tag Support Cell/Area Zone 10 Cell/Area Zone 20
. . . . Levels 0-2 Levels 0-2
= Cisco TrustSec, Identity Services Engine (ISE), Security Group 10 Security Group 20
and Stealthwatch VEANTO VEANZ0
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http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp023_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td019_-en-p.pdf

CPwE DLR Phase 2 — Released April 2019
What's New

= Deploying Device Level Ring within a

Converged Plantwide Ethernet Architecture
= CPwE Collateral

- White Paper - ENET-WP016D-EN-P

- Design & Implementation Guide — ENET-TD015C- o Room) yam

EN-P """"""" ?j@ Switch Stack
= Solution Overview '
7

= Outlines several use cases for deploying DLR TEF cvenere
. L i );
technology across OEM and plant-wide applications

Industrial
Demilitarized Zone
(IDMZ)

Industrial Zone

ore
1, Swnéhes E Levels 0-3
’;,é' \,é' (Plant-wide Network)

|

Instrument

=

= Device Level Ring technology overview
= Design and configuration considerations for plant-

Cell/Area Zone - Levels 0-2 Cell/Area Zone - Levels 0-2 Cell/Area Zone - Levels 0-2
[ [ . . Redundant Star Topology — Flex Links Resiliency Redundant Star Topology — Flex Links Resiliency Redundant Star — Topology — Flex Links Resiliency
WI d e d eVI Ce' | evel y SWItCh -leve | y a n d I I I IXed Switch-Level Ring Topology Mixed Device/Switch Level Single Ring Topology Mixed Device/Switch Level Multiple Ring Topology

device/switch-level DLR deployments
= Stratix® 5400 - 1 Gbps, multiple DLR ring support.
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http://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp016_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td015_-en-p.pdf

CPwE Time — Released May 2019
What's New

= Deploying Scalable Time Distribution within a A WA,
Converged Plantwide Ethernet Architecture

R _ Zone(DMZ) )

A e zone
= CPwE Collateral S eets L B Pt

( Site Operations — :
A (Control Room) J

g Catalyst 4500-X
¢ oo 3l VSS Resiiency

Standb

= White Paper - ENET-WP017B-EN-P
= Design & Implementation Guide — ENET-TDO16A-EN-P i e Msw. L“més

= Solution Overview / N

. . O\
= Outlines several use cases deploying |[EEE 1588 PTP and s N
™ : / e W]P_ IEI’ ’ [ _IES LS Einenen
CIP Sync™ technology throughout a plant-wide IACS e — - |
: | il ﬁ ] I |
network InfraStrUCtU re ‘«,‘\ Ref?a’:es Controller Time Stamping /O Time Stampng /0 Controller Time Stampngl/O /
H ' ' ' ! Clock /
= Time Synchronization Overview AR om0 ! neacanteaZone s Leve 02
= Design and configuration considerations for plant-wide
Time Synchronized to UTC
(Levels 0-3) IEEE 1588 PTP and CIP Sync deployments. Single PTP Domain - ;

= Stratix® 5700/5400/541 O, 1756-TIME module —
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https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp017_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td016_-en-p.pdf

CPwE PRP — Released November 2019
What's New

= Deploying Parallel Redundancy Protocol within a

Converged Plantwide Ethernet Architecture
Plant-wide / Site-wide
= CPwE Collateral m
DAN in Controller Chassis
= White Paper - ENET-WP041B-EN-P COntro"er 'ESRSf\‘iEV%X 5 , _\ :{ESSR o
+ Design & Implementation Guide — ENET-TD021A-EN-P \ & e
= Solution Overview R >
= Outlines several use cases for deploying PRP technology ;. . LANE
with redundant network infrastructure across plant-wide \%/
IACS applications /
= Parallel Redundancy Protocol technology overview ot T
- Design and configuration considerations for plant-wide O PANSInID Chassi

IACS PRP deployments
= Stratix® 5400 as Redundancy Box, 1756-EN2TP, 5094 1/0
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https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp041_-en-p.pdf
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CPwE Cloud Connectivity Phase 2 — Released January 2020
What's New

= Cloud Connectivity to a Converged Plantwide
Ethernet Architecture |

= CPwE Collateral e
= White Paper - ENET-WP019C-EN-P

= Design Guide - ENET-TD017B-EN-P

= Solution Overview ===
= CPwE Cloud Connectivity outlines several security N i

architecture use cases for designing and deploying . sesiaien

restricted end-to-end outbound connectivity with " .

FactoryTalk applications from industrial operationsto .E;,m,

the Rockwell Automation cloud within a CPwE B T

architecture A P e

- Platinum, Gold, Silver, and Bronze " u E"“”E—V-’nﬁ
= Migration from Application Guide to Cisco Reference ™ ... wes
= Addition of Cisco Web Security Appliance (WSA) and

related infrastructure configuration

LS 5
spses - -
h’-!.f-!. i M .
..... &= Py oe [ m *©
.é;nirdlur
Cell/Area Zone - Levels 0-2

LinearBus/Star Topology
Redundant Star Topology - EtherChanne! Resiliency
Unified Wireless LAN

(Lines, Machines)
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https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp019_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td017_-en-p.pdf

CPwE DLR Phase 3 — Planned Release March 2020
What's New

= Deploying Device Level Ring within a Demi'|?{|;;%£z‘5;"2me
Converged Plantwide Ethernet Architecture Y

Industrial Zone

= CPwE Collateral a0

Level 3 Site
Operations

= White Paper - ENET-WP016E-EN-P (Control Room)
= Design & Implementation Guide —
ENET-TD015D-EN-P
= Solution Overview

= Qutlines several use cases for deploying DLR
technology across OEM and plant-wide
or site-wide applications

Distribution
Switch Stack

- Design and configuration considerations for o {1 T =
plant-wide device-level, switch-level, and
. . . Cell/Area Zone - Levels 0-2 Cell/Area Zone — Levels 0-2 Cell/Area Zone — Levels 0-2
m |Xed d eV| CG/SW'tCh-Ievel D L R d e p | Oyme nts Redundant Star Topology — Flex Links Resiliency Redundant Star Topology — Flex Links Resiliency Redundant Star — Topology — Flex Links Resiliency
Switch-Level Ring Topology Mixed Device/Switch Level Single Ring Topology Mixed Device/Switch Level Multiple Ring Topology

= Stratix DLR Redundant Gateway; combination
of mixed rings
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CPwE CIP Security — Planned Release April 2020

What's New
= Deploying CIP Security within a

Converged Plantwide Ethernet Architecture
= CPwE Collateral

= White Paper - ENET-WP043A-EN-P
= Design Guide — ENET-TD022A-EN-P

= Solution Overview

= Qutlines several use cases for deploying CIP
Security™ technology across OEM and plant-wide or
site-wide applications

= CIP Security technology overview
= FactoryTalk® Policy Manager

= Design and configuration considerations for solution
use cases with focus on the System IEC 62443-3-2
and 3-3 sections of the series which address
requirements at the system level.
™

. =
+ Wide Area Network (WAN)

+ Data Center - Virtualized
: Servers <

Enterprise Zone
Levels 4-5

Industrial Demilitarized
Zone (IDMZ)

)
: Physical or Virtualized Servers

'
Ay
'
i FactoryTalk Network Manager
: FactoryTalk AssetCentre Server g.@
FactoryTalk ViewSE
(HMI Server)

' FactoryTalk Linx
' cwsecurityy (Data Server)

'

: actoryTalk Directoy,
, Level 3 —Site Operations

! (Control Room) actol

=
™
—

F: ry '
FactoryTalk System Services, 1
F: ryTalk Policy Ma

nager :

——

==
—-
-
-

i
L ]
—

-
1
LN

L8xXE Controller

Kinetix 5700 Servo

CIP Security”
CIP Securlty

VLAN 83

Cell/Area Zone - Levels 0-2
Ring Topology - Device Level Ring (DLR)
Protocol and DLR Redundant Gateway
Redundant Star Topology - Flex Links Resiliency

(Lines, Machines, Skids, Equipment)

=
=

Industrial Zone
Levels 0-3
(Plant-wide Network)

Controller

.| "°CelliArea Zone - Levels 0-2

OEM
VLAN 603

Redundant Star Topology -
EtherChannel Resiliency

(Lines, Machines)

1/0

e —T—T—T—T—T—
—

—

i Cell/Area Zone - Levels 0-2

Brownfield
VLAN 84

1756-EN4TR

Redundant Star Topology - Flex Links
Resiliency

(Lines, Machines)

L8xE Controller

T

Legend

*CIP Security support on product

* See note below

FactoryTalk Policy Manager
software (user interface for
configuring and deploying CIP

2 k| 5 Security)

Safety Controller Controller with —

with 1756-EN4TR 1756-ENATR Brownfield Confidentiality @ Integrity

VLAN 80, 81
CIP Security” CIP Security”
Cell/Area Zone - Levels 0-2 CIP Security”
Single Ring Media Topology — Resilient Ethernet Protocol (REP) v
(Lines, Machines, Skids, Equipment)
Authentication
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Key Take Aways



Key Takeaways

= Cisco / Rockwell Automation® Strategic Alliance
= Over 13 Years of Collaboration

= Collection of over 17 architected, tested and
validated designs delivering:

Architectural Best Practices

Design and Implementation Considerations

Documented Test Results and Configurations

Multiple Disciplines — Industrial loT, Zoning
(segmentation), Unified WLAN for Mobility, Industrial
Security and Cloud Connectivity
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Lig Rockwell
Aulomation

= Proven Reference Architectures

= Prepare industrial operations for the future:

= Helping to enable business agility, optimize production yield
and minimize risk

= Helps customers to reduce their costs by:

= Simplifying customer design, enabling quicker customer
deployment, and reducing customer risk in deploying newer
technologies

= Enables OT-IT Collaboration and Convergence:
= Reliable and Secure Industrial loT Architectures
= Industrial IT (bridging OT-IT)
= Content relevant to both OT and IT personnel
= Expanded CPwE Ecosystem, collaboration with
Panduit on reliable physical infrastructure



Key Takeaways

= Business outcomes drive modernization projects

= Agility to quickly adapt to new market trends
(future-ready)

= Cost reduction through lower MTTR and higher OEE
(reliability, safety, and security)

= Risk reduction — reliable and secure plant-wide
architectures based on proven reference architectures

= Assessment, design and planning are key steps
to modernizing aging network infrastructure
= Know where you are starting from

= Have a vision, based on business drivers, for scalable,
reliable, safe, secure, and future-ready Industrial loT
architectures

PUBLIC Copyright © 2020 Cisco Systems, Inc. and Rockwell Automation, Inc. All Rights Reserved

u'g Rockwell
Aultomation

= Standard and open managed network and
security services enable modernization
= Zoning through Segmentation
= Virtual Local Area Networks (VLANS)
= Switch Hierarchy — Layer 2/Layer 3
= Network Address Translation (NAT)
= Connected Routing

= Stratix® managed infrastructure devices — best
of OT/IT, best of Rockwell Automation/Cisco,

enabling reliable and secure Industrial loT
architectures

= Converged Plantwide Ethernet (CPwWE),
collection of architected, tested, and validated
designs



CPwE - Enabling Industrial loT and Industrial IT (Bridging OT-IT)

Key Takeaways - Scalable, Reliable, Safe, Secure and Future-Ready Industrial IoT Architectures

Wide Area Network (WAN) Internet Internet of Thinas
Data Center - Virtualized Servers g
ERP - Business Systems u
Email Web Senvces Information Technology
Security Services - Active Directory (AD), | |
Identity Services (AAA), TLS Proxy 1 sl lel ]l 5
Network Services - DNS, DHCP Enterprise Zone CISCO PanNDuIT
Call Manager Levels 4-5
Physical or Virtualized Servers PIarKcI;:;;\évgleby Industrial
K;"lt%h Ma"a_ISLGéngm A * Inter-zone traffic segmentation Demilitarized Zone
erver, Lo Froxy W =z BRoMW I «  ACLs, IPS and IDS (lDMZ)
Application Mirror, Reverse Proxy = =" « VPN Services
Remots Deskiop Gatoway Sorver " Poral and Remote Deskop Servoesproy . Level3.5
Phy3|cal or Virtualized Servers Identity Services == N S‘;ﬁf;fgs Industrial Zone
FactoryTalke Application Servers and Levels 0-3 1
Services Platform . ‘?} /\% CelliArea Zone | (Plant-wide Network) I n d UStrlal IT
Levels 0-2

FactoryTalk Network Manager I NetFlow /] I¢
Network & Security Services — DNS, . =
AD, DHCP, Identity Services (AAA) Wireless

+ NetFlow Collector - Stealthwatch LAN Controller
Storage Aray (WLC) ﬁ/ :
Level 3 - Site Operations 4 W g Access

Server
(Control Room) Standby = @

NIr @Rockwel!
%Q ciISco Aultomation
== Access
Distribution §‘N S Pan :
Switch Stack X Cell/Area Zone n“IT
Levels 0-2

IES - RedBox J ‘ _ NetFIow LWAP Etheri'et/IP’
Controller Active ,Ic' IESSE;Sg}E}ox 24 GHz Etheri'et/IP
e \ )
@ . N \ Thin Client %}(’GHZ
%0055, - E Il’ Thin Client
........ =3 8 0 |/o —Q Safety 0
..... . @ 2 Controller Controller I WGB I n d u strl a I I OT
........... — ., ) B Soft Starter 2 Saety 1o

Operational Technology
Tk @ Rorlowstto,  PRNDUIT

/0

I

o L =iLTE

D|.'i~ve Cbntroller 110 I/0 Controller o /o 1o Instrumentation Servo Dnve HMI  Robot Drive Controller
Cell/Area Zone - Levels 0-2 Cell/Area Zone - Levels 0-2 Cell/Area Zone - Levels 0-2
Redundant LANs - Parallel Redundancy Protocol Ring Topology - Device Level Ring (DLR) Protocol Linear/Bus/Star Topology
Enhanced Interior Gateway Routing Protocol — EtherChannel Redundant Star Topology - Flex Links Resiliency Redundant Star Topology - EtherChannel Resiliency
Hot Standby Router Protocol — Active/Standby Unified Wireless LAN Unified Wireless LAN
(Skids, Equipment) (Lines, Machines, Skids, Equipment) (Lines, Machines)
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