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Cloud Connectivity to a Converged Plantwide Ethernet Architecture
Design Guide

Design Guide
= ENET-TDO17

Pawouir D Roglowet ..

B Cloud Connectivity to a
B Converged Plantwide
@ Ethernet Architecture

Whitepaper
= ENET-WPO019

Design Guide

Updates to the existing document include:

= Upgrade from Application Guide to Cisco Reference Design
= Extensions to technology use cases

Cisce

= Extensions to test results and details ety e @

= Addition of the Cisco Web Security Appliance and related
infrastructure configuration

= Addition of technology troubleshooting and verification



https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td017_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/enet-wp019_-en-p.pdf
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Converged Plantwide Ethernet (CPwWE), el @y Rogovel
a holistic blueprint for digital transformation
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— CPWE Reference Architecture

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Level 5

Logical Design Level 4

CPwE logical model employs commonly used
industry standards such as

= Purdue Model and ISA95

= Control Hierarchy to organize the plant
functions into levels

= |EC-62443 (formerly ISA99)

= Organizes the levels into channels, Level 2
zones and conduits

Level 3

Level 1

Level O

Enterprise Network

E-Mail, Intranet, etc. Site Business Planning and Logistics Ne

Patch
Management

=
&

FactoryTalk
i FactoryTalk

9 [ |
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Operat:
Interface

Continuous
Safety
Process Control

Interface
Batch Discrete Drive
Control Control Control

Drives Actuators  Robots
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Site Operations
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Basic Control
Process
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture
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— CPWE Reference Architecture

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Industrial Zone Wide Avea Netwark (WAN)
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CPwWE Reference Architecture

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Level 3 Site Operations

= Level 3 Site Operations contains the assets that
are critical to monitoring and controlling the plant-
wide or site-wide industrial operations
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CPwWE Reference Architecture

Cloud Connectivity to a Converged Plantwide Ethernet Architecture
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— CPWE Reference Architecture

Cloud Connectivity to a Converged Plantwide Ethernet Architecture
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— Defense-in-Depth

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

A secure application depends on multiple layers of diverse protection and industrial security must be
implemented as a system

= Defense in Depth

= Shield targets behind multiple levels of diverse security countermeasures to
i reduce risk

= Openness

= Consideration for participation of a variety of vendors in our security solutions
» Flexibility

= Able to accommodate a customer’s needs, including policies & procedures

= Consistency

= Solutions that align with Government directives and Standards Bodies

BEFORE DURING

s Rockwell PUBLIC | C ight ©2019 Rockwell Automation, Inc 16 =
= opyri .
Automation pyra :



— Defense-in-Depth

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

A secure application depends on multiple layers of diverse protection and industrial security must be
implemented as a system

= Deploying Identity and Mobility Services within a Converged Plantwide Ethernet Architecture outlines several
industrial security and mobility architecture use cases, with Cisco ISE, for designing and deploying mobile devices, with
FactoryTalk® applications, throughout a plant-wide IACS network infrastructure

https.//literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td008_-en-p.pdf
= Deploying Network Security within a Converged Plantwide Ethernet Architecture outlines several network security

use cases for plant-wide Industrial Automation and Control System (IACS) network infrastructure. These use cases include
segmentation, visibility, anomaly detection and mitigation and intent-based security for OT

https.//literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td019 _-en-p.pdf
= Securely Traversing IACS Data Across the Industrial Demilitarized Zone details design considerations to help with the
successful design and implementation of an IDMZ to securely share IACS data to the Enterprise
https.//literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td009 -en-p.pdf
= Deploying Industrial Firewalls within a Converged Plantwide Ethernet Architecture outlines several use cases for

designing, deploying, and managing industrial firewalls throughout a plant-wide IACS network. The Industrial Firewall is
ideal for IACS applications that need trusted zone segmentation

https.//literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td002_-en-p.pdf
-7 Rockwell
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— Defense-in-Depth

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Risk Assessments and Risk Management

= The management of organizational risk is a key

element in the organization's security program « A
= Provides an effective framework for selecting R : -
the security controls necessary to protect ~ &
individuals and the operations and assets r
= The NIST Risk Management Framework provides a — 2\
process that integrates security and risk management i' o o il

activities into the system development life cycle = 7
Assess .
Controls

SP 800-53M

SP 800-39°

s R:fom::=on PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 18 ===
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— Cloud Connectivity Use Cases

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

ControlFLASH Plus

. £ ControlFLASH Plus™ ol o)==
= COﬂthlFLASH PIUS haS the abl“ty tO reaCh OUt tO the CIOUd Flash Devices ~ Manage Firmware  Manage Favorites 3 Refresh Firmware €% Settings ? Help

to check Lifecycle Status and revision availability of the —+ A Firmare Revisions 106 devices v
specific devices. This information is obtained from pevce vender Jrereksizite Raibone Pl peth
Rockwell Automations Product Compatibility and S el e O ————
Download Center (PCDC) via an API 5008 C\Program Fles (61 Contr. @
= When signed into the Product Compatibility and Download o 1 N . .
Center within ControlFLASH Plus cloud connectivity allows 500 CAProgram Fies (8NContr..
you to download firmware revisions, release notes and e + | Rockwel Automat. | @Acthe 000 . L DR
5.028 B C:\Program Files (x86)\Contr... i

view important notices

5.008 C:\Program Files (x86)\Contr... i
n Cloud endpoints (U RLS) that Control FLASH PIUS may 1756-EM3TR. 4~ | Rockwell Sutomatio... ® 2ctive 10.007 B C:\Program Files (x86)\Contr... i
. . . . 5.028 B C:\Program Files (x86)\Contr... i
reach out to via TLS/HTTPS reside within the . A e o
rockwellautomation.com h |g h-level domain 1756-HYD2 + | Rockwell Autornatio.. | (@ Active 301 CAUsers\Public\Documentst...
291 CUsers\Public\Documentsh... 0

281 CiUsers\Public\Docurmentsy... i M

Download Center available, Sign in

-7, Rockwell ) :
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— Cloud Connectivity Use Cases

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

FactoryTalk AssetCentre

= FactoryTalk AssetCentre has the ability to reach out to the
cloud to check the Lifecycle Status of the specific devices.
This information is obtained from Rockwell Automations
Product Compatibility and Download Center via an API

= The retrieval of Lifecycle Status information from the
PCDC occurs from the FactoryTalk AssetCentre server

Rockwell
Automation
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— Cloud Connectivity Use Cases

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

FactoryTalk AssetCentre

Scheduled synchronization:

» FactoryTalk AssetCentre has the ability to reach out to the 9 Optons 8
cloud to check the Lifecycle Status of the specific devices. S
This information is obtained from Rockwell Automations k‘““m‘e
Product Compatibility and Download Center via an API Compare Engnes | | 8 utomateallyreeve dats flom the Produt Compatiiity and
Custom Devices
Database Limitations Download Center and synchronize the data to the AssetCentre database.
= The retrieval of Lifecycle Status information from the e etors -
lewer . Enable Automatic Synchronization
PCDC occurs from the FactoryTalk AssetCentre server il () o .
tart at | 12: v | every | days

= This can be a scheduled or manual process initiated
from the FactoryTalk AssetCentre client

= Cloud endpoints (URLs) that FactoryTalk AssetCentre may Manual synchronization:
reach out to via TLS/HTTPS reside within the

rockwellautomation.com high-level domain

47 Refresh B Export & Help
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— Cloud Connectivity Use Cases

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

(o8 (1)) (D) '/}"/\' &

FactoryTalk Activation Manager FactoryTalk Activation Manager

Managectivations Advanced

Help | About

o ;’gﬁﬁfﬁm Validate Activation 232‘;’:3::

= FactoryTalk Activation Manager has the ability to Find Available Activations

reaCh OUt tO the Cloud tO Obta|n new actlvatlons ‘ To activate your software, you need the Activation Certificate that came with your software.

T . . ) Get New Activations Enter the serial number and product key for each product you want to activate.
and rehost/renew existing activations
H B Activati eria roduct Ke

= Cloud endpoints (URLs) that FactoryTalk e el e

Activation Manager may reach out to via Return Activations

TLS/HTTPS reside within the
rockwellautomation.com high-level domain.

Rehost Activations

Renew Activations

[ Add H Remove

Learn more...

Rockwell Automation SR E D
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Wide Area Netwark (WAK)

. agn . ﬂma(‘enm Virusloed Serers \l/} (
Industrial Demilitarized Zone (IDMZ) - Dt ke =8

+ Emal Web Senacs:
+  Sacuty Saraces - Acive Linsctory (4L),

Internet

Mdnrtity Serwis (A, TIS Prosy o .
SR e e
. [ i Piril Firgaalls
= Key tenant in the Platinum, Gold, and Silver " Wt 1) e, et

M Benwr 118 Pracy O ; mzﬁ?:iﬁ“mmm Demilitarized Zone
o Appicaton Miero, Revrss Progy D - q (IDMZ)

) " y + VPN Sencas
v Ramoks Uezkop Caeway Saner *  Podaliend Rumele: Desklop: Senans priey

architectures is the use of the IDMZ

= Provides a buffer between the Enterprise and i S T els 03
Industrial Zone L e g o e

+ Nelwork & Scouily Scraxs NS,
AD, DHCP. |dertity Senicas (ARA)

Wiedess RS
b

= The IDMZ provides multiple methods to securel Sy e v “”“*‘”? e S
p p y Lev::g-Slto Operatlons : \,, Q‘SI‘:‘L“& imh Hak \"_“ el
broker data to and from the Enterprise and e —— ) Mea el val ™
Industrial Zones s, Rochi [ 5""_"# - et '3 | vt o Etheri'et/IP
. . . G . ; .;5—’» — S50
= Application mirrors, such as a PI-to-PI - ol | R - == 1 Q%;“
interface for FactoryTalk Historian. - e 1 - PGl it IR wo |
i T A - : - D — ~m~mm;r - i e I-l’)'l- :
. g o ieFlw L F 3 1 i
= Microsoft® Remote Desktop Gateway ': g "E = =N ‘J'n T B !!!{! @ ;T IEpt
(RDG) services o BT EATRT e ™ RER e g e i o
: : CelliArea Zone - Levels 0-2 : Coll/Area Zone - Levels 0-2 i Cell/Area Zone - Levels 0-2 :
EI’ N .ljiln;‘ilurllr‘hnl I_f\le-,F'aglthnd';'nflhn:;y P[r_rll:n‘r.t;'l _ Fg?g’annm%; f%_n‘.ﬂrflcw-illFfmlg l?lglﬁninml : — l"ll n?’“ﬂ'l Hh[i ’Irpg,:nw P -
= Cisco Web Security Appliance with TLS B i Y- - -

oroxy server capabilities, 1 e e nes Wischwes)
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Servers and Capabilities

= Resides between a trusted zone and untrusted zone,
typically in the IDMZ

= Intercepts requests from a client device then
proce.eds to make the connection on behalf of ! ) l I
the client to the server
= Forward Proxies handle requests for a group of clients

to an unknown and untrusted device outside of their

control (i.e. on the Internet)
. : You Proxy Server Internet
» Reverse Proxies are intended to protect servers on the

same network as the clients
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Cisco Web Security Appliance

= Physical or Virtual appliance designed for oo (@) B ciscoe eb security Applance (wsa)

web security

Before

= Analyzes and categorizes known and g

unknown URLs and blocks those falling ww;m,;

below a defined security threshold l
» Provides forward proxy services including a * -

TLS proxy

Client

= Contains integrated Malware detection by Authentication

analyzing HTML, images, Flash files and 3 Traffic _

more Redirections - -®-| :
~ T emg | » 19

Campus Office Branch Office Roaming User &/ Allow k Wam 8 Block & Partial Block
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Transport Layer Security (TLS)

= TLS provides encrypted communications
between two participating endpoints

= |n the CPwWE Cloud Connectivity the
endpoints may be a FactoryTalk
application and the cloud hosted
destination

2 - Client requests identification

3 - Server sends certificate and public key

5 - Client sends encrypted session key = =

= A consideration of the participating endpoints in
TLS is ensuring a trust relationship between the
devices accomplished using digital certificates. o

l

6 - Acknowledgement encrypted with session key

\

or other device

Management Node or
Conferencing Node

= TLS traffic presents a challenge to monitor or e 0

inspect with traditional tools because the traffic is
encrypted

l

= TLS proxies can be used to decrypt and

inspect traffic
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Transport Layer Security (TLS) - Proxy

Client requests identification

|

Server sends certificate and public key

!

Client sends encrypted session key

|
I

Acknowledgement encrypted with session key

Web browser, endpoint
or other device

All data now encrypted with session key

"7\ Rockwell
Automation

Client requests identification

Server sends certificate and public key

Client sends encrypted session key

Acknowledgement encrypted with session key
Management Node or

Conferencing Node

All data now encrypted with session key
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent vs Explicit

= Proxies require a method to intercept web
traffic in order to inspect and take action
upon it

= |n either mode, the client initiates its
HTTP(S)/TLS connection to the WSA then

the WSA initiates its HTTP(S)/TLS
connection to the web server
» Transparent proxies rely on the
infrastructure to intercept and redirect traffic %
= Explicit proxies rely on the client to send the
traffic directly (Windows Proxy Settings)
'=f?l
s Rockwell PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 30 ===
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent

1. User
initiates web
connection

2. Cisco ASA
forwards

select traffic
to WSA

.73 Rockwell
Automation

4. Cisco
WSA
receives
response
from web

3. Cisco
WSA
forwards
allowed traffic
to the web

5. Cisco
WSA
forwards
return traffic
to application

6. Application
processes
data,
unaware of

proxy

E— |
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Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent

1. User
initiates web
connection

2. Cisco ASA
forwards

select traffic
to WSA
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4. Cisco
WSA
receives
response
from web

3. Cisco
WSA
forwards
allowed traffic
to the web

5. Cisco
WSA
forwards
return traffic
to application

6. Application
processes
data,
unaware of

proxy
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent

1. User
initiates web
connection

2. Cisco ASA
forwards

select traffic
to WSA

-7y Rockwell

Automation

4. Cisco
WSA
receives
response
from web

3. Cisco
WSA
forwards

allowed traffic
to the web

5. Cisco
WSA
forwards
return traffic

to application

6. Application
processes
data,
unaware of
proxy
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—
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Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent

1. User
initiates web
connection

2. Cisco ASA
forwards

select traffic
to WSA

.73 Rockwell
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4. Cisco
WSA
receives
response
from web

3. Cisco
WSA
forwards

allowed traffic
to the web

5. Cisco
WSA
forwards
return traffic
to application

6. Application
processes
data,
unaware of
proxy

Cisco WSA

3&4

—
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Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent
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Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent

1. User
initiates web
connection

2. Cisco ASA
forwards

select traffic
to WSA

.73 Rockwell
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4. Cisco
WSA
receives
response
from web

3. Cisco
WSA
forwards

allowed traffic
to the web

5. Cisco
STAY
forwards
return traffic
to application

6. Application
processes
data,
unaware of
proxy

3&4

Cisco WSA

—
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Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Transparent

1. User
initiates web
connection

2. Cisco ASA
forwards

select traffic
to WSA
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4. Cisco
WSA
receives
response
from web

3. Cisco
WSA
forwards

allowed traffic
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5. Cisco
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to application

6. Application
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Explicit

1. User 4. Cisco 5. Application
initiates web WSA processes
connection forwards data,
directly to return traffic unaware of
Cisco WSA to application proxy

2. Cisco 3. Cisco
STAY STAY
forwards receives
allowed traffic response
to the web from web

.73 Rockwell
Automation
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Explicit

1. User 4. Cisco 5. Application
initiates web WSA processes
connection forwards data,
directly to return traffic unaware of
Cisco WSA to application proxy

2. Cisco 3. Cisco
STAY STAY
forwards receives
allowed traffic response
to the web from web
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Explicit

1. User
initiates web
connection
directly to
Cisco WSA

4. Cisco 5. Application
WSA processes Cisco WSA
forwards data,
return traffic unaware of
to application proxy

A

3. Cisco
WSA
receives
response
from web

2. Cisco
WSA
forwards
allowed traffic
to the web
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Explicit

1. User 4. Cisco 5. Application
initiates web WSA processes Cisco WSA
connection forwards data,
directly to return traffic unaware of
Cisco WSA to application proxy

A

2. Cisco 3. Cisco
STAY STAY
forwards receives
allowed traffic response
to the web from web
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— Cloud Connectivity Technologies

Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Explicit

1. User 4. Cisco
initiates web WSA
connection forwards
directly to return traffic
Cisco WSA to application

5. Application
processes
data,
unaware of

proxy

2. Cisco 3. Cisco
STAY STAY
forwards receives
allowed traffic response
to the web from web
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Cloud Connectivity to a Converged Plantwide Ethernet Architecture

Proxy Server — Explicit

1. User 4. Cisco
initiates web WSA
connection forwards
directly to return traffic
Cisco WSA to application

5. Application
processes
data,
unaware of

proxy

2. Cisco 3. Cisco
STAY STAY
forwards receives
allowed traffic response
to the web from web
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