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2020 Online Events - Register to receive a calendar invite
Tech Talks

User Group

Thursday, June 18
ControlLogix Redundancy
10:00 am

Tuesday, June 2nd

Industrial Networking Series Part

2: Secure Cloud Connectivity to
Plant Ethernet
10:00 am

Thursday, June 4th

Industrial Networking Series Part 3:

Resilient Networks — Device Level
Ring (DLR)
10:00 am

Wednesday, June 17th

Industrial Networking Series Part 5:

Connected Plantwide Ethernet
Architectures
10:00 am

Wednesday, June 3"
Overload Migration
10:00 am

Tuesday, June 16th
Industrial Networking Series Part 4:
Resilient Networks — Parallel
Redundancy Protocol (PRP)

10:00 am

Tuesday, June 23
Industrial Networking Series Part 6:

Securing Control System Network
with CIP Security
10:00 am

https://www.reynoldsonline.com/eventsUnit.action
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Modernizing ControlNet to
EtherNet/IP

2.10.2020



ControlNet — Why Modernize?

« ControlNet has been a reliable network for 25 years, but customers now
need more.

« Customers Require
* Wired and Wireless technology that enables data connectivity
« Longterm lifecycle support for multiple decades
« Open and inter-operable protocol supported by multiple vendors
* Integration of open standards such as OPC-UA
 All RA ControlNet products going Active Mature

« Customers do not need to migrate at this time, but must start
planning
* No End of Life announcements are tied to this announcement

-7 Rockwell . .
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ControlNet

Capabilities

RG-6 coax cable and Fiber V Media

Limited to 99 Nodes on same network V Nodes
Diagnostics

5 Mbps Network Speed

v
v

Deterministic protocol Determinism

Redundant Controller and Redundant
Media Supported

High Availability

Industrial Security
(CIP Security)

C KKK K KKLX

EtherNet/IP

RJ45 Copper, Fiber,

Supported

Nodes can vary based on network design.
Built in rotary switches can configure 254
nodes.

Managed switches provide diagnostics
such as broken wire detection, port
status, timestamping of network alarm &
events.

10/100/1000 Mbps supported

EtherNet/IP leverages IEEE1588:2008 to
provide determinism

Redundant controller and Media
supported through PRP and DLR

Extensive support for CIP Security and
Defense in Depth strategy and
architecture.



@

Rockwell
Automaltion

ControlNet

Capabilities
Integrated Safety
(CIP Safety )

Multi Vendor
Support

Integrated Motion

Future Product
developments

< SLKX

EtherNet/IP

Builtin support for Integrated Safety
devices and CIP Safety in protocol.

EtherNet/IP is supported by multiple
vendors.

Integrated Motion supported

Development in the future will be focused
on EtherNet/IP based products. The
integration of Rockwell Automation
devices to common standards, such as
OPC-UA, will occur through EtherNet/IP.

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 8



EtherNet/IP — Critical Benefits

Longterm Availability of Products @ Better lifecycle management, longer upgrade cycle

Enhanced and Improved Data Access lo: 3 Improve maintenance and reduce bottlenecks

Enable Digitization and Digital Transformation Reduce Downtime and Improve PrOﬂtablllty

Enable Security IR Protect critical assets and operations

Enable IT/OT Convergence

6 Provide Transparency and Improve Productivity

Enable Integrated Safety and Diagnostics

Reduce system cost, downtime and maintenance

ll_@ Rgfg::::on PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 9



Architectures

2.10.2020



Linear Architecture

ControlNet

Trunk-cable

Trunk-cable Trunk-cable
Tap Section Tap Section Tap Section Tap
Device Device Device Device .“
Tefminating Terminating
Resistor Resistor

-39 Rockwell
Automaltion

EtherNet/IP

Plant-wide Network
Infrastructure

m m?__

PUBLIC | Copyright ©2019 Rockwell Automation, Inc 11



— Star Topology

ControlNet EtherNet/IP

Plant-wide Network
Infrastructure

l I i‘!\‘. -
\ |
¥

Device Device

Device Device

Device Device

-7\ Rockwell . .
Aulomation PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 12 ===



— Ring Topology

ControlNet

Repeater

Device

Device

Lig Rockwell
Aultomation

Device

Device

Device

EtherNet/IP

Plant-wide Network
Infrastructure

100 Mbps

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Redundant Media Topology

ControlNet EtherNet/IP

Device

'-39 T pr PUBLIC | Copyright ©2019 Rockwell Automati 14
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Network Management, Controller and Communication Migration

Software

Items Requiring Configuration

Communication

CompactLogix & Guard
CompactLogix

ControlLogix & GuardLogix

.78 Rockwell
Automaltion

RSNetworx for Controlnet (Required)

ControlNet Network Keeper

ControlNet Network Update

Time Scheduled Maximum Node Address
Unscheduled Maximum Node Address

Scheduled I/O
Unscheduled Messaging

1769 CompactLogix™ L4 and Compact
GuardLogix® L4:

» 1768-CNB (Discontinued)

» 1768-CNBR (Discontinued)

1769-L32C, 1769-L35CR CompactLogix (End of Life)

1756 ControlLogix and GuardLogix:
» 1756-CNB (Active Mature)

» 1756-CNBR (Active Mature)

» 1756-CN2 (Active Mature)

» 1756-CN2R (Active Mature)

FT Network Manager (Optional), Integrated
Architecture Builder (Optional)

EtherNet/IP DLR Supervisor
Managed Switches

UDP 1/O
TCP Messaging

1769 CompactLogix or Compact GuardLogix
5370 controller with embedded EtherNet/IP
5069 CompactLogix or Compact GuardLogix
5380 controller with embedded EtherNet/IP

1756 ControlLogix and GuardLogix:
» 1756-EN2F

» 1756-EN2T

» 1756-EN2TP

» 1756-EN2TR

» 1756-EN3TR

» 1756-EN4TR

» 1756-ENBT

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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Modernization Process

.10.2020



@

Modernization Process Steps

* Acquire EtherNet/IP hardware (zero to minimal system interruptions)

* Install new infrastructure - such as cables and switches. (zero to minimal
system interruptions)

« Convert the I/O configuration tree

+ Align tags to the new devices (rename)

« Add new logic, if needed, for new device platforms
* Verify any MSG paths (logic)

 Verify any produced/consumed tags (configuration)

Rockwell . .
Automation . PUBLIC| Copyright ©2019 Rockwell Automation , Inc.



— Converting 10 Tree

Controller Organizer

-7 Rockwell
Automaltion

23] (3 Controller ControlNet_[_O_Tree

- 0 X

=48 MainTask

-8 MainProgram

----- [# Program Tags

: -3 MainRoutine

.53 Unscheduled Programs / Phases

43 Motion Groups

%0 Data Types
i[53 Trends

=1-£4 1/0 Configuration

=)@ 1756 Backplane, 1756-A10
.80 [0]1756-L74 ControlNet_|_O_Tree
= § [1]1756-CN2R/C Local 1756_CN2R
o5 ControlNet
...... 8§ 11756-CN2R/C Local 1756_CN2ZR
2§ 21756-CN2R/C Remote 1756_CN2R
[=-&=9 1756 Backplane, 1756-AT
§ [0]1756-CN2R/C Remote_1756_CN2R
ﬂ [1] 1756-IT612 Analog_IN_Temp_Sensor
. [2]11756-IB16 Discrete_IN_IB16
. [311756-0B16l Discrete_OUT_OB16l
=& 31794-ACNR15/D Remote_1794_ACNR
== FlexBus

@@ [0]1794-1B10X0B6,A Discrete_COMBO_IB100B6

@ [1]1794-0E4/B Analog_OUT_OE4
=@ 41734-ACNR/A Remote 1734_ACNR
- Pointl0 5 Slot Chassis
0 [0)1734-ACNR/A Remote_1734_ACNR
. [1]1734-1A4/C Discret_IN_1A4
.} [211734-0A2/C Discrete_OUT_OA2
[ [311734-[E2C/C Analog_IN_IE2C

 SEEE Mg o w

B MainProgram - MainRoutine = £

Sample rung to ilustrate tag values during conversion.
Move Point analog input value to Flex analog output value.

WO
0 Move
Source Remote_1734_ACNR:3:LChOData
0+
Dest Remote_1794_ACNR:1:0.ChOData
0+
(End})

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.
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— Converting 10 Tree

-7 Rockwell
Automaltion

Controller Organizer

* 1 X

@[30 Controller Etherhet 1 O_Tree
@
TI'% MainTask
. 3-£8 MainProgram
----- Program Tags

g el ﬂ MainRoutine
P 1 Unscheduled Programs / Phases
ﬂI:I Motion Groups
3 Add-On Instructions

=& VO Configuration
-3 1756 Backplane, 1756-A10

= 8 [111756-CN2R/C Local 1756_CN2R
E-25 ControlMet
§ 11756-CN2R/C Local_1756_CN2R
= § 21756-CN2R/C Remote_1756_CN2R
-4 1756 Backplane, 1756-A7
= ﬂ [011756-CN2R/C Remote_1756_CMZR
ﬂ [1]1756-IT6L2 Analog_IMN_Temp_Sensor
e B [211756-1B16 Discrete IN_IB16
-8 [3]1756-0B161 Discrete OUT OB16l
=& 31794-ACMRIS/D Remote_1794_ACMR
-6 FlexBus

_.& [1]1794-OF4/B Analog_OUT_OE4
=@ 41734-ACNR/A Remote_1734_ACNR
=2 Pointl0 5 Slot Chassis
. [011734-ACNR/A Remote 1734_ACNR
. [] [111734-184/C Discret_IN_1A4
[} [211734-0A2/C Discrete_OUT_OA2
1 [311734-IE2C/C Analog_IN_IE2C

@ [0]1794-IB10XOB6/A Discrete_COMBO_IB100B6

B MainProgram - MainRoutine | o | B £
g e [ [T
i 5SS B ® $ o v @ |
-~
Sample rung to lustrate tag values during conversion.
Move Point analog input value to Flex analog output value.
MOV
0 Move
Source Remote_ 1734 ACNR:3:L.ChOData
0+
Dest Remote_1794_ACNR:1:0.ChiData
0+
(End)
E

PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 19




— Converting 10 Tree

Controller Organizer
@ (3 Controller EtherNet ] 0_Tree

01X

- asks
- 558 MainTask

E MainProgram - MainRoutine

i 55

BEH i ey w

[e@][=]

- -8 MainProgram ' . . s
I#ﬁ R . ¢ sample rung to dustrate tag values during conversion
p E " 'gR 9 - Wove Point analog input value fo Flex analog oufput value,

: ainRoutinge 8
- 1+[3 Unscheduled Programs / Phases ¢
%[ Motion Groups . WOV
.. Add-On Instructions T 3 -
B g Source Remote_1734_ACNR:3:|Ch0Data
&[0 Data Types € n
- Trends £ Dest Remote_1794_ACNR:1:0.Ch0Data
=€ V0 Configuration : 5

| @ 1756 Backplane, 1756-A10 8

' @ [0]1756-L74 EtherNet 1 O_Tree &
(End)

-7\ Rockwell

Aultomaltion PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 20



— Converting 10 Tree

Controller Organizer - 01X g 3
MainProgram - MainRoutine [=]
53 Controller EtherNet |_0_Tree | _ . Loolodl
_ _i_. - HH E5 &5 B3 BB s a ow| dabr
-8 MainTask

EI'E! MainProgram
& Program Tags
S By MainRoutine
| L[ Unscheduled Programs / Phases
453 Motion Groups
.23 Add-On Instructions

Sampile rung to llusirate tag values during conversion
Move Point analog input value fo Flex analog output value.

MOV

Move
Source Remote 1734 ACNR:3:.ChOData

T

Dest Remote_1794_ACNR:1:0.Ch0Data
*?

=-£3 /0 Configuration
—- = 1756 Backplane, 1756-A10
L. m [0]1756-L74 EtherNet 1 O Tree
& 8 [1]1756-EM2TR Local 1756 CN2R
&5 Ethemet (End)
.8 1756-EN2TR Local_1756_CN2ZR
=8 1756-ENZTR Remote_1756_CNZR
2 1756 Backplane, 1756-AT
=--&® 1794-AENTR Remote 1794 _ACMR
. & FlexBus
2 ] 1734-AENTR/B Rernote_1734_ACNR
B3 Pointl0 5 5lot Chassis

=
M B D O B D T B D R B D

-7\ Rockwell

Automation PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 21



— Converting 10 Tree

Controller Organizer

-3 Controller EtherNet ] O_Tree
¢ 5@ MainTask

- ‘Eﬂ MainProgram

_I

Rockwell
Automaltion

-« 0 X

------ @ Program Tags
------ Eh MainRoutine

: ... Unscheduled Programs / Phases
-3 Motion Groups
.23 Add-On Instructions
_I (3 Data Types
------ .23 Trends
El---;j I¥0 Configuration
—-#= 1756 Backplane, 1756-A10
----- LB [0]1756-L74 EtherMNet 1O_Tree

B [1]1756-EM2TR Local 1756 CM2R
S5 Ethemnet
Eu. ﬂ 1756-EMZTR Local _1756_CMNZR
= ﬂ 1756-EMZTR Remote_1756_CNZR
- 1756 Backplane, 1756-AT

- B ni17se-mmee Analng_IN Ttmp Sensor

B [2)1756-1B16 Dlscrete IN_IB16

- [0]1794-1B10X 0BG/ A Discrete COMBO_IB100BSG
- &9 [1]1794-0E4/B Analog OUT OE4

= I 1734-AENTR/B Remote 1734_ACNR

= PointlQ 5 Siot Chassis
0]1734-AENTR/B Remote 1734 ACNR
- [1]1734-184/C Discret_IN_LA4
. [2]11734-0A2/C Discrete_OUT_DA2
- B117M4-IE2C/C Analu&ﬂ_IEZC

B MainProgram - MainRoutine (o @ | =R
h‘]; r':\..ﬂ &5 . * &% v| dab
-
Sample rung to llustrate tag values during conversion
Move Pont analog input value fo Fiex analog output value,
MO
1] Wowe
Source Remote_1734 ACNR:3:.ChOData
0
Dest Remote_1794_ACNR:1:0.ChlData
0
(End)
PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 22



— Converting 10 Tree

-7 Rockwell
Automaltion

Controller Organizer - 0 X

-3 Controller EtherNet | O_Tree I
— —
=58 MainTask
. =8 MainProgram
----- | Program Tags

: [ MainRoutine
{ L.[3 Unscheduled Programs / Phases
-5 Motion Groups
.23 Add-On Instructions
%53 Data Types

453 Y0 Configuration
- 1756 Backplane, 1756-410

M [0]1756-EN2TR Remote_1756_EN2TR
= B [1]11756-IT6L2 Analog_IN_Temp_Sensor

[ [211756-1B16 Discrete_IN_IB16

(=& 1794-AENTR Remote_1794_AENTR
B- exbus
@@ [0]1794-IB10X0B6/A Discrete_COMBO_IB100B6

= oin lot Chassis
0 [0]1734-AENTR/B Remote_1734_AENTR
0 [1)1734-184/C Discret_IN_1A4
. [211734-0A2/C Discrete_OUT_OAZ
0 [B11TM-IE2CAC Analog_IN_IE2C

B MainProgram - MainRoutine

PUBLIC | Copyright ©2019 Rockwell Automation, Inc.

H],,‘. r'ﬁh r":'“ E 3 : b .r: b
-~
Sample rung to lustrate tag values during conversion
Wove Point analog input value to Flex analog output value,
MOV
0 Move
Source Remote 1734 AENTR:3:.ChOData
0+
Dest Remote_1794_AENTR:1:0.Ch0Data
0
(End)

m
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ControlNet to EtherNet/IP Migration Guide

Publication CNET-RMO01A-EN-P

File Edit View Window Help

ooooooooo cnet-rm001_-en-p... cnet-mig.pdf ©) Sign In
B R Q R MO B P B2 a D
Reference Manual Allen-Bradley

Original Instructions

ControlNet to EtherNet/IP Migration

ll.@ Rgfggg’.:on PUBLIC | Copyright ©2019 Rockwell Automation, Inc. 24
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