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1 WELCOME

IPCAM is an integrated IP Camera solution based on the TCP/IP standard. It combines a high
quality digital video camera, with a powerful web server, to bring clear video to your desktop from
anywhere on your local network or the Internet. The basic function of IPCAM is to provide remote
video on the IP network. High quality video images are transmitted at up to 30fps on the
LAN/WAN by using MJPEG hardware compression technology. The WEB server within IPCAM
supports various internet browsers including Internet Explorer. Therefore the management and
maintenance of your device is simplified, by using the network to remotely configure, start-up,
and upgrade the firmware of your IPCAM. You can use IPCAM to remotely monitor your home or
your office. Controlling the IPCAM and managing images is simplified by using the provided web
interface across the network utilising either wired or wireless connectivity.

1.1 Features

e Powerful high-speed video protocol processor

e High Definition Colour CMOS Sensor

e 300K Pixels

¢ IR night vision (Range: 5m)

e Optimized MJPEG video compression for transmission

e Multi-level users’ management and passwords definition

e Embedded Web Server for users interaction using IE

e Wi-Fi compliant with wireless standards IEEE 802.11b/g/n

e Supporting Dynamic IP (DDNS) and UPnP LAN and Internet (ADSL,Cable Modem)
e Motion detection activates alarm

e Supports image snapshot

e Supports multiple network protocols: HTTP/TCP/IP/JUDP/STMP/DDNS/SNTP/DHCP/FTP
e Supports WEP/WPA/WPA2 encryption

Shenzhen Foscam Intelligent Technology Co., Limited 1
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e Supports Daylight Saving Time
e Supports MSN
e Supports Gmail as sender on mail service settings

1.2 Packing List

Open the package and verify the contents with the following list:

e |PCAM x 1

e Wi-Fi Antennax1 (only available for wireless model)

e DC Power Supply x 1

e Quick Installation Guide x1

e CD x 1 (Includes IPCAM user manual, IP camera tool, FOSCAM Video Installation)
e Network Cable x 1

e Mounting bracket x 1 (option)

e Warranty Card x 1

NOTE: Please Contact us immediately if any parts are found to be missing or damaged.

1.3 Product views

1.3.1 Front View

Antenna

Network
Power
Led Light

Lens

FOSCAM . Microphone

}
Figure 1.1
Infrared LED: 5 IR LEDs

Shenzhen Foscam Intelligent Technology Co., Limited
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LENS: CMOS sensor with fixed focus lens. (3.6mm)

WIFI Antenna: Wireless Antenna

Microphone: Built-in microphone

Network Light: The LED will blink when plug the power

Power Light: If the power adapter works well, the light will turn on
Speaker: Built-in speaker

1.3.2 Rear View

RJ45 Port

Figure 1.2
LAN: RJ-45/10-100 Base T
Power: DC 5V/2A Power supply

1.3.3 Bottom View

There are up to three labels located on the body of the camera; this is an important feature of
original Foscam cameras. If your camera does not have labels as shown in Figure 1.3 ,it may be
a clone one. Cloned Foscam cameras can not use original firmware and are not eligible for
warranty or technical services.

adress of wired
nection
Reset button

of FOSCAM

Figure 1.3
Reset button: Press and hold down the RESET BUTTON for 15 seconds. when released the IP
camera will be reset back to factory default settings. You must power on the camera before
reset.

Shenzhen Foscam Intelligent Technology Co., Limited 3
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1.4 Preparations before use

1.4.1 Software installation

1) Put the CD in to the CD drive of your computer. Browse the CD
2) Double click IPCamSetup.exe and install the software following the instructions.

Yelcome

X

Welcome to the |P Camera Setup program. This program will install 1P
Camera on your computer.

[tiz gtrongly recommended that you exit all Windaws programs before
running this Setup program.

Click Cancel to quit Setup and then cloze any programs pou hayve rinning.
Click Mest to continue with the Setup program.

WARMIMG: Thiz program iz protected by copyright law and intermational
treaties.

IInauthaorized reproduction or diztribution of thiz program, or any portion of i,
may rezult in zevere civil and criminal penalties, and will be prosecuted to
the marinum extent possible under law,

Cancel

Figure 1.4
3) Click Next to complete the software installation.

Ready To Install

X]

Setup now has enough information to start installing [P Camera.

Click Back ta make any changes before continuing. Click Cancel to exit
Setup.

¢ Back Cancel

Shenzhen Foscam Intelligent Technology Co., Limited 4
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Figure 1.5

Finished

Setup has finizhed copying files to your computer.

Before vou can use the program, you must restart Windows or pour
cornputer.

f* “Y'ez. | want to regtart my compiber o,

" Mo, | will restart iy computer later,

Rermaove any disks fram their drives, and then click Close to complete zetup.

Figure 1.6

The computer restarts upon installation completion and the iconiEEEREEl appears on the

desktop automatically.

NOTE: If you use Windows7 and could not find the icon on your desktop after installing the IP
camera tool, please check that the path of the camera software is correct.

For example, if it was pointing to C:\Windows\System32\IPCamera.exe.
Please correct this by pointing the shortcut to the correct path:
C:\Windows\SysWOW64\IPCamera.exe. This shortcut should work without any problems.

CAUTION: Before installing and using the product, please read the following precautions
carefully and make sure they are fully understood.

Use only the power adapter attached with the product. Using unauthorized power adaptes may
cause damage to your IP Camera. IP Camera terminal shall be installed in an indoor
environment where the rain or snow could not pour it.

1.4.2 Hardware preparation

CAUTION: Before installing and using the camera, please read the following precautions
carefully, making sure that they are fully understood and each step is carefully followed.

(1) Adjust the antenna at the back of the camera.

(2) Plug the network cable into the camera and then into your Cable/DSL router.

(3) Plug the power adapter into the camera and then into the power outlet.

Shenzhen Foscam Intelligent Technology Co., Limited 5
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CAUTION: Make sure that only the power adapter supplied with your IPCAM is used. Using
a non-approved power adapter may damage the camera.

(4) Turn on the power, the power light on the power adapter will be visible.

(5) When the camera is powered up, If the network cable is plugged in correctly, the small green
light on the camera network socket will turn on, and the small yellow light will flash. The
network light will blink, about 1~2 times per second.

(6) The camera takes approximately 30 seconds to start up before it displays an IP address on
the IP Camera Tool (details: 2.1).

2 SOFTWARE OPERATION

2.1 IP Camera Tool

When the Device has been connected properly, you can double click the icon “IP Camera Tool”
= ]

G

el and a dialog box as Figure 2.1 will pop up.

EIPCamera Tool
1802 Http://192 168.1,142:-8142
Anonymous Http: //192. 168. 1. 158
apple Http: //192. 168. 1. 164: 3333
Anonymous Http://192.168.1.119
Figure 2.1

The software searches for IPCAMs automatically over the LAN.

There are 3 possible results:

1. No Cameras are found on the LAN. After about 1 minute of searching, the Result Field will
show “not found IP Server” and the program shut off automatically.

2. IP Cameras have been found within LAN. All the found IP Cameras will be listed and the
total number displayed in the result field as shown in Figure 2.1.

3. IP Cameras installed within the LAN do not share the same subnet with the monitoring
PC. A prompt is displayed with a “Subnet doesn’t match, dbclick to change!” message. Use
the left mouse button to select the prompt and then right click the mouse for available options,
choose Network Configuration to set the IP address of the Camera to the same subnet as the
LAN. (Figure 2.5) You can choose to obtain an IP from the DHCP server or set a static IP for the
camera. (Figure 2.4)

NOTE: If your camera is not displayed within the IP camera tool list, check if DHCP is enabled on
your router, and that the router MAC address filtering is not blocking your camera. Also make
sure that any firewall isn’t blocking the camera.

Six Options
Choose the IP Camera list and right click; there are six options, Basic Properties, Network

Shenzhen Foscam Intelligent Technology Co., Limited 6
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Configuration, Upgrade Firmware, Refresh Camera List, Flush Arp Buffer and About IP Camera
Tool as shown Figure 2.2.

E IF Camera Tool

1802 Http: //192_168.1.142:8142
Anony Http: //192. 168. 1. 158
k Basic Properties
[ Metwork Configuration
Lipgrade Firmware
Refresh Camera List
Flush Arp Buffer
About IP Camera Tool

Figure 2.2
® Basic Properties
Device information displayed in the Basic Properties is Device ID, System Firmware Version,
Web Ul Version. (Figure 2.3)

If there are several cameras on the list, you can choose basic properties to check the device ID
and determine the IP address allocated to each camera. For example Device ID is
00606E8C5058, the same MAC ID label is found on the bottom/back of the camera.

Each camera has its own MAC ID. If the camera’s IP is not found with the IP Camera Tool, the
router firewall may be blocking it. Therefore you can add this MAC ID to your router and give it a
fixed IP or add the MAC ID as a trusted site. There are two MAC addresses, one is the Wired

Anonymous Http://192. 168.11. 183
Fozcam Demo Http://192.168.11. 206:88
Http://192.168.11.100:8081

Anonymonus Basic Properties

Foscam demod

Dewvice IN DO00DDDDSSSS

System Firmware Version (11.40.2 48

Web UL Verszion E.4.91.17

Figure 2.3
® Network Configuration
This page will allow you to configure the Network parameters.

Shenzhen Foscam Intelligent Technology Co., Limited 7
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¥ Dbtain IP from DHCP server:
IF Address [0 .0 .0 .0
Subnet Maslk u 0
Gateway l__._ﬂ_—-
IHS Serwer : L i

mao_test

Http Port ]3333
User iadmin
FPassword
x| Concel |
Figure 2.4

Obtain IP from DHCP server: If checked, the device will obtain its IP from the DHCP server. In
other words, the camera will have a dynamic IP. (Make sure the Router to which the camera
connects has DHCP enabled).

I apple Network Configuration

[~ Obtain IF from DHCF serwver

oL )
Angoymeus IF Address [19z 188 . 1 184
Subnet Mask lm
Gateway [192 1881 .1
DHE Serwver m

Hitp Fort 13333
Uszer lad.mi.n
Fazzword

Cancel I

Figure 2.5
IP Address: Fill in the IP address assigned.
Subnet Mask: Fill in the Subnet Mask of your network, normally this is: 255.255.255.0.You can
find the network subnet mask from your router or from your locally attached PC.
Gateway: Fill in the Gateway address. The gateway is normally your router's LAN IP. You can
find the Gateway address from your locally attached PC.
DNS Server: Fill in the DNS address. It is recommended that you use the address from your
locally attached PC, which is normally your router’'s LAN IP.
Http Port: The default port for HTTP is 80. Only change this if you understand the implications of
doing so.
NOTE: If the prompt “Subnet doesn’t match, dbclick to change!” appears, please enable
DHCP and choose obtain IP from DHCP server or reconfigure the camera again.
This section only details the most typical settings and how to configure wired connections during
installation. Other network configurations are broadly similar, although the specific parameters
that you must configure are necessarily different. A full description of all configurations or
configuring advanced IP solutions is beyond the scope of this manual.

Shenzhen Foscam Intelligent Technology Co., Limited 8
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® Upgrade Firmware

Enter the correct Username and Password to upgrade the system Firmware and Web Ul. If you
upgrade the camera, you must upgrade system firmware first and then upgrade web Ul or you
may damage the camera. Please ensure you have download the correct firmware package for
your camera before upgrading. Read the upgrade documentation (readme.txt file) in the upgrade
package before you upgrade.

CAUTION: If your camera works well with the current firmware, we recommend not upgrading.
Please don’t upgrade the firmware unnecessarily. Your camera may be damaged if
misconfigured during an upgrade.

NOTE: Upon downloading the firmware check the sizes of the .bin files. They must match the
size in the readme.txt file. If not, please download the firmware again until the sizes are the same.
Your camera will not function correctly if a corrupt .bin file is used.

1802 Http: f/f192.168.1.142:8142

I apple Upgrade Airmware

User |a-:1rnin

Pas=word |

| iUpgrade System Firmware ] | Upprade system firmware first

[Chemren )
0K

Figure 2.6

® Refresh Camera List

Refresh camera list manually.

® Flush Arp Buffer

When both wired and wireless network interfaces of the camera have a fixed IP address, You
may encounter an issue with not being able to open the camera webpage. Flushing the Arp
buffer may help.

® About IP Camera Tool

Displays the version of the IP Camera Tool.

2.2 Camera Login

You can access the camera through the IP Camera Tool or IP Camera Tool, Internet Explorer,,
Firefox, Google Chrome, Safari or other stand browser directly.

1) Using the IP Camera Tool ,double click the IP address of the IP Camera listed (Figure
2.1).The browser you use will be opened automatically and display the camera login page.
(Figure 2.8)

2) You can also access the camera using Internet Explorer browser by typing in the camera’s IP
address. For example:

Shenzhen Foscam Intelligent Technology Co., Limited 9
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; s
m i |

Case sensitive

Propose using 1024 * 768 screen resolution

Figure 2.8
The default user is admin, with no password.
There are two modes to login. If you use |IE browser, select activeX mode to login. If you use
Firefox or Google Chrome, select Server Push Mode to login. (Figure 2.9)

Server Push Mode (For FireFox, Google

If you use Firefox, Google Chrome, Safé
login

|

Case sensitive

Propose using 1024 * 768 screen resolution

Figure 2.9

Shenzhen Foscam Intelligent Technology Co., Limited 10
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For IE browser

Fill in the user name and choose the first login button.

:,-_; Device(sarah) - Windews Intzrnet Explorer

ﬂ...v el 3.0

w | B Fp| w| AN
F= ZR Wew Fawris Took Hex

o
x ¥
ferwre | gz @ = CFcdand &
| @ Davemlzerah Wt B = o cmge - Tababp e Toeds - e
B Thes padvabs voenbs oo o e Fooean g ackbo s e et fch o L ontbec | 7oyl &' Froen ook ol e v oak aers

s . 17 o o durk b s o e ] thes acdhoe e sk ool ceob o 'IlI.L e

Real-time IP Camera Monitaring System

00 @@ @
@@
-

I'.:-l",' i) -;-_}l_i |:'.'| |

oen | dsaded |
[ A neyestarsp oa pscord
Antieyoda L
2000
TEIEY SRl SN EY )

LR EA L ST &)
S Y, el Y )

For Administrator

W@ ncmmet

Figure 2.10
The first time you to the User Interface you will receive an ActiveX prompt as in the picture above.
(Figure 2.10) Fight click on the prompt and choose Run Add-on.

Fie Eie \ws Ficoiled Todd  Help

-

r Fawrkes 5 = + [Cifremztsl @

2 Devicezarah) b - B o Fagme Seey - Tooke
B Thi maskeib ot 1o e this Tilloss g aekd-ond T B ama Activex Coantnal Hedule' frerm 'Cent-ol nisne 4 ol avalabls’. §

Ru tdd-on i N wearl b allow £ 1 ran, cidi b

Real-time IP Camera Monitoring System i

‘Wit the P
Daovlce Stanas

@@ @ee
‘@e:ee

InFor mation Bar -ein

oD | dizaniag w

Figure 2.11
Select Run on the next prompt (Figure 2.12) which will return to the login screen..
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Figure 2.12
Fill in the user name and choose login again. You will see live video. (Figure 2.13)

Real-time IP Camera Monitoring System

Device Status

apple

©@:@@@
‘@@ @@
For Visitor

Ortip  [nfirror

Resolution | 540%480 hd
Mode 50 HZ hd

Brightness () [6 | Gl
Contrast D D

Defanlt All

Figure 2.13

NOTE: If you cannot see live video after installing the activeX control. Only a red cross n in
the center of the video or just a black screen, try changing to another port number to try. Try
using another port besides port 80 such as port 85, 8005 or 8100.

Make sure that all firewall or antivirus software on your computer does not block the active
download and installation. If you are unable to run the activeX control, try shutting down the
firewall or antivirus program.

For Firefox, Google Chrome, Safari or other standard browsers

Fill in the user name and choose the second login button. You may be asked for the user name

Shenzhen Foscam Intelligent Technology Co., Limited 12
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and password again before you login the User Interface. After successfully logging in, you will
see the Device Status of the camera.

Real-time IP Camera Monitoring System

o bemcestaws
Device ID 0000DDDDESSS

Device Firmware Wersion 11. 40, 2. 46

Device Embeded Web UI Version 2.4.91. 17

A]iaz Anonymous

Alarm Status None

DDNS Status No Action

UPnP Status No Action

MSN Status Succeed

Figure 2.14

Click Live Video, you will see the camera’s live video.

Real-time IP Camera Monitoring System

Device Status

Live Video

O Fip O] dferer
Fesclution | G40s480 w
Nlode 50 HI
e
Contrisd (g
refreals camers pane
Sapshot

|Device Management

Figure 2.15

2.3 Device Status

For the Internet Explorer browser

If the camera is connected properly, the light of the device status will show green.

If the light shows yellow, check if the activeX is enabled or change to another port number and
try again.

Shenzhen Foscam Intelligent Technology Co., Limited 13
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Real-time IP Camera Monitoring System

©:0:0:@:@
‘@0 @@

Ortip [ Miror

Be=rimin
o
Brightness (e [6 | (G
Contrast (g (=]

Default All

Figure 2.16
If you want to view the device information, choose For Administrator and choose Device info.

Real-time |IP Camera Monitoring System

) zs

| Device ID 0000DDDD5355
Device Firmware Version 11.40.2.46
Device Embeded Web UI Version 240117
Alias Anonvmous
Alarm Status Motion Detect Alarm
DDNS Staus No Action
UPnP Status No Action
MSN Status Succeed
log |
Figure 2.17

For Firefox, Google Chrome and Safari
When you login the Ul, you will see Device Status which is the same as Device Info in |IE browser.
(Figure 2.14)

Shenzhen Foscam Intelligent Technology Co., Limited 14
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2.4 For Visitor

For IE browser

Real-time IP Camera Monitoring System

Device Status
pple

Q@@ @@ |

‘@@ @@

m

| | | !
®ml__| Ol =)

1

%D | Dlue =

[ Add emestanp on record
I: | Alsem sound off '

Figure 2.18
Multi-device window: The firmware inside the camera supports up to maximum of 9 cameras
being monitoring at the same time. You can add other cameras in multi-device settings.
OSD: OSD is used to add timestamp on the video. There are five text colors to choose from.
Add timestamp on record: Select this option if you want to add a timestamp to recordings.
Alarm sound off: Select this option, to mute the beep alarm sound when motion is detected.
Audio buffer: Audio buffer with units set as number of seconds.

@: When you enable motion alarm, the camera will record automatically and store the

recording file to the folder you configured. This icon is used to control whether the folder opens or
not..

@: When you click this icon, the camera video will be enabled.

@: When you click this icon, the camera video will be disabled.

@: When you click this icon, a still image will be available to save as a JPG

Q: When you click this icon, the camera will begin continuous recording and store the .avi file to

the folder you configured. (Figure 3.3) Click again to stop.

[ﬁ}: Click the headphone icon and you will hear sound captured by the camera’s built-in
microphone. You may need to plug earphones or enable the computer speakers to hear from the
camera’s microphone..

Shenzhen Foscam Intelligent Technology Co., Limited 15
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I'?I': Click the speaker icon and then talk through your computer’'s microphone which will transmit

through the camera’s speaker. People will hear your talking through the camera’s built-in
speaker.

Record: Click the record icon. The camera will begin recording and store the .avi file to the folder
you set. (Figure 3.3) Click the record icon again to stop the recording.

For Firefox, Google Chrome and Safari

You will see an image like Figure 2.14 when you login to the camera as visitor.

2.5 For Operator

For IE browser
Click For Operator, the following screen will appear.

Real-time IP Camera Monitoring System

Device Status

©:@:@ @@ /
66 e 96 ge /

Ortip  [ntierer
Resolution | 640480 hd
Mode |50HZ v
Fps Max hd
Brightness Q Q
Contrast Q Q

Deefault All

There are two resolution§:640*480 and 320*240
OHZ,60HZ and outdoor

Figure 2.19

Flip & Mirror: These options are primarily used if the camera is mounted inverted.

Mode: There are three modes for adjusting ambient light. (50HZ, 60HZ and outdoor)
Brightness and Contrast: are used to adjust the quality of the video.

For Firefox, Google Chrome and Safari

Click Live Video. There are several differences from IE and Firefox. In IE, there is a button to
return all settings to default. In Firefox, the snapshot button is under for operator. And there is
another function to refresh camera parameters. (Figure 2.20)
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Real-time IP Camera Monitoring System

__ Device Status
Live Video

O Fip O] dferer
Fesclution | G40s480 w
Nlode 50 HI w
e
Contrisd (g
refreals camers pane
Sapshot

|Device Management

Figure 2.20

2.6 For Administrator

For IE browser
Click For Administrator. You will see the Device Status.
It contains the device ID, firmware version of the camera and other status’s of the camera.

Real-time IP Camera Monitoring System

Device ID 0000DDDD5355
Device Firmware Version 11.40.2.46
Device Embeded Web UI Version 249117
Alias Anonvmous
Alarm Stats Motion Detect Alarm
DDNS Status No Action
UPnP Status No Action
MSN Status Succeed
P Service Settings

Alarm Service Settings

(Backup & Restore Settings

[Restore Factory Settings

=

Figure 2.21

For Firefox, Google Chrome and Safari
Click Device Management and you will enter the settings page for administrator.
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Real-time IP Camera Monitoring System

Device ID 0000DDDDEESS

Device Firmware Verzion 11,40, 2, 46
Device Embeded Web UI Verszion 2.4.81.17
Alias Anonymous
Alarm Status Hone

DDNS Status No Action
UFnF Status No Action
MEN Status Succeed

Figure 2.22

Internet Explorer has the three following options which are not the same in Firefox, Google
Chrome and Safari:

Device Status: This is similar to Device Info which will have the same information as IE.
Multi-Device Settings: Since this function is controlled by the activeX, it is not available in
Firefox or Google Chrome.

Back: In Firefox or Google browser, you must click Live Video or Device Status to go back.

NOTE: Audio, record and multi-device unctionality is controlled by the activeX controller, herefore
Firefox or Google Chrome will not allow these functions.

3 How to configure settings in For Administrator

3.1 Alias Settings

Default alias is anonymous. You can define a name for your camera here such as Ipcam. Click
Submit to save your changes. The alias name supports special characters.

Alias |Ipcam |
[ Submit ] [ Refresh ]
Figure 3.0

3.2 Date & Time Settings

Choose the time zone of your country. You can choose Sync with NTP Server (Figure 3.1a) or
Sync with PC Time. (Figure 3.1b) If your country implements the Daylight Saving Time, that
option can also be selected (Figure 3.2).
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Device Clock Tiune _lﬁ'tdnﬁda.}‘. \Ia'- 11, 2011 &:40:31 PM =
Device Clock Timezone | (GMT +08.00) Beijing. Singapore. Taipe: g |
Sync with NTP Server 1
Nip Server |tim; niﬁ_l, gov w | | 9
Syne with PC Time O
Daylight Saving Time -/ .
[Submit || [Refresh ]
" |
3
Figure 3.1a
Device Clock Time Wednesday, May 11, 2011 6:45:08 PM
Device Clock Ticzone (GHIT +08 00) Beijng, Singapore. Taipei ]
Swnc with NTP Server || ]
Sync with PC Time 2
Daylight Saving Time Fl
Refresh
o (CEmD(ees)
Figure 3.1b
Device Clock Time Wednesday, Mav 11, 2011 7:53:48 PM
Device Clock Timezone (GMT +08:00) Beijing. Singapore, Tai_p& v'_
Sync with NTP Server 0O \ 1
Sync with PC Time 2 The time is Wednesday,May 11,2011 6:53:48PM
Daylight Sm’ing Time 3 before setting Daylight Saving Time
Advance Time 60 v
& [ Submit | } Refresh |
Figure 3.2

3.3 User Settings

Here you can create users and set permission levels, visitor, operator or administrator.
Click Submit to save these settings. The camera will reboot.
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User Password Group
aamn | vonse BE
|LISEI’ | | | Visitor b
ipean | s | (e @
| | | | Visitor
| | | |
| | | |
| | | |
| | | |

[ Submit ] [ Refresh ]

Choose a path for record and alarm record A
3

Set Record Path Foialarm |
Set AlarmRecord Path |F wideo | Browse
)
Figure 3.3

Here you can also set two important file locations for the camera, the Record Path, and the
Alarm Record Path. Simply click Browse and choose the path to the required folder. The
Record Path location is used to store manually recorded files (Click record icon. Figure 2.18)
and still images

The Alarm Record Path location is used to store automatically recorded files when the camera
is activated by motion. (See set motion alarm. Figure 3.30) The default path for Record Path
and Alarm Record Path is C:\Documents and Settings\All Users\Documents.

NOTE: In Windows7 or Vista, if you cannot set the paths.:

Windows7 or Vista's security level is higher than Windows XP/2000.For "set record path"
function, user should add the Device IP address to the Internet Explorer's 'Trusted sites' first. The
step is: IE browser->Tool->Internet Proper-> Security—> Trusted sites> Sites>Add

3.4 Multi-Device Settings

The firmware within the camera can support a maximum of 9 devices monitoring all at the same
time.

3.4.1 Add cameras in LAN

In the Multi-Device Settings page, you can see all devices found on the LAN. The 1st Device is
the default one. You can add more cameras to the list on the LAN for monitoring. The camera’s
software supports up to 9 IP Cameras online simultaneously. Click The 2nd Device and click the
item in the Device List in LAN, The Alias, Host and Http Port will be filled in the boxes below
automatically. Enter the correct username and password then click Add. Add more cameras in
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the same way. After all cameras have been added, please choose Submit.

Multi-Device Settings

Anonymous(192.168.0.56

Annnymnus[ﬂ?.EE..?E] . . .
Anonymous{192.168.0.68) lick It.allaS,hOSt

1 and http port will be

The 1st Device This Device filled in the follgwmg
The 2nd Device [Peam Demo(192.168.0.66) POX€S automatically

Alias |IF'|:amDem|:| ‘
Host |192.168.0 66 |

HipPot (078 |5
W?r\ter user and password

Pazsword |iir..

3 QE@D [ Remaove ]

Dewvice List in Lan

The 3rd Device Nons
The 4th Device Nons
The 5th Device MNons
The 6th Device MNons
The 7ith Device Nons
The 8th Device Nons
The 9th Device MNons
Figure 3.4

Multi-Device Settings

apple(192.165.11.100)
Anonymous(192.168.11.120)
Gicp(192.168.11.99)

Dewice List in Lan

The 1st Drewice This Device

The ind Device apple(192.168.11.100)
The 3rd Dewice apple 192.168.11.100)
The 4th Drevice apple(192.168.11.100)
The 5th Drewice apple 192.168.11.100)
The dth Drevice Mone

The Tth Device Mone

The &th Drevice Mone

The Oth Device Mone

Attention: If you want to access the device from internet, be sure the host and pott that you set can be accessed
from internet.

(=ubrnit |) Fefresh |
Cl it after you add all the cameras

Figure 3.5
Choose For Visitor and then click the four windows option, you will see all four cameras you
added.

Shenzhen Foscam Intelligent Technology Co., Limited 21

Tel: 86 755 2674 5668 Fax: 86 755 2674 5168



WWW.FOSCAM.COM FI8909W User Manual

Real-time |IP Camera Monitoring System
ELLT T TT

Aromymciy
9:9:0e:@
@ eee

o_leH ot |

bl o .
DiD ue bl .n- i L 11
D}ﬁmf.-.ump on pecocd
Ao bufter | 1 .

e o6 o

BT AT e U e B Y

AR Qa0

QAT
For Operator

For Administrator

@ :0:@ @@
@ @@@ 4
T

ol oFH o

05D | bhe "
[[] s tomestery cm smcord

Ande balfe | 1 -

Q000
IO AEO:NED
AREQ M EQENTIR
TEQ EMEQHENID

For Operator

For Adminksaaton

Figure 3.7

3.4.2 Add cameras in WAN

If you want to view all cameras via the internet(remote computer), you will need to add them
using DDNS domain name. Firstly, make sure all of the cameras you added can be accessed
through the internet. (Read How to configure DDNS settings in Quick Installation Guide)
Login to the first camera using a DDNS domain name and port.
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T Y T E——

User DDNS domain name and port to login«

Real-time IP Camera Monitoring System

Db e Dk

Wit Sernsgs

Diatek Tasie Seinags Device [ 32 L M0

wirs Moty Duevloe Firmware Versbon 11.28.2.38
\ e s

lults [hevme Seltmpy Devicn Wb UT Version 249116
Bacsic Network Settngy

Nireboss Lin Suttiags Alix mrle

ADSL Settingy Alsrm Siafos T

Fal n
sl DONS Status | Dyelns Succeed hitp://cyun32l. dymdns. org: 8090 |

S Service Seitimgu -
UPaP Status UPaP Succeed

W Lail Service Settimgs F
T N vorin DDNS Status is succeed-
FTP Servm e Seinags

Wlaims Sovs e Srllags

pirade Deviee Firmware
Harkep & Kritere Seltmgy
Retore Faclory Selfags
(K eboot Device

a1
Figure 3.8

If you have several cameras, you can use the same DDNS domain name; you only need to set a
different port number for each camera.

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera’s name, DDNS
domain name, port number. Enter user name and password and then choose Add. (Figure 3.8)
NOTE: Here the Host must be entered as the second camera’s DDNS domain name, not its LAN
IP.

Multi-Device Settings

Anonymous(192.168.0.61)
Anonymous(192_ 168.0.197)

i sarah{192 168.0.105) =)
oF LSt A Anonymous(192.168.0.109) v
The 1st Device This Device The 2nd camera's name

<The 208 Devic?> 1

None

2 Alias ( [saran ) |_Fill in the 2nd
3| Host acamipcamera.dyndns.nrg| camera's DDNS host,
The 2nd M | not LAN IP

ST User [admin | Enter the Pnd camera's user

S Password [esess |name ankl password
Add [ Remove ]

The 3rd Device 6 ~ome
The 4th Device Nong
The 5th Device MNone
The 6th Device None
The 7th Device Nong
The 8th Device None
The 9th Device None
Figure 3.9

Add the other cameras in the same way. Click Submit to save.
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Anonymous(192.1658.0.109) -~
Anonymous{192.165.0.60} =
Eefealifmifmil sarah(192.165.0.105) =
£ LSt fan Anonymous(192 168 0 61) v
The 1st Device Thizs Device
The 2nd Device sarah(foscamipcamera dvndns org)
The 31d Device IPcam(ipcamerademo. 3322 org)
The 4th Device Anonvmous(foscamipcamera dvndns org)
The 5th Device None
The 6th Device None
The 7th Device None
The 8th Device None
The 9th Device None
Attention: If vou want to access the device from internet. be sure the host and port that you set can be accessed
ofRLifternet.
[ Refresh ]
Click Submit after finishing all the settings

Figure 3.10
Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera’s DDNS domain name and port to
view all the cameras via internet.

Real-time IP Camera Monitoring System

@0 @@ @
@@ @@

e —
ol ] o ofH

5D | blue b

D Add timestamg on recond

Autiotufiee (1 ¥
eeoeo

LY RV e BN ]
AR A0
L &0 SEWN &)

For Administrator

3.5 Basic Network Settings

If you want to set a static IP for the camera, select Basic Network Settings. Keep the camera in
the same subnet of your router or computer.
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Basic Network Settings

Obtain IP from DHCP Server O

IP Addr 192.168.0.109 |
Subnet Mask |255 255 255 0 |
Gateway 192.168.0.1 |
DNS Server 192 168.0 1 |
Http Port 8100 |
Network Lamp

[ Submit | [ Refresh |

Figure 3.12

Changing settings here is the same as using the IP Camera Tool. (Figure 2.5)
It is recommended that you use the subnet mask, gateway and DNS server from your locally
attached PC. If you don’t know the subnet mask, gateway and DNS server, you can check your
computer’s local area connection as follows:
Control  Panel>Network Connections—>Local Area Connections -  Choose
Support->Details.

t;a_NetwnrkC_nanE_cijnr_ls |Z||E||z|

Favorites  Tools  Adwvanced  Help |1""

Ij‘ /':\] Search [L_' Folders v

Address @,NetworkConnections V| = K=
#*| _LAN or High-Speed Internet - Local Area Connection Status E lz|

Network Tasks o -
Local Area Connection | General| Support |
L ———

Connected, Firewalled

Create anew

connection ] 8 Realtek RTLE139/510% Fa Connection status
W Set up a home or small .
office network ﬁ Address Type: Assigned by DHCP
- henoeindgus IP Address: 192.168.0.50
Firewall settings
a_ Disable this network Subnet Mask: 205.255.255.0
device
Diefault G ateway: 192168.01

% Repair this connection

Iﬂ Rename this connection = .
&) View status of this Click here
conneckion

Changs settings of this windows did not detect problems with this
conneckion connection. |f pou cannot connect, click
Repair.

Other Places

[} Contral Panel

!a Iy Mebwork Places
[D My Documents

W My Computer

Cloze

Details

Local Area Connection B

Figure 3.13
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*s. Network Connections N =1E3
Edit View Fa :  Tools  Advanced  Help #

@Back 7. \_‘D |} }:} Search h_:_ Folders v

Address ﬁ_, Mekwork Connections

?
=
=
z
)
=
=
=
4
|3
wn
2
i)
1]
a
™
3
=
It
=
Fl
il
-

- Local Area Connection Status
=

Network Tasks

8 (BeslitreaConnertion Network Connection Details

Create a new Connected, Firewalled

connection il 58 Realtek RTLE139/610x Faf Metwaork Connection Details:
3 Set up a hame or small
office netwark Property Malue
@ change windoE et theéisame Subnet Mask an iy Adiess L
Firewall settings | 4 ress R
& oisatle s redteWaAY of the camera with—4subnet Mask 255, 255.255.0
B your Diefault G atevway 192.168.0.1
A 3 - DHCF Server 192.168.0.1
&, Repair this confiection : Lease Obtained 2010723 17:20:44
@ Rename this connection = Lease Expires 200-7-23 15:20:44
: DM Servers 202.96.134.33
© vewstausof hiThergliare two DNS servers, o iany
Change settings / @kI C@N set any of them. AR
conneckion o -
Sameiwith gateway is also OK

Other Places

[@ Control Panel

W) My Metwork Places

lﬁ My Documents
'd My Cormputer

Close

Details

Local Area Connection

Figure 3.14
If you don’t know the DNS server, you can use the same settings as the Default Gateway.

3.6 Wireless LAN Settings

Please view How to set Wireless LAN Settings in Quick Installation Guide.

3.7 ADSL Settings

modern [P-Cam |

Figure 3.15
When connected to the Internet through ADSL directly, you can enter the ADSL username and
password obtained from your ISP.

Using ADSL Dialup
ADSL User |S710753952765089 |
ADSL Password |I-I-I-I-I-I-I-I-I-I- |

| Submit | | Refresh |

Figure 3.16
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3.8 UPnP Settings

Choose Using UPnP to MAP Port and then click Submit.

Using UPnP to Map Port
[ Submit ] [ Refresh ]
Figure 3.17

The camera’s software will be configured for port forwarding. There may be issues with your
routers security settings, and sometimes may error We recommend you configure port
forwarding manually on your router.

3.9 DDNS Service Settings

Please view the information in Quick Installation Guide about How to set DDNS Service
Settings.

3.10 Mail Service Settings

If you want the camera to send emails when motion has been detected, Mail Service Settings
will need to be configured.

| Sender cuiyaod3@gmail com ‘ Mailbox for zender mmust
Receiver 1 vaoyao160@schu.com supporf SMTP
Receiver 2 | Mailbox for receiver need not 1

Receiver 3 | support SMTP,you can set 4

Receiver 4 | T€C eivers
SMTP Server [smtp gmail com |3 Enter SMTP server for
SMTP Port . ] e

= -

Transport Layer Security STARTTLS j 5

Gmail enly support TLS at port 465 and support STARTTLS at

port 25/587.
Need Authentication ™
SMTP User cuiyaod3@gmail.com 6
User name and

SMTP Password sensene R password

8 ease zet at first, and then test.
Report Internet IP by Mail {u)

(Subrmt ™ | Refresh |

7

Figure 3.18

Make sure your mailbox for sender supports SMTP. Four recipients can be added to receive
images. SMTP port is usually set as 25. Some SMTP servers have their own port, such as 587
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or 465 and Transport Layer Security usually is None. If you use Gmail, Transport Layer Security
must be set to TLS or STARTTLS and SMTP Port must be set to 465 or 25 or 587, which port
you choose should be decided by which Transport Layer Security you select.

NOTE: Click Submit first before choosing Test.

Click Test to see if SMTP has been successfully configured..

= Device(sarah) - Windows Internet Explorer E@@
&l 192.16... v | B3| |%¢|| X | |&F FsaEs

File  Edit Miew Favorites Tools  Help ’@ =

o7 Favarites | 55 & - &|Free Hotmail & -
_ 3>
(€8 Devicelsarah) - B | m=n v Page - Safety ~ Tools - (gd-
Test ... Succeed

Done €D Internet fy v H 00w -

Figure 3.19

If the test fails with one of the following errors after clicking Test, verify that the information you
entered is correct and again select Test .

1) Cannot connect to the server

2) Network Error. Please try later

3) Server Error

4) Incorrect user or password

5) The sender is denied by the server. Maybe the server need to authenticate the user, please

check it and try again

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server

7) The message is denied by the server. Maybe because of the anti-spam privacy of the server

8) The server does not support the authentication mode used by the device
Report Internet IP by Mail—If selected, you will receive emails which contains internet IP
information such as when the camera is powered on or the Internet IP changes, it will send the
internet IP by mail. (For example: IPCAM's urls is http://119.123.207.96:8068). Make sure the
port is mapped to the router correctly.

3.11 MSN Settings

If you forget the domain name of the camera and you want to access the camera remotely, you
must configure MSN.
Acquire an MSN ID for the IPCAM first, then follow the instructions as per Figure 3.20a.
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User foscam31@hotmail com i‘J\FiII in the username and password

Password sessssne of the MSHNID you applied for

: camera
‘ifuscam 13@hotmail com -‘ 2

MSN ID in this list can chat with
camera ,you canset 10 ID

MSN Friends List

| Submit | ) Refresh |
3 Click Submit after finishing all the settings

Figure 3.20a
Go to the “Device Info” screen and verify the MSN settings are correct.

Real-time IP Camera Monitoring System

Device ID 0000DDDD5555
Device Firmware Version 11.40.2.48
Julti-Device Settings
N e Device Embeded Web UL Version 2498117
e s
Alarm Status Motion Detect Alarm
S o dcton
IDDNS Service Settings Stam No Acti
T — “PuP Stams o scnon
MSN Stams
P Service Settings
Alarm Service Settings
IBaclkup & Restore Settings
Figure 3.20b

All users entered on the MSN Friends list can chat with the camera .For example:
“foscam13”(see Figure 3.20a,it is contained in the MSN Friends List) login to MSN, double click
the icon of “ foscam31 “(it is the MSN ID you applied for camera ,Figure3.20a) ,he or she can
chat with IPCAM(Figure 3.21)
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o foscam31@hotmail.com =B X

Files Video Call Games Activities Invite

‘foscam31@hotmail.com (available)

LILY =zawvsa:
i Enter "url?"

fozcamdI@hotmall. com save:
« http: /183, 37,48, 137: 800

The web site of TPCAM, enter it in the
browser,you can visit TPCAM

Last message received at 17:09 on 2011-4-26,
ﬁ - i:, - |.|;;"::|_| = @ # - L ﬁ
Figure 3.21

So, add your MSN ID to the MSN Friend List, you can then chat with the camera and get the
access address and then login to the camera.
Note: When you login to the camera using the IP Camera Tool, you can'’t login to the camera
using the MSN ID of camera at the same time.

3.12 FTP Service Settings

If you want to upload images to your FTP server. You can set FTP Service Settings.

FTP Server 192.165.0.50

FTP Port |21 |
FTP User | sarah |
FTP Password |ou-.| |
FTP Upload Folder |f |
FTP Mode
. Fleaze set at first, and then test.

Upload Image Now
Upload Interval (Seconds) 30 |

[ submit [} [ Refresh |

FPlease click Submit first before test

Figure 3.22
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FTP Server |ﬂp.mgensea|.cnm |
FTP Port |21 |
FTP User |Videmest@mgenseal.|:0|T|

FTP Password |uru~ur

FTP Upload Folder i

FTP Mode

Please set at first, and then test.
Upload Image Now
Upload Interval (Seconds) 130 |

[ Submit ] [ Refresh ]

Figure 3.23

FTP server: If your FTP server is located on the LAN, you can set as Figure 3.22

If you have an FTP server which you can access on the internet, you can set as Figure 3.23

FTP Port: Usually the port is 21

FTP Upload Folder: Make sure that the folder you plan to store images exists as the camera
can'’t create the folder itself. Also, the folder must be read/writable.
FTP Mode: The camera supports standard (POST) mode and passive (PASV) mode

Upload Image Now: This option will upload images continuously when you enable the checkbox.

Upload Interval refers to the time between the current image and the next image being

uploaded.

Click Submit to save these settings. Click Test, the following screen displays if successful.

(Figure 3.24).

= Devicelsarah) - Windows Internet Explorer,

E8(=ES)

€IS, e 192.168,0,109 MIEIRERE |2~
File  Edit  Miew Favorites  Tools  Help x @'

i Favarites | o &8 + @] Free Hotmal & -

l@Device(sarah) M- B | e v Page - Safety - Tools - @~ ®

Test ... Succeed

Done €D Internet sy - H100% v

Figure 3.24
The following errors may occur:

1) Can not connect to the server. Check if the FTP Server is correct or not.

2) Network Error. Please try later.
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3) Server Error.

4) Incorrect user or password. Check the username and password is correct or not.

5) Can not access the folder. Verify the folder exists and your account is authorized

6) Error in PASV mode. Verify the server supports PASV mode

7) Error in PORT mode. PASV mode should be selected if the device is behind a NAT

8) Can not upload file. Verify your account is authorised

If an error occurs check the parameters you entered are correct. The filename format of the
image is similar to 00606E8C1930(sarah)_0_20100728114350_25.jpg

Check if your FTP server supports this file name format.

3.13 Alarm Service Settings

If you enable Motion Detect Armed, it will send mail alerts and upload images when motion has
been detected.

Motion Detect Armed [l select checkbox
Iotion Detect Sensinility 10 = » The larger the number the
Mation Compensation higher the sensitivity
Send Iail on Alarm D\Select this option to reduce false alarms
Upload Image on Alarm F when light changes
Scheduler [

[ Submit ] [ Fefresh ]

Figure 3.25

Real-time IP Camera Monitoring System

- Deviesams
[Date& Time Settings Dewvice ID 0000DDDDS555
Device Firmware Version 11.40.2.46
Multi-Device Settings . .
N . Device Embeded Web UI Version 240117
Wireless LAN Settings Alias Anenymous
Alarm Status [Motion Detect Alarm | Motion trigger
DONS Status o Action

[DDNS Service Settings

UPnP Status No Action

[Mail Service Settings

NS Stas Suceees

P Service Settings
[Backup & Restore Settings
og |

Figure 3.26
If motion is detected after you enable Motion Detect Armed, the Alarm Status will turn to Motion
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Detect Alarm.
There are five alarm indicators:
1) The light turns red when motion is detected.

Device Status

Anonymous

(@9:@ @@

‘@@ :@°@

Figure 3.27
2) A beep will sound when the light turns red.
3) The camera will record for one minute after motion is detected. You can find the
recording file in the folder which you set previously.
4) Camera will send emails when motion is activated.
If you want to receive images when motion is detected, you must set Mail Service Settings
first. (Figure 3.18) Then set motion alarm as follows:

Ifdotion Detect Armmed &

IMotion Detect Sensibility 10 -

s oGl C_ select checkbox
Send Iail on Alarm

Upload Image on Alarm [

Scheduler [

([ Suhmit)] [ Fefresh ]
Figure 3.28

If you want to specify when the camera sends email at a specific time when motion is detected,
but only during the time you wish. You can choose Scheduler and set the time range for motion
alarm. (Figure 3.30)

5) Upload images via FTP server when motion is detected.
To upload images to an FTP server when motion is detected, you must set FTP Service
Settings first. (Figure 3.22/3.23) and then set motion alarm as below picture.
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Ivlotion Detect Armed

Iotion Detect Bensibility 10 -

Iotion Cotnpensation [&]

Hend Mail on Alarm O] select this option

Upload Image on Alarm

il it i 2 ) Set an interval for images to upload
Scheduler [l

([Suhmit)] [ Refresh ]
Figure 3.29

There are two ways to set the alarm.

1) Alarm at any time when motion is detected.

Don'’t select Scheduler. Click Submit and the camera will alarm at any time when motion is
detected.

Another method: select Scheduler, and click “set All”, you will see all time boxes turn blue as in
the following picture. Click Submit and the camera will alarm at any time when motion is
detected.

Moton Detect Armed #
Motion Detect Sensibility 10 |
Motion Compensation |
Send Mail on Alarm |
Upload Tmage on Alarm |
Scheduler
set All clear All

ser (0] 04]02] 03] 04] 05 08 0708108 10| 11 12134 5} 8] 7] 8] 18] 20] 21 22 23

cuse(00] 010203 04] 05 0 7] 08 09] 10 11 12] 3] 14) 15 1] 47 18] 10 20 o 2] 2
y |01 ]2 3 |4]|5 8|9 1112 : 22 (23

| Submit | | Refresh |
Figure 3.30

2) Specify an alarm schedule.

If you want the camera to alarm during set times select Scheduler and set time range.

If you want to select one serial area, you can click any number between 00 and 23 on the first
row, the corresponding column will be selected and it will turn blue. For example, click the
number “06” on the first row, you can see the column turn blue. That means the camera will
alarm when motion is detected between 6 and 7 o’clock every day. Click the number“06” on the
second row, you can cancel the corresponding column you set. And it will turn grey.
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Motion Detect Armed |
Motion Detect Sensibility 10 |~
Motion Compensation =
Send Mail on Alarm |
Uplead Image on Alarm =
Scheduler ]
|setAll | | clearAll |
sec o001 0808 1011 [12][13] [14]| 1516 718 18] 20] 21 22] |23
Clear 00|01 0809 10 1112|138/ 14] 15 18] 17/ 18] 19) 20 [21] |22 23
Day | 0| 1 8|9 (1011 ]12|13|14(15[16(17|18|19|20(21 |22 |23
Sun
Mon
Tue
Wed
Thu
Fri
Sat

| Submit | | Refresh |

Figure 3.31

If you want to select discrete area, you click the left button on the box of time range. It will turn
blue. If you want to delete it, just click the left button and it will turn grey.

Meotion Detect Armed ™
Motion Detect Sensibility 10 L]
Meotion Compensation o
Send Mat on Alarm o
Upload Image on Alarm =
Scheduler ™
| setAll || clear All |
s [00][01)[02[03][04][05 (08 [07] 08 o8  [10] 1] 12| [14] 15 16 [17] 18] 18] 20] 21 22] 23
Clese 001[01102]|03 04 03 08|07 08 08| [10, 1) 12) 13| [14] 15 16 117] 18] 19 20| 21 22|23
Day |0 |1 (2|3 | 4|5 |6 |7 (8|9 |10|11(12(13|14|15|16|17(18|19|20|21 (22|23
Sun
Mon
Tue
Wed
Thu
Fri
Sat

| Submit | | Refresh |

Figure 3.32

If you want the camera alarm most of the time, you can select Set All first and then click left
button on the box you don’t want the camera to alarm even when the motion is detected. The box
will turn grey. Click Submit to take effect.
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Noton Detect Armed ]
Motion Detect Sensibility 10 -]
Motion Compensation =]
Send Mail on Alarm E
Upload Image on Alarm =
Scheduler )
| setAll | | clear All
sec. [00][01] 02 03][04][05][o6] 07 [oe] 09 [10]| 11 2 [13] 14] 15 [16][7] 18] 18] 20 [21] 22] 22
Clear (00||01)|02]03|04]|05]|06][07||08] |09 |10 11| 12][13]|14][15]|16] 17| 18] |19] 20|21 22| [23
0|]1]2]3 516 8 101112 14 22|23

3
|
|
|
|
|
|

| Submit | | Refresh |

Figure 3.33

3.14 Upgrade Device Firmware

When you upgrade the camera, please upgrade system firmware first and then upgrade the Web
User Interface.

Upgrade Device Firmware | |[(Browse.. ] | Submit
Q.ngtade[l[)e'vioe Embeded Web UL % | Browse... | | Submit
Upgracfe system firmware parade Web Ul
Figure 3.34

Click Browse, choose the correct bin file and then click Submit to upgrade.
Don’t turn off the power during the upgrade until the IP camera tool finds the camera again.

3.15 Backup & Restore Settings

Click Submit to save all the parameters you have set. These parameters will be stored in a bin
file for future use. The bin file can be reloaded to restore the parameters that were set.
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Backup C| _submit J

Restore |E:‘Lparams.bin ﬂ. Browse.. || Submit

Click Submit to store parameters Load the parameters bin file
Figure 3.35

3.16 Restore Factory Settings

All parameters will return to factory settings if selected.

Real-time IP Camera Monitoring System

Device Info
Alias Settings
Backup [ Submit |
Users Settings Restore E ‘thurd-download params[ Browse ] i Submit l

ervice Settings

rice Settings

TP Service Settings

Alarm Service Settings

Backup & Restore Settings
Restore Factory Settings 1
Reboot Device

Figure 3.36

3.17 Reboot Device

Click Reboot Device to reboot the camera. This is similar to unplugging the power to the
camera.

3.18 Log

The log record shows who accessed the camera and when.
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Tue, 2010-1Z2-25 01:30:14 admin 152.165.11.130 access 4

Tue, 2010-12-25 01:30:15 admin 192.165.11.130 access

Tue, 2010-12-258 01:30:15 admin 192 .1658.11.190 acoess

Tue, 2010-12Z-25 01:30:15 a 152.165.11.130 access

Tue, Z010-12-25 01:30:15 b 192.165.11.150 ACCESS

Tue, 2010-12-25 01:30:25 admin 192.1658.11.130 access
Figure 3.37

3.19 Back

This will take you back to the video window.

4 APPENDIX

4.1 Frequently Asked Questions

NOTE: Always verify network connections are working by checking the status of the indicators
on the network server, hub and network card.

4.1.1 | have forgoten the administrator username and/or password

To reset the administrator username and password, press and hold down the RESET BUTTON
for 15 seconds. Upon releasing the reset button, theusername and password will return to the
factory default administrator username and password. Please power on the camera before reset
Default administrator username: admin

Default administrator password: No password

4.1.2 Subnet doesn’t match, dbclick to change

If the IP Camera Tool shows the error “Subnet doesn’t match, dbclick to change!”, select Obtain
IP from DHCP server. (Figure 2.4)

If this error still exists after obtaining an IP from the DHCP server, check the local area
connection of your computer and verify the subnet and gateway of the camera which should be
the same subnet of your computer. (Figure 2.5)

4.1.3 No Pictures Problems

Video streaming is managed by the ActiveX controller. If the ActiveX controller isn’t installed
correctly you will see no video image. There are two ways to resolve this problem:
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1) Reinstall “IP Camera Tool” and ActiveX controller (recommended) . (Figure 2.10~Figure 2.12)
2) Download ActiveX controller and set the security setting of IE: IE browser->Tool->Internet
Proper—->Security->Custom Level->ActiveX control and Plug-ins. The first three options of front
should be set to be “Enable”, The ActiveX programs read by the computer will be stored. As
follows:

Enable: Download unsigned ActiveX controls

Enable: Initialise and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plug-ins

 intetnon dntions.

Sefiect 3 2ofe b Bw of change secuey sattings,

“ ‘_"3 4 L Securily Seftings - Internal fone
«
Internat  Local tranat Trsted gtes Recy JEHNGS
L =rcTinle 7 (%) Dnsable o
I Internet (7] Enable
This zone is far Inbemet wenstes, @ Dawirload sgned Activel! carbrols (ot secure)
serept thos listed in Prustad and T l.;'l [azabie

resHcted Zones, [¥] Ensble [not secure)

[ Prampt (recommenced)

Securiy kel for ths 2ore @ Dowrload unsigred detea contrels (rat secure)

Alowwed l=veds For this zone: Medim to Hich [ Dusable (recommended)
i cdmena- high (%] Enchle (nok secure)
= - Approoriata for ot webstes l..l Prampt
- Prompks bafore downlpading potendd @ Inbiakze and sodpt Activel controls nob marked &5 safefor &
contank 7 Disable (recorrmended)
1] Bt W s
Unsigned Aok carkrols wall nak be ) S —
1) Prampt
W, Aunactues rartrods ard plig-ies
b W
| coustom bevel . . f PR [ e e L S e A .

[ Rasst dlz0ned *Tak=c sffect after you restert Inkeemet Explorer

Resat custam ssttings
N L - Roset,. |
= |

| oo J[ com |

Figure 4.1
If you allow the ActiveX to run, but still can not see living video and a red cross in the centre of

the video. There is a yellow light in the device status. CNot green. Pls select another port
number. Don’t use port 80, use port 85, 8005.etc.
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apple Network Configuration
Anonymous T_ Obtain IF from DHCF serwver .
Anonymous IP Address 192 188 .11 .100
Subnet Mack 255 255 255 . 0
Gateway 192 165 .11 . 1
IHS Server 202 .96 (134 .33
hange another prt
| Hitp Port [z030 | bg p
User admin umber
Fassword
ok | Cancel |
Figure 4.2

NOTE: Make sure that your firewall or anti-virus software does not block the camera or ActiveX.
If you cannot see live video, try shutting down the firewall or anti-virus software and try again.

4.1.4 Can't access IP camera on internet

Possible reasons why camera is not accessible on the internet:
1) ActiveX controller is not installed correctly (see more details: Figure 2.10~Figure 2.12).
2) The port which the camera uses is blocked by a Firewall or Anti-virus software. Try
changing to another port number. (Figure 4.2)
3) Port forwarding is not successful (see more details in Quick Installation Guide—How to
set DDNS Service settings)
Double check these settings and make sure they are correct.

4.1.5 |IP Camera Tool could not find camera’s IP

Verify that the network cable is securely fastened to the camera.

Make sure that DHCP is enabled on your router, do not enable MAC address filter.

Make sure that the firewall or anti-virus software does not block the camera. You can add the
camera as a trusted site on your firewall or anti-virus software.

4.1.6 UPnP always failed

UPNP only contains port forwarding in our recent software. Sometimes, it may be fail to do port
forwarding automatically because of the firewall or anti-virus software. It may also be due to the
router’s security settings. We recommend manually configuring port forwarding the camera can
be viewed on the internet.
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4.1.7 Couldn’t find the shortcut on the desktop after install IP camera tool

If you use Windows7 or Vista and the shortcut is missing after installing the IP camera tool,
check the path of IP Camera program.

For example, if it was pointing to_C:\Windows\System32\IPCamera.exe.

Please fix this by pointing the shortcut to the correct path
C:\Windows\SysWOW64\IPCamera.exe. After this you should be able to use the shortcut
without any problems.

4.1.8 1 can’t change the record path

When you use Windows?7 or Vista, you may be not able to change the record path because of
the security settings of computer. Please add the camera as a trusted site to resolve this issue.
The steps are

IE browser->Tool->Internet Properties—> Security-> Trusted sites> Sites>Add

4.1.9 | can’t find multi-device settings and record icon

Record and multi-device functionality are controlled by the ActiveX controller.
These functions are not available in Firefox, Google Chrome and Safari.

4.1.10 Camera cannot connect using wireless

If your camera cannot connect wirelessly after you set the wireless settings, unplug / plug the
power cable. (for more details: Wireless LAN settings in Quick Installation Guide)

Usually, camera can’t connect wireless mainly because of incorrect settings.

Verify that the SSID is correct; use the same encryption for router and camera. Share key should
not contain special characters, only word and number will be better. Disable MAC address
filtering.

4.1.11 Can’t see other cameras listed in multi-device when using remote

access

If you want to view all the cameras via the WAN,verify that each camera added in the
multi-device settings can be accessed by using the DDNS name and port number. Use the
DDNS domain name not the camera’s LAN IP. (For more details see: How to add cameras in
WAN)
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4.1.12 Only see black screen or undefined characters when using remote

login

If you could access the login page remotely, this indicates that your DDNS settings are correct. If
you are unable to see live video but only some undefined characters, this may be due to the
internet speed issues or the camera using Wi-Fi.

4.2 Default Parameters

Default network Parameters
IP address: obtain dynamically
Subnet mask: 255.255.255.0
Gateway: obtain dynamically
DHCP: Disabled

DDNS: Disabled

Username and password
Default administrator username:
Default administrator password:

4.3 Specifications

admin
No password

ITEMS

F18909W

Image Sensor | Image Sensor

Colour CMOS Sensor

Display Resolution

640 x 480 Pixels(300k Pixels)

Lens f: 3.6mm, F:1.8
Mini. lllumination 0.5Lux

Lens Lens Type Glass Lens

Audio Input Built-in Microphone
Audio Compression ADPCM

Video Image Compression MJPEG

Image Frame Rate

15fps(VGA),30fps(QVGA)

Resolution

640 x 480(VGA), 320 x 240(QVGA)

Flip Mirror Images

Vertical / Horizontal

Light Frequency

50Hz, 60Hz or Outdoor

Video Parameters

Brightness, Contrast

Communication Ethernet

One 10/100Mbps RJ-45

Supported Protocol

HTTP,FTP, TCP/IP,UDP,SMTP,DHCP,PPPoE,DDNS,UPnP,GPRS

Wireless Standard

IEEE 802.11b/g/n

Data Rate

802.11b: 11Mbps(Max.)
802.11n: 150 Mbps(Max.)

802.11g: 54Mbps(Max.)

Wireless Security

WEP & WPA & WPA2 Encryption
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Infrared Light

5 IR LEDs, Night visibility up to 5 meters

Dimension 100(L) x58(W) x38mm(H)
Gross Weight 700g (Color Box Size:228X128X108mm)
Net Weight 4649 (accessories included)
Power Power Supply DC 5V/2.0A (EU,US,AU adapter or other types optional)

Power Consumption

5 Watts (Max.)

Environment

Operate Temper.

0°~55°C (32°F ~131°F)

Operating Humidity

20% ~ 85% non-condensing

Storage Temper.

-10°C ~ 60° (14°F ~ 140°F)

Storage Humidity

0% ~ 90% non-condensing

PC Requirements

CPU

2.0GHZ or above (suggested 3.0Hz)

Memory Size

256MB or above (suggested 1GHz)

Display Card 64M or above
Supported OS Microsoft Windows 2000/XP/Vista/Windows7/mac
Browser IE 6.0, IE7.0, IE8.0,IEQ.0, Firefox, Goolge Chrome, Safari or other
standard browsers
Certification CE,FCC

5 OBTAINING TECHNICAL SUPPORT

While we hope your experience with the IPCAM network camera is enjoyable and easy to use,
you may experience some issues or have questions that this User's Guide has not answered.

If you have problem with FOSCAM IP camera, please first contact FOSCAM reseller for solving
the problems. If our reseller cannot provide service, pls contact our service department:
tech@foscam.com .

CEOFE K B
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