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Introduction – Data Protection & Security
Data Protection & Security for Dental Professionals will provide dental professionals with a 
fundamental understanding of the potential cyber security issues facing a modern dental office. 
But, rather than pages and pages of text, the course is broken up into a series of video segments 
concerning various aspects of cyber security. The course will begin with a relatively quick overview 
of HIPAA, and then dive into tech basics and the threats facing – and steps needed to protect – 
dental office computers, mobile devices, networks, and the practice and patient data they contain.

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577
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Overview
Modern dental practice brings with it the need 
to protect sensitive office and patient data and 
the computers, mobile devices and networks 
that process and store that data. This course 
will take you through a number of essential 

cyber security concepts as first steps on the 
path towards protecting your practice (and 
yourself).

Learning Objectives
Upon completion of this course, the dental 
professional should be able to:
• Gain a basic understanding of HIPAA 

compliance requirements.
• Comprehend essential threats facing 

computers, mobile devices and modern dental 
office networks.

• Learn how to recognize common scams and 
other attacks.

• Take fundamental steps to mitigate the 
likelihood and severity of attacks.

• Understand what to do when an attack occurs.

Introduction 
Computers, devices and data are an integral 
part of modern dental practice. While this 
offers many advantages for speed and 
efficiency when dealing with patient records 
and internal office data, it also exposes those 
offices – and their patients – to new risks. 
Whether it’s due to a mistake or something 
more malicious, vulnerable systems and 
exposed patient data can lead to theft (of 
data and/or office funds), heavy fines, public 
embarrassment, substantial remediation costs 
and even lost business. While there is no way 
to make an organization completely impervious 
to every electronic threat, smart cyber security 
measures can help you reduce the likelihood 
of a successful attack against your patients and 
your practice.
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Legal Standards & Compliance

Protected Health Information (PHI) is 
information that can reasonably identify a 
patient.
 This can include health/dental care 

information coupled with a patient’s name, 
address, DOB, SS#, medical/dental ID #, etc.

HIPAA (the Health Information Portability and 
Accountability Act of 1996) was created to 
safeguard patient data.
• Dental offices using computers, electronic 

data storage, the Internet, etc. are 
considered “covered entities” and subject to 
HIPAA’s requirements

• “Business associates” are also subject to 
HIPAA. They are non-employees that create, 
receive, maintain or transmit PHI. This 
includes vendors, consultants and any sub-
contractors of either who have access to 
patient information

HIPAA has three primary rules:
• Privacy Rule

 Each covered entity and business 
associate subject to HIPAA has a duty to 
prevent unauthorized access to patient 
files

 Relates to electronic, paper and even 
spoken information regarding patients

• Security Rule
 Relates to electronic patient files
 Covered entities (including dental offices) 

and business associates must take 
steps to prevent unauthorized access to 
electronic PHI

 Has administrative, physical and technical 
safeguards focusing on steps to improve an 
organization’s security practices

• Breach Notification Rule
 Requires covered entities and business 

associates to provide notice when a data 
breach involving unsecured PHI has 
occurred (proof of actual data theft is not 
required)

 HHS defines a data breach as an 
impermissible use or disclosure of PHI, 
unless there is a low probability the data 
has been compromised

 Exception: encrypted data is viewed as 
secure (i.e., does not trigger the Breach 
Notification Rule), assuming the decryption 
keys to unscramble the data weren’t taken, 
as well

 Note: Individual state data breach laws 
may also apply, as there are data breach 
notification laws in all 50 states (and a 
number of US territories).

HIPAA also requires someone in your office to 
be responsible for compliance with the Privacy 
and Security Rules:
• Employee education can save your office 

from avoidable HIPAA violations.
 Be sure to document these trainings and 

have everyone sign a written statement that 
they have completed their HIPAA training

• Use detailed written Business Associate 
Agreements with any organization that 
handles paper or electronic PHI.
 This will clarify how your vendors, 

consultants, etc. will handle PHI, which (if any) 
subcontractors will have access to PHI and 
what measures will be taken to secure it.

• Any organization subject to HIPAA must 
perform thorough and accurate Security Risk 
Assessments to evaluate potential risk and 
vulnerabilities to PHI.
 A corresponding Risk Management Plan is 

used to address the issues identified in the 
Security Risk Assessment.

If your office accepts credit cards for payment, it 
will also be required to comply with the Payment 
Card Industry Data Security Standard (PCI DSS).

Click on image to view video online.
View References 1-7

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/legal-standards-compliance
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associated with its potential exposure (how 
sensitive is it, is it PHI, etc.)

Cyber Liability Insurance
• Cyber Liability Insurance can be helpful in 

mitigating potential costs from a security 
incident, though it’s important to know what 
a given policy actually covers.
 Commercial General Liability policies have 

excluded cyber coverage since May 1, 2014

Business Continuity and Disaster Recovery Plans
• Create an Incident Response Procedure/Plan 

and practice it

Security Policies and Standards
• Create relevant policies, using a known 

security framework, such as:
 NIST Cybersecurity Framework (CSF) version 

1.1 was released in April 2018,  
PCI-DSS

 Health Information Trust Alliance (HITRUST) 
CSF came out in May 2018 – adapts the 
NIST CSF for healthcare

• A number of security and privacy vendors 
offer HIPAA compliant policy templates online

Data Protection
• Use Business Associate Agreements 

(BAA) with any vendors, consultants and 
subcontractors that have the potential to 
access any of the data in your office.

The end goal is a robust security program with 
consistent policies and repeatable procedures.

Protecting Your Office Network

A Few Tech Basics

Your network includes all devices that have 
access to your office’s data. The parts of the 
network you interact with directly, are called 
endpoints, and the devices that connect with 
them are called endpoint devices. These 
include computers, mobile devices, printers 
and medical and other Internet of Things (IoT) 
devices.

App, application, program and software all refer 
to the same thing; a set of instructions for a 
computer, laptop, smartphone, etc. to follow.

Security First Steps

Security can’t just be assigned to the Office 
Manager or IT person – everyone in the office 
has to buy-in.

Risk Management
• Start with a Risk Assessment (required under 

HIPAA’s Security Rule)
• All data in the office network should be 

classified according to the level of risk 

Click on image to view video online.
View References 15-19

Click on image to view video online.

Click on image to view video online.
View References 8-14

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/protecting-your-office-network
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/a-few-tech-basics
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/security-first-steps
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Cloud Storage
• Using “The Cloud” means patient data is 

stored and processed outside your office.
 Use a Business Associate Agreement (BAA) 

with cloud service providers
 Service Level Agreement (SLA) details the 

cloud vendor’s responsibilities and your 
remedies, if needed

 Don’t forget: You are a Covered Entity 
under HIPAA and you can be held 
responsible for the actions (or inactions) 
of a Business Associate like a cloud service 
provider

The Internet of Things (IoT)
• “Smart” appliances and other IoT devices 

can connect to the Internet through your 
network (including connected medical 
devices)

• Default settings are often insecure and need 
to be changed

Email
• Many scams begin with email
• Unencrypted email can be read (and 

altered) easily by anyone handling it
• Given today’s technology, you should not 

hesitate to use encrypted email

Physical Access
• Physical access to your office, network and 

network devices can lead to theft, damage 
or destruction of computer hardware and/
or data.

• Protective measures include:
 Locking your office (including the server 

closet)
 Turning off computers at the end of the 

work day
 Using passwords to secure your data

Personnel
• Be sure to retrieve any card (or physical) key 

from any departing employees (as soon as 
they go).

• Disable access to your network and network 
devices for any departing employees

• Change or disable passwords for all shared 
accounts

Who potentially poses a risk to your office 
network?
• Criminal gangs and/or individuals
• Insiders (either maliciously or by mistake)

What are the main threats to a dental office 
network?
• Data breaches
• Malware (HHS considers a ransomware 

infection to be a data breach)
• Scams/malicious social engineering

What are essential security measures that you 
can implement to protect your data?
• Use secure network design – a well-laid out 

network is both easier to defend and easier 
to monitor

• Change default settings
• Use Data encryption – also be sure that your 

office’s routers are using current encryption 
for the data passing through them (WPA3 as 
of June 2018)

• “Harden” your System
• Keep your software up-to-date
• Secure your network endpoint devices (i.e., 

computers, mobile devices, printers, etc.)
• LIMIT ACCESS RIGHTS (i.e., who can get to 

what)
• Create regular backups (and don’t forget to 

test them to make sure that they’ll work, if 
needed)

• Utilize “Defense in Depth” (layered security)
• Monitor the electronic traffic moving 

through the network

Additional Network Concerns

Click on image to view video online.
View References 20-22

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/additional-network-concerns
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Networks
• Networks often have unexpected weak 

spots that attackers can exploit. These 
include:
 Printers and copiers
 Dumpster diving
 Misconfigured equipment
 Office guest Wi-Fi access
 Connected third party systems (vendors, 

consultants, etc.)
• Testing your network defenses will allow 

you to find vulnerabilities before an attacker 
can use them against you. Well known 
testing methods include:
 Vulnerability assessments (performed with 

a scanning tool), and
 Pentesting

Laptop & Desktop Computers

Attackers often use a compromised laptop or 
desktop (or a mobile device for that matter) as 
a beachhead (i.e., initial point of compromise) 
to gain entry into an office network. Primary 
threats include malware and data breaches.

Malware can attack your network via:
• The Web;
• Infected attachments and weblinks in 

emails; and
• Previously infected media or a compromised 

computer on your network

Use protective measures:
• Keep software patched (up-to-date)
• Harden your operating systems (known as 

“OS hardening”), by removing any programs/
applications/user accounts you don’t use)

• Limit Administrative privileges to only a few 
key people

• Encrypt your data
• Use Virtual Private Networks (VPNs) for 

remote access
• Train your employees to identity malware 

and suspicious emails

Don’t hesitate to bring in a professional if you 
aren’t completely comfortable addressing a 
security concern yourself.

Ransomware

Ransomware typically encrypts the data on the 
infected computer.
• A pop-up notice on your screen will demand 

payment (via cryptocurrency like Bitcoin) to 
give you the decryption key

• Ransomware is delivered like most malware:
 Emails with infected weblinks and/or 

attachments
 Compromised or malicious websites 

(including malvertising (the practice 
of incorporating malware in online 
advertisements)) or downloads, and

 Direct connections to media or another 
system component that’s infected

What steps can prevent a ransomware attack 
from succeeding?
• Keep software up-to-date
• Regularly back up your data (shouldn’t be 

directly connected to the network)
• Disable “macros” function in Microsoft Office
• Use application whitelisting (only approved 

software applications are permitted to be 
present and active on a computer system)

• Provide security awareness training to 
reduce the likelihood of an initial attack 
succeeding

Click on image to view video online.
View References 23-30

Click on image to view video online.
View References 31-33

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/laptop-desktop-computers
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/ransomware


7

Crest® + Oral-B®
 at dentalcare.com | The trusted resource for dental professionals

Mobile Devices

If your office has a BYOD (bring your own 
device) program, have minimum (written) 
standards before ANY device can connect to the 
office network.

Primary threats to mobile devices:
• Loss and theft
• Apps and permissions
• Web browsing
• Unsecured Wi-Fi connections and rogue 

hotspots

How can you protect your mobile devices?
• Use the most current operating system and 

update it whenever updates are available
• Enable your passcode lock/PIN
• Download a mobile security app (Android)
• Use remote wiping and device tracking 

software
• Back up the data on the device
• Use encryption (both on phone and for 

backups)
• Be aware of access/permission requests 

when downloading apps
• Be excessively cautious when dealing with 

unsecured hotspots
• Use Mobile data, since it is typically more 

secure than public Wi-Fi
• If you need to use public Wi-Fi, use a VPN 

app

Proper Disposal

Proper disposal is a must for anything that can 
store data (this includes any connected devices, 
external drives, backup discs, printers, digital 
copiers, etc.).

NIST SP 800-88 rev. 1 lays out the standard.

A few handy data destruction methods:
• Degaussing/demagnetizing
• Overwriting
• Physical destruction

Proper disposal methods for mobile devices 
include factory reset and physical destruction.

The Human Element of Security

Click on image to view video online.
View References 34-41

Click on image to view video online.
View Reference 42

Click on image to view video online.
View Reference 43

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/mobile-devices
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/proper-disposal
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/the-human-element-of-security
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Social engineering
• Attackers using human nature to trick a 

target into giving up valuable information, 
allowing access to a restricted area or 
transferring funds

These attacks can come via:
• Email: phishing, spear phishing and BEC 

(Business Email Compromise) scams
• The Web: romance and “work from home” 

scams
• Phone calls: “tech support,” fake invoices, 

“overdue bills,” “IRS tax penalties”
• Baiting
• In person social engineering: pretexting and 

tailgating

These attacks are never set in stone – they can 
always change.

What can you do to avoid falling for one of the 
scams?
• Always assume the call, email, etc. is fake 

until you’re given a convincing reason to 
think otherwise

• If an email comes from a company or person 
you know, call the sender directly

• Hover over a link with your cursor to see 
where it actually goes

It’s critical to have secure (and easily repeatable) 
procedures for any financial transactions.

Don’t hesitate to contact law enforcement (and 
your financial institution) if your office has been 
victimized.

Phishing & Spear Phishing

Phishing
• Mass email campaigns that typically try 

to trick users into opening an infected 
attachment, clicking on an infected weblink 
and/or giving up personal or organizational 
information

Presume that any unsolicited email from a 
bank, IRS, etc. is fraudulent and – if you are at 
all concerned – contact the organization directly 
via phone, through its official website or visit an 
office, branch, etc.

Spear Phishing
• Somewhat like phishing, but personalized to 

the recipient
• Often appears to come from someone you 

know, with details to make it look legitimate
• Never hesitate to call and check

Any of these attacks can come via text message 
(known as “smishing”), instant message or any 
social network just as easily.

BEC Scams

Business email compromise (BEC) scams
• Wire transfer fraud involving fake vendors 

and/or senior office personnel
• This sort of attack typically targets employees 

who handle financial transactions
• A BEC scam can appear to be a direct 

request from (an attacker pretending to be) 
a senior person at your office to wire out 
funds or a vendor “updating” its wire transfer 
information

• This type of attack tends to be very well 
researched and will look and sound 
legitimate

Click on image to view video online.
View References 44-45

Click on image to view video online.
View References 46-47

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/phishing-spear-phishing
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/bec-scams
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• Despite the name, BEC scams can also be 
launched via phone, text, social media or 
instant message

• A nasty BEC scam variant targets purchasers 
through real estate transactions. Attackers 
will typically pose as the seller’s attorney and 
“update” the wire transfer information

How do you avoid BEC scams?
• It’s critical to have secure procedures for any 

financial transactions.

If you believe your organization may have been 
targeted, contact your financial institution (and 
law enforcement) immediately.

Check your coverage – office insurance policies 
often don’t cover damages related to BEC scam 
attacks.

Pre-Texting & Telephone Scams

In-person social engineering:
• Pretexting involves an attacker pretending 

to be someone they aren’t to go someplace 
they shouldn’t be

• Tailgating uses your common courtesy 
against you to let someone into a place they 
aren’t supposed to be

What you can do to stop In-person social 
engineering?
• Have a visitor process that includes escorting 

all visitors, including vendors
• Verify all visitors

Vishing
• Phone-based social engineering attack, that 

can include:

 Attempts to get information to be used in 
subsequent attacks against your office

 “Tech support” calls in which scammers try 
to trick you into paying to fix a “problem” 
they “discover”

 “Overdue bill” calls
• This type of attack typically comes with a 

threat if you don’t take immediate action

What can you do to stop vishing attacks?
• Do not give out PHI or financial information 

without verification

Insider Threats

Malicious Insiders

Potential risks posed by malicious insiders 
include:
• Theft of PHI and/or office data
• Unauthorized fund transfers
• Sabotage

Departing employees
• Immediately revoke any system and office 

access for any ex-employee as soon as he or 
she leaves

Countermeasures against insider threats 
include:
• Prevention: proper vetting of new hires and 

the Principle of Least Privilege (only have 
access to what is needed to do the job)

• Detection: network monitoring for unusual 
behavior

• Procedures: mandatory vacation, rotating 
duties and requiring multiple personnel to 
complete certain sensitive actions

• Technical: Keeping systems up-to-date 

Click on image to view video online.
View References 48-50

Click on image to view video online.
View References 51-54

https:/www.dentalcare.com/en-us/professional-education/ce-courses/ce577/pre-texting-telephone-scams
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/insider-threats
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• SEO poisoning (also known as search 
poisoning, is an attack method in which 
cybercriminals create malicious websites 
and use search engine optimization tactics 
to make them show up prominently in 
search results)

• Unsecured Wi-Fi connections and rogue 
hotspots

• Social networks (sharing too much 
information)

Protective measures:
• Keep software up-to-date
• Application whitelisting
• Limit what can be viewed on office 

computers
• Use encryption, such as HTTPS
• Use VPNs when logging in remotely
• Don’t forget to log out

Passwords

Password risks include:
• Brute force attacks
• Data (including passwords) stolen via 

unprotected Wi-Fi traffic, social engineering 
attempts, and hackers

• Easy to guess/break passwords

The most important factors in creating a secure 
password are making it long and not sharing it.
• A good approach is to use a nonsensical (or 

non-obvious personal) passphrase
• Avoid “Daisy-chaining” or using the same 

password on multiple sites
• Mandatory regular password changes are 

actually counterproductive

and whitelisting can counter attempts to 
introduce malware inside the system

• Training: Awareness training should include 
warning signs for personnel to keep an eye 
out for

Mistakes

Potentially reportable mistakes can arise from:
• Mis-delivery (sending PHI to the wrong 

place)
• Accidental exposure of PHI (on the internet, 

device, or in print)
• Disposal errors
• Data leakage (media containing sensitive 

information is lost and subsequently 
acquired by an unauthorized party)

• Insecure third-party access

Countermeasures to reduce the likelihood of 
mistakes include:
• The Principal of Least Privilege (the idea that 

at any user, program, or process should 
have only the bare minimum privileges 
necessary to perform its function)

• Data Loss Prevention (DLP) systems
• Written standards and procedures
• Proper data disposal

The Dangers of Browsing the Web

Web browsing risks include:
• Drive-by downloads (a program that 

is automatically downloaded to your 
computer without your consent or even 
your knowledge)

• Malvertising (online advertisements that 
incorporate or install malware)

Click on image to view video online.
View References 55-56

Click on image to view video online.
View References 57-59

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/the-dangers-of-browsing-the-web
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/passwords
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Password managers
• Applications that generate unique and 

strong passwords for users.
• The passwords are encrypted and locked 

behind a single master password that only 

the user knows
• They also prevent users from inadvertently 

entering passwords on the wrong site (like a 
phishing site)

Security Awareness Training
Security awareness training is required under:
• HIPAA

 The HIPAA Privacy Rule – 45 CFR § 
164.530(b)(1)

 The HIPAA Security Rule – 45 CFR § 
164.308(a)(5)

• Payment Card Industry Data Security 
Standard (PCI-DSS)
 PCI-DSS 12.6

Employees (including dentists) should know:
• How to handle PHI
• How to recognize signs of suspicious 

communications
• How to identify people who should not be 

in the office space, as well as what steps to 
take in response

• What information should or shouldn’t be 
given to a caller, or shared in an email or 
online

Two-factor Authentication

Two-factor authentication (2FA)
• Is also referred to as “multi-factor 

authentication”
• Regardless of the name, it’s a way to prove 

to that you are who you say you are in 
addition to using an account password

• 2FA should be enabled on any Admin 
account

There are various methods of 2FA:
• Something you have (hardware token, 

smartcard, text message, authenticator app)
• Something you are (biometrics, like 

fingerprint and retinal scans)
• 2FA can also be location-based

Password Managers

Click on image to view video online.
View References 60-64

Click on image to view video online.
View References 65-66

Click on image to view video online.
View References 67-71

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/two-factor-authentication
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/password-managers
https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/security-awareness-training
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Disaster Recovery Plan (DRP)
• A plan to maintain (or rapidly restore) IT 

infrastructure, systems, etc. in the event of a 
major disruption

Incident Response Procedure (IRP)
• Defines what constitutes a security incident 

and lays out an organization’s step-by-step 
response to the incident

Testing for each of these is critical

Conclusion
New technology has made modern dental 
practice increasingly efficient, with new 
features like easily accessible patient and office 
data. These changes bring with them new risks 
from a host of cyber threats. The computer, 
mobile device and network security measures 
we talked about above provide the first steps 
towards protecting your dental practice.

While there is no such thing as perfect 
security, I hope these videos made it easier to 
understand the importance of protecting your 
office data, as well as how to do it.

Reacting to a Security Incident

It’s essential to prepare for a security incident 
(or any other type of issue that can threaten 
your office) before something goes wrong.

Business Continuity Plan (BCP)
• Covers steps needed to recover and replace 

business functions, within a reasonable 
amount of time after a disruptive event

• Business Impact Analysis – determines what 
needs to be recovered and how quickly

Click on image to view video online.
View References 72-76

https://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/reacting-to-a-security-incident
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Course Test Preview
To receive Continuing Education credit for this course, you must complete the online test.  Please  
go to: www.dentalcare.com/en-us/professional-education/ce-courses/ce577/start-test

1. A Trojan is _______________.
A. an encrypted smartphone
B. a security warning that appears if you are about to click on an infected link
C. a network security device
D. a type of malware hidden within something that appears to be innocuous

2. HIPAA requires patient notification when there has been a data breach, unless _____________.
A. the data was encrypted at the time it was stolen
B. the office suffering the data breach unplugs the affected computers
C. the data did not include financial information
D. the office suffering the data breach offers theft prevention and credit monitoring services to 

those affected by the data breach

3. You should always keep your office’s data backups onsite, so you won’t lose track of them.
A. True
B. False

4. What is the primary risk associated with daisy-chaining (using the same password to 
secure different accounts)?
A. Forgetting which password goes with which account.
B. Accounts using different passwords won’t work properly.
C. If an attacker compromises any account using that password, he or she can then use it to 

compromise any other account using the same one.
D. Having too many passwords to remember.

5. What is the most common sign that a computer network has been compromised?
A. Pop-up warnings appear on the infected computers.
B. Nothing.
C. An audible alarm from infected network computers.
D. A telephone call from Microsoft support personnel.

6. What steps should be taken to safeguard the information on a smartphone or other 
mobile device in case it’s stolen?
A. Back up the data on the device so that it can be restored in case of theft.
B. Set a passcode or password.
C. Enable remote wiping to destroy the data on the device if necessary.
D. All of the above.

7. Which one is NOT a mistake that could lead to the inadvertent disclosure of PHI?
A. Unintentional publication.
B. The Principle of Least Privilege.
C. Disposal error.
D. Misdelivery.

8. Pentesting is _______________.
A. an analysis of data used by firm personnel
B. a type of scan to see if a computer is connected to a network
C. a simulated attack on a computer network
D. a type of audit to determine if firm personnel signed an office’s written security policies

http://www.dentalcare.com/en-us/professional-education/ce-courses/ce577/start-test
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9. The HIPAA Privacy and Security Rule requirements apply to dental offices directly, but 
not to outside vendors, consultants or subcontractors.
A. True
B. False

10. BEC scam is also referred to as _______________.
A. a back end cryptography scam
B. a business email compromise scam
C. a blocked endpoint crash scam
D. a bad encryption collision scam

11. An endpoint is _______________.
A. a quarantine area for malware caught by an antivirus program
B. data that has been decrypted
C. the last step of incident response procedure
D. an individual computer or device connected to a network

12. An attacker can steal electronic data from a printer or photocopier.
A. True
B. False

13. Which attack focuses on tricking victims into sending out wire transfers to scammers?
A. A honeypot.
B. Biometrics.
C. A business email compromise scam.
D. A logic bomb.

14. Operating system hardening relates to the removal of unnecessary software, accounts 
and functions from computers and servers.
A. True
B. False

15. What is an advantage to using a password manager?
A. It will generate difficult to crack passwords for a user.
B. It will keep a user from using the same password over and over on different accounts 

(daisy-chaining).
C. It will prevent a user from inadvertently entering a password on the wrong site (like a 

phishing site).
D. All of the above.

16. What is the most effective method of data disposal?
A. Degaussing.
B. Factory reset.
C. Physical destruction.
D. Overwriting.

17. An in-person attempt by a hacker to effectively talk or trick his or her way inside your 
office is called _______________.
A. misdelivery
B. baiting
C. pretexting
D. whitelisting
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18. What steps should you take with regard to an employee’s network access when he or 
she stops working at your office (regardless of reason)?
A. Preserve the ex-employee’s login, so that office staff can access any necessary information 

if the need arises.
B. Immediately disable the ex-employee’s network access (login and password), including 

physical building access and any form of remote access to the network.
C. Disable the ex-employee’s remote access. The in-network access is secure, since the 

ex-employee would have to physically be at the office to use it.
D. Negotiate an agreement with the departing employee regarding the access.

19. The “Cloud” is simply someone else’s computer accessed via the Internet.
A. True
B. False

20. When should an office prepare incident response and disaster recovery plans?
A. Immediately after a security incident is identified.
B. If the firm recognizes the possibility of a disaster or security incident in the near future.
C. As soon as the extent of damage caused by a disaster or security incident can be 

quantified.
D. As early as possible. Yesterday would be good.

21. Which one of these is the strongest password?
A. CavityCreepsGryffindorBattlestar62!
B. Welc0me123
C. MaytheForcebewithyou
D. Th!$!$h@rD2re@d

22. What is two-factor authentication?
A. A social engineering scam that uses personal information to trick the victim into thinking 

it’s legitimate.
B. A network monitoring technique.
C. A method to confirm that data has been fully deleted from a system.
D. An access control process to prove you are who you say you are, in addition to an account 

password.

23. A factory reset is designed to update all of the software on a mobile device.
A. True
B. False

24. What is smishing?
A. A method of encryption.
B. The effect of breaking the screen glass on a mobile device.
C. A social engineering attack delivered via text message.
D. Attackers breaking into a victim’s office and stealing computer equipment.

25. HHS presumes that a successful ransomware attack is a data breach.
A. True
B. False
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26. Why is an attacker compromising an account with administrative privileges especially 
dangerous to a network?
A. Administrator accounts can download, modify and delete programs and data.
B. Two-factor authentication cannot be used with an administrator account.
C. Administrator accounts are encrypted.
D. Administrator accounts have only limited network access.

27. What is the Principle of Least Privilege?
A. Firewalls should be set as restrictively as possible.
B. Only the most senior people in an office should be able to access everything.
C. Two-factor authentication should be used whenever possible.
D. Users should be able to access only the parts of the network or information that they need 

to do their work.
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Additional Resources
Healthcare and dental industry-specific resources:
• HHS - Health Industry Cybersecurity Practices – Managing Threats and Protecting Patients
• HHS’ Health Information Privacy portal
• ADA’s HIPAA Privacy and Security portal

Basic security information and updates on potential threats:
• FBI Internet Crime Complaint Center (IC3) alerts

 Issues alerts regarding current and emerging security threats
• NIST Computer Security Resource Center (CSRC)

 Offers a host of information security tools, guidelines and other resources
 Intended for users in industry, government and academia

• US-CERT
 Computer Emergency Readiness Team (part of the Department of Homeland Security)
 Regular vulnerability and threat alerts, with useful details and links to additional information

Anti-virus software testing labs:
• AV Comparatives
• AV Test
• SE Labs

Security software & product reviews:
• PC Mag
• SC Magazine
• Top Ten Reviews

Security news:
• The CyberWire

Finding a suitable security expert:
• Numerous certifications exist. Here are a few well-regarded ones:

• CISSP – Certified Information Systems Security Professional (governed by not-for-profit ISC2 – 
International Information Systems Security Certification Consortium)

• HCISPP – Healthcare Information Security and Privacy Practitioner (governed by ISC2)
• CRISC – Certified in Risk and Information Systems Control (governed by ISACA, fka the 

Information Systems Audit and Control Association)
• CISM – Certified Information Security Manager (governed by ISACA)
• CISA – Certified Information Systems Auditor (governed by ISACA)
• CEH – Certified Ethical Hacker (governed by International Council of Electronic Commerce 

Consultants [EC-Council])
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http://csrc.nist.gov/
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