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Headlines One
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Gamer Busted for Borrowing Library Wifi After
Hours

February 25th 2007, at 4:11:00 pm
by Jeannie Choe

We're well aware of WiFi bogart-
ing from unsuspecting neighbors
or coffee shops, but who knew
there’d be a crackdown at the
local house o’ books? Cops
couldn’t leave well enough alone
when they rolled up on 21 year-old
Brian Tanner jammin’ on some
WoW-type action in a library park-
ing lot. Tanner’s lappy was confiscated and he now faces possible criminal charges
for illegally accessing WiFi at the Palmer, Alaska library after hours. While the library
could thwart such wardrivers by simply disabling the dang signal at closing, they
continue to enforce some usage rules that Mr. Tanner may or may not have been
aware of — the authorities claim this greedy gamer’s notorious for WiFi piggybacking
and has been “chased out of a number of locations” in the area.

© 2014 AOL Inc. All rights reserved
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“Wireless Connections are Available”
— Or are They? Using a Wireless
Connection without Permission

Our technology-driven 21%-century life affords us the opportunity to use
other people’s assets without ever stepping into their property or touching
their material possessions. After one decides to invest in a router and wire-
less internet connection, he essentially opens a virtual highway which can be
accessed by neighbors, pedestrians, and anyone who happens to be within range.
Halacha generally forbids making use of somebody else’s belongings without
his permission, regarding such use as legally equivalent to outright theft. As
personal property has come to include invisible and intangible assets such as
wireless connections, we must determine whether the halachic parameters of
theft extend to the unauthorized use of this modern type of property.

In principle, using a neighbor’s wireless connection can be regarded as theft
for two reasons:

1) One makes use of his neighbors physical devices, such as his router, with-
out his permission;
2) Use is made of the wireless network without authorization.

When considering the possible application of the laws of gezeila (theft) to use of
the devices and the network, we must address four halachic issues:

« Can an act of halachic gezeila be committed through the mere use of
somebody’s possession, without a pip nwyn — an act of taking possession?

o When halacha equates borrowing without permission to theft (v Sxw
191310 ny), does this refer only to the borrower’s responsibility to guard
and return the object intact, or also to the Biblical prohibition against
theft?

« Can one halachically “steal” something that is intangible?

« How might the concept of 7on &Y nn nany nt — the right to derive benefit
from somebody’s possessions against his will if he incurs no expense as a
result — apply to the use of a wireless connection?

423
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I. Theft Without a 1p nwyn

The Mishna in Maseches Bava Kama (79a) discusses the parameters of the law of
nwnm nyar — the penalty imposed upon a thief who steals an ox or sheep, and
then slaughters or sells the animal. (The thief must pay four times the animal’s
value in the case of a sheep, and five times in the case of an ox.) This penalty, the
Mishna explains, depends on where the theft and subsequent slaughtering or
sale occurred. Namely, if the thief stole the animal in the victim’s property, and
proceeded to slaughter or sell it before leaving that property, then he is absolved
of the nwnm nyax penalty. The penalty is incurred only if the thief steals the
animal in one property and then slaughters or sells it in a different property.

The logic underlying this exemption, at first glance, seems clear. The penalty
of nwnm nyaIr requires a n» nwyn — a formal act of theft — which entails
removing the animal from the victim’s property. Indeed, Rashi, in explaining
the Mishna’s ruling, writes, “When he removed it from his property, he became
a thief... But if he stole and slaughtered or sold it in his [the victim’s] domain,
he is exempt, because he does not become a thief...”

Furthermore, the Mishna adds that if the animal died on its own as the thief
was in the process of bringing it out of the victim’s property, he bears no liability
at all. It seems that since he has not committed an act of theft — as he has not
brought the animal out of its owner’s property — he bears no responsibility for
the animal, and is thus absolved from liability for the animal’s injury or death.

Still, the question arises as to whether or the thief in this case has never-
theless violated the prohibition of theft, even if he is halachically absolved of
liability. We might, at first glance, compare this situation to the case described by
the Rambam (Hilchos Geneiva 7:11) of one who moves his property’s boundary
line even “one finger’s width” onto his neighbor’s property. The Rambam writes
that the individual has violated the Torah prohibition of theft, despite the fact
that he has not committed a formal act of theft.! Similarly, we might contend

1. Earlier in Hilchos Geneiva (2:16), the Rambam writes, “One who steals within the
owner’s property is exempt from keifel [the penalty of double the item’s value], because
the stolen item is still in the owner’s property; similarly, if he slaughtered or sold in the
owner’s property, he is exempt [from nwnm nyaix].” The Rambam clearly indicates that
the thief in this case is exempt from the keifel penalty, but is still regarded as a thief and
thus bears the obligation of nawn — to repay the value of the stolen goods. Rabbenu
Ovadia Mi'Bartenura, in his commentary to the Mishna, similarly writes that in the
case where the animal dies before it is brought out of the owner’s property, the thief is
exempt from keifel, and the Tosfos Yom Tov understands this to mean that he must still
repay the principal value of the animal. The Tosfos Yom Tov notes the aforementioned
inference from the Rambam’s formulation in Hilchos Geneiva, and concludes, 'nyT &9
nnY (“I don't know why”). It appears that according to the Rambam and Rabbenu Ovadia
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that in the case of one who steals an animal in his fellow’s property but never
brings the animal out of his property, he is in violation of the Torah prohibition
of theft, regardless of the absence of a formal nx nwyn.

One may, however, distinguish between the two cases. In the case described
by the Rambam, the individual has, in fact, committed a form of n11 nwyn by
moving the marker whereby he brought his fellow’s land into his property. This
differs from the case of one who takes somebody else’s animal but never makes
it out of his property, who has not actually taken possession of another person’s
belongings.

This issue might, at first glance, determine the permissibility of using a
neighbor’s equipment — such as his router — without his consent, which essen-
tially amounts to theft without a formal act of kinyan. If halacha recognizes the
possibility of legal theft without a formal act of kinyan, then the use of a wireless
network, too, could be regarded as theft.

On the other hand, one might argue that regardless of how we view the case
of the stolen animal that does not leave its owner’s property, the use of a router
would not constitute halachic theft. In the case of the animal, even though the
thief did not manage to bring the animal outside the owner’s property, he nev-
ertheless committed an act of seizing something belonging to somebody else.
This is quite different from the case of a wireless connection, where the “thief”
does not commit any act of theft whatsoever, and thus might not be violating
the Torah prohibition of gezeila.

Mi’Bartenura, a thief commits a N3 nwyn even if he never leaves the owner’s property,
and is thus liable to repay the value of the stolen goods. The Rambam is consistent in
this regard with his ruling regarding one who moves his marker onto his neighbor’s
property, and he maintains that stealing within the victim’s property constitutes an act
of geneiva even though it is not regarded as such with respect to the penalties of keifel
and nwnm NYaIR.

This position is taken explicitly by Rabbi Akiva Eiger in his Kesav Vachosam (vol. 2,
1), in the context of the law of n»w — a thief’s legal acquisition of the stolen goods once
they undergo a physical transformation. He writes that this law applies only “when the
stolen object entered his property by his bringing it into his possession [n>wn] or by
lifting it... But where the theft did not occur through an act of acquisition, such as if
he took hold of it in the owner’s property, in which case it is not in his possession with
regard to liability for mishaps, as stated in Bava Kama (79a), it certainly appears that
he does not acquire ownership over the stolen item through a »n»w.” Rabbi Akiva Eiger
explicitly refers to this case as one of theft without an act of kinyan, such that the thiefis
in violation of the Torah prohibition of theft and is liable to pay the value of the animal.
(See also Gilyon HaShas, Bava Metzia 6a.)
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I1. nyTn 85w SN

Until now we have discussed the possibility of legal gezeila occurring without an
act of kinyan, and we have presented the arguments for both sides of the issue.
In the case under discussion, however, we deal with a particular kind of theft
— that of ny x5w nYrw, borrowing without permission, which is considered
halachically equivalent to theft. Might there be a distinction drawn between
ordinary theft and nyTn x>w nbxw with regard to the need for an act of kinyan? Is
it possible that even if standard theft necessitates a y3p nwyn, the “theft” of noxw
nyTn XYW can occur through the unauthorized use of an object, irrespective of
a formal act of acquisition?

The status of gazlan assigned to a ny 8w Y8 has two potential implica-
tions. First, it affects his responsibility for the item. Once he assumes the status
of a thief, he then becomes liable to compensate for loss or damage, just as a
thief bears liability while the stolen goods are in his possession. Secondly, the
status of gazlan may also refer to the Torah prohibition of theft, which might be
violated through the unauthorized use of somebody else’s property.

The tatus of a nyn X5w YR is discussed by the Shulchan Aruch in the context
of a shomer (watchman) who uses the object he was assigned to watch (C.M.
292:1). The Shulchan Aruch rules that once the shomer begins making unauthor-
ized use of the article under his charge, he attains the status of gazlan (thief) and
thus bears full liability for damage to the item. From the Shulchan Aruch’s ruling
it appears that the shomer is considered a thief only from the moment he begins
using the object, but not from the moment he picks it up. Several Acharonim
note that this might be unique to the particular situation of a shomer, whereas
generally, a nyn ®Yw Y8 attains the status of a thief with respect to liability
the moment he picks up the item, even before he begins his unauthorized use.?

Proof to the contrary may be drawn from the Gemara’s discussion in
Maseches Bava Basra (88a) concerning a shopkeeper who unlawfully uses a
customer’s utensil as a measuring cup to measure merchandise for other cus-
tomers. The Gemara considers the shopkeeper a ny ®>w Y81, and it appears
from the Rashbam’s comments (@In&Y no1na TNy n”7) that he attains this status
only after he measures with the utensil. This is also the clear implication of the
Rama in his codification of this halacha (C.M. 188:2). This would appear to prove
that the Shulchan Aruch’s ruling, assigning the status of ny x>w Y% only from
the moment one begins unauthorized use of the item, applies even beyond the
context of shomrim.?

2. See Hagahos Rabbi Akiva Eiger and Nesivos.
3. See Serma (C.M. 188:7) and Divrei Chayim (Dinei Shomrim 8).
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The Rashbam’s comments should likely be viewed in the context of his com-
ments earlier (Bava Basra 57b), where he writes that one who parks his animals
on somebody else’s property without his permission is regarded as a X5 Hxw
nyT. Even though the individual has not committed any act of theft, as he has
not taken possession of somebody else’s belongings, he nevertheless attains the
status of ny ®Yw YR and is thus considered a gazlan. This ruling is consis-
tent with the Rashbam’s aforementioned ruling that an unauthorized borrower
becomes a nyTn 8Yw Y1 from the moment he begins using the article, and not
when he takes the article. In the Rashbam’s view, it is the use of the object that
renders the individual a gazlan, and the act of seizing the object is immaterial.
The logic of this position is clear. Seizing an article to use it is quite different
from seizing an article to steal it. If one seizes an article with the intention to
return it after use, the act of taking the item cannot be regarded as theft, as the
individual has no intention of bringing it into his possession. His status as gazlan
stems purely from his unauthorized use of the object, and thus it is only at that
point that he becomes a gazlan, and he can become a gazlan even if he uses an
object without taking physical possession of it.

This conclusion may be also be inferred from the comments of the Nesivos
(292:3), who explains the liability of a ny 8w Y% on the basis of the liability
of an ordinary borrower:

99V 113 DYVN ,NPWN RHA R WV NYNND ORI 2NNNY 23NN 2”3 NYTN HRIVIT
VTN HRIVA PII RY NYTN RHW HRIWI.INRY INNN INYTN 1YW IRIN

According to the Nesivos, an authorized borrower bears full liability for damages
or loss because he is no worse than an ordinary Y&, who bears full liability. And
thus just as an ordinary borrower assumes full liability the moment he begins
making use of the item, even without taking physical possession of it, a Xow HYxw
nyTn likewise assumes full liability once he begins using the object, regardless
of whether or not he took physical possession of it.

As such, the rules governing the liability of a nym x5w Sxw), according to
the Nesivos, should he consistent with the rules governing the liability of an
ordinary borrower. And later (340:8), the Nesivos writes explicitly that if a person
borrows somebody’s bench and sits on it in the owner’s property, he bears full
liability for anything that happens to the bench, even though he never brought
the bench out of the owner’s property.* By extension, then, a nym xHw Yxw

4. The Nesivos applies this ruling also to a case of one who borrows a book and reads
it without ever lifting it. He draws proof to his position from Rav Huna’s ruling in Bava
Metzia (99a) that one who borrows an axe assumes liability the moment he begins chop-
ping with it. The Nesivos contends that the majority view, which disputes Rav Huna’s
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would likewise bear full liability regardless of whether an act of acquisition was
made.

Accordingly, it would seem that if one uses his neighbor’s wireless connec-
tion, thus making use of his router, he bears liability for any damage caused to
the router, even if this damage occurred due to circumstances entirely beyond
his control. Seemingly, however, this should apply only to damage that occurred
while he was using the connection. Once he disconnects, he is considered as
though he “returned” the borrowed item and thus no longer bears liability.

Several other authorities dispute the Nesivos’s position, and claim that a
ny Xow Hxw does not assume liability over the item without a formal act of
kinyan.> However, this discussion refers only to the borrower’s liability for the
item in question. When it comes to the Torah prohibition of theft, it is likely
that all authorities would agree that one transgresses the prohibition of gezeila
by borrowing an object without permission regardless of whether he performs
a formal act of acquisition. Indeed, the Rosh (Teshuvos, 95) writes explicitly that
if one uses somebody’s land without permission, he is in violation of gezeila (in
accordance with the ruling of the Rashbam cited earlier). Similarly, the Yam Shel
Shelomo (Bava Kama 2:16) writes that if one takes residence in somebody else’s
courtyard without permission, he transgresses the prohibition of theft, even in
situations where he is not required to pay for the use of the courtyard.®

It thus appears that irrespective of whether an unauthorized borrower
assumes liability if no act of kinyan is made, he transgresses the Torah prohibi-
tion of theft by using the object without permission, even if he does not take
it into his possession. Seemingly, then, using a neighbor’s router without his
possession would qualify as theft.”

ruling, maintains that liability begins once the borrower took hold of the axe, but all
agree that if he somehow began chopping without first taking hold of the tool, he bears
liability. Moreover, the Nesivos adds, there is no source for qualifying the liability of a
7% and limiting it to situations where the borrower actually took hold of it and made
a formal kinyan.

5. See Divrei Chayim (Hilchos Shomrim, 9), Imrei Bina (Halvaa, 67), Machanei
Efrayim (Hilchos Gezeila, 12), and Pischei Choshen, Hilchot Geneiva (7, note 1).

6. The Birkas Shemuel (Bava Kama 14:2), citing Rav Chaim of Brisk, adds that in situations
where the trespasser is required to pay, the payment is made not as rent for use of the
property, but rather to avoid violating the prohibition of gezeila. See also Penei Yehoshua,
Bava Kama g7a (9%17 12 Rar 'naa n”7). This issue will be discussed in further detail later,
in section IV.

7. One could, however, draw a distinction in this regard between real estate and
mobile possessions. When it comes to land, the rule of nbt n»x ypap (land cannot legally
be “stolen”) precludes the possibility of taking possession through theft, and thus the
Torah prohibition of theft can be applied to land only through the unauthorized use of



“WIRELESS CONNECTIONS ARE AVAILABLE” — OR ARE THEY? 429

III. Stealing an Intangible Object (wnn 13 pPRY 127)

Beyond the issue of using a neighbor’s router, we must also consider the possibil-
ity of transgressing the violation of theft by using the wireless service, a service
for which the neighbor pays a monthly fee. This issue would likely depend upon
the question of wnn 11 prw 1272 N1y — whether the prohibition of theft applies
even to intangible objects.

The Rambam, in Hilchos Shofar (1:3), famously establishes that one fulfills the
mitzva of shofar on Rosh Hashanah by blowing a stolen shofar, and this is not
considered a mitzva act performed with a stolen object. The reason, he explains,
is that “the mitzva is done specifically through hearing the sound, even if one
does not touch it or lift it...and sound is not subject to the laws of theft’® Since
sound cannot be legally stolen, the status of the shofar as a stolen object does not
affect the status of the sound, which is thus perfectly suitable for fulfilling the
mitzva of shofar on Rosh Hashanah. The Rambam’s ruling is likely predicated
upon the halacha established in Maseches Pesachim (26a), ona px mom nram 9p
n»yn mwn — the laws of me’ila (unlawful use of consecrated property) does not
apply to the sound, appearance or fragrance of sacred articles. As the prohibition
of me’ila essentially constitutes theft from the Temple (as Rav Chaim of Brisk
and others have explained), the Rambam extended this principle stated in the
context of me’ila to theft generally.

The Raavad, in his critique of the Rambam’s Mishneh Torah, accepts the
Rambam’s ruling regarding the stolen shofar, but disagrees with his reasoning.
Even if sound is subject to the laws of theft, the Raavad writes, one can fulfill
the mitzva through a stolen shofar. As the Raavad cites, the Talmud Yerushalmi
(Sukka 3:1) infers from the Torah’s formulation of the mitzva that even a stolen
shofar is acceptable, implying that the sound of the shofar might, in fact, be con-
sidered legally “stolen,” but the shofar is nevertheless suitable for the mitzva. In

property. Mobile items, however, can change possession through theft, and one might
thus contend that the Torah prohibition of gezeila is violated only through theft that
involves an act of acquisition, through which the item comes under the thief’s legal
ownership.

It should also be noted that the Maharil (responsum 198) maintained that a “xw
ny x5w has the status of a thief only with respect to liability, and not with regard the
Biblical prohibition of theft. This does not, however, represent the conventional view
among the poskim.

8. The Maggid Mishneh adds that this applies both to the people who hear the shofar
sounded, and to the person who blows the shofar. They all fulfill the mitzva, since the
sound they heard cannot be said to have been legally “stolen”



430 HEADLINES: HALACHIC DEBATES OF CURRENT EVENTS

truth, both views in explaining this halacha — the reason given by the Rambam,
and that of the Raavad — appear in the Yerushalmi.

It would thus appear that the question of whether the prohibition of gezeila
applies to a wnn 11 prw 127 is dependent upon this debate between the Rambam
and the Raavad. Whereas the Rambam denies the possibility of legally “steal-
ing” an intangible object, such as sound, the Raavad considers such a pros-
pect. Indeed, the Maharam Shick (responsa, Y.D. 156) writes that since halacha
accepts the Rambam’s ruling regarding a stolen shofar®, intangible property
is not subject to theft.!® As such, he writes, one who “steals” somebody’s novel
Torah insights, by presenting them as his own original ideas, is not in violation
of gezeila."!

Seemingly, then, unauthorized use of a neighbor’s wireless service would
not constitute gezeila, as it involves the “theft” of a wnn 11 pxw 127 — intangible
property.

In truth, however, this conclusion may likely depend upon our understand-
ing of the reason underlying the rule of wnn y prw 7272 1>1. A priori, we may
explain this halacha in two different ways. First, we might claim that an intan-
gible object is not the kind of property to which the prohibition of theft applies.
From the outset, the Torah’s laws of theft apply only to tangible assets, and not
to intangible assets. Alternatively, however, we might explain that in the case
of a wnn 1 PRV 127, one does not actually take anything away from the owner.
Using such an item may be compared to lighting a match from somebody else’s

9. See Shulchan Aruch O.C. 586:2.

10. The Maharam Shick draws our attention in this context to the Gemara’s comment in
Maseches Sanhedrin (59a) that a gentile who studies Torah is guilty of theft (as he
“steals” the knowledge granted exclusively to the Jewish people), clearly indicating that
even something intangible is subject to theft. He suggests that this statement follows the
view in the Yerushalmi cited by the Ra’avad, which recognizes the possibility of sound
being legally “stolen”

11. The Maharam Shick’s teacher, the Chasam Sofer (Rosh Hashanah 28a), explained
this debate between the Rambam and the Raavad differently, claiming that both agree
that a wnn 1 prw 727 is not subject to the prohibition of theft, but the Raavad defined
the mitzva of shofar as an obligation to blow the shofar, as opposed to an obligation to
hear the sound of the shofar. Therefore, according to the Raavad, the mitzva object is
the shofar, and not the sound, and thus a stolen shofar would be disqualified were it not
for a special textual inference. It should be noted, however, that the Raavad’s formula-
tion — Y11 712 w1798 — strongly supports the Maharam Shick’s contention, that the
Ra’avad disagrees with the Rambam’s assertion that sound cannot be stolen. We should
also note that the Gemara’s comment cited above (in footnote 10) regarding a gentile

who studies Torah remains unresolved according to the Chasam Sofer’s understanding
of the debate.
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flame. Since he does not lose anything as a result of lighting the match, this does
not qualify as gezeila. Similarly, perhaps, “stealing” intangible property such as
sound does not qualify as theft, because one has not taken anything away from
the owner or affected him in any way.

Proof to the second approach may be drawn from the fact that the laws
of nezikin (damages) indeed apply even to intangible forms of damage. Thus,
for example, the Mishna (Bava Basra 20b) establishes that residents sharing a
courtyard may legally prevent one another from opening a shop in the courtyard
because of the disturbance caused by the noise of shoppers. Similar laws apply
regarding the concern of foul odors from a public restroom and smoke from a
furnace in the courtyard (Bava Basra 23a). Likewise, the Gemara (Bava Basra
2b) mentions a prohibition against standing in one’s fellow’s garden when it is
in bloom, lest he cause damage by casting an “evil eye” upon it. These are all
intangible forms of damage, which one causes by creating an odor or noise, or
by looking upon somebody’s property.

The question thus arises, why does halacha treat theft and torts differently
in this regard? Why is one forbidden from causing damage to his fellow even
through intangible means, but one may steal an intangible object?

The answer must be that stealing a wnn 11 prw 127 does not take anything
away from the owner. As opposed to damage, which can be inflicted upon a
person even through intangible means such as sounds and smells, stealing intan-
gible assets does not cause the owner any loss and does not affect him in any way.
Intangible objects are not fundamentally excluded from theft — as evidenced
by the fact that they are included in the laws of damages — but practically
speaking, stealing such property does not adversely affect the owner and is thus
permissible.

If so, then unauthorized use of a wireless connection would likely constitute
gezeila despite its being a wnn 12 prw 121. Access by multiple users has the effect
of slowing down the connection, thus adversely affecting the owner, who cannot
use his connection with the same degree of efficiency as he could otherwise.!?
Hence, even if a wnn 1 prw 127 is normally excluded from the prohibition of
theft, “stealing” wireless access would violate this prohibition.

12. This issue might also affect the question addressed by the Maharam Shick regard-
ing the presentation of somebody else’s novel Torah insights as one’s own intellectual
creations. Here, too, although the stolen property is a wnn 11 prw 717, it adversely affects
the owner insofar as he can no longer present the ideas as his own creations. (One might
argue, however, that this effect is too indirect to qualify as actual theft.)
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I'V. 3on &Y 1 mm it — Deriving Benefit at No Cost to the
Owner

There are those who claim that unauthorized use of a wireless connection should
be permissible on the grounds of 7on &Y nm My nt — the right to derive ben-
efit from somebody else’s property if it has no adverse effect. Although using
a neighbor’s wireless connection slows down the connection speed and thus
adversely affects the owner, we might, at first glance, allow using his network
when it can be definitively determined that he is not currently using the net-
work, such as when the neighbor is traveling.

As mentioned earlier, however, a number of authorities (Yam Shel Shelomo,
Penei Yehoshua) ruled that the prohibition of nyn xYw nbrw applies even when
using property at no expense to the owner. Despite the fact that the use does
not adversely affect the owner, it is forbidden on the grounds of nyn x>w norv,
which is deemed halachically equivalent to theft.

This issue likely depends on the different views among the Rishonim con-
cerning an owner’s right to prevent people from living in his property. Tosfos
(Bava Kama 20b momirr xn n”7) rules that even according to the view that owners
can be legally compelled to allow others rights to his property when this causes
no adverse effect (0170 NN Yy pon), this refers only after the fact, once a per-
son’s property was used without permission. If the owner suffered no loss or
inconvenience as a result of the unauthorized use, he cannot demand payment.
However, Tosfos comments, an owner certainly reserves the right to bar other
people from using his property, even if their presence would cause him no harm.
The rule of my1o NN Yy pord refers only to payment after the fact, but from the
outset, an owner has the right to prevent people from entering his property.

Intuitively, we might explain Tosfos’ comment in light of the aforementioned
ruling of the Yam Shel Shelomo. As unauthorized use of somebody else’s property
constitutes theft, regardless of its practical effect upon the owner, the owner has
a right to protect himself from this form of theft.

The Rama (C.M. 363:6), however, cites a different explanation of this halacha
in the name of the Mordechai'® According to the Mordechai, the rule of pon
70 NN Y applies only when the owner in any event could not derive any
benefit from the item question. But in the case of taking residence in somebody’s
property, the one who takes residence denies the owner the possibility of leasing

13. The Rama’s comments are actually stated in the name of both the Mordechai and the
Nimukei Yosef, but the Nimukei Yosef appears to give a different explanation: “They
never said that [one may force an owner to allow him] to use his property, for if they
did, everybody would force his fellow against his will.”
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the property, and thus even if the owner has no interest in leasing the property,
he is legally entitled to bar people from residing there.

According to this line of reasoning, we might conclude that one who owns
a wireless connection would, indeed, be required to allow others to access the
connection, as he in any event has no possibility of leasing rights to it. And thus
when one knows that his neighbor is not currently using his connection, and
thus accessing the network will not affect the neighbor, it would be permissible
to use the connection by force of the law of m7o nn Yy pars.4

Conclusion

It would appear that one may not use somebody else’s wireless connection
without his permission, as this would be considered nyTn x5w n9rw which is
tantamount to theft, and all views would likely agree that the Torah prohibition
of gezeila would apply to this kind of unauthorized use of somebody’s property.

14. This conclusion, however, does not take into account the possible long-term effects
on the router. It is possible that increased use of the wireless connection increases the
wear and tear on the router, making it more likely to malfunction. The technological
data in this regard would have to be explored to determine whether or not this qualifies
as mTo nn.
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50,000 BitTorrent users sued for alleged illegal
downloads

June 10, 2011: 3:59 PM ET
by Julianne Pepitone

NEW YORK (CNNMoney) — The turn
of the 21st century was rife with
bitter anti-piracy lawsuits pitting
studios against their potential cus-
tomers, with music labels banding
together to blast Napster — and its
massive user base — to smithereens.

Get ready for round two. This
time, it's BitTorrent users facing off

against the movie studios. o - _
Nearly 50,000 users of Bit- Oscar-winning war film The Hurt Locker is at the heart
) of a legal battle over online piracy.
Torrent’s peer-to-peer downloading

software have been targeted in a
sting over the past few months, accused of illegally downloading one of two movies.

Voltage Pictures, the studio behind 2009’s The Hurt Locker, is suing almost
25,000 BitTorrent users who allegedly illegally downloaded the flick. That came just
weeks after 23,000 were sued for downloading The Expendables,produced by Nu
Image.

Both of the lawsuits were filed in federal court in Washington, D.C., by the U.S.
Copyright Group, an outfit formed by Washington-based law firm Dunlap, Grubb &
Weaver. The group filed its Expendables lawsuit in February, then followed with its
Hurt Locker lawsuit in April.

“They’re copyright trolls,” says Corynne McSherry, intellectual property director
at the Electronic Frontier Foundation, a digital rights organization. “They take a
dragnet approach to litigation.”

The USCG did not respond to multiple calls asking for comment.

A spokesman for Voltage Pictures, the Hurt Locker studio, defended the sweeping
lawsuits.
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“The lawyers are just doing their jobs,” he said. “Somebody stole our property and
we are trying to get it back.” The representative declined further comment.

The new anti-piracy clampdown: Legal skirmishes over digital piracy happen
constantly, and BitTorrent is often in the crosshairs.

The free software program lets users swap and download large media files. It's
got plenty of legitimate uses — online education pioneer Khan Academy recently
made its free video catalog available through BitTorrent — but is also heavily used
to illegally trade movies, TV shows and other copyright-protected content.

BitTorrent CEO Eric Klinker said that his company merely provides the software,
and it can’t control what its customers do.

Suing John and Jane Doe: What's striking about this batch of lawsuits is that
USGC went after tens of thousands of “John Does,” issuing subpoenas to Internet
service providers including Time Warner Cable, Comcast (CMCSA, Fortune 500),
Verizon (VZ, Fortune 500) and Earthlink for the identities of those users.

ISPs are complying and handing over the details, according to those tracking the
case.

“Time Warner Cable has fought the subpoenas, but most ISPs are coughing up
about 100 to 150 IP identifications per month,” said Eric Menhart, a CyberLaw
attorney who is representing about 50 defendants in the Hurt Locker case.

A Time Warner Cable (TWC, Fortune 500) spokesman confirmed that his com-
pany traditionally fights these kinds of legal requests. Representatives of Comcast,
the nation’s largest ISP, did not respond to a request for comment.

The EFF’s McSherry is troubled by the move to prosecute thousands of individuals
as one linked class. USCG “isn’t letting people who have legjtimate defenses raise
them,” she said.

Holding individuals accountable for illegal acts committed through IP addresses
they’re linked to is tricky. For example, should a parent be responsible for a child
downloading a movie through the family’s IP address? What about a landlord who
supplies Internet to a tenant?

Years after those issues first arose, courts are still grappling with them on a
case-by-case basis, legal experts say.

For those hit by the lawsuits, the costs of defending themselves can be daunting.

Dozens of the “John Does” in the Locker case have complained to the court about
the distance they’d be required to travel to appear in Washington. Others say multiple
computers were linked to their IP address.

So far, the court has thrown out the Does’ moves to quash subpoenas sent to
their ISPs seeking their personally identifiable information.

Threatened into settling? USCG launched in early 2010 and has filed a stack of
digital piracy cases, typically going after a few thousand defendants at a time. Many
choose to settle out of court.

McSherry and other critics have attacked the USCG for what they say is a “pay
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up or we’'ll getcha” method — that is, pay a relatively small fee to settle or face tens
of thousands of dollars in legal fees and potential penalties.

BitTorrent user Dmitriy Shirokov filed a lawsuit last year making the case that
the firm has made a business out of threatening people. The suit alleged that USCG
exploited copyright law — and that its goal was to frighten people into paying up a
small settlement of $1,500 to $2,500 rather than face litigation.

The case is currently pending in U.S. District Court in Washington.

Booth Sweet attorney Dan Booth, who filed that suit, said that USCG hasn’t
responded to the claims, and has moved to have the case dismissed. It also asked
the court to sanction Booth Sweet, a Massachusetts-based law firm, for taking the
case.

Menhart said he’s seen “an uptick in this style of litigation” over the past two
years. The small sums at stake can add up fast.

As TorrentFreak, one of the first blogs to report on the Locker case, points out:
If only 10,000 of the alleged infringers pay a $2,000 settlement, it would net $20
million for Voltage and USCG. In comparison, The Hurt Locker grossed $17 million
at the U.S. box office.

Menhart hopes mass dragnets like this one will draw attention to a legal issue
that’s faded into the shadows in the years since Napster collapsed. Nearly everyone
agrees illegal downloading is wrong. But how draconian should the punishment be?

“I think there will be a call from people asking, do we really want Grandma to pay
$2,000 to settle over a movie her grandson downloaded?” Menhart said. “There’s
just something about it that doesn’t feel right.”

Copyright © CNN
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Virtual Theft:
Downloading and Copying Files or
Programs Without Permission

Is it permissible for one to download another person’s material from the
internet, or copy it from a disk, without his permission? If one does so, is he
obligated to pay for use of the material?

L. yvann ninin — Paying for Benefit

The Shulchan Aruch (C.M. 158:6) rules that if a person constructs a fence around
his property that also surrounds a neighboring property, the neighbor is required
to pay for his share of the work. Since he benefited from his fellow’s efforts, he
owes compensation. This halacha establishes the general rule of yvann mnin,
that a person who derives benefit from his fellow’s efforts is required to pay for
the benefit received.

The Acharonim discuss the parameters of this halacha in reference to a case
that came before the Noda Bi-Yehuda (Mahadura Tanina, C.M. 24) involving an
author and a print shop. A scholar had composed a commentary to two sedarim
of Gemara, and he hired a printer to print the material for him. The agreement
was that the printer would produce the text of the Gemara with Rashi and
Tosfos and print the author’s commentary on the bottom of the page. After the
printer completed the work, he kept on the press the letter arrangement for the
text of the Gemara, Rashi, and Tosfos, removing the author’s commentary. He
produced for himself a copy of those two sedarim, with the plan of ultimately
completing the entire Shas, which he could then sell.

The author charged that the printer owed him money for the use of the
letter arrangement which he had summoned and paid for. Since the printer was
deriving benefit from the letter arrangement, he must pay the author for that
benefit, just as one must pay a neighbor for the benefit received from the fence
he erected.

The Noda Bi-Yehuda initially proposes that the printer should be exempt
from payment because his benefit came at no expense to the author. The obliga-
tion to pay in the case of mn, the Noda Bi-Yehuda claims, applies only when
the benefit is the result of additional work or expense, such as in the case of the
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fence, where the neighbor had to make the fence longer in order to encircle both
properties. But if one benefits from another person’s efforts without any cost to
that other person, no payment is required. At first glance, then, since the author
in any event had to pay the printer for his work, the printer may derive personal
benefit from the work without having to compensate the author.

In his conclusion, however, the Noda Bi-Yehuda determines that the printer’s
use of the letters indeed causes the author a loss, in that it offers another option
for consumers who wish to purchase copies of those sedarim of Gemara. Given
the limited availability of Talmudic texts, consumers would have been willing to
pay a bit extra for the edition with the author’s commentary, but once the printer
made available a cheaper option, the author’s profits will be reduced. As such,
the printer’s benefit from the letter arrangement causes the author a financial
loss, thus requiring him to pay for its use. The Noda Bi-Yehuda compares this
case to the situation of a person who lives in someone else’s house without
permission, who is required to pay for his use of the house because of the slight
depreciation he causes by living there. In this instance as well, since the printer
causes the author a loss by using the letter arrangement in the press, he must
pay for this benefit.

Applying the Noda Bi-Yehuda’s reasoning to downloaded materials, it seems
that here, too, one indirectly causes the owner financial harm by reducing the
potential profits he could earn from the materials. If a person copies music, for
example, thus making it available to all free of charge, he discourages prospec-
tive consumers from purchasing the music, thus lowering its profitability to the
owner.

However, a number of Acharonim dispute the Noda Bi-Yehuda’s ruling. Rav
Baruch Frankel Teomim (in his hagahos)' argues that one is required to pay
for benefit only if he makes use of someone else’s property. The printing press
is under the complete ownership of the printer, and he is thus entitled to use
it for his personal purposes. His customers have no right to limit his use of his
own property. This situation is quite different from the case of one who derives
benefit from his neighbor’s fence or from someone’s house and is therefore
required to pay.

Rav Baruch Frankel Teomim draws an analogy to the case of a business-
man who hired someone to transport his merchandise to a certain destination.
Assuming the mover uses his own horses and carriage for the trip, there is no
question that he is fully entitled to load his own personal cargo onto them
without having to pay his client for the benefit he receives. Even though his
animal and carriage are traveling to this destination only at the behest of the

1. See also Yeshuos Molcho, C.M. 22.
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client who is paying for the service, the mover is nevertheless allowed to use his
property as he wishes. Similarly, even if a printer is paid to produce a certain
letter arrangement, he is entitled to use it for his own purposes without having
to pay the patron, as it is his property.

The Noda Bi-Yehuda apparently maintains that the author indeed acquired
the letter arrangement through his payment to the printer. When someone pays
a mover to transport his possessions, he clearly pays only for the final result of
having his belongings in the specified destination. It is obvious that he does
not pay for rights to the vehicle or equipment. In the case of printing, however,
in the view of the Noda Bi-Yehuda, the patron pays the printer for the letter
arrangement itself, and thus the printer is not entitled to make use of it without
the patron’s authorization.

Returning to the question of copying or downloading materials, it would
seem that even the Noda Bi-Yehuda would not require one to pay for the use of
such materials. As we have seen, he concedes that payment for nini is required
only if one derives benefit from something belonging to his fellow. Once a file
or program is downloaded, it has left its owner’s possession, and one who uses
the material is thus not regarded as benefitting from his fellow’s property, and
as such, he is not required to pay for using the material.

The question remains, however, whether one is permitted to download or
copy the material in the first place. Would this be considered using someone’s
property without his permission, which is halachically equivalent to theft?

II. Copyright Ownership in Halacha

This question touches upon the issue of the halachic status of one’s intangible
creations, such as ideas or music. If a person composes a song, for example, is he
halachically considered the song’s “owner;,” which would forbid its unapproved
use by other people?

This issue is subject to considerable debate among the halachic authorities.
Rav Yosef Shaul Nathanson (Shoel U-Meishiv, Mahadura Kama, 1:44) writes,
“It is clear that if an author publishes a new book and he is privileged to have
his words accepted on the face of the earth — he undoubtedly has rights over
it forever” He adds that new inventions may certainly not be used without
the inventor’s permission, noting that a Jew who invented a type of calculator
received payment for the invention from the government throughout the rest of
his life, demonstrating how innovative ideas are regarded as property for which
one deserves payment. Rav Nathanson further notes that although it is custom-
ary among authors to stipulate on the title page that reprinting is forbidden only
until a certain date, this does not mean that otherwise they do not own their
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creations. To the contrary, the authors make this declaration in order to waive
their copyright after a certain time, in order to ensure that their work will be
made available.

However, Rav Yitzchak Shmelkes (Beis Yitzchak, Y.D. 75) questions this
assumption. He writes that before an author sells his work, it would certainly
be forbidden to reprint the material and sell it, as this would directly cause the
author (or his inheritors) damage. But once the author has sold all his books and
received profits from his work, Rav Shmelkes writes, it is unclear why it would
be forbidden for someone else to reprint the material and sell it.? He adds that
he does not know of any halachic prohibition against copying another person’s
invention (unless government copyright laws apply, in which case one is bound
by these laws by force of xy7 xmdhnT x17).

Indeed, it seems unclear, at first glance, which halachic principle estab-
lishes ownership over one’s intangible creations, such as scholarship and music.
Halachically speaking, how does one acquire ownership by creating new ideas
or melodies?

A possible basis for a halachic concept of copyright is the ruling of the
Talmud Yerushalmi (Maaseros 1) that if one plants in ownerless ground, the
produce requires terumos and maaseros. Although ownerless produce does
not require the separation of terumos and mauseros, the produce in this case
belongs to the person who planted the seeds, despite the fact that the ground is
ownerless. Apparently, the very fact that a person created something renders it
his property. Thus, even though the produce grew from ownerless ground, the
person who caused it to grow is its de facto owner.

This concept also likely underlies the halacha of *53 nawa nnp ymx — a crafts-
man acquires ownership over the utensil he creates, despite having received the
raw materials from the customer.?

The Beis Yitzchak, who disputes the halachic notion of copyright and main-
tains that there is no prohibition against copying a person’s intellectual property,
presumably accepts this concept, but not with respect to intangible assets such
as original ideas and the like. Certainly, a person who creates a tangible object
— such as produce — acquires possession over it, but according to the Beis
Yitzchak, the same cannot be said about abstract assets.

This debate would likely affect the status of music and data files. Rav

2. One might question this rationale, as the author himself might wish to reprint and
sell the material, and thus this should be no different from reprinting and selling before
the original copies are sold.

3. See Ketzos Ha-Choshen (306:4), Nesivos Ha-Mishpat (306:3), Tuv Taam Va-Daas
(Mahadura Kama, 181), and Chiddushei Rabbenu Shimon, Gittin (4, p. 38).
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Nathanson maintains that a person halachically owns his intellectual creations,
and thus it would certainly be forbidden to download such materials without
the owner’s permission. According to the Beis Yitzchak, however, this would be
forbidden only if the owner plans on selling the music or information, which
would be similar to reprinting and selling an author’s work before he sold his
books. Otherwise, one would be permitted to download another person’ files
even without his permission.

It should be noted that if one copies and sells material intended for sale
by the owner, he violates the prohibition of y»an mimx> 1w, infringing upon
someones livelihood. The Chasam Sofer (Teshuvos, 79), in discussing copyright
for books, draws a comparison between selling another author’s work and the
case of fishermen discussed by the Gemara in Bava Basra (21b). Rabbenu Tam’s
father (cited by Tosfos, Kiddushin 59a) explains the Gemara to mean that when
a fisherman casts a dead fish into the water, which acts as a bait attracting the
fish in the area, other fisherman must move their nets. Since throwing the dead
fish has the effect of attracting the live fish, the fisherman is given rights to the
nearby fish that are guaranteed to come into his net, and as such, seizing these
fish would amount to theft. Tosfos applies the Gemara’s ruling to other situa-
tions and forbid actively luring someone’s committed customers away from his
enterprise. (The example given by Tosfos is a tutor, who may not try to sell his
services to parents who are already paying a tutor with whom they are satisfied.)
By the same token, the Chasam Sofer rules, it would be forbidden to copy and
sell an author’s work once he has gone through the trouble of printing it and
naturally expects to receive income from sales.

IT1. Cassettes or CD’s Sold on Condition

Some albums of Jewish music are sold with a note stating that the sale is made on
condition that the material is not reproduced. The question arises as to the hala-
chic status of such a condition and whether and how it affects the transaction.
We indeed find a number of contexts in which it is possible to sell or give
something with a v — meaning, withholding certain rights and privileges
from the buyer or recipient. The Shulchan Aruch (C.M. 241:5) states explicitly
that if one gives a gift on condition that the recipient does not use the item for
a given purpose — such as that he does not sell it, consecrate it, or use it for
betrothal — the condition is binding, and the transaction takes effect contingent
upon the terms set by the giver. Similarly, the Ketzos Ha-Choshen (111:3) cites
the Mahara Sasson as ruling that a father can stipulate when giving a piece of
land to his son that the transaction is not effective with respect to property liens,
so that it cannot be liened to the son’s future creditors. Another example is the
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ruling of the Shulchan Aruch Ha-Rav (O.C. 448:23) that when selling chametz to
a gentile before Pesach, it is advisable to stipulate that the sale does not include
the right to sell it to someone else, in order to ensure that the chametz can be
retrieved after Pesach.

At first glance, this concept should apply to the sale of albums, as well. Since
a seller is empowered to stipulate the terms of the sale, the producer has the
right to stipulate that the sale of the album does not include the right to copy
the material.

One may, however, distinguish between the aforementioned cases and copy-
ing a recording. It stands to reason that a seller can withhold only a privilege
that can be classified as a halachic yn mor, that is, to which we can ascribe
monetary value from the perspective of Torah civil law. Thus, for example, the
aforementioned sources speak of withholding from the buyer the right to sell
or consecrate the gift or merchandise. We may reasonably assume that a seller
cannot withhold from the buyer some random right, such as by stipulating that
he may use the item only while wearing a shirt of a certain color or only on
certain days or under certain weather conditions. A seller may exclude from the
sale only actual privileges that have monetary value, and the ability to record
would not fit into this category.

Moreover, one might argue that even if it is within the producer’s ability
to withhold the privilege of copying, nevertheless, copying the material would
not constitute theft. We find in a number of halachic sources that privileges, as
opposed to tangible assets, are not treated as legal property subject to the stan-
dard terms of ownership. For example, we cited above the ruling of the Mahara
Sasson concerning a father who gave a piece of land to his son and stipulated
that it is not sold with respect to creditors’ liens. The Mahara Sasson rules that
the sale and the condition are both valid, and that even after the father dies and
leaves no other inheritors, a lien cannot be imposed upon the land. The Ketzos
Ha-Choshen cites the Tumim as raising the question of why this stipulation
applies even after the father’s death. Seemingly, the possibility of a lien, which
the father had withheld from the son, should then be inherited by the son after
the father’s death. The Ketzos answers that this “privilege” is not halachically
classified as ynn (property), and thus cannot be inherited. The field cannot be
subject to a lien even after the father’s death because this ability is not something
that can be transferred through inheritance.

Similarly, we cited earlier the ruling of the Shulchan Aruch Ha-Rav that one
can stipulate when selling his chametz to a gentile that the sale does not apply
to the power to sell it to someone else. The Shulchan Aruch Ha-Rav allows such
an arrangement despite the fact that the Jew will then “own” a portion of his
chametz during Pesach, as he did not relinquish all rights associated with the
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chametz. The Jew withheld a certain element of ownership, yet according to the
Shulchan Aruch Ha-Rav, he does not violate the prohibition against owning
chametz on Pesach. Evidently, this element is not formally regarded as an “asset,”
and it thus does not render one in violation of the prohibition of chametz.*

In the case of an album, then, even if the seller withholds the right to copy
the material, that right is not halachically considered a monetary asset. As such,
it would not be considered theft if one “steals” that right. Although this right was
not included in the sale, it cannot be viewed as “property” for which one can be
liable for theft. Hence, it would not technically be forbidden for the customer
to copy the recording.

It should be noted, however, that from at least one other source, it appears
that intangible rights are, in fact, subject to theft. The Yam Shel Shlomo (Bava
Kama 9:61) writes that the reason why a Kohen is not entitled to forcefully take
a person’s teruma® is because the owner’s nxin n1nw — his right to choose the
Kohen to whom to give the teruma — is regarded as his property. Although
Halacha does not generally treat nxin n2w as a monetary asset — and thus,
for example, one cannot betroth a woman with nxin n2w and one does not
have recourse to beis din for nxin n1 — it is nevertheless considered property.
The Yam Shel Shlomo draws an analogy to nvva mwn mng, a small amount of
money that cannot be used as property with regard to betrothal and the like,
but is nevertheless subject to theft. Similarly, he writes, nxin naw is considered
a person’s property with respect to the prohibition of theft, and thus a Kohen is
not permitted to seize this right from a farmer who had designated a portion of
his produce as teruma.®

According to the Yam Shel Shlomo, then, the prohibition of theft would apply
even to the right to copy material from an album. Nevertheless, as noted above,
it is questionable whether such a stipulation is valid in the first place, as not
every privilege of ownership can necessarily be excluded from a sale.

In conclusion, we should note that according to the Noda Bi-Yehuda, cited
above, the customer in such a case might be required to pay the producer for
the benefit derived from the copied material. As we saw, the Noda Bi-Yehuda
requires paying for any unauthorized benefit derived from another person,
even indirectly and even if it was not derived from his property. Seemingly, this
would apply also to recorded material which one copied without authorization

4. See Achiezer 3:1.

See Rambam, Hilchos Terumos 12:15.

6. One could challenge this equation to nv11a mw mng, as the prohibition of theft in
that case may be a function of 1y »xn, as opposed to the person’s legal ownership over
the money. See Maggid Mishneh, beginning of Hilchos Gezeila.

bl



446 HEADLINES: HALACHIC DEBATES OF CURRENT EVENTS

from the producer. However, this would depend on how one understands the
Noda Bi-Yehuda’s ruling. As discussed above, it is quite possible that the Noda
Bi-Yehuda accepts the premise that payment for benefit is required only if it
is derived from another persons property, in which case no such obligation
would apply in the case of a copied recording. Since the customer purchased the
album, it is his property, and he thus does not derive benefit from the producer’s

property.
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This is where we stand

Computer virus reportedly spreads through

Middle East

The new element has been linked to the Flame virus, which caused an
Internet blackout in Iran’s oil industry in April « Recent reports in The New
York Times and The Washington Post attribute Flame and Stuxnet to secret
U.S.-Israeli program aimed at destabilizing Iran’s atomic energy program.

Friday, August 10, 2012
The Associated Press and Israel Hayom Staff

Russian computer security company,
Kaspersky Lab, issued a statement on
Thursday that a new computer virus has
been found circulating in the Middle East,
specifically targeting the Lebanese banking
system.

The existence of such a virus would
expand the online framework deployed by
the U.S. and Israel against rivaling entities
in the region. The virus, dubbed Gauss,
was aimed at stealing financial information
from customers of a series of Lebanese
banks.
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computer virus discovered.
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Kaspersky said that similarities in coding, structure, and operation meant it could
say “with a high degree of certainty” that Gauss was related to Flame, a sophisticated
piece of spyware that prompted an Internet blackout across Iran’s oil industry in April,
and to Stuxnet, an infrastructure-wrecking worm.

Recent reports in The New York Times and The Washington Post have tied both
Flame and Stuxnet to a secret U.S.-Israeli program aimed at destabilizing Iran’s
atomic energy program, which many Western countries believe is a cover for the

development of nuclear weapons.

The Russian security company acknowledged that much remained unclear about
the virus’s capabilities, including its ultimate purpose. Kaspersky said the virus’
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command-and-control servers were shut down last month, meaning that, for the
time being, “the malware is in a dormant state.”

Kaspersky outlined several similarities between Gauss and Flame, a program
recently-discovered vacuuming information from computers in Iran. So powerful was
the spyware that in late April Iranian officials briefly disconnected the entire country’s
oil industry — including the oil ministry, energy rigs, and the strategic Kharg Island oil
terminal — in a bid to contain Flame’s data theft.

Flame, in turn, has been linked to Stuxnet, a program aimed at sabotaging ura-
nium enrichment at Iranian nuclear facilities. Stuxnet’s discovery in 2010 was of
particular interest to cybersecurity professionals because it interfered with the action
of German-made centrifuges — one of the most high-profile examples of a computer
virus causing physical havoc at an industrial facility.

It is not clear how Gauss would fit in to such a program, and Kaspersky acknowl-
edged that stealing money from banks does not seem like an activity that countries
such as Israel and the U.S. are likely to be engaged in.

“People are definitely getting excited about it because of the supposed connec-
tion to Flame and Stuxnet,” Chris Astacio, of San Diego-based Websense, said in a
telephone interview. “But without looking at the binary [the raw code of the virus],
we can’t really comment.”

Kaspersky stated it is working with the International Telecommunication Union
to notify those affected by the infection.

Used with permission of The Associated Press Copyright © 2014. All rights reserved.
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Is One Liable for Damages Caused by
Sending a Computer Virus?

Computer viruses are widespread and destructive, causing billions of dollars
of damage each year. One of the costliest viruses on record is the MyDoom
virus, which hit in early 2004 and reportedly caused $38 billion worth of dam-
ages, affecting an estimated 25% of all emails sent that year. Viruses can cause
damage by erasing essential programs and files, causing systems to malfunction,
and exposing private information.

The halachic implications of virus damage offer a fascinating example of how
ancient Talmudic concepts and halachic constructs can and must be applied to
21%-century technology. From the perspective of Halacha, does a person bear
liability for damage caused by a virus he sent his fellow via email? Does it matter
whether the sender was aware that he was sending a virus?

I. Sending a Computer Virus and Lighting a Fire

One of the four basic categories of ppm (torts) outlined by the Gemara is that
of wk — damage caused by a fire that one kindled on his property. The defining
characteristic of wx, as the Gemara (Bava Kama 3b) establishes, is that anx na
11 2myn — literally, “another force is involved.” The Torah imposes liability for
damage caused by fire even though it was lit in one’s own property and then
carried by the wind to a neighboring property. The situation of wx serves as the
model of liability in all cases in which a person’s possession caused damage to
his fellow’s property via a foreseeable force. The classic example discussed by
the Gemara is ywwm 150 nax, when a person left a stone, knife, or package in
a position in which an ordinary wind could blow it and cause damage. If the
object is indeed blown off the roof and causes damage, the owner is liable to pay
compensation, just as one is if his fire is blown onto someone else’s property.

At first glance, a computer virus sent through cyberspace would qualify
as wr. Here, too, one has in his possession a potentially damaging item that is
carried via a ".nx N> — in this case, a cable or wireless network — and causes
damage. Seemingly, then, causing damage by sending a virus should fall under
the category of wx and entail liability, subject to the rules governing wx.

A possible argument to distinguish between wx and a computer virus
emerges from the position of Rashi (Bava Kama 19b) concerning the case of
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m My — damage caused by pebbles kicked in the air by an animal as it walks.
As a rule, when an animal causes damage in this fashion, its owner is liable to
pay only pra>xn (partial compensation). However, according to some Rishonim,!
this applies only if the animal kicked an ownerless object, such as a pebble on
the road. If the animal caused damage by kicking an item belonging to someone,
then the item’s owner bears liability on the grounds of wx, as his possession was
carried by an external force and caused damage. Rashi, however, disagrees and
maintains that such a case does not qualify as wx.

Rav David Tabil of Minsk, in his Nachalas Dovid, explains that in situa-
tions of wx, the external force is needed only to bring the damaging item to the
victim’s property. A fire — and similarly, a heavy rock, package, or sharp knife
situated on a rooftop — causes damage on its own; it requires the wind only
to bring it to the property that it then damages. In the case of mm1¥, however,
a small rock or item is independently incapable of causing damage, and it is
only through the force of being thrown or kicked that it can be destructive. The
Nachalas David thus asserts that according to Rashi, mmx cannot be classified
under wx. This category includes only situations in which the 1nx n3 is required
solely to bring the source of the damage to the victim’s property, but not situa-
tions in which the anx n also participates in causing the damage. If the .nx n>
not only brings the harmful object to the victim’s property, but also participates
in the damage, then the owner of that 1nx n> — such as the owner of the animal
who kicks mmx — bears liability, and the object’s owner is absolved.

This distinction might be applied in the case of a computer virus, as well.
A computer virus cannot cause damage on its own; it requires that a file be
opened on the victim’s computer to activate the malicious program. It might
thus resemble the situation of ma1x in that the virus depends on a nx n> not
only to bring it to the victim’s property, but also to cause the damage.

We might, however, suggest a different explanation of Rashi’s view. Rashi
perhaps agrees that wx liability applies even if the anx n3 is required to cause the
damage. In the case of mm1¥, however, the item that causes the damage is not
inherently a p>m, a potential cause of damage. A small pebble lying innocently
on the ground does not qualify as a potentially dangerous object whose owner
is thus required to exercise caution and ensure it does not cause damage. The
situation of nmx is excluded from the category of wx not because its capacity
to damage depends upon an external force, but rather because it cannot be
regarded as a pm — a potentially dangerous entity, like fire. If so, even Rashi
would apply wx liability to the situation of a computer virus, which is certainly
a pm even before it is sent via email.

1. See Tosfos, Bava Kama 19b, ®9% 0”1, and the Rosh there.
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I1L. v¥n or Mmmn

Once we have concluded that sending a computer virus would likely fall under
the category of wxr, we need to address the question of to which of the two
subgroups of wx it belongs.

The Gemara (Bava Kama 22a) cites the famous debate between Rabbi
Yochanan and Reish Lakish regarding the nature of wx liability. Rabbi Yochanan
contends that vxn mwn 1wr, which means that when a person kindles a fire which
then spreads and causes damage, his situation is legally equivalent to that of
one who shoots an arrow and causes damage. The person is liable for indirectly
causing damage to another person’s property. Reish Lakish, by contrast, claims
that 1mnn mwn ywr — the fire one kindles is considered his property. A person
is liable for damages caused by his fire just as he is liable for damages caused by
his animal. He bears liability not for indirectly causing damage, but rather for
the damage caused directly by his property.

These two perspectives on wx yield several practical ramifications, as dis-
cussed by the Gemara and poskim, and which we will explore below. For now,
we will briefly mention that if one bears liability yxn mwn, then his status is
that of pmn nTx, a person who causes damage to his fellow’s body or prop-
erty. Halacha draws numerous important distinctions between pmn ox and
situations in which one’s possessions cause damage. For example, if one’ fire
causes his neighbor physical harm, then liability »¥n mwn would require him
to pay compensation as though he directly hurt his fellow (o271 nwnn), which
includes compensation for lost income and medical costs. Such obligations are
not incurred when one’s property causes physical harm.

The Gemara notes that Rabbi Yochanan actually acknowledges both forms
of liability — 1mn mwn and ven mwn. In his view, one who kindles a fire is liable
both as an pmn ox and for the damage caused by an entity in his possession.
This is the view accepted as halacha (Shulchan Aruch, C.M. 418:1).

It must be noted that these two liabilities are not mutually dependent. There
are situations in which one is liable only ymnn mwn, as the owner of some-
thing that caused damage, but not as an p>mn o7, in which case his liability is
restricted to the laws governing damages caused by one’s property. Thus, if we
seek to impose liability upon one who sends his friend an infected email that
damages the recipient’s computer, we must determine under which category of
wR the situation falls, as this will affect whether and to what extent the sender
must pay compensation.

The classic example of a case in which one is liable ymnn mwn but not mwn
vxn, as the Gemara (Bava Kama 23a) discusses, is when a fireproof wall stood
in between the two properties at the time the fire was lit, but subsequently fell,



452 HEADLINES: HALACHIC DEBATES OF CURRENT EVENTS

allowing the fire to spread to the neighboring property. (The Gemara refers to
this case with the term vxn 9195 — literally, “his arrows are spent.”) Since the
fire was lit under circumstances that did not allow it to spread to the neighbor-
ing property, the person who kindled the flame cannot be considered an nx
pmn. He did not perform an act that was likely to cause damage under the
circumstances at that time. Thus, although he is liable for damage caused by his
possession, he is not considered to have caused damage himself. As such, he is
liable only 1mnn mwn, because something in his possession caused damage to
his fellow’s property.

In light of this halacha, we might distinguish between one who sends an
infected email at the time when the recipient’s computer is turned on and one
who sends the email when the recipient’s computer is shut. If the computer is
turned off, then the virus was unable to cause damage under the circumstances
at the time it was sent, just as a fire kindled in a walled property is currently
unable to damage the neighboring property. Hence, a virus sent under such
circumstances would result in liability ywnn mwn, but not vxn mwn. If, however,
the recipient’s computer is turned on when the email is sent, then the damage
is caused by the sender’s action, not by his property, and he would bear liability
as an pmn nTx. Since the damage was prone to happen even under the circum-
stances that existed at the time the virus was sent, it is the sender who caused
the damage, not his property.

This might depend, however, on the kind of virus that caused the damage.
If the virus causes damage immediately once the email reaches the recipient’s
computer, then this would, indeed, qualify as vxn mwn 1wx. But if the recipient
needs to perform an action to activate the virus — such as opening an attach-
ment — then this situation would not qualify as vxn, and the sender would be
liable only ynn mwn.

Conversely, one might argue that even if the computer is turned off at the
time the email was sent, the sender bears liability as p>mn . Since it is normal
and expected that people frequently, or at least occasionally, turn on their com-
puters and open emails which they receive, the likelihood of damage exists even
at the time the message was sent. This case should perhaps be compared to the
situation of one who kindles a fire in his property, which is surrounded by a
shaky wall that could easily be toppled by even a routine gust of wind (nxmn
7180 M2 N nerw). In such a case, it stands to reason that the one who lit the
fire bears liability »xn mwn if it spreads to the neighboring property, since the
potential for damage was in place at the time he kindled the flame.?

We may, however, reject this claim by distinguishing between a wall capable

2. See Chazon Ish, Bava Kama 2:2, 773 1991 OR RN 0”7,
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of being toppled by a normal, natural occurrence and the expectation that one
will turn on his computer and open received emails. While both are expected
occurrences, the former happens naturally, whereas the latter depends upon
a human act, such that we might not necessarily be justified in claiming that
the potential for damage existed at the time the email was sent. Since human
intervention is required to facilitate the damage, it cannot be said that the email
was sent with the possibility of damage already in place.

Proof to this distinction may be drawn by the Gemara’s ruling (Bava Kama
26b) concerning one who throws someone’s fragile utensil from a rooftop toward
a cushion on the ground. The Gemara rules that since he threw the object under
conditions that would not result in damage (as he threw it toward the cushion),
he is absolved from liability even if he someone removes the cushion before the
utensil lands and the utensil breaks. Since the circumstances did not lend them-
selves to damage at the time he committed the act, he does not bear liability.
Presumably, this law applies even if he had planned from the outset to remove
the cushion.? This seems to prove that if circumstances do not naturally lend
themselves to damage at the time the act was committed, then the culprit is
absolved even if he anticipates someone changing the circumstances thereafter
to allow the damage to take place.*

By the same token, then, if a person sends an infected email to a recipient
whose computer is currently turned off, we cannot regard the sender as an o
pmn, as the current circumstances do not lend themselves to damage, despite
the reasonable expectation that the recipient will turn on the computer and open
the email. The sender’s liability would thus apply only on the level of ynn mwn.

We should also note the novel theory advanced by the Chazon Ish (2:1)°
that liability v¥n mwn applies only if wind was blowing at the time one kindled

3. Tosfos (Bava Kama 33a, »xym n”7), however, claims that the culprit is absolved from
liability only because he could not have anticipated someone removing the cushion —
clearly indicating that if he planned from the outset to remove the cushion, he indeed
bears liability. This view is very difficult to sustain, however, as it assumes that when the
Gemara speaks of a case in which the culprit himself removed the cushion, it refers only
to a situation in which he had not originally planned to remove it, which is obviously
very hard to imagine. See Chazon Ish, Bava Kama (2:11), and Minchas Shlomo, Shiurim
(20), where this issue is discussed at length.

4. Similarly, Tosfos (Sanhedrin 77a, mw n”7) rules that if a person chains his fellow in front
of a dam and then removes the dam to allow the river to kill his victim, he is not liable for
murder, since the circumstances at the time he bound his fellow did not lend themselves
to causing death, even though he obviously anticipated changing the circumstances so
that the victim would drown.

5. The Chazon Ish makes this point in explaining Tosfos’ comments on Sanhedrin 77a
(ppria n”7). The Maharsha there explains Tosfos’ comments differently.



454 HEADLINES: HALACHIC DEBATES OF CURRENT EVENTS

the fire. If a person lit a fire when no wind blew, then he cannot be said to have
caused damage himself, since the circumstances at the time he committed the
act did not allow for the damage to occur. Thus, if wind begins to blow thereafter
and spreads the fire to the neighboring property, the person bears liability mwn
1mnn, but not ven mwn. The Chazon Ish applies this ruling to the aforementioned
situation of Wwwm 1oV MK, as well. If a person placed his package on a rooftop
when no wind was blowing, and the wind later blows it off the roof and it causes
damage, he bears liability only ymn mwn.® This ruling would also lead us to the
conclusion that one who sends a virus when the recipient’s computer was shut
bears liability only 11mn mwn, as the circumstances at the time of his act did not
lend themselves to damage.

In truth, however, the Chazon Ish’s theory is very difficult to accept. If a
person whose fire causes damage bears liability only when a wind was blowing
at the time he kindled it, he could always demand that the plaintiff prove that
wind was blowing at the time. The principle of &30 vy v7ann »¥nn establishes
that the burden of proof always lies with the plaintiff, and thus no one could ever
be compelled to pay compensation for fire damage, as it is nearly impossible to
prove that wind was blowing at the moment the fire was kindled.”

II1. Practical Differences Between yvx and 1mn

Let us now turn our attention to the practical implications of the question of
whether sending a computer virus incurs liability yox mwn or ymnn mwn.

1) Lost Income: One possible difference relates to the question of whether
the sender must compensate the recipient for income he lost during the period
when his computer was being serviced or due to the time needed to recover or
replace lost files, data, and programs. As mentioned above, if a person’s property
caused damage to another person’s property, he is required to compensate only
for the actual damage, not for indirect losses such as missed work. Thus, if we
classify a virus under the category of ymnn mwn ywx, the sender is required to pay
for the repair of the computer and replacement of lost programs, but he does
not have to pay for the loss of income resulting from the damage. By contrast, if
we view the sender as having directly caused the damage, he must compensate
even for lost revenue.

This distinction works off the assumption that an pmn o is indeed liable

6. A somewhat similar distinction appears in Chiddushei Rabbenu Chayim Ha-Levi
to Hilchos Shecheinim (11:1).

7. The Chazon Ish’s contention is also difficult in light of Tosfos’ comments in Bava
Kama (56a, xwor n"1) and Sanhedrin (77a, 910 1"7).
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for not only the damage caused, but also for the victim’s consequent loss of
income. The Ketzos Ha-Choshen (363:3), however, writes that the liability of
naw (payment for lost income) applies only in situations of bodily harm (Y2
1an1), and not in cases of property damage. In his view, then, even if we classify
a computer virus as mnn, no liability would be incurred for lost income.

2) pnv: In truth, one might argue that the entire question of the sender’s
liability revolves around the issue of whether this constitutes yox or mnn. When
a person bears liability for fire damage as ymn, he is granted an exemption
for ymo — “concealed” property that was damaged. The classic example of this
provision (as mentioned by the Mishna, Bava Kama 61b) is where fire consumed
a pile of grain in which one had hidden utensils. Since the utensils were hidden
at the time they were damaged, the culprit is absolved of liability for the damage
they sustained (although he is certainly liable to compensate for the ruined
grain). This exemption applies only in situations of liability ynn mwn; when one
bears liability as an pmn o1, he is responsible even for the damage caused by
the fire to such items. (See Bava Kama 23a; Shulchan Aruch C.M. 418:13.)

Seemingly, the destruction or corruption of files and programs on a comput-
er’s hard drive qualifies as yv, as the damage is “concealed” inside the computer.
We might therefore conclude that if sending a virus falls under the category
of /mnn mwn wr — which, as discussed, may very well be the case when the
recipient’s computer was turned off when the infected email was sent — then
the sender bears no liability at all for the damage, which is “concealed” inside
the machine.

On the other hand, one might argue that the y7v exemption does not apply
to damage caused by a computer virus. The Chazon Ish (Bava Kama 2:5) writes
that an object which is ympna n% — “exposed in its location” — does not fall
under the ymv exemption. Thus, for example, he rules that if a person lights
a fire and it consumes his neighbor’s home, he would bear liability even for
the contents of the neighbor’s home. Even though the contents were “hidden”
within the home, they are nevertheless included in the liability because they
are exposed inside the house, and thus cannot be considered “concealed.” If so,
virus damage such as deleted files and system malfunction might not constitute
v, as the damage can be seen by clicking the mouse or pressing buttons on
the keyboard in an attempt to operate the computer.®

8. The Mishna and Gemara (Bava Kama 61b) establish that the exemption of pnv does
not apply if one kindles a fire on his fellow’s property and it causes damage to his belong-
ings; in such a case, the one who lit the fire bears liability even for concealed objects.
Rav Shlomo Dichovsky (Techumin, vol. 22 [5762], pp. 325-333) argues that sending a
computer virus constitutes 17an Yv ina pym — lighting a fire in his fellow’s property.
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3) A Virus Sent Unintentionally: The question of ymnn or »¥n becomes
vitally important when we consider the fact that viruses are in most cases sent
unintentionally and the sender is not even aware that he sent a harmful email.
If a computer virus falls under the category of vxn and the sender is thus treated
as an pmn 07x, then his intent is immaterial. A person is liable for damage he
causes regardless of whether he did so with harmful intent and even if he caused
the damage due to circumstances beyond his control (see Shulchan Aruch, C.M.
421:2). If, however, liability for virus damage is incurred only »mnn mwn, one
would not bear liability for damage for which he cannot be blamed. Just as one
who lights a fire bears no liability for damage it causes as a result of an unusu-
ally strong wind, one who sends a virus unwittingly would similarly not bear
liability, as he cannot be blamed for the virus that he never knew existed on his
computer.

4) “Owning” the Virus: This question might also prove critical according to
the view of Rashi (Bava Kama 22a, 1mnn mwn n”7) that liability 1smn owwn requires
the culprit's ownership over the coal with which he ignited the fire.? (In situa-
tions in which one is liable vxn mwn, it makes no difference whether he owned
the coal, as he is liable for directly causing damage, not for the damage caused
by his property.) According to Rashi, it would seem that if liability for virus
damage falls under the category of mnn mwn, the sender would not be liable
unless he technically owns the virus. While intuitively we might assume that a
person owns all the content on his computer, in truth, since one cannot acquire
ownership over something against his will and people certainly do not want a
virus in their computer, it stands to reason that one cannot be said to legally own
harmful files and programs. If so, then according to Rashi, the sender would be
entirely absolved of liability for damage caused by the virus, unless we classify
computer viruses as vxn.

Interim Summary

We have thus seen that causing damage by sending a computer virus falls under
the category of wx, and if the recipient’s computer is turned on, then the sender
is liable vxn mwn. As such, he bears liability for damage regardless of whether
he sent the virus intentionally, and, according to some authorities, he would be
required to compensate the recipient even for the loss of income resulting from

This contention, however, is very difficult to accept, as the sender performs his act in
his own property and the virus is carried across a network to the victim’s computer.

9. Tosfos there (1mnn mwn 1wr n”7) disagrees, and maintains that mnn mwn 1wx does not
depend upon the culprit’s ownership over the coals.
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the damage. If the computer was turned off at the time the virus was sent, the
situation might fall under the category of ynn mwn, such that the sender would
be liable at most for the actual damage caused, and not for any resultant loss of
income, and only if he sent the virus intentionally. Furthermore, he might be
absolved altogether if we consider the damage “concealed,” and in light of the
fact that he cannot be said to legally “own” the virus that was sent.

I'V. The Victim’s Participation

The sender’s liability might also hinge on a different question: is one liable for
property damage he caused if the damage required the victim’s participation?

In classic cases of halachic ppr, the victim is passive and uninvolved as his
property is damaged by his fellow’s possession, such as by his animal or fire. In
the case under discussion, however, the damage could not have occurred with-
out the victim’s participation in the form of opening the email or attachment.
Does the victim’s involvement absolve the sender of liability, or is the sender
nevertheless liable because he did, after all, cause the damage to the recipient’s
computer?

This question likely hinges on a debate among the Rishonim concerning
the case of one who puts poisonous food in front of an animal. The Gemara
(Bava Kama 47b) cites a beraysa absolving one from liability in such a case if
the animal dies,!® just as one who places edible food in front of an animal is
not responsible for damage caused by the animal’s consumption of the food.
The reason, the Gemara explains, is oxrn 85w 0% mn — “It should not have eaten
it” According to most Rishonim, this means that since the animal brought the
damage onto itself by eating the harmful food, the culprit is not liable. In the
words of the Tosfos Rid: X113 X% nwy ®Y 1199 MPAN VY AN DA NNXY NPT RN
xnoya — “It actively damaged itself, and the one who placed the fruit committed
only an indirect act [of damage].” In other words, it was the animal that caused
itself harm; the person, although he acted improperly, merely put the animal in
a position in which it could hurt itself. This therefore falls under the category
of xn3 — damage caused indirectly — which does not incur liability. Similar
(although not identical) formulations are given by Tosfos (n? mn n”mo) and the
Meiri."!

10. The beraysa notes, however, that the one who placed the poison is n»nw »»Tn 17N
— he is subject to divine punishment for his improper conduct, even though the courts
cannot require him to pay compensation.

11. This rationale brings to mind the halachic principle of na nrwi anx x1 Mmwnn 9>
1109, which absolves one of liability for damage caused by his animal’s unusual conduct
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The Rosh (Bava Kama 6:3), however, understands this provision differently.
Addressing the situation of one who places a large quantity of food in front of
an animal, which then overeats and takes ill, the Rosh writes that the person
is not liable because the animal’s owner bears the responsibility to ensure that
its animal does not cause itself harm. According to the Rosh, the exemption of
o8N ®YW 0% mn is based not on the indirect nature of the damage, but rather on
the reasonable expectation that the owner would protect its animal. He writes,
“This protection is the responsibility of the owner of the yard because he is
there in the yard, and if he sees his animal overeating, he should stop it” The
implication is that in situations in which the animal’s owner is not present and
cannot be expected to watch his animal, one who provides it with excessive or
harmful food would indeed bear liability for the damage.’> According to the
aforementioned Rishonim, however, the exemption of Yaxn xYw n% mn is based
upon the involvement of the victim’s animal, and it would thus make no dif-
ference whether the owner could have been expected to stop the animal from
causing itself harm."

This issue may, at first glance, underlie a dispute between the Rambam and
the Raavad concerning liability for wasted expenses in the case of a broken

if it resulted also from the victim’s unusual conduct (Bava Kama 20a). The case under
discussion is one in which someone left his garment in a public domain and another
person’s animal ate it. The animal’s owner is absolved of liability because the incident
began with the unusual behavior of the victim, who left his garment out in public. The
Chazon Ish explains that Halacha does not impose liability for damages in cases in which
the victim brought the damage upon himself. (See also Birkas Shmuel 16:1.) It should be
noted, however, that these two provisions — %3xrn 85w 1% mn and nPWY INR 8 MWD 9
na1 — are not identical. Tosfos (Bava Kama 27b) claims that the rule of niwnn Y3 applies
only to damage caused by property, but not in cases of a person who himself causes
damage, whereas the law of oxn X5w n% min refers to the situation of a person who places
food in front of an animal. A full analysis of the relationship between the two laws lies
beyond the scope of our discussion.

12. See Pilpula Charifta, 9o. See also the Ritva, Bava Basra 18b, who seems to adopt
the Rosh’s rationale.

13. Another possible application of this concept is the question of whether a patient
with an infectious illness would be liable for transmitting the illness to another person.
The Chashukei Chemed (Bava Kama 56b) writes that such a person would indeed
be considered an pmn nTxr and be liable to pay for all damages caused by the illness,
including medical costs and lost income. This ruling, however, might depend on the
circumstances. If the ill patient directly infects another person, such as by sneezing on
him or touching him, then we might indeed consider him liable for damage. But if the
other person participated in the process, such as by bringing the patient’s hand onto
himself, then, at least according to the majority view discussed here, no liability would
be incurred.
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engagement. The Rambam (Hilchos Zechiya U-Matana 6:24), citing his teachers
("..oma1y10”), rules that where it is customary for grooms to host a celebration
after their engagement, a bride who breaks an engagement must compensate the
groom for the money wasted on the celebration. The Raavad, however, disagrees,
noting that since the groom caused himself the loss by spending the money, the
bride bears no liability. She did not cause the loss, but rather created a situation
whereby the groom squandered his money, and no liability is incurred for this
kind of indirect damage. In the Raavad’s words, qx 1mx nwiy pnnn Hyaw pnn max
709,011 oW 29 Yy — if a person squanders his money, even if this was caused
by the actions of another person, that other person does not bear liability.

Seemingly, this debate between the Rambam and the Raavad corresponds
to the aforementioned debate concerning the case of poison placed in front of
an animal. The Ra’avad, following the majority view cited above, maintains that
one is not liable for creating a situation whereby the victim harms himself. The
Rambam, however, rules that one would be liable in such a case, and he would
thus presumably follow the Rosh’s view that one who places poison in front of
an animal is absolved from liability only when he could reasonably expect the
owner to care for the animal.

In truth, however, it is likely that even the Rambam accepts the majority
view that indirect damage of this type does not incur liability. The Raavad drew
proof to his view from the case of one who sells seeds that failed to grow and is
not required to compensate the buyer for the expenses he incurred to plant the
seeds (such as farming equipment and the like). The Rambam himself codifies
this halacha in Hilchos Mechira (16:1), and the question arises as to why the
buyer does not bear liability for the indirect loss he caused, just as the woman
who breaks her engagement must compensate her groom for his expenses.
Apparently, the Rambam accepts the premise that one is absolved of liability
for damage that he caused his fellow to bring upon himself, as in the case of
the seeds that failed to grow. However, in the case of the bride and groom, the
bride’s role in the loss is more direct, as the groom paid the engagement expenses
solely because of her commitment to marry him, which she subsequently broke.™*
Thus, even the Rambam would agree that one who places harmful food in front
of an animal does not have to pay compensation for the damage even if the
owner was not available to watch over the animal, as the damage was caused
indirectly.

This question was debated by the Acharonim, as well. The Sema (393:2:4) rules
that one who places a large quantity of food in front of an animal is absolved

14. This appears to be the intent of the Maggid Mishneh in his defense of the Rambam’s
ruling.
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from liability for the resultant damage to the animal only if the animal’s owner is
present to watch the animal, in accordance with the Rosh’s position. By contrast,
the Shach (386:23) writes that even one who added poison to edible fodder, such
that the owner could not possibly be expected to stop his animal from eating
the food, no liability is incurred. The Shach clearly followed the majority view
among the Rishonim that the exemption stems from the indirect nature of the
damage caused, and not from the expectation that the owner would watch the
animal.

This issue may very likely affect the situation of one whose computer is
damaged when he opens an email. According to the majority view among the
Rishonim, which is accepted by the Shach, the recipient’s involvement in the
damage renders this case a situation of xn1 — indirect damage — such that the
sender should be entirely absolved. Since the recipient brought the damage upon
himself by opening the infected message, the sender does not bear liability.">
If, however, we accept the position of the Rosh and Sema, the sender would be
liable, since the recipient could not have been expected to avoid opening the
outwardly innocuous email.

In truth, however, it seems likely that even the Shach would hold the sender
responsible for the damage, despite the recipient’s involvement. Earlier (386:1),
the Shach himself rules in accordance with Tosfos that the Gemara absolves one
from liability in the case of the poison only because this is not a common occur-
rence. According to Tosfos, placing poison in front of an animal falls under the
special category of indirect damage called :n7,'¢ for which one incurs liability,
but only in common situations of property damage. It is only because people
do not commonly feed animals poison that Chazal excluded this case from the
standard provision of 7 liability. If so, then we cannot apply the exemption
in the case of the poison to the situation of a computer virus, which, to put

15. It goes without saying that if one sends a virus intentionally, he has committed a
religious offense and, as mentioned above (n. 10), is punishable onw »1a. We should
also note that the sender’s liability according to this view would likely depend upon the
nature of the virus. If the virus is activated only when the recipient opens the infected
email or attachment file, then he has indeed brought the damage upon himself. But if
the virus infects the computer immediately when it is turned on, then this might not
qualify as participation on the victim’s part. This case would be more comparable to
the case of one who throws poison toward the animal’s closed mouth, and the animal
then happens to open its mouth, allowing the poison to enter. It stands to reason that
according to all views, the one who threw the poison would be liable for the damage
(see Mishpetei Ha-Torah, Bava Kama, 67). The same would presumably be true of a virus
which is activated the moment one opens his computer.

16. The precise difference between xnx and 'n is subject to considerable discussion
and debate, and lies beyond the scope of this essay.
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it mildly, is not an uncommon form of damage. Since damage of this sort is
widespread and falls under the rubric of 'n7, one would incur liability even
according to the Shach.

V. 191 198W prn — Invisible Damage

A final issue to consider is whether we might perhaps absolve the sender from
liability based on the rule of 721 xw prn, which absolves one from liability for
damage which is not visible. The classic example of 1271 2wxw prn is when one
makes his fellow’s possession halachically forbidden for use, such as by adding
some forbidden wine to a person’s cup of permissible wine or by touching a
Kohen’s teruma in a state of nxmv, thus rendering it forbidden for consump-
tion. Depending on the nature of the virus, the damage caused to the victim’s
computer might fall under this category. If files or data are deleted, this effect
is clearly visible and would not qualify as 921 wx. If, however, the virus causes
the computer to malfunction, then such damage might indeed be regarded as
“invisible”

This question likely depends on the debate among the Rishonim as to the
precise definition of 133 wxrw prn. As Rav Elchanan Wasserman discusses in
Kovetz Shiurim (Bava Kama 97a, 128),"7 this term can be defined in two ways
— as referring either to the visibility of the damage or to the fundamental nature
of the damage caused. According to the first definition, the law of wwxw prn
197 applies to any situation of damage that is not readily visible, and it might
therefore be applicable to damage caused by a computer virus. According to the
second definition, however, this provision applies only when the damage does
not relate at all to the item’s physical properties, as it affects only its halachic/
legal status. If so, then damage caused by a virus would be treated as ordinary
damage and would not fall under the category of 731 wxw pran.

As a practical matter, this question is relevant only if one sent the virus
unwittingly. The Shulchan Aruch (C.M. 385:1) rules that if one intentionally
causes 19 1RW prn, he is liable to pay by force of rabbinic enactment. Thus,
if one intentionally sent his fellow a computer virus, he would certainly bear
liability.

VI. Conclusion

If a person sent a virus intentionally:

17. See also his comments in Bava Basra 2b, 10.
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o Ifthe recipient’s computer was turned on at the time the message was sent,
he is liable to pay for the damage caused to the computer, and he might
also be liable to pay for the lost income resulting from the damage.

o If the recipient’s computer was turned off at the time the message was
sent, he is liable for the damage caused, but it is questionable whether he
is liable also for loss of income.

If a person sent a virus unwittingly:

« He is liable if the recipient’s computer was turned on at the time the
infected message was sent; if the computer was turned off at that time, it
is questionable whether he bears liability.

« When he bears liability, he might be liable to pay both the damage and
also for the loss income resulting from the damage.

» According to some halachic authorities, he bears liability only for visible
damage, such as deleted files, but not for damage that cannot be seen.
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Judge Forces Apple to Help Unlock San
Bernardino Shooter iPhone

February 16, 2016
by Andrew Blankfein

A federal judge on Tuesday ordered Apple to give investigators access to encrypted
data on the iPhone used by one of the San Bernardino shooters, assistance the
computer giant “declined to provide voluntarily,” according to court papers.

In a 40-page filing, the U.S. Attorney’s Office in Los Angeles argued that it needed
Apple to help it find the password and access “relevant, critical...data” on the locked
cellphone of Syed Farook, who with his wife Tashfeen Malik murdered 14 people in
San Bernardino, California on December 2.

“Despite...a warrant authorizing the search,” said prosecutors, “the government
has been unable to complete the search because it cannot access the iPhone’s
encrypted content. Apple has the exclusive technical means which would assist the
government in completing its search, but has ,
declined to provide that assistance voluntarily.” 7T575/4m! 201
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Prosecutors said they needed Apple’s help \\\\\\\ \|'
accessing the phone’s data to find out who the ¢
shooters were communicating with and who may
have helped plan and carry out the massacre, as
well as where they traveled prior to the incident.

The judge ruled Tuesday that the Cupertino-
based company had to provide “reasonable tech-
nical assista n<.>e” to the government in recovering isnyeghﬁi;‘:g%k ingTSE/hf;?? Z"g;:arlj'_"se_
data from the iPhone 5c, including bypassing the  government
auto-erase function and allowing investigators to
submit an unlimited number of passwords in their attempts to unlock the phone.
Apple has five days to respond to the court if it believes that compliance would be
“unreasonably burdensome.”

In a statement, United States Attorney Eileen M. Decker called the move an
“important step.”
“Since the terrorist attack in San Bernardino on December 2, 2015, that took

the lives of 14 innocent Americans and shattered the lives of numerous families,
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my office and our law enforcement partners have worked tirelessly to exhaust every
investigative lead in the case,” said Decker. “We have made a solemn commitment
to the victims and their families that we will leave no stone unturned as we gather
as much information and evidence as possible. These victims and families deserve
nothing less. The application filed today in federal court is another step — a potentially
important step — in the process of learning everything we possibly can about the
attack in San Bernardino.”

After the shooting at the Inland Regional Center in San Bernardino, authorities
said they recovered several cell phones Farook and Malik had tried to destroy and
had dropped in a waste bin. The iPhone referenced in the judge’s ruling was found
in a black Lexus belonging to Farook’s family.

The iPhone is owned by Farook’s employer,
the San Bernardino County Department of Public
Health, which assigned it to him. The county
consented to investigators’ requests to search
its contents.

Prosecutors argued evidence in Farook’s
iCloud account indicates that he was in commu-
nication with victims whom he and his wife later
An iPhone 5C is displayed during an  shot, and phone records show Farook communi-
ﬁ\‘ggl'g C‘;ﬁ‘;ﬂ?;”g‘;&gﬁfgf%35323 cated with Malik using his iPhone.
in Cupertino, California. Justin Sullivan Prosecutors alleged in their filing that Farook
/ Getty Images file may have disabled the iCloud data feature to hide

evidence. Although investigators have been able
to obtain several backup versions of Farook’s iCloud data, the most recent version
they’'ve been able to access dates from about a month and a half before the shoot-
ing. They said this showed Farook “may have disabled the feature to hide evidence.”

Last week FBI Director James Comey referenced the San Bernardino shootings
when testifying before Congress about the challenges posed by technology that allows
cell phones to lock with no apparent means of override. The new court documents
give some details about those hurdles and the ongoing investigation.

Apple did not immediately respond to a request for comment.

Copyright © nbcnews.com
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Apple vs. the FBI
Accessing and Disclosing Private
Information

On December 2, 2015, the United States — and the world — was shaken by
a devastating, deadly terror attack perpetrated by a married couple who
killed fourteen people and seriously injured twenty-two others at the Inland
Regional Center in San Bernardino, California. The perpetrators — Syed Farook
and Tashfeen Malik — were found and killed by police in a shootout that same
day.

Two months later, on February o', the FBI, which had taken over the inves-
tigation of the attack, announced that it had recovered Syed Farook’s iPhone, but
was unable to unlock the device in order to find clues of the shooter’s possible
accomplices and other important contacts. This information, the FBI claimed,
was vital to the Bureau’s ongoing investigation into the terrorists’ motives and
modes of operation. The FBI asked that Apple disable the phone’s security system
to enable them to access Mr. FarooK’s information, but the company refused,
arguing that it needed to strictly uphold its commitments not to compromise
its customers’ security. The FBI then appealed to a federal judge, and a court
order was issued ordering Apple to comply with the FBI's demands by February
26'. The brief legal battle came to an anticlimactic end on March 28", when the
Department of Justice announced that it had succeeded in unlocking the device.

This unfortunate incident brings to the fore the broader question as to the
limits of a person’s right to have personal information kept private, a question
that has implications for even more common situations than terrorism. For
example, if a person wishes to find out about a prospective business partner
or spouse, and he is able to “hack” that individual’s email account or other
sources of personal information, would Halacha sanction such prying? For that
matter, may a hacker access confidential information purely out of curiosity or
for amusement, without sharing that information with anyone else?

This question also arises with regard to wiretapping. May one place a
hidden recorder near a yeshiva student’s seat in the beis midrash, for example,
to determine his level of seriousness when considering him as a shidduch?
Similarly, would it be permissible to secretly check his computer’s internet
browsing history to see if he accesses inappropriate material? Another example

23
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would be obtaining medical information to learn of a prospective shidduch’s
family history. If a person somehow has the ability to access someone’s confi-
dential medical records, are there any circumstances in which this would be
allowed?

These questions force us to explore the origins of the halachic prohibition
against invading a person’s privacy, and then to determine the limits to this
prohibition and the exceptions that might apply under certain circumstances.
In this essay, we will examine: 1) the prohibition against sharing with others
someone’s personal information of which we have knowledge; 2) the prohibition
against accessing someone’s personal information without sharing it; and 3)
situations in which breaches of privacy are permissible.

I. Sharing Someone’s Personal Information

1R Haa NI N

The Gemara in Maseches Yoma (4b) explicitly establishes that one may not
share a conversation he had with someone without that person’s consent. In the
Gemara’s words, 1y Y21 ®n »n — the contents of the conversation may not be
shared until permission is granted. The Gemara infers this concept from the
fact that God related His commands to Moshe x> — to then be told to Bnei
Yisrael. God expressly instructed Moshe to relay His commands to Bnei Yisrael
because otherwise he would have had to keep this information to himself. This
demonstrates that when someone is told something by his fellow, he may not
pass it on to others without that person’s express permission.!

The Chafetz Chayim (Hilchos Lashon Ha-Ra 2:13; Beer Mayim Chayim 27)
notes that since this law is inferred from Moshe’s prophecies, it must apply even
when the disclosed information will not cause any harm to the individual. After
all, God cannot be “harmed” in any way, but it nevertheless would have been
forbidden for Moshe to relay the information given to him to by God if God
had not explicitly authorized him to do so. Necessarily, then, the law of xwn »in
I Y11 applies to everything told to a person, even if sharing it would not cause
any harm to the speaker.

The question arises as to the relationship between this prohibition and the
more famous prohibition of yan nwY. The Rambam (Hilchos Deios 7:5) defines

1. There is some discussion among the Acharonim as to whether this inference is made
from the oft-repeated Biblical verse, x> nwn Y& 'n 121, or, as indicated by the version
found in common editions of the Talmud, from the opening verse of Sefer Vayikra: 721
INRY TN KRN NN HR M.
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yn Y as spreading information about someone that could cause him harm
or distress:

RN 179K 1MNN IR 19131 1VIN PTRY WIR 29N WR IPNVI DR NIV D727 190107
20 WY AN TNONY IR Y

One who relates matters that cause, if heard by word of mouth, physical
or monetary damage to his fellow, or even cause him distress or to be
frightened — this constitutes y1n ob.

Why did the Torah introduce a separate prohibition of yan nwb if sharing private
information of any kind is already forbidden by force of the law of Y11 xn »in
r? Once telling any personal information about someone is forbidden, what
is added by the special prohibition against spreading negative information?

The Chafetz Chayim suggests that the rule of W1 Y21 x>0 was not stated
as an outright prohibition, but rather as a guideline of etiquette and propriety
(xn9ya n2w nn). The Torah prohibition of yan oY applies only to information
that could cause a person harm or distress, but basic courtesy dictates that even
other personal information should not be shared. The Chafetz Chayim observes
that the Rambam makes no mention of x> Y11 x>0 in his code of law, likely
because he did not regard this rule as a bona fide halachic prohibition.?

The Chafetz Chayim also suggests a second approach, proposing that even
if the law of "mx> Y21 &0 "0 constitutes an outright halachic prohibition, it per-
haps applies only when the information was shared in private, indicating the
speaker’s desire for confidentiality. God conveyed His laws to Moshe inside the
Mishkan and ensured that His voice would not be heard outside.> Under such
circumstances, when a person made a point of speaking to his fellow in private,
expressing his desire for secrecy, his fellow may not share the information with
others, even if the information would not pose any risk of harm or distress.
The prohibition of yan 1wY, by contrast, applies even when the information was
not conveyed secretly; according to the rules of y7n w5 it is forbidden to share
anything that would cause the speaker any sort of damage or angst.

It thus emerges that sharing the content of personal correspondence may
be halachically forbidden if there is reason to assume that the individual wants
the content to remain private, and it might be deemed inappropriate (albeit not
halachically forbidden) even if there is no reason to make such an assumption.

2. Indeed, the Meiri, who generally adheres to the Rambam’s rulings, writes explicitly in
his commentary to Maseches Yoma that this rule was intended as a guideline for refined
conduct, and not as an actual halachic prohibition.

3. Rashi, Vayikra 1:1.
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nYa 9159 75N RS

Revealing private information may also likely fall under the halachic prohibition
of ya %57 7on &% (“You shall not go about gossiping among your people” —
Vayikra 19:16), which the Semag (lo saaseh 9) defines as, 7279 0127 1aN% N%INN
Inoa Nk 078 AN — revealing information spoken to a person in private. It
stands to reason that according to the Semayg, this would apply not only to infor-
mation that was told to someone, but also to information that one discovered
through other means, such as by searching through his computer or overhearing
his private conversations.

This also appears to be the view of the Rambam in Hilchos Deios (7:2), where
he defines the term %>~:

RINW 97PR 199 HY MPNY 791 79,2199 IR T2 IR ATY NN 79N D727 IPIVW T
DR

This refers to one who carries information and goes from one person to
another saying, ‘So-and-so said such-and-such’; Theard such-and-such
about so-and-so’ — even though it is true.

According to the Rambam, spreading private information about people trans-
gresses the Torah prohibition of aya %57 7on &5.4
Similarly, the Meiri (Sanhedrin 31a) writes:

0% YP1,01H NN 12T R220Y ROWI IMYIY RHYW DTR 27N 1IN 112NNY 127 Y1 R
029797 95N RY IR

Also in every matter from one person to his fellow, a person is obligated
not to reveal it and not to bring information from one person to another.
Regarding all of these it is said, Tnya %57 790 &Y.

Rashi likewise seems to adopt this understanding of the prohibition %57 790 &Y
Tnya. Commenting on the term >xmYn xw’% with which the Gemara in Maseches
Arachin (15b) refers to gossip, Rashi writes: vanb ox pa nwbhw xnw 370 wh
71019 M2 — “The tongue of the gossiper, who is the third party, coming in
between a person and his fellow to reveal secrets to him.” The term %53, accord-
ing to Rashi, refers to a person who reveals other people’s secrets, and thus
revealing private information would seemingly violate the prohibition of 790 &%
TYa .

4. Surprisingly, the Chafetz Chayim (Hilchos Lashon Ha-Ra 1:1, Beer Mayim Chayim 4)
understands the Rambam as referring specifically to someone who tells people what
others have said about them, as opposed to general personal information. This does
not, however, appear to be the implication of the Rambam’s remarks.
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However, a different conclusion appears to emerge from Rashi’s Torah com-
mentary (Vayikra 19:16), where he interprets %31 as referring to nn’y7>n21 a9
PV 7909 Y1 IWNY N IR Y1 IRY 7 39 — “those who go to their friends” homes to
check what negative information they can see or hear to tell in the marketplace.”
Here, Rashi appears to limit m%57 to negative personal information, such that
disclosing neutral personal information would not fall under the prohibition
of 957 75N 8.

In any event, according to the aforementioned Rishonim, disclosing a per-
son’s private information would violate the Torah prohibition of nya 931750 &Y.
Support for this view may;, at first glance, be drawn from the Mishna’s ruling in
Maseches Sanhedrin (29a) that after a Beis Din issues its decision, a judge should
not publicize the fact that he felt the defendant was innocent while the majority
determined that he was guilty. Although this announcement does not entail
negative information about his colleagues, a judge should not publicize this fact,
as his colleagues likely prefer keeping their decisions private. The Gemara (31a)
cites as the source of this prohibition the verse nya %7790 &89, clearly indicating
that this verse forbids disclosing other people’s personal information that they
prefer keeping secret.

We may, however, refute this proof, and distinguish between the case of a
judge revealing his colleagues’ decisions and other cases of m*>7. Publicizing
a judge’s opinion could evoke the ire of the defendant or losing party, thereby
potentially endangering the judge. Hence, the application of qnya %51 19N &Y
in such a case does not necessarily dictate that it applies to information that
poses no harm to the individual. Second, the Rambam, in his commentary to
the Mishna (Sanhedrin ad loc.), explains this halacha as intended to ensure
that people look upon judges fondly and admiringly. As such, no conclusions
can be reached on the basis of this halacha with respect to general situations of
disclosure of private information.

Regardless, at least according to several Rishonim, one who discloses

5. The Mishna and Gemara also cite a second source for this prohibition, namely, the verse
in Mishlei (11:13), 10 n%n 997 790 (“One who goes around gossiping reveals secrets”).
The citation of two Scriptural sources challenges us to identify the precise relationship
between them. One possibility emerges from the Vilna Gaon’s interpretation of %»1 7710
70 n%n in his commentary to Mishlei: mw nm» ;2371 7% nmT X0 Mo nvann — “One
who reveals secrets resembles one who goes around gossiping, and their iniquity is
equal” This might mean that the verse in Mishlei introduces a new prohibition against
disclosing private information, which is likened in severity to the prohibition of m21.
Accordingly, we might explain that the Gemara cites both verses because the actual
prohibition that one violates is T0 n%n %31 7910, but it is considered as grievous an
infraction as a violation of qnya %57 75n &Y.
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someone’s personal information that he presumably wishes to be kept private
transgresses the Torah prohibition of Jnya %31 750 85.6

Revealing Secrets as an Ethical Breach

Beyond the strict halachic prohibitions entailed, numerous sources indicate
that disclosing private information constitutes a severe breach of Torah ethics.
Rabbeinu Yona writes in Shaarei Teshuva (3:228):

PIY RINN MY PRY 7AYR IND TIT 1IN POR 1YY TWR TION PNONY DIR 27M
RYY IR TI0N 193N 72 NMIWM...INAVNN 997 120 1YY PTI TION 19132 W ) MY
TI00 9P NYT HY 1aYn RN NI MYIRD 17N RY

A person is obligated to conceal a secret revealed to him by his fellow in
a secretive manner, even if revealing it would not involve m%», because
revealing the secret causes damage to the owner and results in the foiling
of his plan... and, second, one who reveals a secret deviates from the
path of modesty and violates the wish of the secret’s owner.

Rabbeinu Yona writes explicitly that irrespective of any practical harm caused
by disclosing private information, it constitutes a breach of trust and violates
appropriate standards of my»x (“modesty” or discretion).

Another relevant source is a responsum of Rav Menachem Mi-Rizbork
(Nimukei Rav Menachem Mi-Rizbork, Dinei Boshes, printed in the responsa
of Mahari Weil) addressing the case of a person who revealed to a number of
people disparaging information about his wife, and then strictly ordered them
not to disclose the information. Mahari Weil ruled that those who heard the
report were required to come testify before beis din to testify against the husband
for slandering his wife, because Pymw 727 PnYNn 121 270 7727 — their obliga-
tions to the Almighty supersede their pledge to the husband. The underlying
assumption, of course, is that their pledge of secrecy was binding, but it was
overridden by the halachic requirement to give testimony. Clearly, then, disclos-
ing information about a person that he wants kept secret is forbidden, either as
a strict halachic prohibition or on the level of general ethical conduct.

Perhaps the most striking expression of Chazal's condemnation of spreading
private information appears in a Midrashic passage (Bamidbar Rabba, Masei 23)
discussing the disturbing story of King David and Uriya, a soldier in his army. As

6. The Midrash Gadol U-Gedula (published by Aharon Jellinek, Beis Ha-Midrash, vol. 3, pp.
126-127) likewise comments, “Concealing a secret is of great importance, for whoever
reveals his fellow’s secret is considered as though he shed blood, as it says, 37 7on &%
Jnya’”
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we read in Sefer Shemuel II (11), King David ordered his general, Yoav, to assign
Uriya to the front lines during a fierce war against Amon, so that Uriya would be
killed. After Uriya’s death, the midrash relates, the military officers were incensed
at Yoav for causing Uriya’s death, and they threatened to kill him. Yoav defended
himself by showing them the note he had received from David, ordering him to
place Uriya on the front lines. The Midrash comments that Yoav deserved to be
punished for publicizing a personal letter from the king. Although this was done
in self-defense, the Midrash nevertheless censures Yoav for disclosing personal
information. This underscores the severity with which Chazal viewed violating
one’s fellow’s trust by sharing personal information with others.”

II. Uncovering One’s Personal Information Without Sharing
It

Let us now turn our attention to the issue of uncovering another person’s private
information for his own knowledge, without making it public or sharing it with
anyone. Intuitively, we understand that it is inappropriate to pry into another
persons private affairs, such as by searching through his computer or personal
documents or listening to his private conversations, but is this truly forbidden
by halacha?

In this section, we will attempt to identify the source and nature of this
prohibition and determine which precise Torah laws are transgressed when one
violates his fellow’s privacy.

7115 Y75 NANNY

It seems clear that respecting privacy is required by force of the general com-
mand of 7m> 7»1 nanxy, which requires one to treat others the way he would
want them to treat him.® Quite obviously, no one wishes to have his privacy
violated, even if the information does not become public, and, as such, the
obligation of 713 7Y nanxy would require us to respect other people’s privacy
just as we would want them to respect ours.?

7. We will discuss below the question of whether this is indeed forbidden even if disclosing
the information is necessary for the sake of self-defense, as this Midrash seems to
suggest.

8. See Rambam, Hilchos Deios 6:6 and Sefer Ha-Mitzvos, asei 206; Sefer Ha-Chinuch,
mitzva 243; and Semag, asei 9.

9. This point is made by Rav Chayim Palagi in his Chikekei Leiv, Y.D. 1:49.
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nYTN RHY HRIWY

Another possible basis for such a prohibition is the notion that a person “owns”
his private information. According to many halachic authorities, halacha recog-
nizes the concept of legal ownership over one’ intellectual property.!® Perhaps
one is similarly considered the legal owner of his private information. As such,
peering into a person’s home, viewing medical records, or reading his personal
correspondence would be forbidden on the grounds of nyn x5w Yxw — “bor-
rowing” someone’s property without his permission, which halacha equates
with theft.

This theory was advanced by Rav Chaim Shabtai of Salonica (the
“Maharchash”) in Toras Chayim (3:47), in reference to reading someone else’s
personal correspondence. He writes that reading someone’s letter without his
consent constitutes nyT XYw n»Rw, as the writer has legal ownership over the
letter he wrote to be read by a particular individual. Some have suggested apply-
ing the Toras Chayim’s theory to all situations of accessing private information,
claiming that a person has legal ownership over all of his private information,
and therefore obtaining such information without the “owner’s” consent would
constitute theft."

The concept that violating someone’s privacy constitutes theft may be
reflected in the Siach Yitzchak commentary to the siddur, which asserts that
when we confess 191 (“We have stolen”) in the Vidui prayer, this includes 1xon
MR prna — that we “stole” people’s privacy by peering into their personal prop-
erty. Classifying privacy violation under the category of theft might suggest that
this prohibition stems from the unauthorized “use” of a person’s “property.’'?

Y3 959 75N RS

A particularly intriguing approach is taken by Rav Yaakov Chagiz in Halachos
Ketanos (1:276), where he writes:

10. See Headlines, vol. 1, chapter 33.

11. Professor Nachum Rakover, in Ha-Hagana Al Tzinas Ha-Prat (pp. 114-115), cites a
ruling of the Tel-Aviv Rabbinical Court written by Rav Avraham Sherman, in which
Rav Sherman interprets the Toras Chayim’s responsum to mean that a person legally
owns all of his private information: nnp% 1M%THY MW PRI PHY MHP1H W TR SV IV YN IV
NYTA RYY SRV YV NOIR AT WINPT RY2INRI Ti0aa 1w yn. Professor Rakover dismisses
this claim, arguing that the Toras Chayim referred only to a person’s ownership over
his letter, not ownership over all private information. Likewise, Rabbi J. David Bleich
(Bioethical Dilemmas, vol. 1, p. 176) writes that Rav Sherman’s “statement is conclusory
and goes far beyond any statement found in the comments of Torat Hayyim.

12. This source was cited by Rav Yitzchak Zilberstein, Shoshanas Ha-Amakim, Ve-Rapo
Yerapei, 58.
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XYY IR DINRY 9727 75N KDY 1M1 AN YW PINDN WANDY WPAY NOIR WIW IR

It would seem that it is forbidden to seek and search for one’s fellow’s
secrets. What difference is there between “Do not go around gossiping”
for others or for oneself?

According to Rav Yaakov Chagiz, the prohibition of m>7 forbids not only shar-
ing one’s fellow’s private information with others, but also accessing it for oneself.
He contends that there is no difference between sharing confidential informa-
tion with another person and accessing such information for oneself. After
all, both have the same effect: someone who did not previously have personal
information about another person is now privy to such information. Therefore,
the prohibition of 9371 19n &Y forbids accessing someone’s private information
for oneself, just as it forbids sharing with another person such information that
one already has.!®

This is also implied by the Tzavaas Rabbi Eliezer Ha-Gadol, cited by the
Chafetz Chayim:™

D72N21 7902 NYYNY DY DIATAVI 73 DNPIINN R DIMRD NNANA 2wn YR 12
0 WY 1921 YW NNAN VWA PIAN DY DTMIYA Y

My son, do not sit in groups of people who speak of their fellow’s dis-
grace, for when the words rise upwards, they are written in the book,
and the ones standing there are recorded as an evil group and people
who speak yan 1ob.

The Chafetz Chayim infers from this that simply sitting in the company of
people who share unflattering information about others, even if one does not
actively participate or necessarily believe what they say, constitutes yan 1w9. The
implication, seemingly, is that accessing unflattering personal information itself
qualifies as forbidden gossip, as Rav Yaakov Chagiz claimed.

Dt 2 Rrish|

The Mishnayos in Maseches Bava Basra (59b—60a) forbid neighbors from con-
structing windows from which they could peer into their neighbors’ yards or
that are facing their neighbors’ windows. The Gemara (60a) famously cites as

13. Rav Asher Weiss, in a letter to Professor Rakover (printed as an appendix to the latter’s
Ha-Hagana Al Tzinas Ha-Prat, p. 316), claims that Rav Yaakov Chagiz did not actually
intend to classify disclosing private information under the halachic category of m>»,
but rather sought to compare the severity of violating people’s privacy in this fashion to
the severity of gossip.

14. Introduction to Chafetz Chayim, lavin 4.
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the source of this halacha the Torah’s description of Bilaam being overcome
by mpox mn (“the spirit of God”) when he saw the way Bnei Yisrael's tents were
arranged as they encamped in the wilderness.!> Bilaam noticed that mna px
a9 ar paon ok — the tents were arranged such that the entrances did not
face one another, so that people could not peer into each other’s tents. On this
basis, the Gemara established the rule that neighbors may not have windows
through which they can peer into each other’s homes or yards.

The question arises as to whether the Mishnayos here establish a specific
halacha relevant to neighbors or a general prohibition against violating people’s
privacy. On the one hand, we might approach this halacha as a “zoning law” of
sorts, which dictates a policy relevant to neighboring residences. Chazal inferred
from Bilaam’s reaction to the Israelite camp the proper way that neighboring
residences are to be constructed, but not a halachic prohibition against peering
into another persons property. Indeed, the Gemara states that Bilaam noticed
that the tents were arranged in such a way that the people could not peer into
each other’s tents, not that the people avoided peering. Alternatively, however,
we may interpret the Gemara as viewing this verse as a Biblical source of a
person’s right to privacy. The fact that Bnei Yisrael ensured that their entrances
did not face one another reveals that the Torah forbids looking upon people
as they conduct their private affairs, and it is for this reason that Chazal forbid
constructing windows from which one can peer into a neighbor’s property.

The Ramban (commentary to Bava Basra 59a) seems to take a very clear
stance on this issue. He writes that if a person built windows overlooking his
neighbor’s property, even with his neighbor’s permission, he is halachically
required to seal them. He explains:

792 91Y 91’ DIR PRI NPTV 12 HIN0AY PRI IPTAY PTNY RIN NOR IRTIT 117D
27N RONN HRY YN DIND ATY IR NI HY , DY NYRYA 1PN HI TINYH

Since it is certainly forbidden to cause damage by looking and to know-
ingly look at him, and since a person is unable to avoid this and spend
the entire day with his eyes closed, we necessarily say to him: Seal your
window so you do not sin all the time.

The Ramban here explicitly speaks of n»x prn as a halachic prohibition, and not
merely as a matter of policy when building neighboring properties.

The Rambam (Hilchos Shecheinim 6:7, 11:4) disagrees and maintains that if
a window was built with the neighbor’s consent, the owner does not have to
seal the window, even if the neighbor later rescinds his agreement. This ruling

15. PYR M 1PHY 'NM PVAVY 1910 YRV IR R PY DR DyYa RN (Bamidbar 24:2).
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is codified by the Shulchan Aruch (C.M. 154:7), but the Rama adds that even in
such a case, one must ensure that he will not peer into his neighbor’s property:

MNNY IR INNDY I¥NN Y2 92 RHT,1ION YV 19N 1170 — NIPIN Y WY INIRT RN 19298
RINDR N1 ,INIRI NPT ROV 7TI 17720 N2 MRV YN TNy 7OR RN YR 1
J2 MNNY 8NN YY1 Y91 AN, ARPTN MY 0N RO Tavp

Even according to the opinion that one can obtain a presumptive right
[to have a window overlooking a neighbor’s yard] — this applies only to
the window itself, as the yard’s owner cannot seal it or protest it [once
it had been built with his consent]. However, it is forbidden for him to
stand by the window and view his fellow’s yard, so that he does not cause
him damage through his viewing, as he thereby commits a violation, and
there is no presumptive right for this, and the yard’s owner can protest it.

The source of the Rama’s comments is a responsum of the Rashba (2:1) con-
cerning the case of a person who for twenty-five years had a window in his
second floor overlooking his neighbor’s yard. The man occasionally stood by the
window to oversee the work in his vineyards, and his neighbor demanded that
he stop looking through his window, as he thereby viewed the neighbor’s yard.
The Rashba ruled that even according to the opinion that the neighbor cannot
demand that the window be sealed, it is nevertheless forbidden to look through
the window into the neighbor’s yard:

12010 PR Y PRLLIIRTD INIRIL DT ROW 1T YN TINYD D12 PIvNY PRY 111917
L0799 IR AT PRI INIRI NPT ROW 1T J2IRT IXNY

It is clear that Shimon may not stand by the window, so that he does not
cause Reuven damage through his viewing... He may not peer through
the window into Reuven’s yard, so that he does not cause him damage
through his viewing, and this does not require in-depth discussion.

Accordingly, all poskim agree that one may not peer into his fellow’s property.
The aforementioned debate revolves around the question of whether a person
may keep a window that his neighbor had approved, trusting that the person
would not peer into his home.

Similarly, the Shulchan Aruch Ha-Rav (Hilchos Nizkei Mamon 11) writes in
the context of n & prn that there is an outright prohibition to look into some-
one else’s property:

MOR ,IMYID IN?22 PPOY DTR VY ORY ...17°20 YV PYYNI PPOYI HINDNY NOR
DPOYI PVYNN WY PAN IR RNW INYTN ROW IMRIYD

It is forbidden to look upon one’s fellow’s affairs and actions... For if a
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person conducts his affairs in his home and in his property, it is forbid-
den to look at him against his will, because perhaps he does not want
people to know about his actions and his affairs.

Later (13), the Shulchan Aruch Ha-Rav writes that this applies — albeit with one
minor exception — even to a person walking in a public area from which he can
see into people’s private property through their windows:

PR 0NN TIT NP PRI RITWI ROR HINDADY TINYY D/RYT DR T7270 MW 11 98
299 VP 1N NYP MRIV PYWINVNA PIX NPRY TR TN D197 PR DT 0w vInd

People in the public domain are also not permitted to stand and look
[into someone’s property], but there is no concern when they glance
briefly as they walk, as this cannot be avoided, and a person must con-
duct himself modestly in affairs regarding which [another’s] brief glance
would disturb him.

Pedestrians do not have to make a special effort to avoid glancing into the win-
dows on the side of the street, but it is forbidden for them to stop and peer into
people’s private property.1

In any event, it seems quite clear from the aforementioned halachic sources
that the law of n»®1 prn not only dictates protocol for constructing windows, but
also entails a halachic prohibition against looking into other people’s property.”

The question then becomes as to whether this prohibition applies specifically
to viewing another person’s property or to any invasion of a person’s privacy.

The Ramban (Bava Basra 59b) defines the “damage” of n»x1 prn as consisting
of three elements:

RPN DIVNOR LRYI RIWVY DIVN IR ,PIN PY DIVNOR

Seeing another person as he conducts his private affairs causes damage through
0 Py (the “evil eye”);'® yan 7w — by enabling, or perhaps instigating, the

16. By the same token, Rav Yitzchak Zilberstein notes that people in hospitals must ensure
not to look into patients’ rooms, which violates their privacy and thus violates the pro-
hibition of n»xa prn (Shoshanas Ha-Amakim Be-Inyanei Halacha U-Refua, p. 117).

17. This halacha yields vital contemporary importance with regard to the looming question
surrounding the commercial use of drones for delivering goods, which is anticipated
to become widespread in the near future. On May 22, 2016, the Wall Street Journal
featured a debate between two legal experts as to whether companies should be allowed
to fly their drones over people’s properties without their consent. From the viewpoint
of Halacha, it seems clear that the prohibition of nx1 prn would certainly forbid one
from operating an airborne camera recording one’s yard from the air.

18. This refers to the Gemara’s comment (Bava Metzia 107a; Bava Basra 2b) that it is
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dissemination of unflattering information about him;' and xmyn¢ — the
embarrassment of being seen tending to personal and private matters.?°

Whereas the first factor (»7n py) may likely apply only when one actually
views a persons property, the other two are relevant to any form of privacy viola-
tion. If one violates his fellow’s privacy by listening to his personal conversations
or accessing private information through hacking and the like, he causes the
same kind of damage as one who peers into his fellow’s living room. As such,
this would presumably be forbidden on the grounds of n»x1 prn.2!

DIV 13T DIN

A number of poskim addressed the question of whether accessing someone’s
personal information violates mw13 11277 07N, the famous enactment issued by
Rabbeinu Gershom forbidding reading other people’s correspondence. As cited
at the end of the responsa of the Maharam Mei-Rotenberg, Rabbeinu Gershom
legislated 1y ®%2 1anY N5WW 1IN an>1 M1 XOw — that one may not look
upon that which his fellow wrote to someone else, without that person’s consent.
The text of the edict concludes, 1mn 1p71r oxy — once the letter has been discarded,
we may presume that the parties no longer consider its content confidential, and
thus it may be read.

This enactment was codified as halacha in Beer Ha-Gola (end of Y.D. 334)
and other sources.??

forbidden to gaze upon a person’s field when it is laden with fresh produce, as one
thereby casts an “evil eye” upon his property.

19. It is unclear what precisely the Ramban means by xw» xiwh, whether this refers to the
concern that the viewer might be tempted to tell others what he saw or if the viewing
itself constitutes a form of gossip. See Rav Rafael Stern’s Nizkei Shecheinim, p. 136. Most
likely, the Ramban refers here to the natural human tendency to reveal negative informa-
tion about other people, and astutely observes that the process of y1n 170% often begins
when one happens to be privy to secret, unflattering information about his fellow.

20. Others have noted that one who knows he can be seen is forced to limit his activity, and
this, too, constitutes damage. See Sema 378:4; Even Ha-Azel, Hilchos Shecheinim 2:16;
and Kehillos Yaakov, Bava Basra s.

21. This point is made by Rav Yaakov Avraham Cohen in Emek Ha-Mishpat 3:26.

22. See, for example, Kenesses Ha-Gedola, Y.D. 334; Birkei Yosef, Y.D. 334:14. Significantly, as
noted by Professor Rakover (Ha-Hagana Al Tzinas Ha-Prat, p. 109, note 9), this enact-
ment, as opposed to other measures legislated by Rabbeinu Gershom, was accepted as
binding even by Sephardic communities.

The question has been asked as to why Rabbeinu Gershom felt compelled to enact a
prohibition against reading other people’s private correspondence, given that, as we
have seen, this is in any event forbidden for several reasons. One possible answer is that
Rabbeinu Gershom did not, in fact, introduce a new prohibition, but rather established
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There is considerable discussion among recent and contemporary poskim as
to whether Rabbeinu Gershom’s edict extends to other forms of privacy viola-
tion, such as wiretapping and the like. Several authorities maintain that since
there is no substantive difference between obtaining a person’s private informa-
tion by reading his letter and by secretly recording his conversations, there is no
reason not to apply mw1 1117 0n to the latter case.?® Others, however, argue
that a rabbinic edict cannot be expanded beyond its original parameters, even
to situations in which the edict’s rationale is applicable. Hence, since Rabbeinu
Gershom specifically banned viewing written correspondence and said nothing
about eavesdropping (not to mention wiretapping, which, quite obviously, was
not available when the edict was issued one thousand years ago), his ban cannot
be applied to listening to people’s private conversations.?*

With regard to email, however, it stands to reason that reading electronic
communication is identical to reading written letters, and would thus fall under
the o113 13277 07N even according to the minimalist approach to the ban. Even
though the material is delivered digitally and not on paper, nevertheless, since
Rabbeinu Gershom’s edict speaks of written correspondence, it seems likely that
this would include email >

a 0N, condemning violators to excommunication. Alternatively, Rabbeinu Gershom
perhaps extended this law even to situations in which the writer does not necessarily
insist on secrecy, and thus reading the letter would not constitute a breach of privacy.
An example would be postcards, which are not closed and sealed. According to this
theory, reading postcards would not violate the standard prohibition of invading privacy,
but would be forbidden by force of mw3 1277 nn. (The question of whether post-
cards are included under the mw93 1277 0N is addressed by, among others, the Aruch
Ha-Shulchan, Y.D. 334:21.)

Rabbi Bleich (Bioethical Dilemmas, vol. 1, p. 177) suggests that Rabbeinu Gershom
viewed violation of privacy not as a technical halachic prohibition, but rather as a gen-
eral ethical breach, and therefore found it necessary to enact his ban. As we have seen,
however, there appears to be ample evidence of a strict halachic prohibition against
accessing private information.

23. These authorities include Rav Shlomo Daichovsky and Rav Tzvi Spitz, cited by Professor
Rakover, p. 117. Rav Yaakov Avraham Cohen (Emek Ha-Mishpat 3:26) argues that if
Rabbeinu Gershom banned reading a private letter, then a fortiori he would ban directly
intercepting a person’s communication through wiretapping and the like.

24. Rabbi Bleich (Bioethical Dilemmas, p. 177) writes: “If a formal ban was indeed neces-
sary to engender a prohibition, there is no reason to assume that eavesdropping, either
natural or electronic, was included in Rabbeinu Gershom’s edict” Likewise, Rav Eliezer
Shinkolovsky, writing in the journal Ha-Maayan (37), writes: “an31” onn Y9 mwY 1719
PYY MORN DR 1NN RIM 1IN YV IN21 IRIP HY RPNT 11TV PAY Tipn NPMn NPRI 1M1
RN,

25. This point was made by Rav Reem Ha-Kohen of Otniel (http://archive.is/keqE): on»a
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Respecting Privacy as an Ethical Mandate

Irrespective of the potential halachic violations entailed in accessing someone’s
private information, a number of sources underscore the ethical mandate to
respect people’s privacy and to avoid accessing personal information that they
presumably wish to keep private.

The Sefer Chasidim (461) writes that it is preferable to pray privately if attend-
ing the synagogue service would result in hearing confidential information. If
a person knows that if he attends the minyan he will hear people gossiping and
sharing private information, then he should remain at home in order to avoid
hearing of other people’s private affairs. Clearly, the Sefer Chasidim regards the
discovery of private information as a grave matter, even if one has no intention
of spreading it.

The unique severity of prying into people’s private affairs is noted by Rav
Eliezer Papo in Pele Yoetz (1o 77):

YT HY IR TI0 YTY DWVWANNII DVONNAN TMR HY PN RNDRI I9ITN MBIN 7NN
NVVPI NIRIVI RINN P91 AN DN...NIAPR ANPNA IR NPT N IR HNION M INR NYIRY
WVIY 9970 NIAYIN 7 YR 93 PN IV IV 197 .89 PRY 1DIY NPYNND N2NY WRY

J7T NN MR YR

How much disgrace, guilt, and sin fall upon those who investigate and
search to find out another person’s secret by listening behind a wall, or
by deception, or by opening letters... Additionally, this can have disas-
trous consequences — hatred, fighting, and the raging fire of strife rising
without a cure. Therefore, one who wishes to protect his soul should
distance himself from all this, for anyone who does this is abominable
to God, and fortunate are those who follow the path of innocence.

S5W NYTIM 9771 RIPY 1NN DIV PRI INDIN ANINN HTAN HI PRY 7172 21T0PYR IRITHY VOPY NYTINY
DIN2 721 v Yy Awm nrn. One might have argued that given the insecure nature of digi-
tal communication, which can be accessed and disseminated far more easily than print
material, one who sends an email anticipates the possibility of its public exposure, and
thus it may be read or passed along unless the sender specifically requested confidential-
ity. It seems more likely, however, that people do not expect electronic correspondence
to be spread without their consent. To the contrary, whereas printed letters are handled
by the postal service, email is sent directly to the recipient without any intermediary,
and thus there may be even a greater expectation of privacy when sending an email than
when mailing a letter. As such, email correspondence should certainly fall under the on
oY1 1177
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Halachically Sanctioned Snooping

Notwithstanding the importance of respecting privacy, it is clear that there are
instances in which certain forms of information-gathering are permissible.

One such situation is when a person is considering a purchase or entering into
a relationship with another person. One who sells merchandise is halachically
obligated to notify the buyer of any defects,?® and before a woman is betrothed,
she must inform the suitor of any physical deformities.?” By the same token, it
is permissible for the prospective buyer or husband to perform “due diligence”
and inquire about potential defects. In fact, under certain circumstances, one
who failed to perform due diligence is denied the right to void the transaction or
to divorce the woman, as the failure to research in advance amounts to implicit
acceptance of any and all subsequently discovered defects. Thus, for example, the
Shulchan Aruch (E.H. 117:5-6) rules that when it is possible for a man to have his
female relatives inspect a prospective spouse’s body for defects, failure to do so
before betrothal constitutes implicit acceptance.?® Therefore, if he later decides
to divorce the woman upon discovering the defects, he must pay the kesuba.?
Certainly, then, a person is permitted to “dig” for relevant information before
entering into a marriage or any kind of commercial relationship.

However, a clear distinction exists between this kind of information-gather-
ing and “snooping” into a person’s private affairs. In the example noted above,
the person “inspects” a prospective mate by asking people close to her for rel-
evant and readily accessible information. This is far different than “spying” on
her private life or accessing private information that she presumably desires to
be kept secret.

The question is thus under what circumstances it would be permissible to
violate someone’s privacy to uncover personal information that is relevant to
the decision of whether or not to enter into a relationship with that person.3®

26. Shulchan Aruch, C.M. 228:6.

27. Maggid Mishneh, Hilchos Ishus 28:8, cited by Chelkas Mechokek and Beis Shmuel, E.H.
117:1.

28. See also E.H. 39:4.

29. The Perisha writes that even if the prospective bride does not normally bathe in a public
bathhouse, such that the prospective groom cannot ask his female relatives to check her
for defects, nevertheless, it is expected that he check through some other means, and if
he did not, he cannot later divorce without paying the kesuba.

30. It goes without saying that this question is asked only with regard to information that
is indeed relevant to the decision. Any process of “digging” for information must begin
with the understanding the all people are imperfect; not every stain on a person’s record
or flaw in his character renders him ineligible as a marriage partner or employee. As
such, we cannot speak of even a possibility of allowing accessing personal information
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It seems clear that when it comes to the general ethical issue of respecting
privacy, there is greater room for exceptions when the information is necessary
for a legitimate constructive purpose. Certainly, if a person is making a fateful
decision such as whether to marry or hire a certain individual, it would not
strike us as unethical to access information that is relevant to that person’s eligi-
bility.3! This is not the case, however, with regard to strict halachic prohibitions
of nyTn 85w n»rw (which constitutes theft) or n»x1 prn. Nowhere do we find
halacha permitting stealing or causing damage to one’s fellow for a constructive
purpose (other than self-defense). Hence, since it seems quite clear, as noted
above, that accessing private information that someone clearly wishes to keep
private transgresses the prohibition of n»x1 prn, and it is possible that it may also
constitute Ny Xow nYRw — a form of theft — this would seem to be forbidden
even when that person is being considered for marriage or any other type of
relationship. Although it is certainly acceptable to try to access readily available
information about the person — such as, for example, by examining his public
posts and comments on social media sites, and asking friends and acquaintances
about his character — it would be forbidden to secretly access information
that he clearly wishes to keep private, such as email correspondences, medical
records, browsing history, and private conversations.*

Opening a Letter to Save One’s Life

To illustrate the severity with which Halacha treats the issue of privacy, let us
examine a striking responsum of Rav Yaakov Chagiz earlier in Halachos Ketanos
(173). There he addresses the case of a person given a letter to deliver to someone,
and the messenger has reason to suspect that the content of the letter could

when considering entering into a relationship with someone unless that information is
clearly relevant.

31. This would also be true if we build solely upon the prohibition of qnya %37 79n &Y, as
m997 is permitted when the information is needed for a legitimate purpose.

32. Rav Yitzchak Zilberstein (Aleinu Leshabeiach, Bamidbar, Teshuvos, 52) addresses the
situation of a boy who underwent a blood test, and the lab technician happened to be a
girl for whom he was suggested as a prospective shidduch. The question arose whether
the girl was entitled to check the blood for conditions beyond those for which he was
being tested, as part of her attempt to determine his eligibility. Rav Zilberstein briefly
considered allowing her to perform the extra tests, because the boy, knowing that he
was suggested as a potential marriage partner for her, might expect her to do so. In the
end, Rav Zilberstein dismisses this argument and forbids conducting the additional
examinations. In any event, the underlying assumption is clearly that even though the
patient was suggested as a shidduch, she may not access personal information about him
that he would presumably not agree to disclose.
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endanger him. Rav Chagiz does not specify the kind of danger entailed, but
he compares the situation to the aforementioned story of Uriya, the soldier in
David’s army with whom David sent a letter to the general, Yoav, instructing
Yoav to station Uriya in the front lines so that he would be killed. This compari-
son leads us to believe that Rav Chagiz speaks of a case in which the messenger
faced mortal danger if he delivered the letter — just as Uriya lost his life by
delivering King David’s note to Yoav.

If so, we would certainly assume that the messenger would be allowed to
open the letter to see if, indeed, it posed a risk to his life, so that he could protect
himself. Yet this is not how Rav Chagiz rules in this case. He writes: npn 1% px
Y 0N R MY PN 19 kYR — the only solution is to destroy the letter. Oddly,
Rav Chagiz forbids the messenger to violate the dispatcher’s privacy and open
the letter, despite the potential risk to his life, but he does allow the messenger
to destroy the letter.

How can we explain this seemingly peculiar ruling? Why would this prohibi-
tion override a threat to human life, and why is destroying the letter different
from reading it?

The answer can be found, perhaps, in a number of sources that point to the
possibility that theft, under certain circumstances, is forbidden even when it is
necessary to save one’s life.

The Gemara in Bava Kama (60b) establishes that y1an pinna nxy 905 mor
— one may not use someone else’s money or property to save his life. The Rosh
(Bava Kama 6:12) explains this to mean that one who uses his fellow’s assets to
save his life must then repay the money that he used.?* This is the view codified
by the Shulchan Aruch (C.M. 359:4), who writes that one may seize another
person’s possessions to save his life, but he must then repay his fellow for his
loss.

Rashi, however, seems to imply otherwise. According to Rashi’s reading of
the Gemara,?* King David refused to permit setting fire to a field in which
Philistine warriors were hiding, because it is forbidden to save oneself with
someone else’s property, van nna mxy »xnd Mor. Despite the fact that these
enemy soldiers clearly posed a threat to his life, David nevertheless forbade
burning the field, and he did not allow his men to destroy it even with the inten-
tion of compensating the owner. Apparently, as noted by the Parshas Derachim
(19), Rashi maintains that one must sacrifice his life rather than take or destroy
someone else’s property. The Parshas Derachim leaves open the question of why

33. See also Tosfos, \nn n"7.
34. 772N NN INRY NR XY NORI RIN MW XYY :nD¥ 0.
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the concern for human life does not override the prohibition of theft. How could
Rashi require surrendering one’s life to avoid stealing?3*

In truth, this question may arise even according to the Rosh’s position. The
Tur (C.M. 359) codifies the Rosh’s view as follows:

5Y RY DR Y132 1Y MOR 1WA NR HIRAYI 1PAN NR 9119 R NIN NIDDA RIN DR 19%9R
WA 9Y8N9Y 1YYV IRWI RIN T2V WA TIPS 1192 TMIYN 72T 2 PR IRTIT,0HWY nyT
.0YWY NYTHY RYR NP RY Har

Even if one faces the risk of death, and he comes to steal from his friend
to save his life, it is forbidden for him to steal unless he does so with the
intent of repaying, for certainly nothing stands in the way of concern
for life. Therefore, he is allowed to take it to save his life, but he should
not take it unless he does so with the intention of repaying.

Rav Yaakov Ettlinger (Binyan Tziyon 167-169, 171) notes that the Tur does not
formulate this halacha as a law that unconditionally permits saving oneself with
another person’s possessions and then requires repaying. Rather, the Tur pres-
ents the intent to repay as a precondition to the halachic license to steal. In other
words, the Tur understood that even according to the Rosh, the prohibition of
theft is not overridden by the concern for human life, except if one steals with
the intent to repay. We might thus conclude that in a situation in which one
knows from the outset that he will be unable to repay the money he wishes to
seize to protect himself, it is forbidden for him to take the money, and he must
instead surrender his life.

35. The Maharatz Chayos (Bava Kama ad loc.) suggests that according to Rashi, the gemara’s
discussion follows the minority view cited in the Yerushalmi (Avoda Zara 2) that the
prohibition against theft is not overridden by the concern for human life. This view in
the Yerushalmi, the Maharatz Chayos adds, likely refers to Rabbi Meir, who ruled that
witnesses may not falsely sign a written piece of testimony even under the threat of death
(Kesubos 19a). The Ramban (Kesubos ad loc.) cites a source stating explicitly that Rabbi
Meir included theft together with murder, idolatry, and sexual immorality as violations
that must be avoided even at the expense of one’s life.

Rav Moshe Feinstein (Iggeros Moshe, Y.D. 214) writes that the situation faced by King
David posed only a remote risk to life, and he therefore did not wish to use his royal
authority to order razing the field.

Rav Asher Weiss (Minchas Asher, Vayikra, 50) explains Rashi’s comments to mean simply
that y1an ynna mxy xnY ox allows one to rescue himself with his fellow’s property only
if no other options are available, and in King David’s situation, the field did not have to
be destroyed to avert the threat posed by the Philistines.

Others interpret Rashi’s comments as referring to the Binyan Tziyon’s position cited
below.
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Apparently, even according to the accepted view that one may seize another
person’s property to save his life, this license is not absolute. Under certain cir-
cumstances, one is required to surrender his life to avoid stealing.

This theory is developed by Rav Shmuel Rozovsky (Zichron Shmuel, 83),
who explains the right to take a person’s money to save himself based on the
Torah obligation to rescue a fellow Jew in danger. Rav Rozovsky asserts that even
according to the Rosh, it is fundamentally forbidden to save oneself by seizing
another person’s property. In practice, this is generally permitted only because
of the Torah obligation to save a fellow Jew from danger. The risk to life does not
override the prohibition of theft, but rather imposes an obligation upon those
capable of helping to rescue the endangered individual. As such, if he is able
to rescue himself by seizing another person’s property, he is allowed to do so,
since that person in any event bears an obligation to spend this money if this is
necessary to rescue his fellow from danger. Accordingly, Rav Rozovsky writes
that if a situation arises in which a person, for whatever reason, would not be
obligated to pay money to rescue a fellow Jew in danger, then the endangered
individual would be required to surrender his life rather than take the person’s
property to save himself. Since the license to save oneself with another person’s
property is granted only by the force of that person’s obligation to rescue his
fellow in danger, one is allowed to take that person’s property only in situations
in which he bears an obligation to give it.

This theory — that one may not, in principle, steal to save his life — is
likely predicated upon the premise that the rule of way mpa, that Torah law is
suspended for the sake of protecting human life, applies only to nx pa mixn
mpnY — our obligations to God, as opposed to our obligations to our fellow
man. There is no halachic mandate allowing us to violate the Torah’s code of
interpersonal conduct to save our lives. Rav Ettlinger advances this notion in
explaining Rashi’s position that one may not steal to save his life — a position
that Rav Ettlinger claims is accepted, fundamentally, as the halacha.

A practical application would be stealing an organ that one needs to save
his life. For example, if a surgeon is in a position to secretly take and harvest a
patient’s kidney for the purpose of a life-saving transplant, this is clearly forbid-
den, even if the procedure poses no health risks to the patient. Since the patient

36. Rav Ettlinger raises the question of why, according to his theory, the Gemara (Yoma 82b)
needs to explain the reason that one may not kill to save his life. Seemingly, this law is
self-evident, in light of the fact that way mpa does not override the Torah’s interpersonal
code. Rav Ettlinger answers that although interpersonal laws may not be violated to
save oneself, one is certainly allowed to save himself with his fellow’s property with his
permission, and thus one may have thought that he may likewise kill to save his life if
the other person agrees to be killed for this purpose.
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bears no obligation to give his kidney to rescue another person, it may not be
taken from him against his will.

Possibly, we might explain the surprising ruling of the Halachos Ketanos
that one may not read someone else’s letter, even if he is concerned about it
containing a threat to his life, along these lines. He perhaps maintains that a
person has legal ownership over material he sends by mail, and reading his mail
without his permission thus constitutes theft. However, unlike the theft of tan-
gible possessions, the “theft” of private information can never be returned; the
violator of one’s privacy can never “repay” the privacy he has taken from him.
As such, the Halachos Ketanos ruled that one may not save his life by accessing
someone’s private, confidential information. He may destroy another person’s
physical property with the intent to repay, but he may not “rob” his personal
information. Therefore, the Halachos Ketanos permits destroying the letter, but
forbids reading it.3”

A possible precedent to this ruling is the aforementioned passage in the
Midrash (Bamidbar Rabba, Masei 23) claiming that Yoav was punished for show-
ing his officers the letter sent by King David instructing him to position Uriya
in a place in which he would be killed in battle. As the Midrash describes, Yoav
showed his men the letter after they threatened to kill him for what he did to
Uriya: anan nxr onY arIn..ax1n% ary Yy oY nn >wra 93 wapm (“All the heads of
the troops assembled against Yoav to kill him...he showed them the letter”).
Nevertheless, the Midrash condemns Yoav’s decision, stating that he was
severely punished for this offense. The Midrash’s comments may be understood
in light of the ruling of the Halachos Ketanos that divulging private information
is forbidden even for the purpose of saving one’s life.3

As a practical matter, it is unlikely that this ruling should be accepted as

37. The Halachos Ketanos speaks in this responsum specifically of a letter upon which the
writer wrote 377N — applying the 0113 11277 00 to the content of the letter — seem-
ingly suggesting that otherwise, the deliverer would be allowed to read the letter for
the purpose of protecting himself. The reason, it would seem, is that this declaration is
needed to affirm the writer’s insistence on confidentiality. If the letter did not bear this
sign, then the deliverer may rely on the possibility that the writer did not intend the
letter to be confidential, and he may therefore read the letter for the sake of protecting
himself.

38. There may, however, be other reasons for why Yoav should have refused to show the
letter. Since David was the king, showing the letter against David’s presumed wishes
constituted mavna 7 — betrayal of the king — which is punishable by death. The
Meshech Chochma (Vayelech, haftara) explains that in this case, revealing the letter cre-
ated a grave 'n ,19'n, and was therefore forbidden even for the sake of protection. Others
have suggested that revealing the letter caused David humiliation, and the Gemara (Sota
10b) states that one should surrender his life to avoid publicly humiliating his fellow,
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authoritative halacha. Rav Moshe Feinstein rejects out of hand the possibility
that one should surrender his life to avoid theft.3* Certainly, then, we would
presumably permit invading someone’s privacy when this is necessary to protect
human life.#® Nevertheless, this analysis, and the sources cited, underscore the
gravity with which halacha treats the violation of people’s privacy and accessing
of their personal information.

Violating Privacy for Public Safety

We should note that numerous sources state explicitly that revealing someone’s
secrets is allowed in order to protect other people. Commenting on the sixth of
the Ten Commandments, n¥n &8> (Shemos 20:12), Ibn Ezra writes that the Torah
prohibition against murder applies even to certain forms of indirect murder,
including withholding secret information that is needed to save lives:

I I00 NNR 1993 RY TRY )Y 10930 OR MIND 1019780 Y9I T 9 1YNIw IR

Or, if a secret was revealed to you and you can save someone from death
by revealing it to him — if you do not reveal it, you are like a murderer.

Additionally, several commentators note that the Torah (Vayikra 19:16) juxta-
poses the prohibition against gossip (7nv2 %1790 ®Y) with that of 079y Tmyn &Y
7»1 — sitting idly while one’s fellow faces danger — to teach that the former is
suspended for the sake of the latter.#! If a person has confidential information
that could save a life, he is required to divulge it.

Accordingly, Rav Moshe Sternbuch (Teshuvos Ve-Hanhagos 1:869) rules
that if a doctor determined that his patient is physically unfit to drive — such
as in the case of an ophthalmologist who diagnoses his patient with a visual
impairment that compromises his ability to drive safely — he can and must
inform the relevant government authorities. Although medical information is
confidential, the doctor must break his trust of confidentiality for the sake of
public safety. Rav Ovadia Yosef (Yechaveh Daas 4:60) issued a similar ruling

though this assumes that the Gemara’s statement is to be taken literally, a matter that is
subject to considerable debate.

39. In the responsum referenced above, note 35.

40. Rav Asher Weiss, in a letter to Professor Rakover (p. 249), dismisses the possibility that
the concern for human life would not override the prohibition of theft. He writes that
the prohibition against invading privacy is less severe than theft, and certainly would be
waived to save a life or even to save oneself from a large financial loss or great distress.
Even he, however, cautions against flippant and irresponsible breaches of this law: px
NOYIN NYYIN DIVN AT NORL VR Hpinh.

41. See Moshav Zekeinim, Or Ha-Chayim, Netziv (Haamek Davar), and others.



APPLE VS. THE FBI 45

concerning a patient with epilepsy. If the doctor determines that this condition
makes it unsafe for the patient to drive, he must notify the authorities.

It stands to reason that this would also apply to the case with which we began
— the FBI's demand that Apple unlock Syed Farook’s mobile phone. Given the
international threat of Islamic terrorism and the vital importance of intelli-
gence information in identifying and capturing potential attackers and their
accomplices, accessing the information on a terrorist’s device would certainly
appear to fall under the category of public safety, which, as noted, overrides the
prohibition against invading privacy.

- See below Internet in Halacha
To see the chapters regarding this show discussion click here
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INTERNET IN HALACHA

Chapter 1: Is there a halachik requirement to install a filter on ones

internet router or computer?

Chapter 2: Can Skype or a webcam be used for yichud? For
hechsherim? For chalav Yisrael? Can a person be mikadesh an isha
with the witness' watching over Skype? Can you be appoint a Sofer
to write, and a shliach to give a Get over Skype? Can one answer

kadish?

Chapter 3: The halachick view of kinyanim / vitual transactions
over the internet. Is a virtual kinyanim valid? Can you buy Chametz

on the internet on chol hamoed Pesach, if it will be delivered after
Pesach?

Chapter 4: If you send a virus over the internet and destroy another
parties data, software or hardware, are you liable? What mazik is it?

What are the laws of virtual damage?

Chapter 5: Can you use anothers Wifi without permission; ie, is
it considered considered stealing? What maasch kinyan is it? Can

you steal a davar sheain bo mamash?

Chapter 6: Downloading pirated music or data files over the
internet, what is the halachik perspective? What's the halachik view
of intellectual property. Can you be a ganav if you haven't taken

anything away from another PCI‘SOH.>

Chapter 7: Can a business keep their internet site one on Shabbos,

and transact? Can one place a bid on EBay when the auction closes

on Shabbos?

Chapter 8: Can you access an Isracli website when it's Shabbos
there, but not yet Shabbos here (Friday afternoon) and read
information that was written on Shabbos?
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