Basant Semester Examination 2024-25

Paper Code: CD6B34IT
Paper Title: Cyber Security Technologies & Practices
No supplementary answer book will be provided.

Max. Marks: 100 Time: 03 Hrs.

Part | Q.

Question in Hindi/ English
No. | No.

(Attempt All Questions. Answer Every question in 15 words) (10*2)

(A Ui F IS TP YA FTITR 15 ML A 1)

What are the primary goals of information security?
=T G&T o HEY 36T FAT8?

Define cybercrime with an example.

Ueh 3CIgY0T ATgd TTSeR 3TORTET I RN HY |

What is steganography in information security?

AT GR&T H TIANITRY 7 82

Write two types of security threats.

al T & GI&T TRl 1 fordd |

What is a weak password?

FHASAR ITHTS FATBIATE?

Define malware.

HTTIIT ! TRATST |

Vi.

Write two functions of a security policy.

AT DY &5 & e v

Vii.

What is access control?

TFHH helel FATEIATE?

viii.

Write two components of a wireless network.
Th IR Acds o &l geahi i o |

Define information warfare.

AT JeoT bl TR Y|

(Attempt All Questions. Answer Every question in 50 words) (5*4)
(T Uit & IR &1 UdD Ul BT IR 50 UK A )

Differentiate between virus, worm, and Trojan horse with suitable examples.

3CTEY0T AT ARy, did 31X St 819 & 3R TS Y|

What are intellectual property rights in the context of cybersecurity? Explain with relevance
ii. | to digital content.

TTSe Y& & Heel 7 digfires duer e #ar 82 fiotce amel & dest 7 awst |

i, Explain the components of a wireless network and the security challenges they pose.




ATICIH FEdeh & TCehl hl SATEAT i 3N 3oT8 Scloed GR&TT Yol icrdl ohl HHAST |

Describe the process and importance of security policy creation in an organization.

ey FaTeT 7 AT AN AR hiet T Tishar 3R 38 Hecd 1 J0T |

What is the role of intrusion detection systems (IDS) in network security? Explain briefly.

sIcash AT H Sgalel TSRl THECH (IDS) T 3YfFehT 1 52 HETT H HHASST|

Attempt All Questions. Answer Every question in 100 words 4*5
( p yq

(Ut vl & IR S| TAP Ul BT IR 100 AGI A1 )

Explain the significance of computer forensics in modern cybersecurity.

3mefolen ATSER F&T H HTYeT B 18 T Heed HAATSU|

Describe the different types of cyber terrorism with suitable examples.

3ETERUT AR ATSER JTAhATG o [afHeeT TehRT T JUTT Y |

What is a botnet? Explain how it operates and the threats it poses.

Jicoc FATE? TG HEl Y AT ¢ IR ST 3ceo] Wl I GHSST|

Discuss the importance of business continuity and disaster recovery planning in
cybersecurity.

IS GR&T A AGHT AR 3R 3TeT GATT Drsfell & Heged W == |

(Attempt Any 2 Questions. Answer Every question in 300 words)  (2*10)
(fH=81 G el FTIW ¢ | T Uil &1 IR 300 I A S )

Discuss the various types of cyberattacks with real-world examples. How do these attacks
impact e-commerce platforms?

fafFiest TR & TSR g c T Tt RIfSTT 3R arEdideh 3aIevil GaRT GASTST | A gHel
S-hIHY T Pl Hal T Il 82

Discuss the need for cybersecurity laws in the digital era. Compare major Indian and
international standards governing data protection.

TSTSTeer a1 1 HISaT AT Slefail hl T ehdl R T HITTT | ST FIETT  Hefed e
HIAT 3R HAITSERT ATeTeh! &l Jolell hITAT|

Describe intrusion detection and prevention systems. How do they enhance the security of
enterprise networks?

gHIS TgleT 3R VhUTH JoTferdt &7 aoTe ST | I IeTH Acadh T et &l 8 6o
FATT 82

(Attempt Any 1 Questions. Answer the question in 500 words)  (1*20)
(fret W vy BT IR S| Uy B3I 500 MG A SN )

Examine the evolution of information security from traditional threats to modern cyber
terrorism. How can organizations build resilience against such threats? Propose a multi-
layered security approach.

RN GRT B AT 3T fIeh ATFR JTTcAehdle; e FeelT GI&TT o faehIe Sl TI&ToT HIfav |
T TR & faets TITe+T fohd TR ofeiielliet Taehieicl oY Hehel &7 Teh Sg-Tolid L&t
gScahIuT FEdTiad SifaT|

Analyze the importance of intellectual property rights (IPR) in cyberspace. How can
governments and organizations balance security, privacy, and innovation while enforcing IPR?

HZREAH H digfe duer 31faRT (IPR) & Agcd I faeawor HIfAT| TN 3R G
GR&TT, AT 3R AR Y A felcd S gV IPR T hdl A Y Hehdl 872




Basant Semester Examination 2023-24

Paper Code: CDOB341T

Paper Title: Cyber Sceurity Technologies & Practices

No supplementary answer book will be provided

Max. Marks: 100 Time: 03 Hrs.

Part | Q.
Question in Hindi/ English

(Attempt All Questions. Answer Every question in 15 words) (10*2)

(T Wt & IR S | Tl WAl BT SR 15 Weai H & )

What are the basic goals of information security?

| R S e aE R e

What is steganography, and how is it used?

I | R} T R, SR SUHT SUUNT H T W

What are backdoors in cybersecurity?

| g RN YHeR T E?

Explain botnet in cybersecurity.

V- | OrEeR TRem B dieAe S aHEm

Discuss security laws and standards?

V- | TReT BT IR A R T Y2

!.\

What do security laws encompass?

Vi- | qRe T B R T 2

What is an International Security Standard?

Vil | e % SiaRTPg A 1 8?

Explain the difference between identification and authorization.

viil: | e SR el & diE Bl TR Jand|

What is access control?

iz | ugEa A e 2

List the main components of a wireless network?

% | ye ATgRErg Aedd & U] Uedh 1 87

(Attempt All Questions, Answer Every question in 50 words)  (5*4)

(G gl & TR & | Weld e el T 8w 50 Weal A &)

Why is using weak passwords considered a security vulnerabllity?

I | HEeIR UraaS 1 SUNT IR& @) FH) al [T o 8 7

2. Explain the difference between cybercrime and cyber terrorism.

i | greaR ORTY SR AIGER CIHAE & g T 3R TR

ili. | compare computer viruses and computer worms in terms of their spread mechanisms.




I e R R R MRUGAL
e e IR AR n-jﬁﬁmﬁﬂ_i@@_@“_

e e en o backdoor ;\*n?l ashellin cybOfSOCl"“V-
e ) Ara S et 3 e e
“What Is involved in a security m’:‘dlt?
e aifse @ STe B 6.
Attempt All Questions. Answer Every question in 100 words) (475)
((\;:h{nﬁt‘swé‘l @ wai w1 ST 100 Wl W)
s iR "&,TSR&E rhETiMIwﬁd‘sca;)e of cyber security threats, What are the key types of attacks
organizations face today?
ATER AN TR B qdnT Ui o1 fageho Y| 371 ATt Bt fobet g TR &
| grQ) @1 I R ISl 87
Discuss the key components of a framework for developing an organization’s security
policy using best practices and ethical considerations.
3. TR el 3R e RER 1 IqaT b U e B JRa A e s &
i | o v o & e aed) W Taf B
a Why are intellectual property rights important?
il | Qe duer SRR 9 Agagl 82
Describe how intrusion detection systems (IDS) and intrusion prevention systems (IPS)
work together.
| e o T e el woneh (S Shew) $iR gute U que (1ps) dd AR
V- | e Rl B, $HP1 IUH B
(Attempt Any 2 Questions. Answer Every question in 300 words) (2*10)
(8 Qw7 IR | Tl Wil HT IR 300 T H Gl )
Evaluate the effectiveness of various e-commerce security measures in mitigating cyber
threats.
| greeR EeR) B E R B R £ 1 QRan Surdl Bt HTaRiierdl 1 Hedichd X
How can organizations demonstrate the effectiveness of their security measures to
4 . s’gakeholders? . _ ]
i | e oo TR ST &1 yTaed P RAURD! & S $ HefRid R Gehd ¢?
Evaluate different wireless security protocols and their effectiveness against current
threats.
| faftr arRe RN VTR el o i B SR AdHI Ta| o (RGeSt
i | arereiterdr &1 S DR
(Attempt Any 1 Questions. Answer the question in 500 words) (1*20)
( et aft U w1 IR S | WY T IR 500 WeGi A1)
Critically assess the role of computer forensics in responding to cybercrime and cyber
terrorism incidents.
| R oy SR WIEER SHTHATG 1 U3 BT WHHAT HRA H SR BRRIS &
5. i+ | ftrent 1 SHTEREATETE Hedih Y|
Evaluate the differences between viruses, Trojans, worms, and botnets in the context of
. malware attacks.
i, | Prerda gaal & e i arRd, SioF, I, iR diee & i & SR &1 iedied s

Q




Basant Semester Examination 2022-23

Paper Code: CDOB34IT

Paper Title: Cyber Sceurity Technologies & Practices

Max. Marks: 100

No supplementary answer book will he provided.

Time: 03 Hrs.

Part
No.

S—

Q.

No.

Question in Hindi/ English

(Attempt All Questions. Answer Every question in 15 words) (10*2)

(TN U F I v Wi T3 15 T HE )

What is Cyber Forensic?
HIZE SRAE Far 7

List the types of attacks.
HEF & FFRT A G Fad|

List the difference between threats and vulnerabilities.

G U Heh e & I 3ier gefraey #3)

What are the most common targets of cyberwarfare attacks?

ARG HEFH & FaR 3MH 8T F47 £2

What is the difference between a virus and aworm?

FIIH AR AT F v A e

vi.

Write a note on “Mitigating Risk with an Effective Security Policy”.

"THTET FRAT A & A SR B 57 IR W v Are

vii.

What is the need of Security Standards?
HIEIT HATART Y FAT HIaTL—hall §?

viii.

What is the importance of Intellectual Property Rights (IPR)?
dtefid duer HfOeR (IEMIR) # Far Agea 22

List down any four intrusion detection systems.

gl IR gzl Rewre Rverw arelr yonfort fr g g

What are the security issues in wireless networks?

A Acads 7 FBIT Heg FT &7

(Attempt All Questions. Answer Every question in 50 words) (5%4)
(TR 7ol & ST G| Wl el T IR 50 i A 3)

Compare and contrast the weak/strong Passwords. Explain with example.

mm@mﬁwﬁammmlmmml

What s the possible impact of Ransomware?

Tmdgy & danfad vana aar 7




How Does Disaster Recovering Planning Differ from Businoss Continuity Planning?

. ¥
W1 s erwi Rt Avsterr s fRertar Avstar ¥ A S fyeT 7

Why the security audit Is Important?
V- | e 3t wa argryet 2

What are the Funclions of Intruslon Detection?
Vo | emgfaitt Rdawsr & aar ard §?

(Attempt All Questions. Answer Every question in 100 words)  (4*5)

( f wail & IR | wE Wl BT I 100 = H )

Glve Examples of each of Threat, Vulnerability and Risk in Computer Networks.

b | R Az 3t ey, sewer JR SR 3 3 Wl @ sameRer &)

What is a backdoor attack and how do you prevent it?

I | demeie ardas o ¥, 3t a0 swY 4wy o T 7

Distinguish between Copyright and Patents and describe the process to apply each of them.

. FidRIET IR 0T & v 3w aardt 3R 39 A vAF & IMAGT Fe i 9iFar & avfa 1)

How does Firewall ensure network security? Discuss type of Firewalls in Wireless Networks
and Security.

W‘aﬁmgmﬁmmmmmﬁmmym#mha:ww
Tt &Y

(Attempt Any 2 Questions. Answer Every question in 300 words) (2*10)

( T Y il 1 IvR & | Wl Wil T SWR 300 WK H )

Describe Ethics and best practices in Cyber Security. What are the roles and responsibilities
of an Ethical Hacker?

AE F&T A aAfashar 3Rk wadfan i qard| vs vied § A1 AR 3R eaemat
T E?

What are the types of Intellectual Property? Give examples of violations of Intellectual
Property?

- | St e & v e £ atefiie WO & Seae & 3aTeeoT AT

List the components of Wireless Networks. Discuss the security issues of Wireless Networks.

- | aracere e & e e @ areR e & aReT AEE o e

(Attempt Any 1 Questions. Answer the question in 500 words)  (1*20)
(75 W U Uy FTIW | WY FTIWR 500 TG A S )

Discuss goals of security with suitable example of each. What is the need of E-Commerce
security, discuss?

| T S e 7 el U S SETEIOT Wi Tt Y1 SR TR Y AT TR qehar &, vt
I a"ﬁ'?

Explain the architecture of Firewall. Discuss components of wireless networks with suitable
diagram of any two.

| wraate i @ F HASISY | et & & 3ugwd R witd arme dead & geat o3 9=t
1. aﬁ'l




Basant Semester Examination 2021

Paper Code: (CD6B341T)

Paper Title: Cyber Scenrity Technologies & Practices

No supplementary answer book will be provided

Max. Marks: 100 Time: 02 Hrs.

All questions are compulsory choices are internal
In Question No. 4 Attempt any Two

Q. Marks
N Part No. Question in Hindi/ English
0. .
What is E-commerce security? 3
Lo | Sonimed gear <1 v?
3
Discuss cyber terrorism. _
2. | WTgS ITTdhaTE 9 ==
Define virus. _ : 3
3. | e et gieaTi
Eexplain cyber security in brief 3
4. | GTEeT GRET 3 Fuier Hayd i )
Write short notes on risk management. 3
L 5. | g weier W EfEw ieE fodl
What is international standards of cyber security? i |3
6. | WIS QLT ¥ ARG I 1 7
Elaborate security audit._ 3
7. | g sifee i =me S |
Discuss Information security concepts. 3
8. | g, g SrauTCOTSH wEE
Describe information ethics. 3
9. | e b Afcrerar 1 A0
Define weak and strong passwords. 3
10. | ESR ST HoTs TTEES i T <Rl
What is Trojan? 3
1L | S are?
5 Write short notes on security issues in wireless. 5
‘ 2. | amrer de g W Ew A fadl -
Discuss ‘inte]lectual property rights. =
3. | difge duar Afterl W ==




Describe components of wireless networks.

AT JeTeh % Tt T qui Y

Differentiate bc_lwccn sccurity assurance and security laws. 10
RAT ATHTE AN GRT HI % el 3T T2 il
What is the diffcrence between Threat, Vulnerability and Risk? | 10
T, sierr 31 SARaw i wr i 27
Describe type of Firewalls Wirceless networks and security. 15
T o YehT, STETIE e 311 geedT 1 g i
Elaborate information classification process. 15
AT arfientor Sfsrar o forega feuaoft =6y

15

Write long notes on Cyber security policy.

TS e Hifa w faega Tiew ford




Basant Semester Examination 2021
Paper Code: CD6B341T
Papor Title: Cyber Security Technologies & Practices
No supplementary answer book will be provided

Max. Marks: 100 Time: 02 Hrs.

All quostions are compulsory choices are Internal
In Quostion No. 4 Attempt any Two

Q. No. | Parl No. Question In Hindl/ English Marks
i Dofino security altacks., 3
e st Y vl w4
0 What are the functlions of chief security officer? 3
T et sfaFrd % wnf #r §7
3. | What do you mean by a botnet? 3
ateRe & Ay e §7
4. | What do you mean by a Honey pots? 3
BT Tl & 3T T T §7
5 What are worms? 3
1. | At
" What Is copyright Act ? 3
Ffiree wFe w7
. What is IP? 3
it T €7
8. What do mean by Trojan Horse? 3
2T g & 7 aread 2
9. What do you mean by E- Commerce Security? 3
$-wiad g & a9 T TS 82
10. | Define Weak and strong password. 3
FAA AT AT qTHIS Y qReariaa w3
1. What is the difference between cybercrime and cyber terrorism? 5
[TEAR AT AT ATIAT MAHATT § FT AT 3?2
2. What is Data Encryption? Why it is important in network security? 5
2 T TfERTT T §7 Jea+ qRET § I8 FT WEa I 87
3 What are the common methods of authentication for network security? 5
Seas graT F o yamfisw F amr adfs | §?
What is the difference between threat and vulnerability? 5
B P O £
What is the use of firewall and how it can be implemented? 10
a ! FIATETA FT ITANT T § 3 57 F& A0 347 91 961 87
What are the major stages of risk assessment? Explain. 10
2 | e AT F THE 90 HT §? THATIY
Explain in detail about intellectual property rights. 15
- ATEAT TXT AT ¢ 3T 77 F wgeayge &2 e & wwemsg
4. 5 How does disaster recovery differ from business continuity? Explain in detail. 15
| argeT TgrEd, STy i & e R S 82 e & wwarsy
3 What is cyber security and why is it important? Explain in detail. 15

HTZIT FLT F4T § 3 7g FT Aga gl &2 fawa & qwamsw

N



