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Part
No.

No.

Question in Hindi/ English

(Attempt All Questions. Answer Every question in 15 words)

(AN TN F IR S| TS UL TR 15 MG A S| )

(10%2)

Define Information Security.

T GI&T Y AR RS0 |

What is E-Commerce Security?

S-ShIAY I&TT FT 87

What is a Vulnerability Assessment?
AT HedTehe T 57

Define Cyber Terrorism.

TSR 3TdhdlG I IRHATNT hITAT|

What is a Trojan Horse?

TIoTeT g1 T 872

Vi.

What is Information Classification?

AT FTehIoT AT &2

Vii.

State any two objectives of Risk Management.

SNWH atreT & g aT 36631 &l @]

viii.

Define Malware.

HATIdI T TRATA Hifav|

What is Confidentiality in Information Security?

AT GIETT A TN T 2

Differentiate between Authentication and Authorization.

JHTOIROT U AITRIehoT H 37 9d18U|

(Attempt All Questions. Answer Every question in 50 words)

(A U P IR S| TS U BT IR 50 U A )

(5*4)

Explain the importance of strong password policies in organizations.

ITSAT H AT araas At & FAged o FHASSU




How does user management contribute to system security?

3T ST TN HI&T 7 F& FRTaTT ST 57

Differentiate between ransomware and botnet attacks.
IAGHATT UG dicaAc gHT & dI 37aX TISE HIfoTT|

Describe the role of steganography in information security.

AT GIETT & TEITATITHT T AT b1 qoiet HifSIv|

What is involved in a security audit?

TR&f 3ifge § o < 8T 82

(Attempt All Questions. Answer Every question in 100 words) 4*5)

(AN Ui F IR S TS UL HTIW 100 UG TS )

Explain various types of cyber-attacks and their impact on modern organizations.
Ao JohR & AT AN AT 3MEY fe¥eh TITSaAT R 3eTeh THTG h AT HIfAT|

Discuss the process of risk management and its importance in information security.
ST YarerT shr TTshaT T el GI&T A 3Heh Hged T = |

Describe the role of international security standards in ensuring cyber security compliance.
AR FR&TT 37quTere GiAfRad e H IHcRAUSET FR&TT AleTehi & ${fAHT &1 qofe
T

Explain the working principle of Intrusion Prevention Systems (IPS) with suitable examples.

SEotel Tdere FOECH (1PS) 3 shrdl TREHTC &l 3UYeFl 3aT6XUT Higd HHSISU|

(Attempt Any 2 Questions. Answer Every question in 300 words) (2*10)

(fPEf Ui P13 | TP U H1IWR 300 A A S| )

Discuss Information Warfare and Surveillance. Explain their impact on national security and
privacy.

T g T fAaRmel oX =l ST | TSERT GR&T quT e {Fadld M= TR Seich
1T I AHSTST|

Explain Security Management Practices in detail.

GR&TT Fetiel U131 ol faedR & goiet S|

Explain different wireless security standards such as WEP, WPA, and WPA2.
WEP, WPA Ud WPA2 HI&TT HTeTehl I AHASTSU |

(Attempt Any 1 Questions. Answer the question in 500 words) (1*20)
(faft e Uy FTIW S Y HTIW 500 ST A G )

Discuss the complete lifecycle of Computer Forensics investigation.

HTYE BTG oI d ah HYOT SiaeTdsh I T4l HIfw]

Explain wireless network architecture and discuss major wireless security threats, attacks
and protection mechanisms.

AR S & G ! HHSTST TAT FHE AATAH FL&T Wi, §Hell Ud GR&TT il
IR T HIfAT|




