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Part 

No. 

Q. 

No. 
Question in Hindi/ English 

                        

        (Attempt All Questions. Answer Every question in 15 words)                  (10*2) 

( स-ी ्䵚श㙍नो䬂 के उ्䵈र दे䜂। ्䵚्े䵓क ्䵚श㙍नो䬂 क? उ्䵈र 15 शबⱍनो䬂 .े䜂 दे䜂। ) 
 

 

1. 

i. 
Define Information Security.  

9ूच0? 9I1्䵌? �ो +91.???, �I�?ए। 

ii. 
What is E-Commerce Security?  

�-�I/99 9I1्䵌? ]0? :P? 

iii. 
What is a Vulnerability Assessment?  

.Oद♍0,? /ूल0?ा㸂�0 ]0? :P? 

iv. 
Define Cyber Terrorism.  

9?�-1 �,ा㸂�=?. �ो +91.???, �I�?ए। 

v. 
What is a Trojan Horse?  

्䵏ो?0 :I99 ]0? :P? 

vi. 
What is Information Classification?  

9ूच0? =�ी�1+ ]0? :P? 

vii. 
State any two objectives of Risk Management.  

?ो�?/ ्䵚-ा㸂/0 �O  �ो� .ो �द♍.O�0ो䬂 �ो ;ि�?ए। 

viii. 
Define Malware. 

/?ि=O01 �ो +91.???, �I�?ए। 

ix. 
What is Confidentiality in Information Security? 

9ूच0? 9I1्䵌? /े䜂 �ो+0I0,? ]0? :P? 

x. 
Differentiate between Authentication and Authorization.  

्䵚/?+I�1+ ए=ा㸂 ्䵚?ध/�1+ /े䜂 
ा㸂,1 -,?�ए। 
 

(Attempt All Questions. Answer Every question in 50 words)                   (5*4) 

( स-ी ्䵚श㙍नो䬂 के उ्䵈र दे䜂। ्䵚्े䵓क ्䵚श㙍नो䬂 क? उ्䵈र 50 शबⱍनो䬂 .े䜂 दे䜂।) 
 

2. 
i. 

Explain the importance of strong password policies in organizations. 

9ा㸂� 0ो䬂 /े䜂 /?-ू, +?9=रき9 0I-,0ो䬂 �O  /:त⑍= �ो 9/�?�ए। 



ii. 
How does user management contribute to system security? 

�+0ो��,?9 ्䵚-ा㸂/0 ्䵚+?िI 9I1्䵌? /े䜂 �P 9O 0ो�.?0 .O,? :P? 

iii. 
Differentiate between ransomware and botnet attacks. 

1P09/=O01 ए=ा㸂 -I�0O� :/िो䬂 �O  -Iच 
ा㸂,1 }+�� �I�?ए। 

iv. 
Describe the role of steganography in information security. 

9ूच0? 9I1्䵌? /े䜂 }�O�0ो्䵇?,I �I .ू;/�? �? =+90 �I�?ए। 
v. 

What is involved in a security audit?  

9ुर्䵌? ऑ)िट मे䜂 ्䵄? श?)मल :ोत? :ै? 

 

    (Attempt All Questions. Answer Every question in 100 words)                (4*5)                         

( स-ी ्䵚श㙍न ो䬂 के उ्䵈र दे䜂। ्䵚्े䵓क ्䵚श㙍न ो䬂 क? उ्䵈र 100 शबⱍनो䬂 .े䜂 दे䜂। ) 
 

  3. 

i. 
Explain various types of cyber-attacks and their impact on modern organizations. 

?=;.m0 ्䵚�?1 �O  9?�-1 :/िो䬂 ,-? �/I-0� 9ा㸂� 0ो䬂 +1 �0�O  ्䵚.?= �I }0?_0? �I�?ए। 

ii. 
Discuss the process of risk management and its importance in information security. 

?ो�?/ ्䵚-ा㸂/0 �I ्䵚}ि0? ,-? 9ूच0? 9I1्䵌? /े䜂 �9�O  /:त⑍= +1 चच?9 �I�?ए। 

iii. 

Describe the role of international security standards in ensuring cyber security compliance. 

9?�-1 9I1्䵌? 
0I+?ि0 9I-0��च, �10O /े䜂 
ा㸂,11?�्䵏I0 9I1्䵌? /?0�ो䬂 �I .ू;/�? �? =+90 

�I�?ए। 

iv. 
Explain the working principle of Intrusion Prevention Systems (IPS) with suitable examples. 

�ा㸂቏侏ज᰼0 ?्䵚=े䜂>0 ;9}�/ (IPS) �O  �?09 ;9द♍/?ा㸂, �ो �+0I], �.?:1+ 99:, 9/�?�ए। 
                 

(Attempt Any 2 Questions. Answer Every question in 300 words)                  (2*10) 

( �कन⡍ी ो䬂 दन ्䵚श㙍नो䬂 क? उ्䵈र दे䜂। ्䵚्े䵓क ्䵚श㙍नो䬂 क? उ्䵈र 300 शबⱍनो䬂 .े䜂 दे䜂। ) 
 

4 
i. 

Discuss Information Warfare and Surveillance. Explain their impact on national security and 

privacy. 

9ूच0? 0Iद♍/ ए=ा㸂 -0�1?0I +1 चच?9 �I�?ए। 1?�्䵏I0 9I1्䵌? ,-? }0�],�, �ो+0I0,? +1 �0�O  
्䵚.?= �ो 9/�?�ए। 

ii. 
Explain Security Management Practices in detail. 

9I1्䵌? ्䵚-ा㸂/0 ्䵚-?ओा㸂 �? ?=},?1 9O =+90 �I�?ए। 

iii. 
Explain different wireless security standards such as WEP, WPA, and WPA2. 

WEP, WPA ए=ा㸂 WPA2 9I1्䵌? /?0�ो䬂 �ो 9/�?�ए। 

                    (Attempt Any 1 Questions. Answer the question in 500 words)                  (1*20) 

( �कसी -ी एक ्䵚श㙍 क? उ्䵈र दे䜂। ्䵚श㙍 क? उ्䵈र 500 शबⱍनो䬂 .े䜂 दे䜂। ) 

5. 

i. 
Discuss the complete lifecycle of Computer Forensics investigation. 

�ा㸂 o0ू�1 ,I1े䜂;9� ??ा㸂च �O  9ा㸂+ू+9 ?I=0चि +1 चच?9 �I�?ए। 

ii. 

Explain wireless network architecture and discuss major wireless security threats, attacks 

and protection mechanisms. 

=?01िO9 0O�=�9  �I 9ा㸂1च0? �ो 9/�?�ए ,-? ्䵚/I? =?01िO9 9I1्䵌? ?,1ो䬂, :/िो䬂 ए=ा㸂 9I1्䵌? ,ा㸂्䵔ो䬂 
+1 चच?9 �I�?ए। 

 


