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CERTIFICATE

OF CLOUD BEST PRACTICE

WE TAKE OUR CLIENTS’ PRIVACY SERIOUSLY AND ARE RESPONSIBLE DATA CUSTODIANS

THIS IS TO CERTIFY THAT

Modern CPAs, Inc.

has undertaken Practice Protect’'s Cloud Best Practice on the 6" of February 2019,
and understands its obligations to maintain relevant policies, security technologies and provide
education to relevant stakeholders in order to protect client privacy.




CLOUD BEST PRACTICE

ARE A PRACTICE PROTECT™ CERTIFIED FIRM. THIS CERTIFICATION INCLUDES, BUT ISN'T LIMITED TO
THE USAGE OF PRACTICE PROTECT'S™ CLOUD ACCESS TECHNOLOGY SYSTEM THAT CAN:

» Restrict remote access to specific locations and / or block overseas access to our systems;

» Track and monitor attempted access to our systems and identify suspicious access;

* Log usage in an audit trail and retrospectively determine the suspected source of a breach to report to

authorities. With this tool we can see what applications were accessed, when they were accessed and from where;

» Terminate user access to all sensitive cloud applications by disabling a single user account;

* Remotely wipe mobile devices in the event they are breached, lost or the user associated with the device is
terminated. We are able to restrict access to reasonable times such as business hours;

» Share access to applications using a single user ID without having to divulge cloud app passwords to staff;

* Require only one single password to all sensitive applications for staff to remember, decreasing the risk

associated with ‘password sprawl’;

* Apply two step authentication (2SA) to access all sensitive applications (not on an application by application basis);
» Centralise our identity systems so that access to desktops, servers and browser based cloud applications are accessed
via one single identity.

WE ALSO HAVE ACCESS TO POLICY DOCUMENTATION THROUGH PRACTICE PROTECT™ THAT:

» Educates and sets expectations on staff in relation to best practice for password and access management;
» Governs interactions with third parties such as IT contractors or outsourcing providers and what occurs should there be a

breach of our data security policies;

* Makes clear how we manage client information;

» Lays out the steps for responding and communicating in the event of a data breach.

THIS CLOUD BEST PRACTICE CERTIFICATION REITERATES OUR FIRM’S COMMITMENT TO BE RESPONSIBLE DATA CUSTODIANS






