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Introduction

This document is the work of 24 high school juniors at the School for Ethics and Global Leadership
(SEGL). SEGL is a selective, semester-long residential program in Washington, D.C. for students
from across the United States. It provides intellectually motivated students with the best possible
opportunity to shape themselves into ethical leaders who create positive change in our world. The
Spring 2016 semester developed this collaborative policy document to provide ethical and effective
solutions to the issue of the Islamic State’s presence on social media. We chose this topic because
we believe it to be a pressing issue that requires creative and well thought out solutions. This
document reflects the collective opinion of the students at SEGL, and does not necessarily reflect
the views of the faculty and staff. Our hope is that this document provides a comprehensive analysis
of this issue and will serve as a first step in the implementation of ethical solutions.

We would like to thank Dr. David Ettinger at the Gelman Library of George Washington University
and Bahaa El-Taweal of the Raise Your Voice campaign, as well as the other professionals who
helped us in our research.



Executive Summary

More than ever, social media has the ability to influence the decisions one makes and perceptions
one forms of the world. Facebook, Twitter, and Google are social media platforms used by young
people. Terrorist groups, particularly the Islamic State, have adjusted their recruiting tactics to fit the
realities of today’s avenues of technological communication. The Islamic State utilizes social media
in an unprecedented way to attract vulnerable youth to its radical message.

The Islamic State relies on the recruitment of youth in order to survive. Because the group’s
legitimacy has traditionally been based off of its acquisition of territory in Iraq and Syria, the Islamic
State is in a constant need of new recruits in order to expand.! While young people in the Middle
East are attracted to the Islamic State in greater numbers than their Western counterparts,’
Westerners who are ostracized from their communities can also be vulnerable to the Islamic State’s
social media sites. The Islamic State’s recruitment of Americans is only one dimension of the
problem that this terrorist organization poses to the United States. There is another more direct
threat to the United States: lone-actor terrorism inspired by the Islamic State’s online postings.
Videos disseminated via social media platforms, such as Twitter, Facebook, and Google, attempt to
inspire domestic terrorism in the United States.’ The shootings in San Bernardino, California, in
December 2015 are an example of how dangerous the Islamic State’s social media accounts have
become in their inspiration of terrorist attacks.*

The authors of this policy document have determined that there are five essential actors involved in
resolving the problem of the Islamic State online: American community engagement programs, the
United States Department of State, the United States intelligence community, the United States
Department of Justice, and the American private sector.

Some of the groups most susceptible to being radicalized by the Islamic State online are young
American Muslims and recent converts to the faith who feel ostracized from their communities due
to Islamophobia.” The role of community engagement is to address how Islamophobia can be
catalytic in motivating people to join the Islamic State. Through the differing methods of education
of Muslim and non-Muslim people, community engagement programs seck to discontinue any
societal ostracism that Muslim-Americans may experience.

The presence of the Islamic State on social media is inherently an international issue; therefore, it is
within the purview of the State Department to address this problem with both internal and external
solutions. In addition to working with foreign governments to develop effective international
policies, the State Department has developed strategies to contribute to a counternarrative to the
Islamic State’s social media presence. The State Department can enhance the nature of its own social
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media presence and its partnerships with both Middle Eastern and Western nations to better
participate in countering the Islamic State online.

The Islamic State’s social media accounts, created with the intention of promoting the group’s
propaganda and attracting potential recruits, need to be more closely monitored. The United States
intelligence community plays an essential role in monitoring the Islamic State’s presence on social
media. With the help of the private sector, intelligence agencies such as the FBI and the CIA can
work to more effectively monitor the Islamic State’s online presence. By doing so, the government
will have better platforms with which to track terrorists, prevent attacks, and anticipate potential
threats to the United States.

Because of the unprecedented nature of the Islamic State’s use of social media, it is important that
the United States Department of Justice reviews the legality of the solutions presented to address the
problem. Both individual citizens and the American private sector have raised concerns over the
federal government’s monitoring of social media accounts and prosecution of private parties. These
concerns necessitate that the U.S. Department of Justice establish parameters for such interactions.
In this policy document, legal precedent and current laws have informed the recommendations
presented to the Department of Justice.

The American private sector is involved in the fight against the Islamic State online because it is on
the private sector’s sites that the Islamic State’s recruiting and proliferation of propaganda occurs.
The private sector will be able to aid the government in defeating the threat posed by the Islamic
State’s presence while maintaining its autonomy. By finding a balance between customer loyalty and
compliance with United States law, the private sector will be able to fulfill its obligations to private
companies while assisting the United States federal government in the fight against the Islamic State.

The United States government, the American private sector, and American community engagement
programs are instrumental in stopping the threat of the Islamic State online. By combining their
resources these three groups will be able to reduce the flow of Americans to the Islamic State and
will prevent any further lone-actor attacks on the United States. Should the aforementioned actors
adjust their response to this problem, the threat of the Islamic State to the United States and to the
world will be greatly reduced.



History and Current Status

The Islamic State is a militant group that has controlled territory in Iraq and Eastern Syria since
2014, when the group split from Al Qaeda.’ The Islamic State is also recognized as the Islamic State
in Iraq and Syria (ISIS), the Islamic State of Iraq and the Levant (ISIL), and Daesh. The authors of
this policy document, however, will be referring to the group as the Islamic State in order to
recognize the group as an international threat, unbounded by its physical territory in Iraq and Syria.
Early after its founding, the Islamic State’s fight was primarily against the Assad regime as the group
attempted to expand its territory in Syria in the hopes of establishing a caliphate governed by their
interpretation of Islam.” This interpretation consists of a medieval application of sharia (Islamic law);
the examples of the Islamic State cutting off hands for petty theft, decapitating prisoners, and
preparing for Judgment Day all uphold this assertion.” As the Islamic State’s ultimate goal is to
extend the influence of its caliphate to all Muslims, the group is not only a threat to the MENA
(Middle East and North Africa) region but to the international community at large.” In addition to
recruiting foreign nationals to their cause in the region,' the Islamic State has urged Muslims
“everywhere” to carry out attacks against the Western infidels.'' The Islamic State uses social media
in a way unrivaled by its predecessor, Al Qaeda, for two reasons: to recruit people to join their cause
in the Middle East,'* and to incite attacks in other countries."”

There are two major groups who are vulnerable to the Islamic State’s social media recruiting tactics.
The first group is made of social media users in the MENA region who, according to the Global
Terrorism Index, are most often drawn to the Islamic State’s message of stability because their own
countries have been disrupted by regional instability. The other group is made of social media users
in the Western world." This policy document, however, will be focusing on the latter of the two,
due to the increasing relevance of Western recruits to national security. The Americans who are
most susceptible to the Islamic State’s message are those who have been ostracized by their
communities, many of them young Muslims or recent converts to the faith.'>'® This isolation is
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heightened by Islamophobia, defined as the “unfounded hostility towards Muslims, and therefore
fear or dislike of all or most Muslims.”'” For victims of Islamophobia, the Islamic State offers a
community and fulfills the “human desire for identity, certainty, social connection, [and] meaning.
In this way, the group is able to draw in these “lonely young Westerners” by using social media
platforms, particularly Twitter, Facebook, and Google."” Islamic State operatives use these platforms
to reach out to ostracized youth, not initially revealing their link to the Islamic State.”” They feign
interest in potential recruits’ lives and offer support, eventually explaining the appeal of the Islamic
State.” The use of aforementioned social media sites is the key first step in recruitment, which is
then followed by personal connection and communication between operatives and potential
recruits.”

9518

Not only does the Islamic State provide a much-needed community for these isolated Westerners, it
also comes with benefits. The use of photo-sharing on social media platforms by Islamic State
operatives, specifically by youth members, contributes to this glamorized perception of the Islamic
State.” Mujahideen (the plural form of mujabid, an Arabic word meaning “someone who practices
Jthad’) are shown in luxurious homes with gaming systems, American junk food, and Internet
connection. Operatives of the Islamic State post photos holding Syrian toddlers alongside photos of
themselves in the traditional “warrior pose” with weapons beside them.** The Islamic State’s
propaganda often focuses heavily on the glamour of a greater Muslim community, and this message
can be alluring to those who feel isolated by Western society.” Vulnerable recruits find a sense of
kinship with young operatives who propagate the idea that life in the Islamic State is ultimately more
accepting and more fulfilling than life as a Muslim in the West, where they believe they are unable to
express their religion without fear of discrimination.”

Some, like founder and Executive Director of the Council on American Islamic Relations Nihad
Awad, argue that the Islamic State does not represent Islamic ideas,” although recruits® and the

'® Rachel Briggs Obe and Tanya Silverman, “Western Foreign Fighters: Innovations in Responding to the Threat,”
Institute for Strategic Dialogue, last modified 2014, http:/ /www.strategicdialogue.org/wp-
content/uploads/2016/02/ISD]J2784_Western_foreign_fighters_V7_WEB.pdf.

" Gordon Conway, comp., “Islamophobia: A Challenge for Us All,” Runnymede Trust, last accessed April 20, 2016,
http:/ /www.runnymedetrust.org/uploads/publications/pdfs/islamophobia.pdf.

18 Harold J. Bursztajn, Jihye Choi, Omar Sultan Haque, Tim Phillips, “Why Are Young Westerners Drawn to Terrorist
Organizations Like the Islamic State,” Psychiatric Times, September 10, 2015, http://www.psychiatrictimes.com/ trauma-
and-violence/why-are-young-westerners-drawn-terrorist-organizations-isis.

19 Bahaa El-Taweal, interview by the author, Washington, D.C., United States, April 19, 2016.

%0 Ihid.

" Ibid.

%2 Ibid.

2 Caroline Joan S. Picart, "'Jihad Cool/Jihad Chic”: The Roles of the Internet and Imagined Relations in the Self-
Radicalization of Colleen LaRose (Jihad Jane)," Soceties 5, 363-364, last modified April 22, 2015,

http:/ /www.mdpi.com/2075-4698/5/2/354 /htm.

2% Tbid., 363-364, http:/ /www.mdpi.com/2075-4698/5/2/354 /htm.

% Tbid., 364, http:/ /www.mdpi.com/2075-4698/5/2,/354 /htm.

% Sarah Lyons-Padilla et al., "Belonging Nowhere: Marginalization and Radicalization Risk among Muslim Immigrants,"
Behavioral Science and Policy 1, no. 2, 5, last modified December 2015,
http://gelfand.umd.edu/papers/BSP_2_Lyons_2p%20(002).pdf.

27 Nihad Awad, "ISIS Is Not Just Un-Islamic, It Is Anti-Islamic," TIME, last modified September 5, 2014,
http://time.com/3273873/stop-isis-islam/.



group itself cite religious reasoning for radical jthad.”” In the Islamic State’s feature film The Flames of
War, Commander Abu Asumah Al-Maghrib, a Moroccan mujahid,” is shown reciting the Qu’ran,
quoting, “What is the matter with you that, when you are told to go forth in the cause of Allah, you
adhere heavily to the earth... If you do not go forth, He will punish you with a painful
punishment.””' This policy document will not be arguing for or against the religious authority of this
movement; rather, this document seeks to understand how the recruits see themselves and the
Islamic State in order to address their susceptibility to its message.

The Islamic State has historically been motivated by a number of things, including resistance to the
Assad regime and a post-colonial struggle against the modern nation state.”” While unlike its
predecessor Al Qaeda in that it was never explicitly anti-Western in its intent, the Islamic State is
adverse to Westerners who get involved in the group’s territory in the Middle East.” This anti-
Western-intervention sentiment was further aggravated when President Obama authorized coalition
airstrikes against the Islamic State on August 7, 2014.>* Since then, the Islamic State’s threat to the
West and, more specifically, to the U.S., has intensified. In September of 2015, Deputy Attorney
General John Carlin estimated that 250 Americans had gone to fight for the Islamic State, which is
more than double the total number of Americans who left in 2014.” CNN reports that out of all the
Americans going to join the Islamic State’s fight in the MENA region, “around nine out of 10... are
active in online jihadist circles.” But Americans and other Westerners being recruited online to join
the Islamic State in Iraq and Syria are not the only problem; with land losses of up to 14% in 2015,
the Islamic State’s tactic has been shifting from the establishment of a caliphate in the Middle East
to the incitement of lone-actor attacks on soft targets in the U.S. and Europe.” Thus, in this policy
paper, the term “recruit” can mean one of two things — someone who is solicited through the
Islamic State’s use of social media to go to Syria or Iraq and fight there in the efforts of establishing
an Islamic caliphate, or someone who is inspired by the Islamic State’s presence on social media
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platforms to commit acts of terror in any country. An individual of the second group does not
necessarily have to be an active affiliate of the Islamic State, hence the label “lone-actor.””

On December 2, 2015, a married couple from San Bernardino, California, pledged allegiance to the
Islamic State via Facebook and went on a shooting rampage, killing 14.” This attack proved that not
only was the Islamic State capable of recruiting Americans to join their cause in the MENA region,
but also that the group’s social media sites had the ability to inspire lone actors to attack the United
States. It only takes one recruit to the Islamic State or one lone actor inspired by the group’s usage
of social media to threaten the security of the United States."” Our goal in this policy document is to
outline strategies for the prevention of any further social media-inspired attacks against the U.S., as
well as to stop the flow of Americans going to join the Islamic State in Iraq, Syria, or any of their
affiliated provinces.

Although the Islamic State is not the first terrorist group to use social media to its advantage, it has
been able to develop roles on Twitter, Google, and Facebook that recruit members and scare
adversaries through propaganda.*’ Of these platforms, the Islamic State has had the most success
with recruiting via Twitter, as evidenced by the fact that the Islamic State has accrued over 46,000
supporter accounts.” The most active of these users have been labeled as mujahideen. These users are
at the center of the Islamic State’s social media presence as they are able to post large amounts of
information in condensed periods of time, directing users’ attention to the Islamic State by flooding
Twitter accounts with specific hashtags.” Hashtags are easily accessed by anyone looking to find the
Islamic State online.*

To combat the Islamic State’s use of social media as a powerful recruiting tactic, the problem must
be addressed with several different focuses. These include but are not limited to: community
engagement programs, the State Department, the intelligence community, the Justice Department,
and the private sector.
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Community Engagement

Communities, both religious and nonreligious, have a significant role in working to address the
Islamic State’s use of Internet for recruitment. This section of the document attempts to address the
root causes of this problem through initiatives that work to support the integration and inclusion of
Muslims into American society and to decrease Islamophobia. This proactive strategy aims to keep
vulnerable populations from turning to the Internet and receiving warped information about Islam
in the first place, thus cutting off the ability to inadvertently find Islamic State recruiters. Through
this method, the Islamic State’s sphere of influence will be limited logistically.

Interfaith Initiatives

53% of Americans say they have an unfavorable view of Islam, but many Americans (47%) do not
personally know any Muslims, and are twice as likely to self-report having prejudice toward
Muslim.* Additionally, those who do not think that Islam and Christianity have similar roots are five
times more likely to self-report prejudice toward Muslims.* These statistics make evident a lack of
knowledge about even the basics of Islam. Ignorance frequently breeds bias which, combined with a
lack of interfaith communication, leads to Islamophobia. Thus, there is an urgent need for a form of
open dialogue, specifically one which utilizes the “contact hypothesis” proposed by Gordon W.
Allport.*” The hypothesis, which was updated by Thomas Pettigrew in 1998, emphasizes the
significance of cross-group relationships in reducing prejudices about individuals and biases against
whole groups.” A study completed by Pettigrew and Linda Tropp in 2000, including 204 studies
involving 90,000 participants from 25 different countries, heavily supported the effectiveness of the
contact hypothesis; 94% of the time, prejudice decreased as cross-group interaction increased.” This
extremely significant theory shows that a productive method for fighting Islamophobia is through
interfaith initiatives.

The Interfaith Youth Core (IFYC) shares the same beliefs about the power of interfaith interaction.
This organization travels to different colleges advocating for interfaith relationships, and backing it
up with resources and facts. They attempt to shape students into leaders who can dismantle religious
prejudice to unite their respective communities.” Six hundred eighty-eight campuses thus far use the
resources of the Interfaith Youth Core to work and achieve this goal.”' There is an opportunity to
increase the Interfaith Youth Core’s effectiveness by extending their outreach to more universities.

However, IFYC does not actually have permanent chapters at any college campus. In order for
interfaith messages to be efficiently spread, there needs to be a universal interfaith club on college
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campuses that can implement these practices, hold events and conversations, and spread awareness
throughout communities.

Advocacy

Many Muslims who have been ostracized from society and face Islamophobia feel as though they
lack public support from non-Muslims. Although there are advocacy groups for Muslims, the
majority of these organizations are headed by Muslims themselves. Washington-based journalist
Bahaa El-Taweal, when speaking specifically about the Council on American Islamic Relations, or
CAIR, pointed out that the majority of their staff is Muslim.”” He stressed the importance of non-
Muslims providing support for the Muslim community, because “a Muslim doesn’t just need to feel
like their community is helping them, they need to feel like their country is helping them.””> Groups
not affected by Islamophobia need to work with those directly impacted to order to rectify the
problem.

HeForShe, a successful and prominent international advocacy program for gender equality, sets an
example of a successful advocacy campaign. The campaign uses actress and activist Emma Watson
as a spokesperson for the organization, which has garnered a huge amount of support for the
campaign. Since her speech at the United Nations Headquarters, the HeForShe movement has
grown to include more than 700,000 commitments.” The website itself readily presents users with
an option to become an ally and pledge to support gender equality.”” Most importantly, the
campaign reveals the effectiveness of a united movement, in this case with both men and women,
tighting against gender inequality.

A movement similar to HeForShe would be helpful in combating Islamophobia if it followed a
similar trajectory. Users will immediately encounter an option that allows them to pledge support
and become an ally for Muslims. Following this, as HeForShe has successfully done, allies are
provided with different kits that give information about how to fight prejudice. A succinct hashtag
that embodies the program’s purpose should be spread by Muslim and non-Muslim spokespeople
alike. Currently, there are many major Muslim organizations that are fostering an online presence to
spread their messages. There is potential for CAIR, the Islamic Society of North America (ISNA),
and the Muslim Public Affairs Council (MPAC) to assist in this movement. These organizations
already work to provide support for the Muslim community and remove Islamophobia through
resources such as webinars hosted by the ISNA.* The MPAC speaks out against hate speech in
campaigning and creates partnerships with politicians, such as Hillary Clinton, to promote fair
dialogue about Muslims in America.”” CAIR spearheads advocacy in the United States and are now
in their second year of major lobbying push with a national advocacy campaign.” Additionally, each
of these organizations has around 100,000 likes on Facebook, which shows the breadth of their

°2 Bahaa El-Taweal, interview by the author.
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existing connections.””*"*! By coming together and spearheading this larger campaign, each
organization’s smaller audience would be combined and their current initiatives will be unified to
have a greater impact with a wider-spread outreach.

In addition to partnering with Muslim advocacy organizations, there are also pre-existing
organizations with no religious affiliations that would support an advocacy program, such as the
United States Institute of Peace. By gaining USIP’s support, the advocacy program would not be run
solely by Muslims and Muslim groups, giving it an ability to gain non-Muslim support, which is
necessary for a cohesive solution.

National Open Mosque Day

According to a survey conducted in 2011 by Ihsan Bagby, professor of Islamic Studies at the
University of Kentucky, there are 2,106 mosques in the United States.”” The large majority of the
representatives of these mosques report that their mosques are “spiritually alive and vital, their
members are excited about the future, and [that] they have a clear mission.”*> Additionally, the study
states that, on average, a mosque in America has 125 regular participants, although some mosques
report having numbers up to 5,300.° These statistics show that mosques continue to be at the center
of Islamic life and could be utilized as agents to combat Islamophobia.

In Australia, the Lebanese Muslim Association has made use of mosques as centers of education by
sponsoring an annual “National Mosque Open Day,” where a mosque in each state is open for
public visit. This initiative has been active since 2014 and has provided, “an engaging opportunity
for discussion and education between Muslims and non-Muslims.”* Similar events have been
organized in the United Kingdom and France under the respective titles, “Visit My Mosque Day”
and “A Brotherly Cup of Tea,” but there is no such national initiative in the United States.”> "’
This December, the US Council of Muslim Organizations (USCMO), announced their “One
America” campaign, which includes the implementation of a National Open Mosque Day, but
doesn’t officially establish a date for the event. The event could be expanded beyond USCMO and
be supported by other groups, like the Interfaith Youth Core, in an effort to make Open Mosque
Day a successful and widely known national event.

Open Mosque Days are effective because they raise awareness about Islam as a peaceful,
approachable religion, make people aware of the Muslim communities within their areas, and put

%9 “Council for American-Islamic Relations,” Facebook, last modified April 19, 2016,
https:/ /www.facebook.com/CAIRNational/.

80 «Islamic Society of North America,” Facebook, last modified April 19, 2016, https://www.facebook.com/isnahq/.

61 “Muslim Publics Affairs Council,” Facebook, last modified April 19, 2016,
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®2 Thsan Bagby, Paul M. Perl, and Byran T. Frochle, “The Mosque in America: A National Portrait,” Council on American-
Isiamic Relations, last modified April 26, 2001, https:/ /www.cair.com/images/pdf/The-American-mosque-2001.pdf, 2.

83 «“National Mosque Open Day,” Lebanese Muslinm Association, October 31, 2015, http:/ /www.Ima.org.au/national-
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people of different religious backgrounds in contact with each other. These outcomes all actively
combat Islamophobia and thus, in the long run, break down the “us versus them” mentality that
often leads young Muslims to feel isolated and turn to outside sources, such as the Islamic State.

Recommendations

® We recommend that the Interfaith Youth Core create chapters on college campuses that
function as full time clubs and connect with the community, especially schools.

® We recommend the creation of the #IStandWithMuslims campaign on any social media
platform in which all people, Muslim or not, can pledge commitment to fighting
Islamophobia and prejudice toward Muslims. This platform will draw support from pre-
existing organizations such as CAIR, ISNA, MPAC, and USIP.

® We recommend the creation of a National Open Mosque Day, in which mosques and other

Islamic community centers open their doors and allow the public to learn about Islam and
discuss interfaith cooperation.
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State Department

As previously examined, the Islamic State poses a real and imminent threat to the United States.
Therefore it is an important issue for the U.S. State Department. Through online recruitment and
propaganda, the Islamic State targets young Muslims, both in America and internationally, to join
the group and commit acts of terror such as lone-actor attacks. According to an article published by
the Brookings Doha Center, “From 2013 onwards, [the Islamic State]’s unrivaled information
operations and exploitation of social media brought a renewed energy toward its cause of controlling
territory and establishing an Islamic state.”® Currently, the Islamic State’s effective use of social
media increases recruits from the West and furthers the problem of lone-actor attacks.

The Islamic State’s propaganda often paints the terrorist organization’s goal of a global caliphate in
a positive light, promising “a triumphant, model society that offers community to all who desire it,
and destruction to those who don’t.”” Divisions of the State Department have used social media
platforms, especially Twitter (e.g. @TheGEC" and @ThinkAgain_DOS""), to share information
about international counterterrorism efforts.

State Department Counterterrorism Social Media Campaign

On September 9, 2011, President Barack Obama signed Executive Order 13584, which authorized
the creation of the Center for Strategic Counterterrorism Communications (CSCC).” This
organization is guided by the National Strategy for Counterterrorism, issued by the Obama
Administration in June 2011, that addressed challenges and successes faced by the United States as
Al-Qaeda waned in power and its affiliates adopted new methods of conducting terrorist activity.”
In early 2015, the State Department directed the CSCC to expand its efforts toward promoting a
social media-based counter narrative against the Islamic State.” By mid-2015, Richard A. Stengel, the
Under Secretary of State for Public Diplomacy and Public Affairs, described the campaign as a
failure in its original goals.” External parties criticized the campaign for the nature of its authors,
rhetoric, and audience.” In January of 2016, the State Department refigured the CSCC into the
Global Engagement Center (GEC), which maintained a similar mission and approach to the issue of
the Islamic State on social media.” The GEC should begin to pursue employees who are closer to
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the age of its audience and continue to employ those who are experts in the field of
counterterrorism communications. The GEC’s social media campaign should expand its rhetoric to
not only include “narratives around thematic campaigns on the misdeeds of our enemy,” but also to
include hopeful, positive messages to those vulnerable to the Islamic State’s recruitment.”® Both of
these strategies will result in the GEC’s social media campaign connecting more closely with its
audience.

State Department’s Employment in Social Media/Communications

The State Department will benefit from a diversification of its employees and interns to present not
only a wider variety of views, but to obtain a more nuanced knowledge of certain fields (e.g., the
Internet) which the Islamic State exploits. Currently, the State Department has over 11,000
employees working in the Civil Service section of the Department, focused on carrying out the
Department’s mission statement.” By adding a new task force focusing on Internet
counterterrorism, the State Department would diversify the backgrounds of its employees working
on the issue, giving the State Department more Internet and social media fluency, as well as different
areas of expertise. As for social media fluency, the ages of 14-15 are the height of Internet literacy,
due largely to a technological normalization for younger generations.” Although new employees
wouldn’t be quite that young, employing younger task experts would rectify an issue seen in previous
social media campaigns: miscommunication and misunderstanding between those in the State
Department and social media consumers with a difference of worldview. Similar programs, such as
the “Peer 2 Peer: Challenging Extremism” program, already exist at 23 universities around the
world.” Already, bright young students pursue this program in efforts to create social media
campaigns to rival those of the Islamic State.*” By bolstering a peer-run social media campaign
directly addressing the same audience the Islamic State is trying to recruit (that is, young people
isolated by mainstream society, usually because of their religion), the State Department’s campaign
would most effectively combat the susceptibility of the Islamic State’s current recruitment base.*
Currently, State Department internships do not focus on communications or Middle Eastern
relations.** Through improved avenues of communication, the State Department can adapt their
media campaigns to appeal to at-risk audiences and increase online presence. Through the lens of
Middle Eastern relations, the State Department can fully understand and address the international
ramifications and roots of the appeal to Americans of joining the Islamic State to more fully address
concerns and questions surrounding the terrorist organization. Thus, the program will increase
expertise, personal engagement, and accessibility to relevant information.

" Tbid.
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Middle East and North Africa

Creating a social media presence in the United States is not the end of a solution; there is a need to
stop the root of the problem. That root lies in the Middle Fast and North Africa, where the Islamic
State is primarily based (specifically, Syria and Iraq).”

Internet access in these countries provides both an opportunity and a threat for United States
national security. As a result, the State Department has a role in addressing the social media threat
and effects of the Islamic State. Approximately 32.66 out of 100 people in developing countries in
the MENA have access to the Internet,” just below the world average of 40.69."” The Islamic State
has approximately 46,000 Twitter supporter accounts associated with it.* Of these accounts with
publicly shared locations, 866 are based in Saudi Arabia, 507 in Syria, and 453 in Iraq, demonstrating
that there is a sizeable online presence within the Middle East itself.”’ The United States can use its
relations with certain countries in the Middle East, including Jordan, Israel, Morocco, Bahrain, and
Oman, to work with governments to generate their own public media campaigns.” In this effort,
Jordan is a particularly strong ally, given its location bordering both Syria and Iraq, both partly under
the Islamic State’s control.” We also recognize that the United States has a long-standing history of
relations with the country, and that Jordan is a partner in the Organization for Security and
Cooperation in Europe.”

Through the use of internal and external strategic solutions, the State Department creates a
compelling message that has the ability to circulate and have an impact on many people through
clear media campaigns on the Internet. There must be expert advice and accurate information to
answer questions about the Islamic State and its acts of terror.

Recommendations

® The State Department should expand its internship programs in order to attract a variety of
viewpoints and perspectives, as well as to expose interns to careers in counterterrorism.

® The State Department should refigure the social media presence of its Global Engagement
Center in terms of its authors, rhetoric, and audience.

® The State Department should work with governments within the MENA, particularly
Jordan, to allow them to create public media campaigns and further address the problems of
discontent in these affected countries while combatting “Islam vs. the West” rhetoric.
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Intelligence Community

In the United States Government the Intelligence Community, specifically the FBI and CIA, is
charged with combatting terrorism on American soil through espionage, surveillance, and other pre-
emptive measures. The Intelligence Community sees the increase of the Islamic State’s online
presence and online recruitment of Americans as a serious issue to the health and safety of the
American people. However, there are numerous effective means of combating this growing threat to
the United States that the CIA and FBI have both used or may use in the potential future.

Communication with the Private Sector

In an interview with CNN in February 2015, the head of the FBI’s counterterrorism division,
Michael Steinbach, expressed his concern over the Islamic State’s ability to lure young Americans
into their organization.” Although he claimed that “The FBI is working around the clock to combat
the recruitment of Americans,” he also admitted that it was a challenge to try to combat these new
social media tactics while maintaining the privacy afforded to every American citizen.”

There have been many recent clashes between intelligence agencies and private sector companies in
relation to “encrypted communications and lawmakers’ social media monitoring.”” The recent legal
battle between Apple and the FBI over the unlocking of the phone owned by a shooter in the San
Bernardino massacre exemplifies the tension present between the FBI and the private sector.”
Because the Islamic State almost exclusively uses social media sites to propagate its message,
especially Twitter, cooperation between the private sector companies (e.g. Twitter, Facebook, and
Google) and the Intelligence Community (e.g. FBI and CIA) will be key in fighting this specific form
of terrorism. We are aware that the FBI already works with the private sector on some monitoring
efforts which sets the stage for increased collaboration.”” A study regarding the Islamic State’s use of
Twitter revealed that “there is clear intelligence value to be extracted from the ISIS accounts...
Although the volume of material created challenges in approaching this material systematically, the
data analysis provided a number of clear insights.””® Cooperation between the FBI and Twitter in
monitoring efforts could dramatically increase the effectiveness of tracking and limiting the Islamic
State.

Twitter has been expanding its team of people who review suspicious user activity, saying in a
statement released in February 2016 that they have “teams of specialists in the U.S. and Ireland that
scour accounts, looking for those linked to extremist groups or just spewing 140-character calls to
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violence.”” Federal Intelligence Agencies are also monitoring groups extensively on the Web: 1,271
government organizations are working on counterterrorism, homeland security, and intelligence.'”
We believe that due to the FBI’s extensive ability to monitor accounts that once Twitter flags an
account as problematic, instead of taking down account on its own or in conjunction with the
American Intelligence Community, it should turn monitoring efforts over to the US Government.
The Intelligence Community can monitor everyone on the Internet; according to the Patriot Act,
monitoring would commence following a continued series of suspicious terror related activities.
Under the Patriot Act such potential or actual act of terror could be but are not limited to sabotage
and communications with known Islamic State social media accounts.

It is prudent for the United States Government to monitor the accounts of those who frequently
visit and participate in the online activities of the Islamic State in the realm of recruiting and
promoting terror. If the account flagged belongs to a private citizen of the United States, that citizen
would be subject to increased scrutiny and monitoring of their online activities by the Federal
Government for a period of up to 30 days. If that monitoring reveals that the persons in question
serve a direct threat to the United States, then it shall be in the best interest of the United States
Government and its citizens to continue monitoring those flagged citizens digital profiles, as well as
increased surveillance. This increased monitoring would allow the FBI to continue the world they
already do in using legal means and warrants to arrest those people who are putting out terroristic
material."”"

Creation of a Software

The FBI and CIA should look into the possible creation and funding of a software that would
drastically hinder the recruitment ability of the Islamic State. There are already numerous softwares
easily accessible that allow users to buy fake likes, retweets, and followers, and we propose the
creation of a new software that could imitate the “twitter-sphere” for larger accounts that support
the Islamic State.'”” Once an account was transferred over to the software, the tweets and posts
broadcasted from that account would no longer be seen by its followers. However, the account that
supports the Islamic State would still be receiving fake likes, comments, and retweets: the work of
the software. The account that supports the Islamic State would also retain the ability to be directly
messaged or contacted if the interested party knew the exact name of the offending account. While
we understand how difficult it will be to simulate the social media atmosphere, such as private
communication, we believe the relatively large follower base of Islamic State accounts (1,004

followers/account) and the ability to still direct message some accounts would help mitigate these
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The Islamic State uses Twitter more extensively than other forms of social media because Twitter is
the easiest place for these accounts to put out material. Facebook is, according to Steve Stalinsky,
the executive director of Middle East Media Research, “the leader and the best at removing
content.”'™ This software would focus specifically on Twitter in order to address the larger need.

The creation of the software is necessary as a large concern of the private sector is shutting down
the Twitter accounts that contain propaganda of the Islamic State. In the interest of monitoring
threats present online, the American Intelligence would prefer these accounts to stay open. Between
September and December of 2014, 1,000 accounts that supported the Islamic State were deleted; the
most active accounts were those most likely to be deleted.'”” However, as mentioned above, the
American Intelligence Community has much to gain from the active monitoring of accounts
controlled by the Islamic State: “a significant number of accounts provided reliable GPS coordinates
in ISIS territories.” In order to merge these two conflicting interests, we propose this software so
that social media accounts would be able to abide by their policies of shutting down terrorism on
their sites and while allowing federal intelligence agencies to still monitor accounts they believe to be
useful. In terms of funding this software, the Intelligence Community already invests 188 million
dollars into counterterrorism efforts, and we recommend some of this money be put towards this
software.'”

Recommendations

® Have the FBI take over monitoring and flagging of accounts on social media from private
companies in order to ensure that the monitoring is legal and effective.

® [f the account monitored belongs to a private person, these accounts that are affiliated with
the Islamic State (as the Intelligence Community has determined) will be subject to increased
monitoring and possible arrest.

® If an account supporting the Islamic State’s online presence directly threatens the US, the
account would be transferred to the software (see below).

® C(Creation of a software to simulate Twitter for accounts that are propagating terrorism of the
Islamic State.
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Department of Justice

The mission of the United States Department of Justice is “to enforce the law and defend the
interests of the United States according to the law; to ensure public safety against threats foreign and
domestic; to provide federal leadership in preventing and controlling crime; to seek just punishment
for those guilty of unlawful behavior; and to ensure fair and impartial administration of justice for all
Americans.”"”” For the purposes of this paper, we will be focusing on the Islamic State’s use of
social media for recruitment and proliferation of threatening messages within the United States. In
accordance with the mission of the United States Department of Justice, our recommendations will
focus on legally expanding the U.S. Federal Government’s ability to monitor and prosecute
American citizens in order “to ensure public safety against threats foreign and domestic.”'” We
believe that the rights of American citizens can be abridged by way of strict scrutiny. “Strict scrutiny
is a form of judicial review that courts use to determine the constitutionality of certain laws. To pass
strict scrutiny, the legislature must have passed the law to further a ‘compelling governmental
interest, and must have narrowly tailored the law to achieve that interest.”'” This section of the
paper will utilize legal precedent and current laws to prove that such compelling governmental
interest does exist.

National Security Division (NSD) Task Force

The National Security Division (NSD) is an existing agency under the Department of Justice. The
National Security Division’s stated mission “is to carry out the Department's highest priority: to
combat terrorism and other threats to national security. The NSD's organizational structure is
designed to ensure greater coordination and unity of purpose between prosecutors and law
enforcement agencies, on the one hand, and intelligence attorneys and the Intelligence Community,
on the other, thus strengthening the effectiveness of the federal government's national security
efforts.”'"’ Under the NSD, the Litigation Section “reviews and prepares requests for the Attorney
General authorization to use FISA information in criminal and noncriminal proceedings. The
section also drafts motions and briefs and responds to defense motions to disclose FISA
applications and to suppress the fruits of FISA collection.”"!" By using the Internet, the Islamic State
is exponentially increasing the pace at which terrorist acts are committed, recruiting is carried out,
and propaganda is disseminated. Because the Islamic State’s use of social media for recruitment and
propaganda presents a unique and present danger to the U.S. and its people, and because
investigating and prosecuting terror-related online activity is unique legal territory, a task force
specifically working to effectively counter this threat is necessary.

In order to effectively combat the terrorist group, a team that specializes in terror-related online
activity needs to be created. The task force will work exclusively against the Islamic State’s use of the
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Internet by coordinating with the Office of the Attorney General by drafting legal briefs, issuing
warrants and subpoenas, preparing requests for the Office of the Attorney General, and preparing
motions. Members of the task force will be working exclusively on cases related to the Islamic
State’s use of the Internet so they will understand the law better than anyone else, making sure
terrorists using social media and other websites are being investigated and prosecuted as efficiently
as possible.

Issuance of Subpoenas

In United States Code Title 18 Section 2331, terrorism is subdivided into two categories:
international terrorism and domestic terrorism. Because the Do]J’s jurisdiction is restricted to within
the borders of the United States, the DoJ will only work with the definition of domestic terrorism.
In United States Code Title 18 Section 2331, “the term “domestic terrotism’ means activities that—
(A) involve acts dangerous to human life that are a violation of the criminal laws of the United States
or of any State; (B) appear to be intended—(i) to intimidate or coerce a civilian population; (ii) to
influence the policy of a government by intimidation or coercion; or (iii) to affect the conduct of a
government by mass destruction, assassination, or kidnapping; and (C) occur primarily within the
territorial jurisdiction of the United States.”'"?

When the Department of Justice discovers online activity suggesting involvement in acts of terror as
defined above, an investigation into the account posting this material may begin. Accounts related to
or associated with the original posting account may also be investigated.

Investigations of this nature include two search processes, physical and electronic. Because Internet
companies are third-parties that have no relation to crimes being investigated or prosecuted, the DoJ
is not able to seize and search their physical equipment (servers, drives, etc.). The DoJ can, however,
issue subpoenas for relevant electronic information. (“It can send the warrant to the provider and
have the provider send back the relevant information. Generally United States v. Bach, 310 F.3d
1063 (8th Cir. 2002) (approving such as procedure as constitutionally reasonable).”)'"” Warrants are
not necessary if in the Terms of Service, customers agree to give up their rights to reasonable
privacy.'"* Twitter’s Terms of Service says, “We also reserve the right to access, read, preserve, and
disclose any information as we reasonably believe is necessary to (i) satisfy any applicable law,
regulation, legal process or governmental request, (i) enforce the Terms, including investigation of
potential violations hereof, (iii) detect, prevent, or otherwise address fraud, security or technical
issues, (iv) respond to user support requests, or (v) protect the rights, property or safety of Twitter,
its users and the public.”'"” All three Internet companies this paper focuses on (Facebook, Google,
and Twitter) include variations on this clause in their Terms of Services, agreements all users must
accept. Because all users agree to these terms, the DoJ need not issue warrants, and may instead
subpoena third-party Internet companies for information relevant to terror-related investigations.
Because the subpoena issuing procedure is less time-consuming than issuing a warrant, the
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prosecution and investigation processes may be expedited. As a result, threats can be further
mitigated.

Secrecy Orders Related to Monitoring

The Department of Justice may issue subpoenas with indefinite secrecy orders when the subject of
the investigation is suspected of terrorist activities. More specifically, when issuing a subpoena the
DoJ may obtain the consent of a judge for an indefinite non-disclosure order pursuant to the
Electronic Communications Privacy Act of 1986."'° For a non-disclosure agreement the Do] needs
to reasonably believe that alerting the subject of the inquiry to the subpoena would impede or harm
the investigation.''” However, there have been challenges, most recently by Microsoft, to the legality
of non-disclosure agreements issued for electronic surveillance. Citing the 4th Amendment, these
companies contend that subjects of electronic surveillance have a constitutional right to be notified
of said monitoring.'"* The DoJ holds that sufficient laws and court precedents exists to support and
continue requests for secrecy orders. The 4th Amendment to the United States Constitution
provides for citizen’s protections against unreasonable government intrusion.'”” The law states that
“The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated”'**'*' The Supreme Court Case Katz V.
United States, and subsequent ruling, have established the idea of a “reasonable expectation of
privacy”. Today this is understood as protection from searches, seizures, or government
investigation of any place or possession that the general public holds to be a private realm, without a
warrant.'” However the right to privacy exists only in so far as it relates to the government’s search
and seizure of citizen’s private property. Citizens relinquish this right to privacy when they agree to
social media companies’ terms and conditions, which stipulate that any user generated content can
be disclosed in response to a perceived threat or legitimate government request.'”>'"** Though private
citizens create the content of social media, they neither own the content nor have a reasonable
expectation of privacy. In Florida V. Riley, a man growing marijuana in a greenhouse not in plain-
view of the street, was observed to be growing said marijuana by an officer in a helicopter. Riley
argued that information obtained by the police officer without a warrant for surveillance was
unlawful and inadmissible as evidence. The Florida Supreme court held that there was no reasonable
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expectation of privacy because Riley knew he was leaving his greenhouse exposed.'” The same

precedent applies in the case of social media content; a reasonable expectation of privacy does not
exist because the users know, and acknowledge in the terms-and-conditions, that the material they
produce is not entirely protected or private.

Recommendations

® We recommend that when the Department of Justice requires access to social media
accounts for the purpose of furthering an investigation into terrorist-related activity, the
Department of Justice will issue subpoenas for relevant electronic evidence to third-party
companies.

® We recommend that the Department of Justice produce a secrecy order when the
department or the Intelligence Community monitors an individual’s use of the Internet,
specifically a person’s use of social media. The production of a secrecy order does not allow
private companies to disclose information to their users when the users are being monitored
by the public sector.

® We recommend the creation of a taskforce under the National Security Division of the
Department of Justice that is responsible for holding the Intelligence Community
accountable for acting legally.
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The Private Sector

The Islamic State runs an aggressive online campaign that recruits new members and pushes pro-
Islamic State propaganda. The Islamic State’s main online target is Muslims in the West;'** according
to Nicholas Rasmussen, director of the National Counterterrorism Center. As of September 2015,
250 of these draftees are Americans.'”” Recruitment, however, is not the only threat posed by the
Islamic State online; as the caliphate loses physical territory in the MENA region, the group has also
turned towards inspiring lone-actors through social media to commit acts of terror in their own
countries. The Islamic State uses the Internet to stage this campaign; private sector companies such
as Google and various other social media websites, particularly Facebook and Twitter, are their main
platform. While the United States government is working to battle terrorism, it has also called on the
private sector for help on this new front — the Internet.'® These private sector companies can play
an active role in mitigating the influence the Islamic State has in the digital sphere.

The Private Sector’s Responsibility in the Internet War on the Islamic State

The collaboration of the private sector and the government will most effectively address the issue of
online terrorist propaganda. As the Brookings Institute reported, “no single authority possesses the
scope and power to fully address the challenges presented by the presence of ISIS and other similar
groups on social media.”'* The premier objective of the private sector is to provide goods and
services in order to generate profit; the fight against the Islamic State has the potential to be an
engine for economic growth.” If private sector companies develop effective ways to limit online
terrorist recruitment and propaganda, social media will be safer and the public might be more
inclined to use it. Limiting the Islamic State’s presence on the Internet may also bolster a company’s
reputation with investors and users. Several companies have implemented similar tactics, including
CVS. The pharmacy decided to stop selling cigarettes and tobacco products in 2014. The company
has used this decision as a way to remarket the company as “CVS Health,” setting it apart”' from
other pharmacies such as Walgreens and Rite Aid that still sell cigarettes and tobacco products.'”
Social media companies could use anti-terrorist advancements to market themselves as safer and
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nobler in the fight against terrorism. Defeating online terrorist promotion will allow social media
companies to set themselves apart from their competitors. Private sector technology companies
should be racing to end Islamic State propaganda online. It benefits the private sector by fostering
competition, and it benefits consumers and the American people.'”

Current Policies in the Private Sector

Many of the Islamic State’s recruits are enlisted using social media platforms controlled by private
sector corporations such as Facebook, Twitter, and Google."” Facebook’s policy states, “You will
not post content that: is hate speech...incites violence; or...graphic or gratuitous violence...[w]e don’t
allow any organizations that are engaged in...[t|errorist activity [and we] also remove content that
expresses support [for these groups].”"”> While their policy states that they work with law
enforcement when authorities believe there is a legitimate threat to public safety," they also rely on
users to point out misuse of its service.”” Twitter’s policy states, “international users agree to comply
with all local laws regarding online conduct.... You may not make threats of violence or promote
violence, including threatening or promoting terrorism.”"*® Both companies’ responses to the
violation of their terms of service is to delete the post or the account that promotes or contains
violence."” While Facebook and Twitter merely delete accounts, Google’s British branch has
implemented a more innovative solution. The company has ensured that anti-terrorist ads will come
up when users enter terrorist keywords into Google search.'*’ This method should also be
implemented in the United States. Another solution to minimizing the spread of Islamic State
propaganda is to have their message automatically taken down from social media sites. Social media
companies have developed a way to deal with a similar online threat, in regard to child
pornography.'' In these new systems, The National Center for Missing & Exploited Children
maintains a database of thousands of photographs of child pornography that are frequently shared
and/or downloaded. Online, these images are scanned and identified.'** Anything that matches is
deleted and, by federal law, reported to the National Center for Missing & Exploited Children and
then to law enforcement agencies.'*’ Similarly, specific Islamic State messages that are frequently
shared or created should be run through a database and taken down. Social media companies have
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increasingly demonstrated an active interest in defeating online terrorism and related threats.'"*
Bahaa El-Taweal, who works at The Raise Your Voice campaign, a counterterrorism project funded
by the United States government, explained on April 18, 2016 that in recent years, Facebook and
Twitter have hired Arabic speakers to apply anti-terrorism tools. The private sector has
acknowledged that it is necessary to combat the Islamic State’s use of the Internet but that they still
need to implement more meaningful, innovative solutions.'*

Private Sector and Government Cooperation

Across the private sector there is fear that in the fight against terrorism, the government will slowly
grant itself the power to dictate the actions of the private sector.'* Amongst private companies,
there is a "question [of] whether government has any business putting private industry to work on
such a venture, which could rub up against the First, Fourth, and Fifth Amendments.""” This rift is
apparent with the contentious fight between the government and Apple over the opening of the San
Bernardino shooter’s iPhone.'** Making a statement about his commitment to his customers’
privacy, Apple CEO Tim Cook argued that the FBI’s request for Apple to unlock this terrorist’s
phone was “setting a dangerous precedent that threatens everyone's civil liberties."""’

The rift between the government and the private sector hinders the fight against ISIS. Collaboration
between the government and private sector companies will make the fight against the Islamic State
more effective.”™ It is important for the private sector to maintain autonomy and control of the data
it has, but private sector companies and the government must reach a compromise; private sector
companies can maintain oversight of government actions against terrorism online while allowing the
government to keep the American public safe. The threat of regulation of social media companies is
imminent: “[cJompanies should....craft policies and publicly articulate their priorities. If they do not
bring their vision to the government, the government is likely to bring a much more restrictive
vision to them.”"" Furthermore, the companies in the private sector cannot give the government
power to limit free speech on the Internet. However, the private sector must engage in an open
dialogue with the government about situations that require, for the sake of national security, a
specific page or profile to remain open so that they may be or continue to be monitore by them. The
grounds for keeping a page or profile active is direct interaction with accounts proven to be owned
and run by the Islamic State. Direct interaction is defined as actively promoting the message of the
Islamic State through means such as “retweeting” or sharing. Instances of supporting without
spreading, such as liking or favoriting, is not defined as actively promoting as it does not proliferate
the Islamic State’s message. The responsibility for proving such activity and a legitimate threat to
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public safety falls to the government. If proven, both the private user interacting with the Islamic
State account and the Islamic State account can be kept online to be monitored by the government.

Private Sector and White Hat Hacker Groups

The fight against the Islamic State is multifaceted and evolving daily. The private sector on its own
cannot adapt in a time-efficient manner to shut down all recruitment and propaganda accounts." In
addition to collaborating with government intelligence, private sector companies can work with
independent hacker groups to defeat ISIS online. White Hat hacker groups, defined as “hackers who
use their skills to benefit society,” such as Anonymous and Ghost Security Group, have proven they
are able to effectively navigate the Internet and locate such accounts.” The Ghost Security Group
alone, which has agreed to collaborate with the government,"* suspended 100,000 social media
accounts and took 180 Islamic State propaganda websites offline in the end of 2015."° The
hacktivist group Anonymous has accessed 9,200 ISIS Twitter account handles and released the list
to the public."”® Using the Twitter hashtag #CtrlSec, hundreds of unidentified members across the
world have systematically flagged ISIS accounts beginning in February 2015. Twitter began
cooperating with the movement by systematically confirming and suspending the flagged
accounts.””’ Because White Hat groups are already targeting Islamic State accounts on social media
platforms, communicating directly with these White Hat groups will simply expedite the current
processes of defeating pro-Islamic State accounts. Finally, collaborating with White Hat groups will
ensure the safety of users on social media sites without giving the government total control. The
partnership of these groups and online private sector companies will ensure safety nets in a system
where no one party is equipped to combat the enemy alone (see section “The Private Sector’s
Responsibility in the Internet War on the Islamic State”).

Online Counterterrorism Campaigns

The private sector must play an active role in the campaign against terrorism. Social media outlets
such as Facebook and Snapchat often highlight special days on either their news feeds or as a filter.
For example, Snapchat sponsors National Sibling Day, Valentine’s Day, and Martin Luther King Jr.
Day, and creates filters in recognition of these events. Facebook posts banners at the top of every
user’s NewsFeed on special days as well.'”” There is already a recognized anti-terrorism day in India
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on May 21st with the possibility for it to be implemented on a worldwide scale.'” Publicizing the
fight against terrorism will encourage the public to help in the war against the Islamic State.'”

Promoting Alternatives

The end goal and optimal result is to stop all Islamic State propaganda and recruitment. To initiate
this goal, the private sector must target people who are initially drawn to the Islamic State’s message
and inundate them with opposing rhetoric. With contradicting messages on various Islamic State
sites, the Islamic State will appear less legitimate.'®' By promoting public access to information
against the Islamic State the private sector will be doing its part in disarming the Islamic State.

Recommendations

® The private sector must become more transparent in its policies towards its users and the
government. Private sector social media companies should explicitly state their procedures
for dealing with terrorism on their website. If the government needs to monitor an account
that violates the sites Terms of Service, this account will stay up for at least 720 hours (equal
to 30 days). At the end of the 720 hour period, the government should update the private
sector on its needs regarding access to those accounts.

® The private sector should communicate with Anonymous, Ghost Security, and other White
Hat hacker groups to defend the autonomy of the Internet and more effectively protect it
from dangerous propaganda. The nature of this collaboration should primarily be to identify,
remove and prevent the creation of Islamic State propaganda accounts. Private sector
companies will have full authority over hacker groups.

® The private sector should launch an anti-terrorism campaign and promote an “International
Anti-Terrorism and Coexistence Day” on May 21 (currently observed as anti-terrorism day
in India).

® Social networks should implement fake Islamic State accounts and sites to discredit Islamic
State ideology.

® In search engines, when one searches for keywords associated with terrorism the first few
results and advertisements should support anti-Islamic State rhetoric. Google and other
search engines should consider offering a discount on advertising to companies that commit
to creating advertisements that include anti-Islamic State messaging in their advertisements.
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