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HOW MANY DUPLICATES ARE THERE ON GITHUB?

(MOTIVATION: AVOID SELECTION BIAS IN STUDIES AND TOOLS)
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262,000,000
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68,644,000,000,000,000
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10 MS
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21,766,869 YEARS
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void : 1 
foobar : 1
int : 3
foo : 3
bar : 3
baz : 3
if : 1
42 : 1 
return : 2
else : 1

FI
LE

 1

for : 1 
while : 1
xy : 3
78 : 3
89 : 3
1 : 1
3 : 1 

FI
LE

 2

void : 1 
foobar : 1
int : 2
double : 1
foo : 3
bar : 3
baz : 3
if : 1
43 : 1 
return : 2
else : 1

FI
LE
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double : 3 
16 : 1
hello : 3
for : 1
x : 7
y : 3 

FI
LE
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double : 3 
for : 2
while : 1
xy : 3
78 : 3
89 : 3
1 : 1
3 : 1 

FI
LE

 5 SourcererCC

1, 3
2, 5

mondego.ics.uci.edu/projects/SourcererCC



9 MONTHS LATER
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FILE-LEVEL
DUPLICATION
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C/C++
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PYTHON
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JAVASCRIPT
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373860,30721,"build/gallery-debounce/gallery-debounce.js",12370
264560,28784,"node_modules/mocha/lib/browser/fs.js",875
373880,30721,"src/gallery-debounce/js/debounce.js",12372
264580,28784,"node_modules/mocha/browser/path.js",875
264600,28784,"node_modules/mocha/browser/progress.js",8298
373900,30721,"src/gallery-debounce/tests/unit/js/tests.js",12373
264680,28784,"node_modules/mocha/build/interfaces/bdd.js",8302
264700,28784,"node_modules/mocha/lib/interfaces/node_modules/exports.js",8303
373960,30721,"build/gallery-affix/gallery-affix-min.js",12376
264640,28784,"node_modules/mocha/lib/context.js",8300
264660,28784,"node_modules/mocha/lib/node_modules/foo/node_modules/hook.js",8301
373940,30721,"build/gallery-affix/gallery-affix-debug.js",12375
264720,28784,"node_modules/mocha/tests/interfaces/node_modules/index.js",8304
264520,28784,"node_modules/mocha/tests/browser/debug.js",8296
264460,28784,"lib/uri.js",8293
264540,28784,"node_modules/mocha/build/browser/events.js",8297
264620,28784,"node_modules/mocha/lib/browser/node_modules/tty.js",8299
264480,28784,"sanitizer.js",8294
264500,28784,"node_modules/mocha/index.js",8295
373920,30721,"build/gallery-affix/gallery-affix-coverage.js",12374
264740,28784,"tests/qunit.js",8305
264440,28784,"lib/html4.js",8292
264760,28784,"node_modules/mocha/lib/interfaces/tdd.js",8306
264420,26906,"js/script.js",8291 24



JAVASCRIPT FILES OVER TIME
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JAVASCRIPT FILES OVER TIME
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JAVASCRIPT FILES OVER TIME
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JAVASCRIPT
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originalsimilaridentical



JAVASCRIPT
W/O NODE

29
(    with node_modules)

originalsimilaridentical



JAVASCRIPT
W/O NODE
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REVEAL.JS

originalsimilaridentical
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“fake data”
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FINDING FUNCTIONAL CLONES 
IN DNN CLASSIFIERS

BRINC

Farima Farmahinifarahani Crista Lopes



DNN MODELS IN SOFTWARE
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DNN FUNCTIONAL SIMILARITY: TRAINING 
SCRIPTS

Even if training scripts are available:
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DNN MODELS: BLACK BOXES

Image from: https://expoundai.wordpress.com/2019/04/17/deep-learning-our-journey-begins/

Model
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DNN MODELS

Matrices of numbers: weights and 
biases

Learned through training

Their structure does not disclose 
any insights on the functions being 
implemented

Weight matrices can become very 
large!

Image from: http://neuralnetworksanddeeplearning.com/chap5.html
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DNN MODELS FUNCTIONAL SIMILARITY 

Another solution:
 Input/output analysis

Given a canonical set of inputs, when the outputs of two 
models are largely the same, then the models are 
functionally similar

Requirement: possessing a set of canonical inputs
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BRINC: FUNCTIONAL SIMILARITY

The main measure: 
 Given two classifiers, over the same input data, how many times do 
they agree on their classifications?

The absence of canonical inputs:
 Generate random inputs
 But can’t be unconstrained... (another talk)
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BALANCED RANDOM INPUTS: SIMILARITY 
THRESHOLDS

A query model 𝑀𝑀𝑞𝑞 with N output labels;

A dataset of random inputs d where𝑀𝑀𝑞𝑞 has balanced 
distribution of labels;

Any arbitrary comparable model can randomly agree 
with 𝑀𝑀𝑞𝑞 on d for ⁄1 𝑛𝑛 times
 This notion can help in defining the thresholds
 If two models agree for ⁄1 𝑛𝑛 times, or less  they are not similar
 If the level of agreement is much higher (e.g., twice the level of 
chance)  something more than chance at play, indicator of models’ 
similarity
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VALIDATION: DATA COLLECTION

Searched for DNN classifiers on GitHub

Using GitHub code search API1

Search query: files with .h5 extension

Obtained a list of 340,933 .h5 files

After download and filtering: 
 56,355 models clustered into 6,280 groups based on input and 
output shapes
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VALIDATION ON KNOWN QUERY MODELS: 
RESULTS OVERVIEW

MN Ver1 vs. Same shape 
models

MN Rev Color vs. Same shape models

FMN vs. Same shape models Iris vs. Same shape 
models
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VALIDATION ON KNOWN QUERY MODELS: 
RESULTS OVERVIEW

Sonar vs. Same shape models MN Ver1 vs. Compatible shape 
models

FMN vs. Compatible shape 
models

CNN vs. Compatible shape 
models
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VALIDATION ON KNOWN QUERY MODELS: 
INTERESTING CASES

CNN vs. Compatible shape 
models
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VALIDATION ON KNOWN QUERY MODELS: 
INTERESTING CASES

MN Ver1 vs. Same shape 
models
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VALIDATION ON KNOWN QUERY MODELS: 
INTERESTING CASES

MN Rev Color vs. Same shape models
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VALIDATION ON ARBITRARY QUERY MODELS

No data model (6 output classes)
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SUMMARY

It is entirely possible to find clones of DNN classifiers 
without knowing anything about what they do or how they 
were trained! – just feed carefully crafted noise as input



THANK YOU!

crista@tagide.com
@cristalopes
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