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Important User Information

Liability

Every care has been taken in the preparation of this document. Please inform HMS Industrial Networks AB of any
inaccuracies or omissions. The data and illustrations found in this document are not binding. We, HMS Industrial
Networks AB, reserve the right to modify our products in line with our policy of continuous product development.
The information in this document is subject to change without notice and should not be considered as a

commitment by HMS Industrial Networks AB. HMS Industrial Networks AB assumes no responsibility for any errors
that may appear in this document.

There are many applications of this product. Those responsible for the use of this device must ensure that all the
necessary steps have been taken to verify that the applications meet all performance and safety requirements
including any applicable laws, regulations, codes, and standards.

HMS Industrial Networks AB will under no circumstances assume liability or responsibility for any problems that
may arise as a result from the use of undocumented features, timing, or functional side effects found outside the
documented scope of this product. The effects caused by any direct or indirect use of such aspects of the product
are undefined, and may include e.g. compatibility issues and stability issues.

The examples and illustrations in this document are included solely for illustrative purposes. Because of the many
variables and requirements associated with any particular implementation, HMS Industrial Networks AB cannot
assume responsibility for actual use based on these examples and illustrations.

Intellectual Property Rights

HMS Industrial Networks AB has intellectual property rights relating to technology embodied in the product
described in this document. These intellectual property rights may include patents and pending patent applications
in the USA and other countries.
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1.1

1.2

Preface

This document describes how to setup and configure an Anybus X-gateway device to enable
OPC UA and how to connect and use the desktop client UaExpert.

More documentation and downloads can be found at www.anybus.com/support. For more info
regarding OPC UA and UaExpert, please visit the manufacturer’s support website.

Document History

Version Date Description
1.0 2018-11-29 First release

Document Conventions
Ordered lists are used for instructions that must be carried out in sequence:
1. Firstdo this
2. Thendo this
Unordered (bulleted) lists are used for:
*  Itemized information
* Instructions that can be carried out in any order
...and for action-result type instructions:
» This action...
®» leads to this result

Bold typeface indicates interactive parts such as connectors and switches on the hardware, or
menus and buttons in a graphical user interface.

Monospaced text is used to indicate program code and other
kinds of data input/output such as configuration scripts.

This is a cross-reference within this document: Document Conventions, p. 3

This is an external link (URL): www.hms-networks.com

@ This is additional information which may facilitate installation and/or operation.

' This instruction must be followed to avoid a risk of reduced functionality and/or
° damage to the equipment, or to avoid a network security risk.

WARNING

This instruction must be followed to avoid a risk of death or serious injury.

Caution
This instruction must be followed to avoid a risk of personal injury.
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2 Setup and Configuration

21 Prerequisites

+  Download and install UaExpert from Unified Automation: www.unified-automation.com/
products/development-tools/uaexpert.html

+  Download and install an OPC UA Discovery server on a PC that the Anybus X-gateway
can access to get time synchronized.

— Local discovery server from OPC Foundation: opcfoundation.org/developer-tools/
developer-kits-unified-architecture/local-discovery-server-lds/. This server installs as a
service on a Windows PC and needs no configuration. It is, however, required to get a
correct timestamp.

*  An Anybus X-gateway lloT device supporting OPC UA, configured according to the startup
guide.

2.2 Configuration

When opening the local web page of the lloT interface, an OPC UA configuration section shall
be present. It is possible to specify what port the OPC UA server of the X-gateway listens to
and the URL to the Discovery server to be accessed to get time synchronized.

Configure the Discovery Server URL to point to the PC where the Discovery Server is installed.
The format of the URL must be: opc.tcp://<ip address or hostname>:<port>. The port
is optional. If it is absent, the default port 4840 will be used.

Anybus CompactCom

MODULE IP Configuration
Overview DHCP Enabled [ ]
Parameters IP Address 10.10.55.151
Subnet Mask 255,255.254.0
Status Gateway Address 10.10,55.254
Configuration Hast Mame
Domain name
DNS Server #1 10.10.55.254
SMTP DINS Server £2 00,00
Save settings
Ethemnet Configuration
Port 1 Ao [=]
Port 2 Ao [&]
S setti
(OPC UA Configuration
TCP port 4840
Discovery server URL opc.icp://10.10.55.60:4840
setti
Fig. 1

To get values timestamped correctly and to get valid timestamps in the responses
° from the X-gateway, a valid Discovery Server URL must be configured.

The configuration file has the same format as configuration files for web and FTP access. The
opcua.cfg file can itself contain a set of user/password pairs or point out other user/password
files in the filesystem. By pointing out one or several files with username and passwords it is
possible to share configured users between OPC UA, web, and FTP.
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3 Use UaExpert
3.1 Connect to the Anybus X-gateway

When starting UaExpert a new project will be loaded automatically. To add the X-gateway to the
project, right click on the Servers folder of the Project window. Select “Add...” in the drop-down

[ Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject = 3
Fle View Semver Document Settings Help
A== R
DpPEO + = 8
roject 8 X Data Access View © attibutes 8%
v B et D Nodeld | DiployName | Vol Datatype [ource Tomestmg |sever Timestamp| _ Satuscod oldn ©
szszszsz
Atibute Val
~ [ Documents % Add |
13 Data Access View
s spoce 5x
References 5%
G| @ Forward
Reference Target DisplayName.
og 8 x
8 B
Timestamp Source Server Message
2018-11-21 142315010 Usbxpert Usbxpert s ready to use.

A new dialog window, “Add Server”, shall pop up. On the Discovery tab, add the X-gateway
device in the Custom Discovery section by double clicking on the “Double click to Add
Server...” option.

Enter the IP address of the device in the format opc.tcp://<ip-address or hostname>:
<port>,e.g.opc.tcp://192.168.0.10. If no port is specified, UaExpert will use the default
TCP port 4840.

B Add Server ? x

Canfiguration Name: | Anybus X-gateway [IOT

Discovery Advanced

Endpoint Filter: | No Filter -

), Local
~ &8 Local Network
2 Microsoft Terminal Services
2 Microsoft Windows Network
2 Web Client Network
~ &% Custom Discovery
4 < Double click to Add Server... »
~ () Recently Used
-
- test

Authentication Settings

@ Anonymous
Username  testuserl

Password

Certificate

Private Key

[ Connect Automatically

o

Fig. 3

When the device has been added, expand it to find the available OPC UA server on the device.
Then expand the OPC UA server to see available endpoints to connect to. As the Anybus X-
gateway does not support any security options there is only one unsecured endpoint available.
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If authentication is desired, there is an option to add a file with authentication settings
(username and password) via FTP. See the manual for more information.

Press the OK button to confirm the addition of the X-gateway device to the UaExpert project.

B 2dd Server ? ®

Configuration Name: [fus -Gateway IIoT - None - None (uatcp-ussc-uabinary) |

Discovery  Advanced

Endpoint Fiter: |No Filter

2. Local
v & Local Network
@ Microsoft Terminal Services
2 Microsoft Windows Network
2 Web Client Network
v &% Custom Discovery
@ < Double dlick to Add Server... >
v 9 opetep://10.1055.151
v 1 Anybus X-Gateway lloT (opcitep)
@ None - None (uztcp-uasc-uabinary)
¥ () Recently Used
-
- test

[opctepr/10

Authentication Settings

@ Anonymous

Username

Password
Certificate

Private Key

[ Connect Automatically

=

Fig. 4

When the X-gateway device has been added to the UaExpert project, it is possible to right click
on the entry representing the device in the Servers folder of the project view. Click on the
“Connect” option in the drop-down menu to connect to the device.

[ Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject*
File View Sever Document Seftings Help

DgPDBEE =2 X% 58 X

-

roject & X| Data Access View
v 3 Project # Server Node Id Display Name Value Datatype  iource Timestamy Server Timestamp  Statuscode
v 1 Servers
2. Anybus X-Gateway lloT - None
y! Y
v {3 Documents = Remove
3 Data Access View @ C:Em
3% Distbnnect
", Properties.
™ Change User
<
hddress Space B x
Fig. 5
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3.2 Browse the Address Space

Once connected, UaExpert will present the Address space of the device in the Address Space
window (1). The address space can be browsed manually by expanding the folders and objects
visible in the Address Space window. At the bottom UaExpert presents a log of events (2). If it
fails to connect to the device or the Address Space is not populated as expected, it is
recommended to take a look at this log to figure out the problem.

[ B Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject”

File View Server Document Settings Help
> - ~ —
DgPBE X [ B H| <
aect 8 x| Data Access View
~ {3 Project P Server Node Id Display Name fource Timestamy server Timestamp
v [ Sewvers
@ Anybus X-Gateway lloT - None
v 3 Documents
3 Data Access View
< >
|Address Space & X
|43 [No Highight -
D Root
~ 3 Objects
& DeviceSet
& server
) Types
D Views
og
%D 2.
Timestamp Source Server Message
2016-11-21 143250852 Anybus X-Gate.,
2018-11-21 14:32:59.649 Anybus X-Gate..
2018-11-2114:32:50.645 Server Node Anybus X-Gate... Revised values: SessionTimeout=300000, SecureChannelLifetime=300000
2016-11-21 143250545 ServerNode  Anybus X-Gate... Successfully connected UA server
2018-11-21 14:32:59.643 ServerNode  Anybus X-Gate.. Connection status of server 'Anybus X-Gateway lloT - Nene - Nene (uatcp-uasc-uabinary)’ changed to ‘Connected',
2018-11-2114:32:50.643 AddressSpaceM... Anybus X-Gate... Registered for ModelChangeEvents
2018-11-2114:32:50.638 General Browsing binary DataTypeSystem failed.
2016-11-21 1432:50.509 ServerNode  Anybus X-Gate... The serverreturned no certificae, all cetficate checks willbe skipped.
2018-11-21 14:32:59.609 Server Node Anybus X-Gate... Used UserTokenType: Anonymous
2018-11-2114:32:50.609 Server Node Anybus X-Gate.. K
2016-11-21 143250509 ServerNode  Anybus X-Gate. policy:"
2018-11-21 14:32:59.609 Server Node Anybus X-Gate... Endpoint: ‘opc.tep://10.10.35.151:4840

Fig. 6
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When browsing the address space, it is possible to select any node to get more details about it.
When a node has been selected in the Address Space window, all attributes of the node are

presented in the Attributes window (1). All nodes always have a mandatory base set of
attributes, then different node classes may specify additional attributes as well, both mandatory

and optional ones.

The references of the selected node are presented in the References window (2). By default
only forward references are shown. But there is a drop-down list that offers the possibility to
show inverted references or references in both directions.

The Address Space window, the Attributes window and the References window also have a
refresh button which forces UaExpert to reload the information presented in the window by
requesting it from the device.

|8 Urified Automation UsExpert - The OPC Unified Architecture Client - NewProject™ X
file View Server Document Settings Help
D PER #=0 XYL BE >
project & x| Data Access View © atrbutes 8 x
v [ Project # Server Node Id Display Name Value Datatype Sl k@ (-]
v B Servers Attribute Value ~
1% Anybus X-Gateway lloT - None “ Nodeld Nodeld
v [ Documents N
amespaceindex 1
3 Date Access View |dentifierType  Numeric
Identifier 33554688
NodeClass Object 1.
BrowseName 1, "Anybus X-Gateway lloT"
p N DisplayName ", "Anybus X-Gateway lloT"
Description 2@
fadress space RS WriteMask 0
< |No Highight UserWriteMask 0
5 Root ~ References & x
v [ Objects P
73 Forward v [+
v & DeviceSet &@
< @ Angbus ¥-Gatewarliot Reference Target DisplayMame
% DeviceManual 1% HasTypeDefiniti.. Anybus X-Gateway lloT DeviceType
& DeviceRevision HesProperty  SerialNumber
% HardwareRevision HesProperty  RevisionCounter
& Manufacturer HesProperty  Manufacturer 2
& Model HesProperty  Model -
& Parameterset HesProperty  DeviceManual
& RevisionCounter HesProperty  DeviceRevision
& SerialNumber HesProperty  SoftwareRevision
& SoftwareRevision HesProperty  HardwareRevision
£ cencer v HasComponent
Log 8 x
® B
Timestamp Source Server Message

2018-11-21 14:34:30.554.
2018-11-21 14:34:30.552
2018-11-21 14:34:30.528
2018-11-21 14:34:25.863
2018-11-21 14:34:24.900
2018-11-21 14:34:11.568
2018-11-21 14:34:11.565.
2018-11-21 14:34:11.562
2018-11-21 14:34:11.560
2018-11-21 14:32:59.652
2012.11.21 14.22.50 £

TypeCache
Attribute Plugin
Reference Plugin
AddressSpaceM
AddressSpaceM
TypeCache
TypeCache
Attribute Plugin
Reference Plugin
AddressSpaceM

Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Anybus X-Gate,
Bauhuie YoGats

Reading type info of Nodeld NSO|Numeric|46 succeeded

Read attributes of node 'NST|Numeric[33554688' succeeded [ret = Good]
Browse succeeded

Browse succeeded

Browse succeeded

Reading type info of Nodeld NSO|Numeric|47 succeeded

Reading type info of Nodeld NSO|Numeric|40 succeeded

Read attributes of node 'NS2|Numeric|5001" succeeded [ret = Good]
Browse succeeded

Browse succeeded

Fig. 7
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3.3 Subscribe to Monitor the Configured Tags

The configured tags are present in the ParameterSet of the device in the address space. By
selecting the node it is possible to see the current value of the tag in the Attributes window.

To setup a subscription and monitor the value of a tag, drag and drop one of the variable nodes
from the ParameterSet into the Data Access View tab. UaExpert will display the current value of
the parameter, its data type, timestamp when latest value was received etc. The OPC UA
implementation in the X-gateway has support for 80 tags. To access all 80 tags, you need to
configure two client connections toward the X-gateway. Each client connection will use two
subscriptions and each subscription supports 20 tags.

UAExpert will only create one subscription per client connection, leaving you with a total
maximum of 20 tags per client connection.

B Unfied Automation UsExpert - The OPC Undied Archtecture Client - NewProjeet -5 x
e inge el

Fle View Seer Document Setings  Help
DpPBE =0 X485 B
ot

24146
121 144247453 DAPlugin

Fig. 8

3.4 UaExpert Devices View

UaExpert also has a specific view to display the information about an OPC UA device. ltis
enabled by selecting the “Activate Devices Plugin” icon in the toolbar. Note that to display this
view, UaExpert needs to load a lot of information from the X-gateway. It therefore takes some
time for UaExpert to load all data before this view is presented.

(] TheopC - -8 %

Fle View S Decument Setings  Hep
DPPBO #=0 X% 2 B X [
ost

8 x| OataAccssview | Anbus XGateway loT

Fig. 9
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