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INDUSTRIAL NETWORK 
ASSESSMENTS
A first step in managing organic network growth

Network Solutions

Contact our Network Solutions Team at networksolutions@wernerelectric.com 

The experts at Werner Electric Supply 
will provide an in-depth examination  
of your industrial networks:

 • Intelligent Ethernet devices
 • Cable management
 • Grounding & bonding
 • Routing & labeling
 • Switch selection
 • Physical & logical topography

 • Security

We will provide a Report  
Summary including: 

 • Overall network status
 • Technical description  
  of potential network  
  issues/vulnerabilities
 • Potential network impact   
  and mitigation steps
 • Best practices for adding  
  new devices
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Figure 1:2 - Cisco / Rockwell Converged Plantwide Ethernet (CPwE) Recommended Architecture 
 

2.2.4 Summary of Physical, Logical, & Security Ratings 
This report will provide an overview of the network architecture along with the potential recommended actions.  
The following table summarizes the observations made during the network assessment. Each observation has a 
recommendation and a criticality rating, along with a reference to a section of this report for more detail. 
 
The methodology used as the basis for this Network & Security Standard Assessment combines the logical 
manufacturing framework and common industry physical infrastructure practices as defined by the Reference 
Documentation in Table 1:2, and a proprietary algorithm which defines the impact of observations based on these 
guidelines. The Rockwell Automation Standard Network Assessment proprietary algorithm calculates the impact 
of observations gathered during the physical inspection walk through and the questionnaire sections. For each 
observation, recommendations for remediation and remediation criticality are described. A remediation rating 
of “High” implies that the finding potentially creates a serious risk to production system availability and security 
or human safety. A remediation rating of “Moderate” suggests security risks or networking issues exist in the 
architecture, network or system that may impact production system operation, but that risk is neither imminent 
nor human safety related. Finally, a remediation rating of “Low” is indicative of findings that either require 
additional analysis to remediate or their expected impact to the production system’s environment is minimal but 
could impact repair or maintenance. 
 
The following table summarizes the observations made during the network assessment. Each observation has a 
recommendation and a criticality rating, along with a reference to a section of this report for more detail. 

Expera Specialty Solutions - Rhinelander WI 

STANDARD NETWORK & SECURITY ASSESSMENT  

RA Doc. 800359218_TDP                DRAFT or FINAL                  1/4/2018 
Project Number: 800359218                Page 35 of 102 

CONFIDENTIAL DOCUMENT 
 

Expera Specialty Solutions and Rockwell Automation Use Only 
 

Proprietary or confidential to Rockwell Automation, Inc. Any disclosure, reproduction, use or re-distribution of this information by or to an 
unintended recipient is prohibited. Copyright © 2017 Rockwell Automation, Inc. All Rights Reserved. 

4.9 Conduit & Routing 
Permanent link copper cables are entering enclosures near a 3-phase power source. Copper cabling is routed 
near fluorescent lighting. Fluorescent lighting generates electrical noise that can be coupled into copper cabling 
if the cable is too close to the light fixture. (ODVA Ethernet/IP Media Planning & Install Guide). The fiber is being 
exposed to moisture as well as extreme temperatures. Utilization of fiber suited for industrial applications is 
recommended.  

 
Table 4:9 – Conduit & Routing Observation Results 

Conduit & Routing Section Rating: HIGH 
Observation Comments Recommendation Impact 
Permanent link copper 
cables enter enclosures 
near a 3-phase power 
source.  

 The allowable proximity to power 
lines is determined by the 
voltage/current in the power lines 
and the type of network cable used.  
Verify that cable proximity to 
power lines is compliant with 
recommended distances based on 
the installation. (ODVA 
Ethernet/IP Media Planning & 
Install Guide ) 

MODERATE 

Copper cabling is routed 
near fluorescent lighting. 

 Fluorescent lighting generates 
electrical noise that can be coupled 
into copper cabling if the cable is 
too close to the light fixture. (ODVA 
Ethernet/IP Media Planning & 
Install Guide ) 

MODERATE 

It is unknown if conduit 
fill capacity meets TIA-
569 (60% filled) standard. 

 Run additional conduit or redesign 
the conduit run so that conduits 
are less than 60% filled.  

LOW 

Copper cabling is routed 
through the IACS 
environment in an inner 
duct.  

A lot of conduit routing 
but also cable trays. 

Information Purposes Only 
ACCEPTABLE 

Copper cable runs exceed 
30 meters.  

 In under-floor systems or conduit 
systems, install a pull-box when 
runs exceed 30m (100ft). Center-
pull and/or back-feeding methods 
are recommended to reduce cable 
loading.  

LOW 

It is unknown if more than 
two 90 degree bends exist 
in a copper cable run.  

 In under-floor systems or conduit 
systems, install a pull-box when 
there are more than two 90-degree 
bends. Center-pull and/or back-
feeding methods are 
recommended to reduce cable 
loading.  

LOW 

Fiber optic cable is routed 
through the IACS 
environment in an inner 
duct. 

 Information Purposes Only 

ACCEPTABLE 

Fiber cable runs exceed 
30 meters. 

 In under-floor systems or conduit 
systems, install a pull-box when 
runs exceed 30m (100ft). Center-

LOW 
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4.6 Enclosures 
The network equipment is mounted in enclosures, however, the enclosures are not properly rated for the 
environment. It is recommended immediate attention be given to enclosures such as in Figure 4:2 where 
corrosion is evident. Open post networking cabinets outside of protective environments also exist on the IACS 
network as in Figure 4:3. Open post cabinets should only be employed in clean, non-industrial environments.  

 
Table 4:6 – Enclosures Observation Results 

Enclosures Section Rating: HIGH 
Observation Comments Recommendation Impact 
The network equipment is 
mounted in enclosures. 

Some loose components 
but most are mounted 
properly in the enclosures 

Information Purposes Only 
ACCEPTABLE 

The enclosures are not 
properly rated for the 
environment. 

Most were but there are 
some notable exceptions. 

Replace enclosures with ones that 
are suitable for the environment 
they are being placed into.  Using 
improperly rated enclosures can 
lead to pre-mature device failure 
and downtime. 

MODERATE 

Open post networking 
cabinets exist outside of 
protective environments 
on the IACS network. 

Open Stratix 8000 Open post cabinets should only be 
employed in clean, non-industrial 
environments. Replace open post 
cabinets with properly 
environmentally rated enclosures 
for the environment, where 
applicable.  

HIGH 

 

 
Figure 4:2 – Enclosure not rated for environment.  

Enclosure with extreme 
corrosion. 
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