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The future of Cognitive Learning

Gamify, improve engagement and dynamically
allocate content in accordance with employee
needs, with a focus on areas that require
remediation to provide an efficient way for
learners to generate their own memory links.

HIGHEST QUALITY CONTENT

Our information security awareness
training comes from industry’'s top
security practitioners, psychologists
and communication experts. This
content embeds over 40 years of
information security awareness
training delivery experience and
ensures exceptional user involvement
rates and client satisfaction.

REGULARLY UPDATED TRAINING

Outthink Security User Awareness
training is updated on a biannual basis.
New content is also published to
ensure you stay on top of threats and

your security awareness program —

delivers the best results.

HELPS MEET COMPLIANCE
REQUIREMENTS

With our effective and easy training
auditing functionality organizations can
meet the training and awareness
requirements of information security
standards and guidelines such as
ISO/IEC 27001, SSAE16/50C 1/S0C 2,

SOX, NIST-SP800-50, EU DPA and —

other sector specific regulatory
requirements. Organizations can also

track and report on employees’ —

information security readiness as all
courses have internal quizzes and
formal exams.

Activate
Behavioural
Change

hello@outthinkthreats.com
www.outthinkthreats.com

WHY OUTTHINK

We provide 16 comprehensive and engaging information security
awareness training modules that can be customized to meet client’s needs.

With us you will receive a full set of tools for a complete security
awareness programme including access to our best in industry online
e-learning platform, sample information security policies, set of objectives,
security awareness newsletters and ongoing guidance and support.

Regularly reviewed and updated. Our training material is kept
up-to-date with current practices and requirements.

With full auditability and comprehensive reporting you will be able to
meet the requirements of information security standards and
guidelines as I1SO/IEC 27001, SSAE16/S0C 1/50C 2, SOX, NIST-SP800-50,
EU GDPR and other sector specific regulatory requirements.

Sharable Content Object Reference Model (SCORM) compliant.

Outthink Hosted or Customer Hosted.

Training campaigns managed by the customer or by OutThink.

Global content for all types of organizations, available in any language
(on request).

Maximize staff engagement with gamification, feedback collection
and moderated Q&A sections.

Bespoke training modules can be added and there are extensive
possibilities for customization.

Our e-learning platform is cloud based and meets requirements of
ISO/IEC 27001 which means superior availability and thorough
security of your personal information.
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Activate Behavioural Change

SECURITY USER AWARENESS
TRAINING LIBRARY

SOCIAL MEDIA ENCRYPTION

PASSWORDS

EMAIL SECURITY

INTRODUCTION TO
INFORMATION
- SECURITY

RESPONSE

REMOTE WORKING

INTRODUCTION TO
INFORMATION SECURITY

Introduces you to information security
and why it's important to both
employees and employers.

EMAIL SECURITY

Learn how to recognize malicious and
phishing emails and handle themin a
secure way.

SECURE WEB BROWSING
Introduces your employees to online
cyber threats and secure behaviours.
MALWARE

This course teaches you how to identify
and protect from various types of malware.
STORAGE MEDIA

Learn how to protect sensitive data
stored on various types of storage media.
CLOUD COMPUTING

Learn what is cloud computing and how it
should be used in a corporate environment.
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SOCIAL ENGINEERING

PORTABLE
STORAGE MEDIA

REMOTE WORKING

Away from the office, and working from
home. Learn how to work securely
while travelling or working from home.

BYOD & MOBILE DEVICE SECURITY

Learn the security risks of mabile devices
and ways to keep your information safe.

ENCRYPTION

Learn how to use encryption in order to
protect sensitive data.

PASSWORDS, MULTI FACTOR,
BIOMETRICS

Learn how to create and remember
strong passwords.

SOCIAL ENGINEERING

Learn how to identify social engineering
attacks and their potential impacts.

CLOUD COMPUTING

SOCIAL MEDIA

This course introduces you to social media
threats and ways to protect yourself.

PHYSICAL SECURITY

Learn how physical security should be
enforced by all employees.

DPA & FOIA

This course is intended to teach employees
the requirements of Data Protection Act
and Freedom of Information Act.

GDPR

Learn requirements of European GDPR
regulation and make sure that your
employees are aware of the changes it
poses to your company.

BREACH RESPONSE

Always report any concerns to the
Information Security Manager. This course
will teach employees how they should
react to an information security breach.



