
STEPS TAKEN TO INCREASE CORPORATE SECURITY
Percentage of organisations taking the following steps

TYPES OF CYBERSECURITY AND AWARENESS TRAINING
Percentage of organisations offering employees the following

Group training sessions with IT security team

62%

Interactive videos highlighting best/worst 
practices to keep in mind

45%

Formal online tests to learn about threats 
and prompts questions to respond to

44%

An emailed or printed list of tips to 
keep in mind 

44%

One-on-one training sessions with IT 
security team

44%

Prompts on whether or not a link is safe prior 
to visiting certain websites

38%

No training given
2%

STATE OF AUTHENTICATION
Survey of IT professionals knowledgeable about identity and access management services in their organisation

Unsurprisingly, usernames and passwords are the most common 
method of authentication when it comes to internal enterprise 
cybersecurity. But, according to IT professionals, they're not the 
most secure. This infographic explores the various ways companies 
are identifying employees and protecting the wider organisation, 
and how they are taking steps to improve cyber-resilience Require
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MOST CONCERNING BUSINESS INFORMATION TO LOSE
Top types of business information that IT professionals are concerned  
about protecting

Ponemon Institute 2020

24%

32%

30%

31%

38%

40%

41%

43%

58%

60%

Non-confidential financial information

Email and text messages

R&D

Trade secrets

Confidential financial information

Marketing and sales

Employee information

Salary information

Customer information

Personally identifiable information

 Mimecast 2019Percentages do not equal 100 due varying levels of adoption

Enterprise Management Associates 2019

Ponemon Institute 2020

67% 65% 36%50%62% 44% 20%22%45%

Not at all 
secure

Somewhat 
secure

Very 
secure

Completely 
secure

Moderately 
secure

1% 1% 1% 0% 1% 0%3% 1% 3% 2% 2% 2% 3% 6%

13% 9% 5% 2% 4% 11%3% 7% 2% 5% 7% 2% 5% 3%
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Username/
password

Thumbprint Retinal scanMobile device 
authentication

Facial 
recognition

Email one-time 
password

Behavioural 
biometrics

Personal 
identification 

numbers

Software 
tokens

Hardware 
tokens/security 

keys

Voice printPC device 
authentication

Voice one-time 
password

SMS one-time 
password

of organisations saw increases 
in impersonation/business email 
compromise attacks in 2019

67%

Mimecast 2019

saw increases in internal threats/
data leaks

41%
saw increases in phishing 

54%

Ponemon Institute 2020

of IT security professionals admit 
that they reuse passwords across 
their personal accounts

50%

C
om

pa
ny

 s
iz

e 
(e

m
pl

oy
ee

s)
IT

 p
ro

fe
ss

io
na

ls
’  

pe
rc

ep
tio

ns
 o

f s
ec

ur
ity

 (%
)


