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PROOF OF 
IDENTITY

The Dark Web is used for a whole host of nefarious and illicit activity, especially when it comes to purchasing stolen data or 
procuring the services of professional hackers. Analysis from Trend Micro shows that $1.5 trillion is generated from cybercrime 
services offered on Dark Web marketplaces each year, and according to Symantec, details of just ten credit cards stolen from 
compromised websites could result in a yield of up to $2.2 million for cybercriminals each month. So it's easy to see how this has 
become a lucrative market for so many. 

COST OF STOLEN CREDENTIALS ON THE DARK WEB

Analysis of digital items (stolen ID, personal data and hacked accounts) for sale on the three largest active dark web markets; prices as of February 2019

BUYING SERVICES ON THE DARK WEB

Average cost to purchase the following in 2019

BUYING MALWARE ON THE DARK WEB

Average cost to purchase the following in 2019
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TOP REASONS WHY PEOPLE 
USE THE DARK WEB

Most common reasons for users to access 
the dark web worldwide as of February 

2019

24%

24%

AL
LO

W
S 

M
E 

TO
 A

C
CE

SS
 R

ES
TR

IC
TE

D 
CONTE

NT I
N M

Y LOCATION

PR
O

TE
C

TS
 M

Y 
PR

IV
AC

Y 
FR

OM
 M

Y 
GOVE

RNMENT

AL
LO

W
S 

M
E 

TO
 O

VE
RC

OME 
CEN

SO

RSHIP BY FOREIGN GOVERNMENTS

AL
LO

W
S 

M
E 

TO
 O

VE
RC

OME C
ENSORSHIP BY COMPANIES

H
EL

PS
 P

RO
TE

CT
 O

TH
ER

 PEOPLE'S PRIVACY

Symantec/Broadcom 2019

Ipsos/CIGI 2019

$1,000

D
RI

VI
N

G
 L

IC
EN

SE
£1

3.
28

THE DARK WEB

of all mobile threats 
detected by Kaspersky 
in the first quarter of 
2020 were banking 

Trojan apps
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estimated increase in the 
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