
PAYING THE PRICE: 
THE RISE OF RANSOMWARE
Ransomware attacks have rarely been out of the news in 2021, while the rise of 
ransomware as a service has triggered a further crimewave. Such trends should 
heighten the stress levels of business leaders, but how prepared are their firms? 
And how best should they respond if they become victims of such crimes?

MOST BUSINESSES ARE NOT INSURED AGAINST CYBER THREATS
The percentage of UK businesses that report being insured against cyber risks in some way

Department for Digital, Culture, Media and Sport, 2021
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THE MOST CONCERNING TYPES OF CYBER THREATS
The biggest worries of cybersecurity professionals across North America and western Europe

Deep Instinct, 2021

Cyber attacks by nation states
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Social engineering
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MORE THAN 40% OF SENIOR MANAGERS IN THE UK ARE UPDATED ON CYBERSECURITY MATTERS ONLY ONCE A YEAR, IF THAT
How often senior managers are told about cybersecurity issues

Department for Digital, Culture, Media and Sport, 2021
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CYBERSECURITY IS NOT A MAJOR CONCERN FOR ALMOST A QUARTER 
OF COMPANY DIRECTORS
Priority given to cybersecurity by UK business leaders

Department for Digital, Culture, Media and Sport, 2021
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PAYING THE RANSOM
Percentage of businesses that did / would do the following

would be willing 
to negotiate with 
the perpetrators

reported that they had 
suffered a significant loss 
of revenue as a result of 
a ransomware attack

experienced a second 
hit after choosing to pay 
the ransom

of the time, the second 
attack was by the 
original perpetrator

had their data restored after 
paying the ransom but found 
it to be corrupted

have taken out cyber 
insurance that covers 
ransomware attacks in 
the past 24 months

Cybereason, 2021

have taken out cyber 
insurance that does not 
cover ransomware attacks
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THE UK CYBERSECURITY LANDSCAPE
Most organisations have been attacked at least once since the start of the Covid crisis and most don’t know how to shore up their 
defences – or even whose responsibility it is to do so

of companies have  
relaxed their 
cybersecurity  

policies so that staff 
 can work remotely

are actively addressing 
all of the weak links in 
their cyber defences

feel unprepared to deal 
with the threat

believe that CTOs 
should take the blame 
when a cyber attack 

is successful

of UK businesses have 
suffered a cyber attack 
in the past 12 months

92% 66% 40% 78% 31%

Keeper Security, 2021
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