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he shift to hybrid working 
during the pandemic has 
highlighted the importance 

of chief information officers, with 
IT becoming more crucial than ever 
before in enabling enterprises to 
 continue trading. 

CIOs have always worked closely 
with senior executives and other 
managers, but the Covid crisis has 
elevated their role. 

The rapid shift to remote working 
during the first lockdown acceler
ated the adoption of technology by 
about three years, estimates Chris 
White, head of consultancy at IT 
advisory firm QuoStar. It also “high
lighted the need to have the right 
person in the right role and to bring 
them into the heart of the business”, 
he says. This was particularly true 
of those organisations that had a 
“CIO in name only, who wasn’t act
ing as a strategic business leader”.

Veronica Millan is global CIO at 
MullenLowe Group, a marketing 
communications network with 90 
agencies in 65 markets. She agrees 
that the pandemic has “shown every
one that the CIO and their team are 
one of the most vital parts of the 
organisation. If the CIO had made 
the right decisions before the pan
demic, their business would have 
been able to move smoothly into 
remote working. If not, it would have 
struggled to make the transition.” 

Those who took the right options 
have demonstrated the “value of a 
CIO with the vision to implement 
a  strategy based on resilience – and 
just how critical the role is to opera
tions”, Millan adds. 

As a result, according to White, 
senior executives have been “prop
erly reaching out” to CIOs in a way 
they hadn’t necessarily done before 
the Covid crisis, when the  situation 
was often more about IT leaders 
“struggling to gain traction”. 

He continues: “This development 
has opened up a conversation about 
how technology can be used more 
effectively in the business, which 
means that discussions are becom
ing more strategic. In many cases, 
we’re moving away from how CIOs 
can provide the necessary infra
structure and towards how their 
organisations can make better use 
of technology to achieve success.”

Executives at the SEI Investments 
Company, for instance, have gained 
a far clearer understanding of the 
impact that technology can make, 
both externally and internally. So 
says the firm’s CIO, Ryan Hicke.

SEI had previously viewed tech
nology mainly as an “enabler of new 
ideas, products and  solutions”, but 
the Covid crisis has since “exposed 
and magnified how important the 
organisation’s technology strategy 
is, not only to business development 
and revenue generation, but also to 
the effectiveness of the whole work
force”, he says. 

As a result, Hicke has been work
ing “closer than ever with HR and 
business heads to understand what 
their teams need” and how to make 
them more productive. Such colla
borations, which had always  tended 

to be informal at SEI, have been 
aided by the creation of a standing 
committee. This convened weekly 
after it was created at the start of 
the  pandemic in March 2020, but 
now it meets fortnightly. 

The committee meetings typically 
have about 15 participants, inclu
ding businessunit heads and exe
cutives with global responsibility, 
Hicke says. They will discuss “the 
most effective way to manage the 
workforce”, including a proposed 
move to hybrid working as the situ
ation allows in Europe and the US. 
All recommendations for action are 

sent for approval to the executive 
committee, on which Hicke also sits.

MullenLowe has taken a similar 
approach to crossfunctional coop
eration. Since the pandemic struck, 
Millan has been in weekly meetings 
with about 20 senior HR and opera
tions managers, including agency 
CEOs, to discuss items ran ging from 
daytoday operational matters to 
highlevel strategic issues.

“When we started having these 
‘Covid calls’, we thought that they 
would last for just a couple of weeks, 
but they have proved so beneficial 
that we’ve kept them going,” she 
says. “We’ve been discussing issues 
concerning the return to the office 
and hybrid working, for instance. 
These meetings give me so much 
useful information and feedback on 
what’s happening around the world. 
I can use this in building a strategy 
that my teams will then implement 
at a local level.”

Another key benefit of this new 
collaborative approach is that HR 
and operations managers alike now 
understand – and are much more 
“invested and interested” in – the 
idea of creating a “continual learn
ing culture” when it comes to tech
nical skills, Millan adds.

The widespread shift to hybrid 
working has also clarified just how 
integral and wideranging the CIO’s 
role actually is.

White says: “In contrast with HR 
leaders, who focus on people, and 
with marketing leaders, who focus 
on marketing, CIOs are able to see 
across all parts of the organisation 
and get involved in them. They 
therefore have a huge part to play 
in  developing strategy throughout 
the business. This is also where 
technology comes in: to enable that 
strategy to happen.”

This means that, as increasing 
numbers of enterprises undergo 
 digital transformations, the “huge 
wealth of expertise in transform
ation, innovation and driving effi
ciency” gained by most CIOs over 
a  considerable period has started 
to  pay  dividends, enabling them to 
“help shape the future”, he adds.

Millan agrees that most CIOs 
know exactly how their companies 
operate, not least because it’s vital 
for them to understand how every
one uses the tech at their disposal. 

“I don’t think that there will be 
a   separation between the CIO and 
the COO in future. They’ll have the 
same job title,” she predicts. “I think 
we’ll see that the CIO is really the 
COO in disguise – and that will be 
the future of the CIO.” 

How the Covid crisis  
has elevated the CIO
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66%

Gartner, 2021

of CIOs have strengthened 
relationships with their CEOs

70% 80%of CIOs have 
led high-impact 
initiatives

of CIOs have 
educated CEOs 
and other senior 
stakeholders on 
the value of IT
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Commercial feature

he coronavirus crisis has 
forced organisations to expe-
dite their digital transforma-

tion journeys, and those who have com-
mitted the most are reaping the most 
significant rewards. According to Girish 
Pai, global head of intelligent process 
automation (IPA) at multinational digital 
solutions leader Cognizant, automating 
business processes at scale is now a 
competitive imperative. 

Is there still a language problem, 
though? Are chief information officers 
failing to translate to stakeholders the 
efficiency, effectiveness and better 
experiences now achievable with IPA? 
Pai believes so, but stresses laggards 
risk ceding ground to market rivals. 
Conversely, taking urgent action and 
gaining financial commitment at this 
pivotal time will see them leap ahead. 

“The need to embrace digital auto-
mation has been a secular trend, even 
before the pandemic, but it was syn-
onymous with robotic process auto-
mation, AI, and other technologies,” 
he says, acknowledging that there was 
an element of “digital fatigue” felt by 
members of the c-suite before the 
start of the Covid-19 chaos.

“What has fundamentally shifted in the 
last 18 months is the business playbook 
and the definitions of ‘digital’ and ‘resil-
ience’, with organisations completely 
rethinking how they wanted to deliver 
services and experiences. Additionally, 
the dissonance between manual labour 
and the potential of automation was 
heard loud and clear. Together, these 
factors mean the drive for automation – 
at scale – has accelerated.”

Pai argues that advanced automation 
technologies, such as IPA, can “bridge 
the digital divide” and empower 
workers to add value while integrat-
ing customer journeys and processes 
together. “Progressive organisations 
realise IPA will spark innovation and 
help put miles between them and the 
rest of the competition,” he says.

Rising demand: CIOs have  
to translate the benefits and  
manage change
CIOs have long known about the 
myriad benefits of intelligent auto-
mation, including faster processes, 
reduced bottlenecks, and even sys-
tems that take decisive, intelligent 
action. But chief executives, chief 
financial officers and other business 
leaders with the purse strings have 
historically been reluctant to invest 
at the level required for the largest 
returns. They are especially hesitant if 
a pilot doesn’t deliver. 

Indeed, before the coronavirus crisis 
hit, an estimated 80% of digital trans-
formation projects failed. And given 
the haste with which many businesses 
have grasped at technology solutions 
since March 2020, it’s likely that this 
percentage will increase.

Notably, for leaders who invest at 
scale in automation and can lever-
age the so-called “three As” – auto-
mation, artificial intelligence and 
analytics – and integrate processes, 
there are huge wins to be achieved. 
For instance, Everest Group’s recent 
research for Cognizant indicates 38% 
of “mature enterprises” – those who 

have successfully scaled intelligent 
automation – report generating more 
than $50m in cost savings, achieved 
through driving efficiencies alone. And 
other studies hint at the rising demand 
for automation at scale: another 
Cognizant report suggests automa-
tion solutions are the top driver for the 
future of work.

Little wonder the worldwide market 
for technology that enables hyper-
automation is forecast to reach 
$596.6bn in 2022, according to an 
April report from Gartner. However, 
there remains a sense that the indus-
try jargon around automation is 

neither understood nor trusted by the 
business leaders in the boardroom.

Call of duty: better education needed 
to persuade the c-suite
Admittedly there are significant chal-
lenges to solve to take full advantage 
of automation, and “the CIO as change 
manager” is a trend that has grown in 
2021. Education is critical, and it is 
essential to outline the benefits to all 
important parties, including workers.

“As an industry, we have a call of duty 
to educate people better,” says Gooty 
Agraharam, Cognizant’s head of IPA in 
Europe, pointing out his company has 
rolled out several e-learning courses 
to help clients understand automation. 
“There is a lot of technical speak that is 
more input- rather than output-driven. 
While many people talk about the effi-
ciency gained by RPA, the narrative has 
evolved, now that we have layers of 
effectiveness and more seamless, con-
textual experiences with IPA.”

He continues: “A large majority of 
organisations are still at what we call 
‘base’ camp, and for business stake-
holders, language is the number-one 
barrier to reaching stages one and two, 
where companies can realise the true 
potential of automation.”

Agraharam highlights that IPA is 
upgrading supply chains by provid-
ing end-to-end visibility and boost-
ing innovation for pharmaceutical 

companies by improving trail manage-
ment for early adopters. As another 
example, IPA is revolutionising finan-
cial departments – so much so they 
should no longer be considered “back 
office” entities but, by analysing more 
and better data, moved to the heart of 
businesses to drive strategy.

Finally, addressing the weary argu-
ment that robots will take away 
human jobs, Pai says: “From this point 
onwards, it’s going to be humans-
plus-machines. Technology can actu-
ally augment human capabilities and 
make work more enjoyable and more 
rewarding. Automation is no longer a 
‘nice-to-have’, it’s here to stay. But 
CIOs need to not lose sight of the ‘why’ 
you are using this technology.” 

He adds: “By keeping it simple, you will 
take others on the digital transforma-
tion journey and shift the company cul-
ture. Ultimately, the more people you 
have bought into what you are trying to 
achieve, the better the end outcomes.”

To discover more about IPA 
and how to automate at scale 
visit www.cognizant.com/
intelligent-process-automation 

Girish Pai’s four steps to help CIOs maximise the potential of intelligent process automation

1. Anchor yourself to the ‘why’ 
– what outcomes are you 
trying to achieve? What is 
critical for the business, and 
what problem are you trying 
to solve? The most successful 
applications of artificial 
intelligence, for example, are 
very narrow in scope. 

2. Explain to the various 
stakeholders – crucially in a 
language they understand 

and supported by business 
cases – that automation 
will become increasingly 
ubiquitous and integral to how 
every organisation operates. 
It’s important to stress that 
integrating the technology in a 
manner that is not invasive or 
disruptive is possible with IPA. 

3. Scaling automation requires 
new skills and organisation 
models, so there has to be 

a people-first approach. 
You simply have to take 
people along – if they do 
not feel part of the digital 
transformation journey and 
haven’t bought into the 
vision, perhaps because of a 
lack of education or training, 
the project will likely fail. 

4. Lastly, and arguably most 
importantly, is governance. 
It’s not just about putting 

the tech in place that helps 
you reimagine the way you 
work. You have to redefine 
your controls, test and tweak 
operations. Humans are far 
more intelligent than AI, so 
you need to empower the 
human in the loop. Establish 
the guardrails to ensure 
what you are building is 
sustainable, doesn’t cause 
resiliency issues, and takes 
you to the end goals.

Automation at scale is a win-win for 
organisations and employees – but CIOs 
must use the right language
The many incredible benefits of intelligent process automation – including efficiency, effectiveness and seamless 
experiences – have to be translated so that business leaders invest, or they will quickly lose ground on competitors,  
and workers need to be educated to maximise their potential alongside the technology

T

Oliver Pickup

Julie Pierce of the Food Standards 
Agency discusses data openness, 
shaking up the status quo and 
the future of technology careers

Food for thought 
from the FSA’s 
trailblazing CIO

I N T E R V I E W

hat qualities make a suc
cessful chief information 
officer in 2021? There are 

few people better placed to answer 
this question than Julie Pierce, 
director of openness, data and dig 
ital at the Food Standards Agency 
(FSA). She was the highest placed 
woman in the venerated CIO 100 list 
for 2019, coming in fifth overall. 

On hearing the news about her 
high placing in the ranking, which 
recognises the UK’s “most trans
formational and disruptive” CIOs, 
Pierce recalls that she felt “happy 
and honoured”. After a pause, she 
adds: “And surprised.” 

Why? “If someone had told me 
that I would be recognised at this 
level back when I was 30 years old, 
say, I’d have considered it impos
sible for so many reasons. So my 
reaction was: ‘Oh, my god!’”

Her response was understand
able to an extent, because she is 
working in such a male dominated 
pro fession. But this accolade is 
also a  cause for  celebration. Given 
that only 17% of technology spe
cialists and 10% of IT leaders in 
the  UK are female, Pierce proudly 
serves as a role model for other 
women aiming for the top in tech.

Her incredulity was misplaced, 
though, when one considers her 
groundbreaking 41year career. 
After beginning it with a misstep 
in oil exploration (more of which 
later), she enjoyed 13 years as a con
sultant at PwC, where she became 
one of the audit giant’s first female 
partners. Her résumé also includes 
stints with the Home Office and 
the Metropolitan Police Service. 

to open data and encourage collab
oration, both internally and exter
nally. The FSA has been trying to 
persuade businesses to be more 
open with their data, she says.

“We can see the large amount of 
data collected about food in both 
the public and private sectors. We 
can see the opportunities in data
rich digital platforms, for instance, 
where they may be sitting on real 
insights about food risk that would 
enable us all to act before some
thing goes wrong,” Pierce says.

Under her direction, the FSA has 
“made as much effort as possible 
over the past few years” to develop 
the  infrastructure needed to open 
data and make it “easier for busi
nesses to consume that data”.

Pierce believes in “transforma
tion through the application of 
modern digital technology and 
insights from predictive analytics 
to business problems”. And, in a 
clarion call to fellow CIOs, she has 

urged on LinkedIn: “Let’s be really 
different; let’s go beyond merely 
automating the status quo.”

Pierce has always sought to shake 
up the status quo, even outside the 
tech profession. Having graduated 
in 1980 with a firstclass degree in 
maths and physical oceanography, 
Pierce sought a handson role in 
oil exploration, relishing the chal
lenge of pursuing a career in such 
a maledominated industry.

Ironically, she switched direction 
and flourished after sexual dis
crimination thwarted her progress 
in her chosen profession. At the 
time, many players in the oil ind
ustry forbade women from setting 
foot on a ship, let alone a rig. 
Pierce’s impressive career in tech 
can be traced back to that early 
enforced change of tack. 

Her resilience, determination and 
fierce ambition have been a key 
part  of why she is now so highly 
regarded. It’s this level of drive that 
today’s CIOs must possess in order 
to excel, she suggests.

“My job at the FSA includes the 
CIO role and a lot more. That in 
itself is one of the things I’m most 
proud of: that I have risen and 
moved beyond the CIO role into 
other aspects of the business.” 

Indeed, to secure a place in the 
boardroom, CIOs must show the 
many ways in which they can add 
value. Pierce says that there has 
never been a more exciting time to 
start a career in tech and climb the 
ranks to CIO and above. 

“This is a fascinating profession,” 
she says. “It’s becoming more cru
cial to everything we do. You can 

choose any sector to work in, from 
food to financial services. What also 
makes a career in tech so attractive 
is that it is accessible in so many 
more ways compared with when I 
began. You can take the hardware 
route or you can come via looking 
at the way users engage with tech. 
Or you can come in through some 
of the more innovative data ideas, 
such as artificial intelligence.”

After a final reflective pause, she 
adds: “It’s the place where I think 
the future is already happening.” 

More recently, Pierce excelled as 
CIO at the Animal and Plant Health 
Agency and then at the Depart
ment for Environment, Food and 
Rural Affairs. In August 2015, she 
moved from the latter to the Food 
Standards Agency, the government 
body that monitors risks and other 
issues of concern regarding food 
and drink.

As director of openness, data and 
digital – “a long but pretty cool 
job title” – for this nonministerial 
Whitehall department, she has a 
wide range of duties on top of the 
CIO role, including responsibility 
for the FSA’s operations in Wales 
(she is based in Bristol). 

Crucially, she is a fervent advo
cate of data transparency. Indeed, 
the FSA is often held up as  an 
exemplar, in both the public sector 
and further afield, of what is pos
sible in this respect. The organ
isation’s progressiveness is in no 
small part down to Pierce.

“Being open and transparent with 
data is so important to me,” she 
says. “It is fundamental to our core 
being at the FSA. We are here to 
be open and transparent on behalf 
of the consumer.” 

Pierce explains that her agency 
will raise the alarm when “things 
are not quite right for consumers 
concerning food safety and auth
enticity”. As an example, she cites 
a recently implemented service 
that applies predictive analytics 
and machine learning to monitor 
global risks. 

The FSA publishes about 70% of 
its datasets. Pierce argues convinc
ingly that fellow CIOs should push 

We can see the opportunities 
in data-rich digital platforms, 
where they may be sitting on 
real insights about food risk 
that would enable us all to act 
before something goes wrong

W

37%

43%

Harvey Nash, KPMG, 2020

of global CIOs reported that their 
organisations’ expenditure on 
technology had risen by between 
1% and 5% year on year in 2020 
as a result of the Covid crisis

of global CIOs said that they 
expected their organisations’ 
technology budgets to increase 
in 2021

https://www.cognizant.com/us/en/services/intelligent-process-automation
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Step up your 
protection 
against 
the rise of 
ransomware
Ransomware attacks are almost 
an inevitability in today’s working 
world, but there are things you can 
do to protect your organisation

hen it comes to your vulner-
ability to cyber attack, if your 
main source of comfort is 

that at least the perpetrators have to 
marshal an army of talented hackers 
creating bespoke code to infiltrate your 
organisation - you’d better think twice. 

“You can pick ransomware up off the 
shelf as a service, should you be so 
inclined. It’s relatively quick and easy 
to get your hands on and to execute, 
and once it gets in somewhere, it’s 
very destructive and disruptive,” warns 
Johan Dreyer, Mimecast EMEA field 
chief technology officer. 

As a result, it’s clearly becoming the 
cybercriminal’s weapon of choice. 
According to Mimecast’s State of Email 
Security Report, 2021, 48% of UK busi-
nesses have been affected by ransom-
ware, 33% of those affected suffered 
between two and three days of down-
time and 50% have paid the ransom in 
the past year. Those who suffered an 
attack were down for an average of six 
days and a third of those who paid the 
ransom to release their data ultimately 
didn’t get it back. 

Before the pandemic struck, 
Cybersecurity Ventures noted that 
ransomware was predicted to cost 
businesses around $20bn by the end 
of 2021, 57 times the level in 2015, with 
an attack every 11 seconds. In a work-
from-home environment, businesses 
were more at risk than ever. There was 
a 60% increase in the use of company 
computers for personal reasons, 34% 
of Brits and Germans were found to be 
opening suspicious emails and there 
was a three-fold increase in unsafe 
clicks by employees.

Why is ransomware so destructive? 
Aside from the ease with which bad 
actors can get hold of it and deploy it in 
a short time period, it preys on compa-
nies’ common failings when it comes to 
cyber preparedness. Cyber criminals 

rely on the fact that businesses have no 
way to access the data that has been 
locked up by the ransomware, other 
than to pay them to release it. 

The reason criminals are holding 
companies to ransom so successfully 
is because too many still don’t have a 
comprehensive backup regimen. In the 
best-case scenario, a business subject 
to a ransomware attack would review 
how the bad actors were able to get 
in, resolve the weakness, restore from 
backup and proceed as normal with 
minimal impact. 

However, for most this is very much 
a case of shutting the stable door after 
the horse has bolted. In many cases, 
companies have a perfect storm of 
poorly updated systems, meaning 
patches designed to remove vulnera-
bilities have not been installed, back-
ups are delayed or irregular and the 
organisation hasn’t got the resources 
or resilience to continue with business 
as usual while they try to recover their 
data. The only solution is to pay up and 
hope for the best. 

“The unfortunate reality is that there 
may be no way to unlock what they’ve 
done. Many organisations have paid 
ransoms and not received their data. 
Even when they do, you are still fuel-
ling a criminal economy. It all goes 
back to making sure your systems are 
adequately backed up with a sensible 
redundancy in place. We offer organ-
isations a copy of their email archive 
which maintains their ability to send 
and receive email after an attack,” 
Dreyer insists. 

Becoming ransomware-resilient 
starts at the very top. “It can be a 
cliché that the board is responsible 
but to a degree, it is. Taking action is 
typically down to the chief informa-
tion officer (CIO) or the head of secu-
rity. To help them play their part, the 
board has to set out the strategy that 

the executive can carry out, imple-
menting drills to prepare the business, 
model best practice based on past 
events and improve the organisation’s 
overall cyber resilience skillset which 
ultimately empowers security as a cul-
ture,” says Dreyer. 

How the CIO’s role is perceived is 
critical to building a cybersecure envi-
ronment and it’s a role that has under-
gone significant change. Before, it may 
have been seen as a purely technical 
role, now the position is populated by 
people whose remit is business first 
and technology second. 

Part of the shift is around understand-
ing how technology and the CIO contrib-
utes to business value. They are increas-
ingly seen as partners in the creation 
of business value in the first instance, 
and there to protect it in the second. 
Security professionals have to be able 
to tie the risks that they’re facing more 
closely to business value and business 

objectives. Why? Because ransomware 
puts value at risk as it can prevent busi-
nesses from serving their customers and 
therefore has a material impact. 

“It’s more about driving business out-
comes rather than providing technol-
ogy for the sake of it. There’s a sense of 
accountability,” Dreyer says.

“Most organisations have some 
protection in place,” Dreyer adds. 
“Mimecast’s strengths are in email 
security, continuity, and archive and 
our systems are thwarting attacks day 
in, day out.” Mimecast protects against 
phishing and BEC (business email com-
promise) attacks designed to capture 
credentials that can be used to deploy 
ransomware. “We continue to invest 
heavily in digital asset monitoring and 
asset protection. Active monitoring is 
an essential weapon in the fight against 
cybercrime and one that is very much a 
collaborative effort. 

“When it comes to protecting your 
business there’s no magic tool or silver 
bullet so Mimecast’s investing in inte-
grating with other security vendors. 
We’re actively collecting intelligence 
and sharing it with systems such as 
end point detection and response 
or SOAR (Security Orchestration and 
Remediation) and that enriches their 
data set. Customers can also ingest intel-
ligence from other sources into their 
Mimecast Service to complete the circle. 
We are very much advocates of a ‘better 
together’ strategy,” Dreyer reveals.

With many organisations making the 
move to remote and, latterly, hybrid 

working, companies need to be more 
vigilant than ever that their cyber 
protocols are as robust as possible. 
Ransomware attacks are almost an 
inevitability in today’s world. Cyber 
hygiene is an essential part of every 
organisation’s strategy. Actions like 
reviewing your patch regime, keeping 
systems up-to-date and keeping an eye 
on backups are vital. 

Finally, prevention is always better 
than cure. Attacks are most likely when 
employees simply click on unsecure 
emails or are browsing unauthorised 
sites while on business networks so 
education is paramount. Building a cul-
ture of security awareness that applies 
to both employees’ personal and busi-
ness environments. 

“Even the most sophisticated organ-
isations can and have been breached 
but, we are seeing more openness and 
transparency which gives everyone else 
the information they need to better 
protect themselves. The more we can 
share intelligence, the more we can 
uplift the community. That’s why we 
open our systems and platforms so our 
customers and partners can all benefit.”

Learn how to mitigate the ransom-
ware risk with our free resources:
mimecast.com/timescio
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We’re actively collecting 
intelligence and sharing it with 
systems such as end point 
detection and response or SOAR 
and that enriches their data set

RANSOMWARE ON THE RISE

Cybersecurity Ventures Predictions

By 2025, at least 75% of IT 
organizations will face one 
or more attacks, as free-
rein researchers document 
a dramatic increase in 
ransomware attacks during 
2020, pointing to sevenfold or 
higher rates of growth

of UK organisations 
affected paid the ransom

Ransomware would cost businesses around $20 billion by 
the end of 2021, 57 times the level in 2015, with an attack 
every 11 seconds*

Fastest growing type of cybercrime - ransomware is 
expected to attack a business, consumer, or device 
every 2 seconds by 2031*

The cost of recovery and the resulting downtime in 
the aftermath of a ransomware attack, as well as the 
reputational damage, can be 10 to 15 times more 
than the ransom

Ransomware will cost its victims around $265 
billion (USD) annually by 2031* 

10-15×

2 seconds

$20bn$265bn

How to Prepare for Ransomware Attacks – Mark Harris, Brad LaPorte, 
Paul Furtado, Gartner®,2020

Detect, Protect, Recover: How Modern Backup Applications Can Protect You 
From Ransomware – Nik Simpson, Ron Blair, Gartner®,2021

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission 

*According to Cybersecurity Ventures

*According to Cybersecurity Ventures Mimecast State of Email Security Report 2021

*According to Cybersecurity Ventures

75%

50%

s if the Covid crisis hasn’t 
been difficult enough, the 
pandemic has also brought 

a surge in cyber attacks on hospitals 
and health centres throughout the 
UK. As intensive care units (ICUs) 
have struggled to handle the flow of 
critically ill patients, chief informa
tion officers have played a vital role 
in keeping them open. 

“The past 18 months have been 
relentless,” says the head of cyber
security at one NHS hospital. “You’d 
think that, with the whole world 
facing the same struggles, hackers 
would have left us alone. But the 
opposite has happened.” 

Protecting the NHS has been a 
top  priority for the National Cyber 
Security Centre (NCSC). Working in 
partnership with NHS Digital, it 
responded to more than 200 major 
cyber attacks on the service relating 
to Covid19 in the first months of the 
pandemic. More than 1 million NHS 
IP addresses were supported, while 
“threat hunting” was performed on 
1.4 million endpoints.  

The threat level has increased in 
the US too. The Healthcare Man
agement and Information Systems 
Society has reported that 70% of 

new integrated care systems in 
 England, which are committed to 
removing the traditional barriers 
hindering the provision of joined
up care. This requires creating 
 compatible IT  systems across GP 
practices, pharmacies, hospitals 
and social care providers. Increas
ingly, the CIO’s role is morphing 
into that of chief integration officer. 

A major focus is ending the use of 
paper records and putting them 
online so they can be accessed by 
different parts of the health system. 
When Shauna McMahon became 
CIO of North Lincolnshire and 
Goole NHS Foundation Trust, one 
of her first innovations was the 
introduction of digital outpatient 
appointment letters. This change 
has reduced the number of missed 
appointments, while enabling the 
trust to be more responsive to daily 
changes in demand. This means 
that more patients are seen and less 
time is wasted, which helps to man
age waiting lists. 

But integrating IT systems also 
creates new risks. The NHS is made 
up of thousands of entities, from GP 
practices and pharmacies to hospi
tals and distribution centres. In a 
typical day, about 1 million items 

are processed by the electronic 
 prescription service, an average of 
68,000 appointment bookings are 
made via the NHS ereferral service 
and 35 million transactions are sent 
through the NHS Spine, the core 
infrastructure that enables secure 
communication across healthcare 
IT systems in England. In addition, 
it deals with tens of thousands of 
external suppliers, all with their 
own networks and vulnerabilities. 

Small wonder, then, that the NHS 
has been described as “the most 
unsecure secure network in the 
world”, with millions of endpoints, 
laptops and connected machines 
that are simply impossible to safe
guard. As well as trying to ensure 
that all IT systems remain robust, 
the NHS has tens of thousands of 
physical locations to secure, while 
keeping tabs on a workforce of more 
than 1 million. 

New systems, such as NHS Test 
and Trace, have been created at 
speed during the pandemic, which 
has added to the complexity. Test 
and Trace has sought support from 
UK cybersecurity firm Risk Ledger 
to manage supply chain risks. It 
uses Risk Ledger’s ‘social network’ 
platform, which enables organisa
tions to share risk data securely. 
Risk Ledger’s client base includes 
organisations such as BAe Systems, 
Asos and City of London Police. 

“Cybersecurity issues are broadly 
similar across all large enterprises,” 
says Haydn Brooks, cofounder and 
CEO of Risk Ledger. “It isn’t just 
about IT; it’s also about apps, prem
ises and the supply chain. If some
one can break into a building and 
hack into a computer, it can be just 
as serious as a cyber attack.”

What sets a health system such as 
the NHS apart is the sheer complex
ity of the organisation, according to 
Brooks. In the NHS, cybersecurity 
risks are multiplied thousands of 
times over because it is an intricate 
network of entities.

“The NHS has a lot of good CIOs 
backed by expert teams who do a 
great job of making its systems as 
secure as possible,” he says. “I’m 
sure they could use more resources, 
but it’s a question of balancing the 
risk against the cost and the need to 
prioritise treatment and care.” 

This is supported by research 
 published by CyberMDX and Philips 
in August, which has shown that 
cyber security investment in hospi
tals remains a low priority in the US 
because of the need to increase 
spending on frontline care. Only 
11% of hospitals agreed that cyber
security was a high priority. 

The digitisation of healthcare has 
been turbocharged by the pand
emic and will continue apace. This 
requires more advanced products 
and the more sophisticated use of 
data and analytics. But it will also 
 create greater opportunities for 
 cybercriminals to exploit systemic 
vulnerabilities. Big challenges lie 
ahead for healthcare CIOs. 

before they participate fully in digi
tal health systems.  

As well as remaining operational 
at every level, the NHS has to retain 
the public’s confidence. In Imperial 
College London’s 2020 report into 
cybersecurity in the health service, 
Lord Darzi of Denham wrote: “The 
NHS holds large amounts of sensi
tive and valuable data in vulnerable 
systems. Effective cybersecurity is 
not just about protecting data; it is 
fundamental for maintaining the 
safety, privacy and trust of patients.”

Healthcare CIOs are also central 
to the drive towards greater inte
gration between different systems. 
This is particularly evident in the 

hospitals it surveyed experienced a 
“significant security incident” in 
2020, including phishing and ran
somware attacks that resulted in the 
disruption of IT operations and 
business functions, as well as data 
security breaches and financial 
 losses. Ransomware, remote code 
execution, botnets and distributed 
denialofservice attacks were the 
most common incidents.

CIOs play a much broader role in 
healthcare than merely protecting 
their organisation against cyber
crime. The confidentiality of patient 
records is paramount – patients and 
service users need to be absolutely 
confident that their data is secure 
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CyberMDX, Philips, 2021

Martin Barrow

A

ARE HEALTHCARE PROVIDERS RESOURCING THEIR CYBERSECURITY FUNCTIONS ADEQUATELY?

Percentage of hospital executives who say their staffing is adequate when it comes to enterprise cybersecurity

Healthcare CIOs battle Covid cybercrime
Digitisation benefits 
patients, but it’s  
also increasing  
the risk of cyber 
attacks as criminals 
seek to exploit 
vulnerabilities

N H S

You’d think that, with the whole 
world facing the same struggles, 
hackers would have left us alone. 
But the opposite has happened

Need more staff

IT executives

Biomedical engineers

Mid-sized hospitals

Large hospitals

Current staffing levels are sufficient Overstaffed

67%

1%

2%

53%

60%

69%

32%

47%

40%

29%

http://www.mimecast.com/timescio
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In 2019, before the Covid crisis increased 
the pace of digital transformation around 
the world, Gartner predicted that “CIOs 
will be as responsible for culture change 
as chief HR officers” by 2021. Has this 
happened? How has the shift to remote 
working affected how CIOs operate and 
their remit? Research indicates that the 
demand for their expertise has grown. 
CIOs’ responsibilities have expanded too, 
but a lack of cross-functional collaboration 
has so far been limiting their agility

HOW CAN CIOS APPLY THE 
INFLUENCE THEY HAVE 
GAINED IN THE PANDEMIC? 

TOP FIVE IT SKILLS SHORTFALLS HIGHLIGHTED BY THE COVID CRISIS
Percentage of global IT leaders who say the following skills are the most scarce in their organisations

22%

22%

22%

26%

35%

KPMG, 2020

HAS THE PANDEMIC MADE CIOS MORE FOCUSED ON LEADERSHIP AND CULTURE?

of CIOs have moved the 
workforce to remote working

will keep more than half the  
of workforce remote working

are concerned about the mental 
health of their team members

86% 43% 84%

KPMG, 2020

HOW THE COVID CRISIS HAS ELEVATED THE ROLE OF CIOS AROUND THE WORLD
Percentage of global CIOs who have done the following as a result of pandemic

Strengthened 
their relationship 
with their CEO

Became the leader  
of at least one  
high-impact initiative

Reported an 
increased demand 
for digital products 
and services

Educated CEOs 
and other senior 
stakeholders in 
the value of IT

80%76%70%66%

Gartner, 2021

UNDER PRESSURE: WHAT ARE THE TOP CONCERNS  
FOR THOSE IN CHARGE OF TECH IN THE UK?
Percentage of UK CIOs who say the following have been among their main challenges

Managing the user 
experience with 

so many remote 
users and such 

high demand

Supporting fast-changing 
business needs

Sudden increases in demand 
for cloud services

An increased number of IT 
performance-related issues

IT teams being stretched more 
thinly than ever before

The shift to remote working

35%
37%

39% 39%

45% 46%

Dynatrace, 2021

IN DEMAND: HOW HAS THE COVID CRISIS DIALLED  
UP THE CHALLENGES FACING CIOS?
Percentage of CIOs from various countries showing how the pandemic has changed 
expectations of their role

Mexico

Brazil

Singapore

Australia

Germany

France

US

UK

98%

98%

99%

99%
99%

100%

100%

94%

94%

94%

92%

90%

90%

96%

96%

96%

CIOs reporting that the challenges they 
face became more prevalent in 2020

CIOs reporting that IT’s ability to 
maximise value for the business has 
been hindered by these challenges

Dynatrace, 2021

WHAT ORGANISATIONS RISK  
BY WORKING IN SILOS
Percentage of UK CIOs who say the following are the  
main risks of poor cross-functional collaboration

Lost revenues/conversions 
owing to mistakes that 
could have been avoided

Greater difficulty identifying 
the severity of problems 

and minimising their impact on 
the business

Greater inefficiency in IT owing to 
time wasted in war-room meetings 

and/or different departments playing 
the blame game

Reduced ability of IT to respond quickly to 
sudden changes in business requirements

Greater difficulty in understanding whether or not the 
business’s IT stack is delivering the service anticipated 

or required for commercial success

Reduced ability to understand fully what the business and its customers need, 
making it hard to maximise the business value of IT

25%

35%

36%

37%

39%

42%

Dynatrace, 2021

Cybersecurity

Organisational change management
Enterprise architecture

Technical architecture

Advanced analytics
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How have the techniques and 
workings of cybercriminals 
evolved in recent years?
We’ve seen cybercrime groups 
adopt cyber tactics developed 

and used by nation states to discover 
vulnerabilities in organisations and run 
attacks. Ransomware has grown mas-
sively. A lot of people still think about 
the WannaCry ransomware attack 
in 2017, but it’s evolved enormously 
since then. With the rise of ransom-
ware-as-a-service, you don’t even 
have to be a sophisticated hacker your-
self as you can just use tools developed 
by someone else to conduct ransom-
ware attacks. 

And cryptocurrency has incentiv-
ised criminals with the promise of a big 
payout while remaining anonymous. It’s 
matured and become weaponised – we 
now have what we call ‘big game’ ran-
somware, where attackers infi ltrate a 
company very subtly, such as via a phish-
ing campaign or malicious website, and 
then look to locate valuable, sensitive 
information. They go under the radar by 
using credentials for authorised users 
to look for critical information before 
stealing and encrypting it and demand-
ing a ransom, often in the hundreds of 
thousands or millions.

Cybercrime groups are like the heads 
on the mythical Hydra - when one is 
taken down by authorities, through 
collaboration with other criminals, 
they very quickly reform, reorganise 
and start attacking again.

What risks do organisations 
face when they lack visibility 
across their data?
The biggest risk is overexposed 
data. It presents a massive chal-

lenge to nearly every organisation. 
On average, an employee has access 
to about 17 million fi les. That sounds 
enormous, and it is. As a result, when 
organisations are subject to a breach 
or attack, they’re caught off guard. 
The sheer volume of data means their 
attack surface is way bigger than it 
should be, and they’re unprepared for 
that. Lacking visibility - and therefore 
knowledge - of where the most impor-
tant and sensitive data resides, as well 
as who has access to it and who has 
changed, copied, deleted, or stolen it, 

amplifi es the challenges of dealing with 
an attack.

How challenging is this, 
specifi cally to enterprise data, 
on-premises and in the cloud?
The challenge is huge. Data is 
stored in many different places 

and continues to grow on a daily basis, 
bringing more complexity which, in 
turn, opens organisations to more risk 
and overexposure. Most companies are 
blind when it comes to their most sensi-
tive data. If you don’t know if a user has 
copied sensitive GDPR-protected data 
to their own computer, or opened sen-
sitive HR fi les that they shouldn’t have 
access to, you won’t know when your 
organisation is attacked. All organisa-
tions should be able to understand their 
blast radius - the potential damage an 
attacker could do once they land on 
their network - but many can only guess. 

Unless you’re watching who can 
and who does access data, and what 
they’re doing with it, you will inevita-
bly miss any signs that a cyber attack 

is underway. Without visibility into 
your data, you can’t spot suspicious 
or unusual activity early, which is the 
key. If you’ve ever received a ransom-
ware notifi cation, you know the sinking 
feeling in the pit of your stomach. If you 
understand your blast radius you can 
reduce it and ultimately minimise the 
effects of an attack. 

How does Varonis help 
organisations to increase data 
visibility and improve their 
cyber defences?
We have worked with many com-
panies that have been hit by ran-

somware before and know far too well 
the effort and the costs required to 
recover. The most successful compa-
nies proactively reduce their blast radius 
by mitigating data that’s overexposed. 
They archive and delete information they 
shouldn’t store anymore. Prevention is 
key to reducing the attack surface, so 
that’s where we start with all our cus-
tomers. You have to understand what 
your landscape looks like and then go 

Ransomware: 
visibility is the best defence

Q&A

Matt Lock, technical director at data security company Varonis, outlines 
the crucial importance of data visibility in protecting organisations from an 
increasingly sophisticated threat landscape

On average, an employee has 
access to about 17 million fi les. 
That sounds enormous, and it is

through as many prevention activities as 
you can to reduce that attack surface.

We also help organisations defend 
against insider threats. It’s really dif-
fi cult to determine when a valued 
employee, with access to sensitive 
data, suddenly starts behaving in a 
way they shouldn’t. One of our cus-
tomers spotted and stopped an 
employee stealing sensitive pricing 
information they were going to give 
to a competitor, because they had 
visibility into what was going on with 
their most sensitive data. 

Aside from technology, what 
else do companies need to do 
to ensure employees have the 
appropriate access to data?
This really should fall into what 
is typically known as the join-

ers, leavers and movers (JLM) pro-
cess. When people are onboarding 
with a company, a decision should be 
made at that stage about what access 
they should have. That should come 
through consultation with the joiner’s 
manager, who ultimately knows what 
data their team should be working 
with. It’s a matter of involving the busi-
ness owners in that onboarding pro-
cess, and making sure they make that 
incredibly important determination. 
We typically fi nd about 50% of user 
accounts in an organisation are either 
stale or inactive. They’re just not being 
used, and if they’re not being used 
they’re typically not owned by anybody 
anymore. When these accounts are 
then used for malicious purposes, it’s 
unlikely that anybody’s going to spot it. 
It’s about good housekeeping. 

How do you see the cyber risk 
landscape continuing to 
change?
I think it’s fair to say that the tac-
tics are going to continue to fi lter 

down, from experienced attackers to 
opportunists. It’s a very open environ-
ment out there and once these vulner-
abilities are discovered, even amateur 
cybercriminals can make use of them. 
We’re also going to see a lot more 
exploitation of cloud infrastructures 
or resources, which are available 24/7. 
Continued remote and hybrid working 
is replacing traditional on-prem net-
works with perimeter-less networks in 
which every laptop or mobile phone 
becomes a gateway to your critical and 
sensitive data.  All of this just makes it 
even more crucial to gain visibility of 
enterprise data.

For more information, 
visit varonis.com

Total ransomware costs are projected 
to exceed $14 billion by the end of 2021

£14.53bn

Cybercrime Magazine, 2019

Healthcare

cost to the NHS of the 2017 
WannaCry attack

£92 m

A ransomware attack is estimated to 
occur every 11 seconds in 2021

11 seconds

Cybercrime Magazine, 2019

Average company downtime 
following a ransomware attack

21 days

Coveware, 2021

Financial

of all records leaked in 2019 were 
from fi nancial institutions

62%
Bitglass, 2019

Education

average cost of a ransomware attack 
in the higher education industry

£324,800
BlueVoyant, 2021

The business 
costs of 
ransomware…

Approximate loss per hour due 
to downtime from attacks

£6,200
Health IT Security, 2020

Average cost to recover from 
a ransomware attack

£1.34m
Sophos, 2021

NCSC, 2020

Christine Horton

The best thing the CIO can  
do is use the strength of their 
seat to empower and support 
the perception of the CISO 
role across the company

With security threats a rising priority 
for businesses, some cyber chiefs want 
a bigger role, posing challenges for CIOs

Duncan Brown, vicepresident of 
European enterprise research at 
IDC. What is increasingly impor
tant, he says, is that security – and 
cyber risks in particular – are given 
the priority they warrant.

“If the CIO can provide this and 
garner boardlevel support for it, 
the  relationship should work just 
fine,” Brown says. “Equally, if that 
support can be provided by another 
senior executive, such as a head of 
risk, this should also work.”

He adds that the obvious solution 
is for CISOs to report at board level. 
This practice is increasing, but it’s 
still far from common.

“Security is largely a technical 
subject. Explaining it to the board 
requires communication skills that 
many CISOs don’t possess,” Brown 
argues. “It also requires an under
standing of the business impact of 
security threats, rather than a focus 
on the threats themselves.”

Dealing with hierarchical niceties 
is less important than ensuring that 
the CISO has the right platform in 
the enterprise, according to Burkey.

“If a company’s culture is such 
that the CISO isn’t listened to or is 
not allowed to work outside the ‘IT 
boundaries’, there are some funda
mental issues at play that need to 
be better understood and accepted, 
without the assumption that a 
change of reporting lines would fix 
them,” she says.

As with any working relationship, 
there is nothing unique about the 
potential for conflict. But embed
ding security throughout an org
anisation is a shared responsibility 
– with a common focus on the busi
ness – where each party knows the 
key roles that both are playing. 

So how can CIOs best manage this 
relationship and manage any poten
tial tensions? 

“The best thing the CIO can do is 
use the strength of their seat to em
power and support the perception of 
the CISO role across the company,” 
says Joanna Burkey, CISO at HP. “In 
the best relationships, the CIO is 
100% supportive of the CISO and 
maintains a strong, united front on 
security topics. There might be a 
healthy debate in the background, 
but that is handled appropriately 
and privately.”

Paul Shaw, group security officer 
at media and digital marketing firm 
Dentsu, says that CISOs who are 

orporate cyber chiefs are in 
great demand, but many 
still  report to CIOs. With 

 cyber threats on the rise, some secu
rity leaders are seeking more clout. 

The reason that many still work 
under IT leaders, usually CIOs, is 
largely that security specialists have 
a tech nical background that fits nat
urally within the CIO’s remit. Yet, 
given that cybercrime threats are 
 increasing in frequency, scale and 
sophistication, some security lead
ers are no longer interested in a role 
where they’re merely a branch of the 
IT team. In this position, they feel 
that they’re lacking the agency they 
need to make a genuine impact.
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that CIOs need to empathise with 
senior cyber specialists.

Mandell would advise any CIO to 
“be supportive to CISOs, because 
they have it at least as tough as you 
do. In IT, we often think that we 
have the impossible job, but the re
ality is that it’s even more challeng
ing right now to be the CISO. They 
have nation states, criminal rings 
and a billiondollarplus industry – 
ransomware – all aimed at making 
them fail.”

Mandell believes that the CIO 
must not only support the CISO in 
oneonone settings, but also help 
the broader organisation to under
stand the challenges they face. 

“The CIO should be making it 
clear that cyber security is the res
ponsibility of everyone in the org
anisation, not just that of the CISO 
and their team,” she says.

Mandell stresses that, although 
 Juniper Networks’ CISO, Sherry 
Ryan, reports to her, when it comes 
to matters of security, she works for 
Ryan, not the other way around. 

The CEO has to be confident that 
their CIO is being open and honest 
about what is going on in their 
function. They must also be sure 
that the CIO can live with the ram
ifications that the enterprise might 
face should there be a failure and 
will take responsibility if there is, 
she argues. 

“If the CEO can’t be so confident, 
they should have the role report 
somewhere else,” Mandell argues.

So could it be in the CIO’s best 
 interests – and the best interests of 
the company – to allow complete 
agency for the CISO?

In many ways, the reporting setup 
doesn’t really matter, according to 

CIOs and CISOs 
– a modern 
power struggle?

 unable to engage peers or secure 
budget often blame reporting lines 
and assume that they’d be more suc
cessful if they reported to the CEO.

“Such a move is not the solution. In 
such cases, either the wrong person 
is in the CISO role or they’re report
ing to the wrong person,” Shaw says. 
“I don’t think it is wrong to have the 
CISO reporting to the most senior 
technology officer – as long as the 
 latter has the right breadth of res
ponsibility and is a member of the 
executive leadership team.”

He continues: “If the CIO does not 
understand the importance of secu
rity and is not invested in support
ing a security agenda, the company 
has the wrong CIO. Equally, if the 
CISO does not understand the com
mercial realities of the business and 
the balancing act the CIO needs to 
manage with budgets and resour
ces, the firm has the wrong CISO.”

As long as the two roles are held by 
mature people with the same desire 
for both individual and organisa
tional success, it’s much the same as 
any other relationship, Shaw argues. 

Sharon Mandell, CIO at technology 
company Juniper Networks, thinks 

CYBERSECURITY TOPS CIOS’ SKILLS SHOPPING LIST 

Percentage of IT leaders who say they are preparing to hire in the following areas 

IDG, 2021

C - S U I T E

Planning to recruit  
in these areas

Expecting difficulty  
in filling such roles

Artificial intelligence/ 
machine learning 28% 20%

Data science/ 
analytics 31% 19%

Cybersecurity 37% 21%

www.varonis.com
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JP, you place a large number of 
CIOs in top roles. How has the 
job been changing?
The job is no longer really about 
technology. When I interview a 

candidate for CIO, we talk about busi-
ness strategy, the mechanics behind 
profit-and-loss performance, what 
problems they are trying to help solve, 
and their ability to change and impact 
market share. I am looking for a leader 
who can help shape strategy across 
the organisation underpinned by the 
commercial value digital potential 
can unlock for a business. They are 
a disruptive thinker able to drive the 
growth agenda. That’s a break with the 
role of the past, which often centred 
on the tech estate. 

Part of the reason for the change is 
that technology is far less complex and 
increasingly commoditised, but also 
IT and business are merging and their 
strategies becoming inseparable. The 
role of the CIO in my mind has shifted 
significantly towards a leadership role, 
focused on competitive advantage 

and profitability. The IT leader is now a 
business leader.  

What makes an outstanding CIO?
The very best will grasp the full 
gamut of company activities, 

from customer acquisition and mar-
keting to logistics and finance. CIOs are 
arguably better equipped than any-
body in today’s digital era to educate 
the board on the art of the possible 
and inspire change and transforma-
tion. Frankly, modern, progressive and 
digitally mature companies sometimes 
regard their CIO as a potential future 
CEO-in-waiting. They’ll have a natural 
talent for motivating staff, a gifted sense 
of strategic opportunity, and a passion 
for the mission of the company, which 
one day they may get to lead. 

What sort of background is best?
The common factor is under-
standing the opportunities tech-

nology can open up and experience of 
delivering game-changing transforma-
tion that straddles people and process, 
enabled by technology. We see consult-
ants and former Big Four professionals 
making strong CIOs. An MBA can be very 
helpful. Above all we are looking for that 
mindset and desire to move the needle 
at a company-wide level, the horizontal 
influence and stakeholder engagement 
skills needed to achieve this. We look 
for a track record of being a visionary 
and having a real impact on business 
outcomes harnessing technology as an 
asset and differentiator. The belief that 
a CIO needs a deep tech background or 
degree is a little misguided. 

Is it a board-level position?
Yes, increasingly so. I see more 
CIOs than ever on boards. 

Irrespective of this, CIOs need to speak 

the same language as the board and have 
the ear of the CEO. More companies are 
now getting their CIOs around the table 
and appointing them to the board as 
they look to embrace the digitisation of 
their operating models and customer 
pathways. The position has undeniably 
gained in strategic importance and is 
being given the stature to reflect this. As 
more companies realise the results a tal-
ented CIO can deliver, the trend to board 
appointments will accelerate.

What makes Eton Bridge Partners 
a successful search partner in the 
CIO market? 
We find exceptional candi-
dates for ambitious companies 

across the C-suite and senior manage-
ment. Our sweet spot is high-growth 
mid-cap, FTSE-250, and FTSE-100. 
It might sound fluffy, but the reason 
we’ve developed long-lasting relation-
ships with clients is because of our 
care and authenticity as individuals. 
We are grounded, pragmatic, candid, 
and nice! We think outside the box on 
diversity and also support our clients 
with creating inclusive environments to 
ensure successful appointments. This 
ultimately means we deliver excep-
tional senior talent for our clients and 
having placed candidates across 35 
countries, we have a truly international 
reach. Above all, we love what we do.

To find out more about our executive 
search and interim management 
offering please visit
etonbridgepartners.com

The role of the 
CIO has shifted 
significantly towards 
a leadership 
role, focused 
on competitive 
advantage and 
profitability

How the role of 
CIO is changing

Q&A

Jean-Pierre Green, partner 
at executive search firm Eton 
Bridge Partners, reveals his views 
on the job of a chief information 
officer CIO today and where  
it is heading

Ransomware defence for your 
cloud and on-prem data.

echnology has transformed 
business over the past 20 
years, empowering organi

sations to do new and better things. 
But, as the IT function’s influence 
has grown, so too have the demands 
placed upon both it and its leaders.

On the one hand, technology’s 
ascent from a backoffice necessity 
to a resource that creates tangible, 
attributable value has been good for 
corporate IT departments, enabling 
them to cast aside their heritage as 
a reactive function and play a more 
strategic role.

On the other hand, this histor
ically inwardfacing function has 
been thrust into the spotlight. It has 
had to become more integrated with 
the business and its growth efforts, 
while at the same time adopting a 
more outward looking mindset.

Recent years have seen a recasting 
of the role of the CIO. This is partly 
down to growing expectations from 
boards, but it’s also thanks to lobby
ing on the part of the IT profession 
itself to be embraced as a legitimate 
member of the Csuite.

Yet ripple effects have emerged 
from the increasing prominence of 
technologists. Many organisations 
are facing, or are about to face, a 
succession planning challenge in 
IT leadership. 

Technological advances will often 
 create complexities that call for 
greater levels of specialism in IT 
teams. This is no bad thing in itself – 
it has enabled some companies to 

This provides an opportunity to 
start broadening their development 
with responsibilities and projects 
that will stretch them and build 
their leadership foundations, Sands 
says. Without that initial communi
cation, such moves “might seem to 
them to be a distraction from their 
assumed specialist career track”.

A defining characteristic of the 
Csuite – and a common stumbling 
block for those joining it for the first 
time – is the shifting role expected 
of its members. Like others around 
the table, CIOs are required to 
 operate strategically as a part of the 
leadership team, able to make deci
sions requiring significant cross 
functional awareness.

While CIOs must clearly represent 
technology at the highest level in 
the organisation, there’s a broader 

role to be played, argues Patrick 
Knight, an IT expert who’s held CIO 
roles at TUI, Rentokil Initial and, 
most recently, Travis Perkins. 

A Csuite adds value across the 
business, Knight says. If a CIO has 
spent their career focused purely on 
their own function, without getting 
under the skin of the business and 
its market, they’ll struggle to con
tribute at the top table. 

“You’re not just there to talk about 
infrastructure or engineering, in 
the same way that the CFO doesn’t 
just weigh in on costs and the CMO 
doesn’t just talk about marketing 
campaigns,” he stresses. 

This shift in focus won’t occur 
overnight. It requires today’s lead
ers to create opportunities for their 
team members to develop broad 
experience and a thick skin. And it 

skills needed to meet boards’ expec
tations? Sands believes that the first 
step lies in being proactive. 

“Earmark people who you see 
have the beginnings of leadership 
potential and then tell them,” she 
 ad vises. “You need your up and 
coming talents to understand that 
they’ve been identified for a devel
opment pathway – and you need to 
be sure that they’re interested in it.”

The technology that organisations are 
using is increasing in both potency 
and complexity. This calls for CIOs to 
become more proactive in how they 
identify and develop their successors

Nurturing the 
next generation 
of IT chiefs

T

Thomas Brown

develop technical capabilities that 
have given them a vital competitive 
advantage. But increased special
ism is less good from a leadership 
development perspective.

Building teams with everdeeper 
levels of expertise will lead only to 
‘smarter silos’ unless today’s CIOs 
make a concerted effort to nurture 
 people with the potential to become 
tomorrow’s CIOs, experts warn.

Caroline Sands is a partner and 
head of the CIO and technology offi
cers practice at Odgers Berndtson, a 
specialist in executive recruitment. 
She observes that candidates for 
IT  leadership positions “have to be 
more  adept than ever at managing 
a breadth of knowledge”. 

For instance, they need to be 
familiar with fastdeveloping fields 
such as robotics, machine learning 
and cloud computing; the challen
ges associated with legacy systems 
and infrastructure; the growing 
currency of data; and the evolving 
threats to cybersecurity. 

“Beyond all this, as CEOs inc
reasingly turn to their CIOs to help 
them both shape strategy and make 
 operational decisions, CIOs also 
require strong relationship man
agement skills, customer awareness 
and commercial acumen,” Sands 
says. “This is a tall order for people 
unless they are prepared for it.”

So how can businesses harness the 
benefits of deep, specialist capabili
ties in IT while also enabling their 
CIOs to emerge with the breadth of 

Earmark people who you see 
have the beginnings of leadership 
potential and then tell them

requires those who aspire to such 
roles to take the initiative and invest 
in their own development.

Danny Attias, chief digital and 
information officer at the Anthony 
Nolan cancer charity, is ranked 
number one in the latest annual CIO 
100 list, which recognises the UK’s 
most transformational and disrup
tive IT chiefs. He says that there’s 
a particular point when he can tell if 
someone has leadership potential.

“It’s when that individual starts to 
prioritise crossfunctional commu
nication, stakeholder management 
and outcomes over the nitty  gritty 
of what’s being done,” Attias says. 
“When someone really starts to lean 
into nurturing relationships and the 
impact of what is being  created, 
rather than how to create it – that’s 
when I say: ‘You’re ready.’”

Attias says that he will then start 
to delegate a breadth of tasks to that 
person. He’ll offer them exposure at 
senior levels of the organisation, 
aiming to “empower them to grow 
into a CIOpotential candidate”.

As companies apply ever more new 
tech, they inevitably hire more peo
ple in the IT function to design, 
build and manage the equipment. In 
larger organisations, a CIO can find 
themselves leading thousands of 
technology professionals. The risk is 
that this can encourage a silo men
tality, with growing numbers of peo
ple operating in isolation from the 
business and its outcomes.

“Partnering is critical – that can
not be underscored enough,” Knight 
says. “If your engineers or product 
folks are buried in their own silo and 
detached from the business, how 
can they hope to, say, identify areas 
in which technology can add value 
to the business, be that via reduced 
cost or greater effectiveness? If we’re 
not embedded in the business, we 
abrogate our responsibility to add 
value to it.”

Attias agrees. His advice to IT lead
ers is to “ensure that your people 
overlap as much as possible, both 
in  the function and across the  org
an isation. Agile project teams are 
a  powerful way of getting  different 
people and their diverse experiences 

together and focusing them all on 
outcomes, not processes.”

At first glance, the increasing dem
ands on CIOs may seem to represent 
a serious development challenge. 
But it is actually opening the door 
to a wider and more diverse pool of 
talent than that which would have 
been available in simpler times.

“We are a charity, so we can’t com
pete for talent in the same way as a 
bank or a retailer,” Attias says. “So 
we have to be creative.” 

One such innovation is its use of 
apprenticeships – which “are widely 
misunderstood and undervalued”, 
according to Attias – to attract and 
develop  talent, including school 
leavers and people from disadvan
taged backgrounds. About 5% of the 
charity’s employees are enrolled in 
a  digital  literary apprenticeship, he 
notes, which helps to build a pipe
line of potential leaders. 

“We retrain people from other 
 disciplines and we retrain our own 
internal colleagues,” Attias adds.

Organisations often make such 
statements to support their claimed 
diversity credentials. But, in the 
charity’s case, a more open and 
 creative approach to finding and 
nurturing talent is paying off. 

“Five years ago, we recruited 
someone from our internal admin 
operations team. She had no back
ground or training in technology, 
but she understood the charity, our 
patients, our platforms and how we 
operate,” Attias recalls. “Now she is 
a director, responsible for product 
design and development for the 
entire organisation.”

Half of Anthony Nolan’s develop
ers are women, but the charity is 
working hard to improve its teams’ 
racial,  soceioeconomic and cogni
tive diversity too. This is particu
larly important, given the risks of 
building bias into AI systems.

The ability to appreciate the bigger 
picture just as clearly as anyone else 
in the boardroom is one of the most 
valuable attributes of tomorrow’s IT 
leaders, Sands suggests. 

“This is about mindset, not skill 
set,” she says. “That’s what will yield 
strong future CIOs.” 

Korn Ferry, 2020WHO LASTS LONGEST IN US BOARDROOMS? 

Average age and tenure of C-suite positions based on an analysis  
of the 1,000 largest US companies by revenue

T A L E N T

Average age Average tenure

Age 51 55 60 65

CEO 6.9 years59

CFO 4.7 years54

CMO 3.5 years54

CIO 4.6 years55

CHRO 3.7 years55

Average 4.9 years56

https://etonbridgepartners.com/our-practices/digital-technology/
www.varonis.com
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recent poll of more than 
3,500 technology leaders 
around the world has con

firmed what many in the profession 
had already suspected: ransomware 
attacks are spiralling out of control. 

The survey revealed that ransom
ware attacks in the first half of 2021 
were up 900% on the total for the 
first half of 2020. This ties in with 
an  analysis of every security inci
dent reported to the UK Information 
Commissioner’s Office in H1 2021, 
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Advertise with Raconteur in The Times 
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of over 80 reports in The Times.
 

Colonial Pipeline “Multifactor authentication on all 
remoteaccess services would have 
guarded against the attack vector 
used in this instance,” says Chris 
Sedgwick, director of security oper
ations at Talion. 

Another mitigation would have 
been to implement strong network 
segregation to reduce the potential 
for an attacker to move from IT to 
operational tech infrastructure. 

“This includes making use of the 
segmentation of environments as 
well as adopting a zerotrust net
work architecture that allows users 
access only to the networks they 
need,” Sedgwick explains.

Ransomware attacks have been taking a heavy toll in 2021.  
What can CIOs learn from some of the most prominent cases?

The five biggest 
ransomware attacks 
of the year so far
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compiled by cybersecurity software 
firm CybSafe. It found that 22% of 
these involved ransomware – double 
the percentage in H1 2020. 

Things have certainly changed 
since the idea of ransomware first 
emerged as long ago as 1989, when 
the AIDS Trojan demanded $189 
from the victims to decrypt their 
lockeddown documents. Consum
ers are no longer in the crosshairs 
and ransomware is the most lucra
tive of cybercrime endeavours. 

A
The gangs behind these attacks 

are highly organised criminal oper
ations, employing affiliates that will 
infiltrate corporate networks to earn 
a percentage of any ransom pay
ment extracted. With those ransoms 
regularly in the millions – one vic
tim reportedly paid $40m (£29m) 
this year – it’s hardly surprising that 
cases are growing in number. 

Here are five of the most signifi
cant attacks this year so far, along 
with the lessons to learn from each.

Noteworthiness
This incident showed how even crit
ical national infrastructure such as 
the largest fuel supply network in 
the US is not immune to ransom
ware threats. Fuel shortages led to 
panic buying and higher prices for 
several days. The average consumer 
was as much a victim as Colonial 
Pipeline Company itself.

Key lessons  for CIOs
No matter what sector your organi
sation is in, it’s a potential target 
cybercriminals. Ransomware is no 
longer a niche technical issue; it’s a 
core business security concern. 

1,500 further customers to become 
victims of the ransomware. 

Key lessons  for CIOs
First of all, take ownership of an 
incident promptly. Kaseya alerted 
all customers on 2 July and advised 
them to shut down administrative 
access to the VSA. It then took its 
own servers and data centres offline. 
A patch was released on 11 July. 

“Remote man agement software 
access should be restricted and not 
available over the internet,” advises 
Martin Riley, director of managed 
security ser vices at Bridewell Con
sulting. “And more focus needs to be 
given to the supply chain, with sup
pliers regularly reviewed to prevent 
outsourcing a security incident.” 

Lastly, applying appropriate pri
vileges to users and updates can 
mitigate the impact of vulnerabili
ties in software that has admin 
rights on customers’ systems.

countries, elected to pay the 
multimillion dollar ransom. But the 
most important financial transac
tion from a CIO’s perspective was 
that used by the cybercriminals: 
the  purchase of stolen credentials. 
The attackers admitted to this on 
their “new customer” site on the 
dark web. 

Peter Yapp, a partner at cybersecu
rity and risk consultancy Schillings, 
notes that Darkside “even helpfully 
recommended better antivirus pro
tection, twofactor authentication 
and tape backups” as safeguards 
against future attacks. 

CIOs should ensure that their 
organisations “do the fundamentals 
of cybersecurity to keep attackers 
out,” he adds. These include: “good 
awareness training, so that users 
can spot most phishing attempts; 
strong passwords, used and audited 
regularly; multifactor authentica
tion; scanning for vulnerabilities; 
and making sure that all software is 
patched up to date”.

sanctions in 2019, preventing legal 
payment of any ransom. CNA told a 
reporter at BleepingComputer.com 
that the threat actor responsible for 
the attack was Phoenix and “not a 
sanctioned entity”.

Key lesson  for CIOs
Although the initial attack vector 
has not been officially confirmed, it 
is thought to have used a malicious 
browser update delivered via a legit
imate website, according to David 
Carmiel, CEO at KELA, a provider of 
cyber threat intelligence.

Although it is not known how ele
vated privileges on the system were 
obtained, Carmiel says that this 
“often happens through the use of 
known vulnerabilities and further 
social engineering”. 

He advises CIOs to implement 
security policies to ensure that all 
staff and other key stakeholders do 
not download updates without veri
fying their authenticity. 

both made it clear from the outset 
that no ransom would be paid.

Key lesson  for CIOs
“Wizard Spider admitted to being in 
the HSE’s systems for nearly two 
weeks before launching the attack,” 
says Matthew GraceyMcMinn, head 
of threat research at Netacea, a spe
cialist in bot mitigation. “It seems 
probable that unpatched systems 
were exploited.” The key lesson, 
then, is that businesses need proper 
investment in security. 

The HSE may not have paid the 
ransom, but it didn’t escape scot
free. Its CEO, Paul Reid, told a gov
ernment health committee that the 
immediate costs of the disruption 
totalled €100m (£85m) but could 
ultimately exceed €500m. 

“Businesses either pay a smaller 
amount up front by investing prop
erly in security or much more later 
by dealing with the effects of an 
attack,” GraceyMcMinn warns.

Date  7 May.

Perpetrator  DarkSide.

Ransom demanded  $5m.

Ransom paid  $4.4m, just over half 
of which was later recovered.

Attack vector 
According to an investigation by 
Bloomberg, this attack was facil
itated by a single compromised pass
word attached to a virtual private 
network (VPN) account.

Kaseya

Brenntag

CNA Financial

Ireland’s Health Service 
Executive (HSE)

Date  2 July.

Perpetrator  REvil.

Ransom demanded  $70m.

Ransom paid  none. (A universal 
decryption key was obtained on 22 
July through a “trusted third party”, 
apparently without charge.)

Attack vector 
Previously unknown vulnerabilities 
in Kaseya’s virtual system adminis
trator (VSA) software.

Noteworthiness
This was the very definition of a 
 supply chain attack. The VSA remote 
software used by at least 50 direct 
customers of managed service pro
vider Kaseya caused as many as 

Date  26 April.

Perpetrator  DarkSide.

Ransom demanded  $7.5m.

Ransom paid  $4.4m.

Attack vector 
Stolen login credentials.

Noteworthiness
The likely use in this case of an ini
tial access broker (IAB) to gain entry 
to a network and execute a ransom
ware attack is an example of one of 
the most popular attack methods. 
An IAB sells compromised login 
credentials to the highest bidder, 
which is often a ransomware gang.

Key lessons  for CIOs
Brenntag, a chemical distribution 
company operating in more than 70 

Date  21 March.

Perpetrator  Phoenix.

Ransom demanded  unknown.

Ransom paid  unconfirmed (re por 
ted to be $40m by sources close to 
the incident).

Attack vector 
Unknown.

Noteworthiness
Two things stand out about this 
attack. First, the size of the ransom 
reportedly paid. While this has not 
been confirmed by CNA, it would be 
the largest known ransom payment 
to date. Second, the use of ransom
ware called PhoenixLocker devel
oped by Evil Corp. The latter was 
made subject to US government 

Date  14 May.

Perpetrator  Conti (Wizard Spider).

Ransom demanded  $20m.

Ransom paid  none.

Attack vector 
Unconfirmed. A threat intelligence 
report by Cyjax suggests TrickBot, 
IcedID or BazarLoader malware, 
usually deployed through phishing.

Noteworthiness
This attack is a reminder that not 
even a nation’s healthcare systems 
are off limits to cybercriminals. The 
response to the attack, which dis
rupted Ireland’s health service for 
several weeks, is also noteworthy: 
the HSE and the Irish government 
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