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TECH TALENT

How CIOs can prepare
for an IT skills exodus

02

06

E}’OS look to the
world after Covid

CIOs stabilised their businesses in the pandemic, but
they’re now focused on the post-Covid business world.
We look at their in-tray for the coming year

Jonathan Weinberg

INTERVIEW

UK cyber chief on how business
can protect itself from threats

12

I0s have been in the driving seat

during Covid-19, not least navigat-

ing the challenges of working from
home. But as the new year approaches,
they’re hoping to put the pandemic to one
side and focus on new priorities.

There’s plenty to keep them busy in 2022,
from tackling skills and talent gaps to firm-
ing up cybersecurity protections and work-
ing more closely with CFOs on budgeting.
Conor Whelan, CIO at multinational con-
sumer credit reporting company Experian,
thinks operational resilience should be
near the top of the agenda. Both regulators
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We’ve all depended

on digital during the
pandemic, so it’s essential
to make system interfaces
intuitive for all users from
Gen Z to Boomers

and customers are focused on the concept
of “never down”, according to Whelan.

“It is easy to say, but hard to deliver, espe-
ciallyin any organisation that has a blend of
heritage systems and new digital cloud
native systems. Easy to do in the latter but
harder to do in the former.”

Whelan believes operational resilience
isn’t just about the technology you have in
place; it’s about having the right people and
processes to deal with problems when they
occur. Companies must consider how
they’re stress-testing their own on-premise
or cloud solutions, while ensuring that the
organisations supporting their own product
development and maintenance activities
are doing the same. This should include
asking how these businesses are testing
their end-to-end supply chain, he says, to be
ready if something goes wrong.

“As you migrate more to the cloud, are
you really looking at your third-party com-
ponents that you are using in that cloud
ecosystem? What operational resilience
and capabilities have those compa-
nies deployed?”

You're only as strong as your weakest link,
Whelan warns.

“That’s so true in technology. I see more
pressure from customers who are actually

prioritising operational resilience over new
features and new functions, and I think
that trend will continue through 2022.”

Another growing focus for CIOs hits
very close to home: the nature of the job
itself. They must find the right balance
between their roles as tech leaders
and as business leaders.

“CIOs' profiles have been elevated
in the last 12 to 24 months,” says
Whelan. Even smaller, tactical
activities like  overseeing
remote working have given
them a good seat at the table.
They must now look to the future of
their new, elevated positions.

“For me, it’s about deepening your under-
standing of the business you work in, get-
ting that deep business process knowledge
and expertise.”

Going forward, the job is to ask how
CIOs add more value, he notes.

“You’re going to have to be better at that
balancing act between ‘run and maintain’
versus ‘grow’ versus ‘transform’,” says
Whelan. “These are the tough decisions
businesses have to take on a regular basis
and you need to do your homework to bring
data to the table to fight your corner and
engage in growing your organisation.”

TOP TECH TRENDS FOR 2022

Gartner, 2021

Technology research and consulting company, Gartner, highlights the following 12 technologies as the innovations driving organisations forward in 2022
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Integrates data across platforms and users, making data available everywhere it’s needed

Provides a composable approach to security (rather than a fragmented one),
based on identity, to create a scalable and interoperable service

Allows data to be shared across ecosystems. Approaches include
encrypting, splitting or preprocessing sensitive data

Use the core elasticity and scalability of cloud computing to deliver faster time to value

Made up of packaged-business capabilities (PBCs) or software-defined
business objects, they can save fusion teams time and effort

Improves organisational decision-making by modeling decisions through a framework

Identifies, vets and automates as many business and IT processes
as possible using tools such as RPA and low-code platforms

Discipline of operationalising updates to Al models, using integrated

data and model and development pipelines

Virtual-first, remote-first architectural approach to digitise consumer touchpoints

Interconnects customer experience, user experience, employee
experience and multiexperience to create a better experience for all

Self-managing physical or software systems that learn from their
environments and can modify their own algorithms without updates

Form of Al that learns a digital representation of artifacts from sample
data and uses it to generate new, original, realistic artifacts

SMES

What to know when hiring
your first ever CIO

Of course, many of the challenges CIOs
have experienced over the past 12-18
months will still be high on the to-do list in
2022; they include hybrid working, the
ongoing implications of Brexit, a rise in Al
adoption and moves towards net zero.

But the one that appears to occupy most
minds right now is finding talent.

Stephen O'Donnell, CIO at workplace pen-
sion provider The People’s Pension, says that
as “the relentless pursuit of digital continues”,
demand for high-quality software engineers
and testers, cloud engineers and dev-ops spe-
cialists is at an all-time high across the world,
challenging the norms for CIOs.

“Wages are continuing to rise at unprece-
dented speed as London pay rates become
available for engineers based in the regions
who can telecommute,” he explains. “Brexit
has not helped at all as many highly talent-
ed developers have gone home, shrinking
the available UK workforce.”

O’Donnell describes the expansion of
HMRC’s IR35 regime - designed to assign
many full-time contractors as employees - as
“the straw that is breaking the camel’s back”,
as it dramatically reduces the availability of
the flexible workforce that CIOs need.

“Winning and retaining talent is the cur-
rent battleground that CIOs are engaged in.”

The experiences of current workforces,
however, are also key to 2022’s challenges.
Covid-19 has changed the nature of the
office, with employees accustomed to work-
ing on their own technology deployed in
their own environments.

Heather Bunyard, CIO at global media
insight company Cision, believes CIOs face
an ongoing mobile device management
challenge. She says a comment from her own
son gave her a glimpse into what next year
could hold; he preferred to play online games
on hisown PC at home, rather than sharinga
single device at his friends’ houses.

“His response was: ‘It is no fun because
we cannot play when we are together’. He
then explained he needs to be on his own
PC.Iamseeingthis same blend of the virtu-
al and physical world at work.”

Bunyard cites the example of a colleague
who recently requested to take a meeting
from his own desk, rather than in a confer-
ence room, as he felt it would be easier to
collaborate from his own computer. She
says Covid-19 has changed many things,
forcing us all to maximise our efficiency.
“We have learned new online strategies and
techniques, which will require us to adapt
and evolve how we work together in a highly
blended work environment,” she adds.

Helena Nimmo, CIO at software develop-
ment company Endava, believes data, auto-
mation and user experience are key for 2022,
internally and externally. Data-driven infor-
mation must reach those who need it, when
they need it, and in whatever form they need.

“User experience has never been more
critical,” she says. “We’ve all depended on
digital during the pandemic, so it’s essen-
tial to make system interfaces intuitive for
all users from Gen Z to Boomers.”

But as we look ahead to 2022, Nimmo
sees a danger on the horizon. As technolo-
gy infiltrates every area of business, CIOs
have become responsible for the wider
landscape, everything from operations to
innovation and - most importantly - the
customer experience.

“The weight of these often-competing
pressures and responsibilities can be intense,
and ultimately a major contributing factor to
the fact that the CIOs, on average, have the
shortest tenure of the whole C-suite,” she
warns. “Ensuring there’s a strong network of
systems and people in place to help CIOs grow
into the leaders they’ve become, while being
able to delegate outward, will be crucial in the
coming year.” @
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reduction in supply chain and commuting
emissions by using IGEL OS endpoints to
power secure remote working

O

55«

reduction in project costs by reusing
existing hardware

@ 40
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improvement in energy efficiency, depending
on solution and approach

6 O A) reduction in carbon footprint from reusing existing desktop devices

7 ]
‘ 256tonnes

purchase of new equipment

SKILLS SHORTAGE

Talent competition:
the battle for tech skills

CO2e produced by the average
commuter per year

Think differently to
beat disruption, boost
security and achieve
sustainability goals

The decision to stop constantly upgrading your hardware could hold
the key to future-proofing your business

: which has risen by 23% over the last 12
AS €Conomies reop cn months alone; big data and data analytics
around the WOﬂd the (40%) and technical architects (34%).
9

tech skills crisis is hitting
epic proportions. How
can CIOs compete for
employees?

answer, even at a time of rampant wage
inflation, warns Nash.

“If you ask people to put their priorities in
order, money is nearly always ranked at three | jncrease in demand for cybersecurity
or four,” he says. “But in tech, you find man- | skjlls in the last 12 months alone
agers or founders focus too much on that and
less on the things that create job satisfaction,
which most people put at number one.”

Number two on the list is generally
career development, Nash adds, while
location and job security are often inter-
changeable with pay.

Failing to truly understand what makes
staff tick means employers also fail to tackle
the underlying causes of any dissatisfac-
tion — and why employees want to leave.

So what’s the answer to the “Great Resig-
nation”, as it’s called in the US? Getting O
into salary bidding wars is rarely the O

Harvey Nash, 2021

Cath Everett

10s have long grappled with a
shortage of crucial tech skills.
But as economies recover around

the world, the recruitment challenge is
reaching new heights.
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The intrinsic nature
of the work, the

The pandemic resulted in a lot of pro- Sandeep Sakharkar is CIO of global con- Opportunity to create
jects being put on hold, notes John Nash, | tract logistics company GXO Logistics, .
here’s an old curse that says For many, finding solutions will mean | of their hardware so there is similarly founder and chairman of tech recruit- | managingateam of1,000 people. He thinks S()methlng new, and the
"may you live in interesting | challenging a lot of perceived wisdom. | a much less pressing need to upgrade ment agency Nicholson. But as budgets | there are four considerations for engaging, Cultul‘e and purp()se
times”. The essence being that | Put simply, we can’t keep doing things | software and laptops to access current are released again, it’s creating a raft of | motivating and retaining tech workers. .
‘interesting” means chaotic and uncer- | the way we were. functionality and security standards. new jobs and vacancies. The first is to create an authentic culture in Of the bUSlneSS are the
tain rather than constant and stable. For the last 25 years, computer man- This is where IGEL comes in. An That’s not the only challenge. Lock- | which people actually want to work, while also elements that make
If there is one thing that could be said | ufacturers and the businesses buying | ultra-secure, Linux-based operating downs unleashed a wave of digital trans- | feeling that they’re doing something mean-
about current times, it’s that they're cer- | their technology have been stuck on an | system, which replaces Windows on the formation that continues today, further | ingful. Part of this means ensuring everyone employees want to Stay

tainly interesting.

Supply chains are in disarray, com-
merce is operating on a ‘where we are this
week’ basis, individuals are getting used
to new ways of working while they and
their employers are coming to terms with
the likelihood that we will never go back to
the way things were. Both in the short and
long terms, we are learning that we must
all adapt if we are to thrive and survive.

So in today’s ‘interesting times’, we
facethree important challenges. The first
is remote working. The future of work for
many organisations will be their ability
to securely access their business appli-
cations and data from anywhere. Having
rushed to equip staff so they could stay
productive at home, the unintended
consequence was to open companies
up to much greater risk of cyber attack.
Instead of 10,000 devices housed in per-
haps two offices, theyre now spread
across 10,000 households.

With staff blurring the lines between
personal and professional computer
use, emails opened on work on com-
puters, lax use of the company VPN
and activities that would otherwise be
avoided in an office environment, they
are now at far greater risk of ransom-
ware, for example. Companies are keen
to avoid rolling out the red carpet, while
enabling remote working.

The second big challenge goes back
to those supply chain challenges and
the worldwide chip shortage. A dramatic
increase in demand for at-home com-
puters and mobile phones - even inkjet
printers - has arrived at a time when
supply chains of all the necessary parts,
but particularly the chips, are breaking
down. Companies are also in compe-
tition with car manufacturers, heating
companies, entertainment systems and
even the computer companies them-
selves, whose own drive for innovation
means changing up otherwise perfectly
well functioning hardware to meet the
new upgraded capabilities.

And the final challenge is the rising
interest in sustainability. Formerly around
position eight or nine on companies’ lists
of priorities, today it has risen to third or
perhaps even second place. In trying to
reduce their carbon footprintand achieve
net zero, hybrid working has become
an enticing solution. Less commuting,
smaller office footprint, fewer pieces of
hardware and more software and data
hosted in the cloud all make meaningful,
positive contributions to sustainability.

upgrade-driven system. Organisations
have been deploying their data and
applications via PC and laptops that, for
the most part, run Microsoft Windows.
Intel has been in a process of constant
improvement updating its chips and
Microsoft then updating its software
to match.

It happened again most recently with
Microsoft upgrading to Windows 11,
meaning more security, more chipsets
and more, newer laptops. Add in the
need for people to work effectively from
home and there is a perfect storm of
large organisations like the Department
for Work and Pensions (DWP) buying in
tens of thousands of devices.
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Companies need to
wean themselves off
their dependency on
a traditional, locally
installed Microsoft
operating system and
consume Windows
from the cloud

It doesn’t have to be this way. The life
of an existing PC can be extended for
at least two years. Even a small, 3000~
seat organisation can save 40% of their
carbon footprint. To do that, compa-
nies need to wean themselves off their
dependency on a traditional, locally
installed Microsoft operating system and
consume Windows from the cloud - that
is desktop as a service, or DaaS.

Accessing virtual desktops from the
data centre or the cloud isn't new.
Citrix, VMware, AWS and Microsoft all
have offerings in this space which allows
employees to access their Windows
Desktop which looks and behaves, to
all intents and purposes, as it always
has done. But, by having the operating
system running in the cloud, not only is
data inherently more secure, but users
are much less reliant on the recency

employee endpoint and connects people
to the cloud. There are approximately 100
million cloud-delivered desktops in oper-
ation today and IGEL's CEO, Jed Ayers,
predicts that number will grow by 50% in
the next three years. Gartner is forecast-
ing that 30% of VDI (virtual desktop infra-
structure) desktops in 2023 will be DaaS.

All the while, there are currently an
estimated one billion standard Windows
desktops running on increasingly obso-
lete hardware and unsupported OSs,
leading to a frustrating user experi-
ence and worryingly lax cybersecurity.
But with an OS like IGEL, coupled with
a cloud-delivered desktop, those end-
points, already beginning to age at three
years old, can be effective for a further
three to five years, allowing employees to
work securely from home as well as move
the company closer to its carbon neutral
goals. All while getting round the chip
shortage conundrum.

With the last pandemic scarcely in the
rear-view mirror, the reality is that the
world already needs to prepare itself
for the next one. We need to appreci-
ate the fact that at least 50% of busi-
nesses believe the future of work has
changed permanently. So the way we
traditionally deployed IT solutions and
end user computers must also change.
Every organisation is on a journey to the
cloud with more and more apps being
delivered via a web browser rather than
desktop OS. So ask yourself, “"do com-
panies really need that expensive, hard-
to-secure PC on a desk?”

More than a quarter of a century ago,
the pinnacle of technological innovation
was a Rubik’s Cube, the Sony Walkman
and a Windows PC. Today, we have Candy
Crush, Spotify and... a Windows PC. Why?
With a move to the Daa$ and VDI, the
way the world wants - needs - to work
in the future can finally accelerate at the
pace of other innovations, protecting the
planet into the bargain.

For more information please visit
igel.com
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boosting demand for talent.

And in the UK, the exodus of tech skills
since the Brexit referendum has been a
key issue, one that has “had a major

impact”, says Nash.

To make matters worse, as many as 82% of
the 2,120 senior technology decision-makers
surveyed globally for Harvey Nash Group’s
2021 Digital Leadership Report believe the
pandemic has, in many instances, changed
employee priorities, which include wanting
a better work/life balance. Staff retention is

more difficult as a result.

The problem is now so severe that just
over two thirds of the CIOs questioned are
unable to keep up with the change their
business requires due to a lack of available
talent. Skills in particularly short supply
include cybersecurity (43%), demand for

- including the CIO - lives and breathes the
company’s values and purpose so they perme-
atethrough all areas of activity. “It’simportant
that values are seen in action,” he says.

A key element here is engaging on an
emotional level with staff through clear and
regular communication at a group and/or
personal level. If personal, two-way com-
munication isn’t possible with everyone,
it’s vital to create an effective management
tier below the CIO.

The second factor relates to staff recogni-
tion and reward, which must be linked to
tangible outcomes. This means not only
giving praise where praise is due, but also
responding to good ideas and ensuring
employees feel empowered to express them.

Next, provide a structured learning and
development programme that caters effec-

MOST IN-DEMAND SKILLS FOR CIOS' TEAMS

Percentage of global senior technology decision-makers who say the following skills

are in particularly short supply

Cybersecurity

Big data and
data analytics

Technical architects

Harvey Nash, 2021

tively to the needs of both the individual
and the business. This is linked to the
fourth and final piece of the puzzle: ensur-
ing effective, tailored career development
and a clear career path.

“Attrition is a reality for everyone and it’s
impossible not to have it,” Sakharkar says.
“So to succeed today, you really need to
have a structured, intentional focus on all
of these four areas, and also track your pro-
grammes to see how they’re performing
against objectives.”

Mark Murphy is director of HR at BT’s
Technology business, which employs
about 11,000 people. He thinks that in the
technical community, there’s a close link
between staff retention and offering inter-
esting and challenging work.

While you’ve got to be credible on com-
pensation and other basic requirements,
“the intrinsic nature of the work, the
opportunity to create something new, and
the culture and purpose of the business
are the elements that make employees
want to stay,” he says. “People tell us that
it’s keeping them stretched that keeps
them here, which includes the opportu-
nity to learn new skills and work in differ-
ent parts of the business.”

But Murphy believes CIOs themselves also
have a major role to play in retention terms.

“An inspirational tech leader is
super-important both internally and
externally,” he says. “Externally, building
pride in what the team is doing helps build
momentum and recognition of achieve-
ments, but internally it’s about inspiring
people and setting the tone for what
meaningful work is.”

Nash agrees. “The old adage that ‘people
don’t leave companies, they leave manag-
ers’ is as true today as it ever was, espe-
cially in tech, as all too often people with
strong technical skills are put in charge of
people without necessarily being the best
people managers,” he says.

As a result, Nash believes the secret to
retention is understanding why employees
might want to leave and creating an atmos-
phere in which they want to stay.

“It’s about getting the management
team right because if people feel valued,
listened to and recognised for what they
do, if they have a good work/life balance
and a clear career path, they won’t leave
as they’ll know they’re working for a
great employer.” ®
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WHAT BUSINESS LEADERS EXPECT FROM THE CIO
Percentage of IT leaders who said their CEO expected them to do the following things

y
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If the chief information officer (CIO) role was already shifting from tech expert to ////////////

strategic business leader, the pandemic certainly served to accelerate this move. But, ‘
now that the ClO’s remit has expanded, they must choose their priorities carefully.
From allocating budget to the right new technologies, to shoring up security, to t"ead business {pdate data securlty Strengthen T
. . . . ] . ransformation to boost corporate and business
addressing the skills shortage, where are ClOs focusing their energies going forward? initiatives resilience collaboration skills

EY, 2021

WHAT ARE THE CIO’S FUTURE PRIORITIES? WHERE ARE CIOS SPENDING THEIR BUDGET? 6 3 o/
o

Percentage of global IT leaders who say they hope to focus on Percentage of global IT leaders who say they are increasing

the following activities over the next three years spend in the following areas
A AN

Cybersecurity 65%

of ClOs say business and
Business intelligence/analytics tools 51« erelesiits Sl e e
Business process management/workflow automation 50% important than technology skills
Customer experience technology 50% EY, 2021
Collaboration tools/technologies 49+ 8 O

Artificial intelligence and machine learning 46

7

Employee experience technologies 42

Identifying
Developing and Implementing opportunities Multi-cloud 42% are educating CEOs and
Driving business refining business new systems and Leading for competitive other senior stakeholders
innovation strategy architecture change efforts differentiation Saa$ migrations 41% on the value of IT

IDG, 2021 IDG, 2021 EY, 2021

CYBERSECURITY AT THE TOP OF THE CIO AGENDA TOP SKILLS THAT CIOS ARE LOOKING FOR

Percentage of ClOs who said the following were their top three concerns as a result of Covid-19 Percentage of IT leaders who say they are looking ® Planning to hirein @ Expecting difficulty
to hire in the following areas these tech areas to fill these roles

37%

(o)
SR 28
; 389 389 <
63% % 76
New cyberthreats Bandwidth and network Increased pressures
q . o
capacity of remote on IT infrastructure /o
workspaces
PWC, 2021

Cybersecurity Data science/analytics Al and machine learning

WHO’S HELD RESPONSIBLE FOR SUCCESSFUL CYBER ATTACKS?

IDG, 2021

Percentage of senior IT decision-makers who say the following roles
are held responsible internally if a cyber attack is successful

IS THE SEARCH FOR TECH SKILLS GETTING EASIER?

The number of tech jobs advertised in the UK in June of the last three years

7

42 Don't know or someone else —J

M 124,775 [ 69,470 eIk

HOW CIOS ARE CHANGING THEIR TEAM’S PRIORITIES June 2019 June 2020 June 2021

Percentage of global CIOs who say they are likely to expand the following IT activities for full-time
employees by at least 2%

745%

73%

7%

68% WHAT ARE THE MOST IN-DEMAND ROLES WHICH CIOS ARE LOOKING TO FILL?

68% The tech .roles which ct?njlmand the highest sal‘::\ries, according to ® Average salary in 2020 % % salary change 2018-2020
an analysis of over 17 million rows of job advertisement data

66%

66% |£72,500 £60,000 |£60,000 |£60,000 |£60,000 |£50,000 |£50,000 |£47,500 |£47,500 |£47,439 |£45,000 |£40,000
%

815 O

Machine learning and Al 57%

Tech Nation and Adzuna, 2021

Customer interaction automation 5 5% y

Project management 53%

Applications development 49%

Enterprise architecture 45%

Enterprise systems 45
+19% § +9% +27% § +22% +34% @ +6% J +11%

End-user support 42%

IT system Data Devops  Java Consultant Software Full stack Project  Business Frontend NET Engineer
Low-code/no-code platforms 42% architect scientist engineer developer developer developer manager analyst developer developer

IDG, 2021 Tech Nation and Adzuna, 2021
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It’s important to understand how criti-
cal the issue is and its effect on operations
before notifying external parties. The worst
scenario is that a panic ensues, with teams
unable to focus on recovering the systems
and operations.

Once you’ve restored your networks,
monitor them for at least two weeks to
ensure they’re “clean”. The UK’s National
Cyber Security Centre, in conjunction with
four other international cybersecurity
agencies, has a much more detailed techni-
cal advisory for companies who have fallen
victim to ransomware.

If you survive the attack - and a large pro-
portion of companies do not — putting a dis-
aster recovery plan in place that ensures data
is backed up is vital. This means that in the
event that your data is encrypted and held
ransom, “you are not subject to paying a ran-
som and hoping for the best,” says McGowan.

“By investing in disaster recovery, you
are investing in control. Only businesses
that invest in a hardened security posture,
as well as a validated disaster recovery pro-
gramme that tests and restores data back-
ups from off-site and preferably offline loca-
tions are adequately prepared.”

Byrne says: “If you are only going to do
one thing, carry out a restore from backup.
So many companies think their backups
are good and then they fail on restore. Do a
recovery at least once per year.”

Companies also need to invest in helping
employees identify threats, he says.

“As ransomware is basically a con trick, it

Ransomware:
a CIO’s
recovery guide

The pandemic has seen a surge in
ransomware attacks. What should firms and
their CIOs do if their systems are infected?
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Mark Frary is really important that the users recognise
the emails and communications that lead
here have been many business Some cybercriminals do send the decryp- includes resetting passwords, removing
o winners in the pandemic, from | tion key, but others simply take the money | RISE IN RANSOM PAYMENTS malware, and closing ports. The Europol-
online retailers to PPE suppliers to | and run, knowing there are many more t{:lr- Percentage of global IT decision-makers who said they did backed No Mo're Ransom project includes
Zoom. Unfortunately, ransomware hackers | gets out there. A survey from cybersecurity ; ) tools to deal with commonly used ransom-
the following to get their data back after aransomware attack
are part of this lucky group. specialist Sophos found that 92% of targeted 2020 @ 2021 ware, such as Prometheus and Ragnarok. “
Ransomware attacks have increased by | companies didn’t get all their data back. Only when you have removed all traces of ,
102% in 2021 compared to 2020, according “Attackers often won’t release the 26% 32% 56% 57% 12% 8% 94% 96% the ransomware can you restore the network. AttaCkel‘S Often won't
to Graeme McGowan, a fellow of the Char- | encryption keys, but they will take and sell ° ° ° ° ° ° ° ° This isn’t simply a matter of reconnecting r el case th e en Crypti on
tered Institute of Information Security and | your data,” says Byrne. “This may lead to I computers to the network. Administrators
cyber risk and security consultant for ESA | the ICO delivering large fines for the infor- will need to reset login credentials, especially keys . but they Will take
Risk. He says this is, in part, due to the rise | mation breach.” administrator-level accounts, wipe infected
in working from home, which meant many When a ransomware attack occurs, time devices and reinstall the operating system. It and Sell your data
employees were using their own devices on | is critical. Call on in-house expertise if can be alengthy process.
poorly secured home networks, often with- | available or seek help from a third-party If you’ve invested in regular backups, you
out proper IT support. cybersecurity expert. can now restore the system to health. How-
The danger, then, is very real. However, The first step is to contain the breach ever, you must first verify that any backup
Conor Byrne, managing director of Cribb | by isolating infected device(s) from other you use is free from malware. Using a sys- | to an attacker being able to get the ransom-
Cyber Security, notes that “companies have | computers and storage devices. Disconnect tem restore — effectively turning the system | ware onto their computer.”
often made some efforts to block the ran- | them from the internet, whether through clock back to a time before the infection - is All companies should also implement a
somware attacks but often don’t have a plan | wired, wireless or mobile connections. Any usually not sufficient. trusted cybersecurity and information gov-
in place for how to deal with an attack.” networked computer can be a spreader. It’s easy to focus only on the technical | ernance framework such as the UK’s Cyber
So what should companies and their CIOs Once contained, the nature of the breach aspects but communicating with stake- | Essentials Plus or ISO 27001. Then employ
do when they suffer a ransomware attack? should be investigated. If you’'ve received a holders is vital. This includes your bank, the | an external security advisor and external
The temptation for many companies, | ransom note, you may know which ransom- police and your insurers, as well as employ- | data protection officer who can audit what’s
particularly those that have no disaster | ware has infected your system - this can ees, clients and suppliers. been done to ensure it is fit for purpose.
recovery plan in place, is to pay the ransom. | help with disinfection and removal. Companies are often reluctant to reveal And, according to McGowan, the prob-
The question is, should you? You’ll likely need to conduct a deeper the breach, fearing bad press or a plummet- | lem isn’t going away.
McGowan’s answer is an emphatic “no”. forensic investigation. This includes iden- ing share price. Yet if news leaks, trust can “As a CIO, how am I going to manage the
He says: “There is no guarantee that the | tifying which accounts were accessed and - be lost. Develop a communication strat- | new world of work? I may have 50 members
perpetrator will free up your network and | where the attacks came from. It means ana- egy so that the right information reaches | of staff but only three permanently in the
its data. Not only will you be paying a crim- | lysing system logs in detail. Paid ransom to Used backups to Used other means Total that got the right stakeholders in a timely fashion. | office with the rest scattered around the UK.
inal group, but you are also more likely to be As soon as you know what you are deal- | 8¢t data back get data back to get data back data back This will help ensure you comply with any | It is going to be a prevalent issue for a long
targeted in the future.” ing with, you can start to eradicate it. This sophos, 2021 | breach notification laws. time to come.” @
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Numbers game:
working with the CFO

To secure IT
investments, it’s vital
that CIOs speak the
same language as the
CFO and other members
of the C-suite

Christine Horton

n Nike’s latest earnings call, CFO
Q Matthew Friend made the business

case for IT investment. By invest-
ing in areas like digital fulfilment, predic-
tive modelling and personalisation, digital
revenue was about 10 points higher than
wholesale revenue.

CFOs use such cold, hard facts when
agreeing CIOs’ budgets. Friend’s comments
suggest Nike’s CIO had succeeded in selling
the importance of IT investment.

Today, CIOs are more than tech special-
ists; they’re strategic members of the
C-suite. The modern CIO must be just as
comfortable talking to board members as
they are to members of their own team.

That’s especially true when making the
case for investment, where it’s essential to
speak the CFO’s language. A global survey by
Deloitte Global and Workday shows that 60%
of “progressive” CIOs see strategic partner-
ships with the CFO and other stakeholders as
key to succeeding in the role. These CIOs try
to ensure their priorities are strategically
aligned with those of the wider business and
well understood by all key stakeholders.

“As a CIO you’re going across all the differ-
ent departments, you've got to talk the same
language as everyone you’re dealing with.
The CIO has gone from being someone who’s
very technical to someone who’s about find-
ing solutions and delivering value, and
therefore that language has got to change,”
says Gerard McGovern, CIO for The Guide
Dogs for the Blind Association.

It’s fundamental that CIOs understand
the language and the nature of business,
McGovern says. They must be able to demon-
strate a clear understanding of the return on
any investment and present it in compelling
language that the CFO understands.

“So you’re talking about net present
value, return on investment, discounted
cash flows. You're not just saying, ‘well it
is going to cost £100,000, it is going to
give us £100,000.” Because the CFO will
turn around and ask: ‘Is that £100,000
now? Is that £100,000 In five years’ time?
What is the return?’”

However, it’s important to recognise that
not all IT investments are the same. Ste-
phen O’Donnell, CIO at workplace pensions
provider The People’s Pension, points to
three types of IT systems.

First is “commodities”, where the criti-
cal success factor is to keep them running
reliably and as cheaply as possible: email
and document management systems, for
example. Second is legacy systems “where
executives are only interested if the regu-
lator or ICO has them in their sights”.
Finally, there are key systems that “move
the business needle and are core to deliv-
ering a competitive advantage for the
organisation”, like digital customer-fac-
ing systems, logistics platforms or other
critical applications that “executives are
desperate to invest in”.

It’s this third investment type that’s
caught the attention of many companies

The CIO has gone
from being someone
who’s very technical to
someone who’s about
finding solutions and
delivering value

THE MODERN CIO KNOWS WHAT MATTERS TO THE CFO

Percentage of ClOs worldwide who say their organisations' performance increased or significantly
increased in the following areas over the last 12 months

@ “Progressive ClOs” All CIOs

Employee 85% 58%
satisfaction

67%
Cybersecurity
Reporting 61%
and analytics

58%
Revenue

54%
Customer turnover

56%
Market share

Deloitte and Workday, 2021

with the acceleration of digital over the past
18 months: one that can deliver a competi-
tive advantage. The good news is there’s
currently no shortage of budget for IT activ-
ities, says O’Donnell.

“Covid has made many boards aware of the
critical importance of becoming a digital
business. Across all industry sectors, this
impetus to embrace a digital operating model
is essential for survival,” he says, pointing to
areas like customer self-service.

Anna Barsby is a former CIO of Asda, Mor-
risons and Halfords. She’s now a co-founder
of Tessiant, which provides access to senior
executives who can guide businesses through
key stages of transition.

Barsby believes CIOs should be invited to
board meetings where key decisions are
being made.

“If organisations want the CIO to speak
the CFO’s language, then they need to
ensure that the CIO is in the room when
those business, financial and commercial
conversations are taking place,” she says.
For example, if a CIO can explain how a
technological investment will get more
products on the shelves at the right time
and improve sales by 10%, “this is speaking
the language of the CFO.”

However, many CIOs report to CFOs, she
notes. This “devalues the CIO role and it’s not
ideal that the CIO is working for, rather than
alongside the CFO. If the CIO reports in to the
CFO this also creates the perception that IT is
a cost centre within the business, when IT
should be viewed as a profit centre, an enabler
of successful business outcomes and a driver
of commercial success and increased share-
holder value,” she explains.

CIOs can sometimes struggle to describe
the impact of arequested IT budget on busi-
ness performance. McGovern says he bene-
fited from studying for an MBA and sug-
gests CIOs familiarise themselves with the
basics of finance.

“It doesn’t need to be intensive, it’s just
so you know the correct words, phrases,
concepts that you're dealing with. You don’t
need to go into the minutiae of bonds,
advanced finance, the risk-free rate of
return — you just need to understand the
basic concepts.”

Ultimately, the CIO today is charged with
helping to take the company to the next
level through innovation. For this to hap-
pen, McGovern says the CFO should be the
CIO’s best friend.

“They’re the person, other than the CEO,
who’s going to sign the cheques and make
sure that what you’re doing is financially
justifiable. And if you can prove that, they’ll
be your biggest supporter.” ®
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Closing the skills gap:
how can businesses level
up their cybersecurity?

Cybersecurity skills gaps are a serious issue, but external expertise
and secure cloud services can help to tackle the problem

or many employees, the shift
to home working has removed
the need for the daily commute

and created a better work/life balance.
But employees are not the only ones to
benefit from recent changes in the way
people work.

Cyber attacks surged during the pan-
demic as hackers took advantage of
increased digital activity, with over 5,200
data breaches confirmed globally in 2021
so far - a sharp increase on the 3,950
reported in the whole of 2020. Given
that data breaches often result in signif-
icant monetary fines and severe repu-
tational damage, no business can afford
to ignore this rise in malicious activity.
Yet a survey by Censuswide on behalf of
IONOS Cloud, Europe’s leading provider
of cloud infrastructure and cloud ser-
vices, found that over 40% of IT deci-
sion-makers believe their business has
a cybersecurity skills gap, with a third
admitting this gap is putting their organi-
sation at risk of security threats.

Worryingly, a quarter of those surveyed
also stated that their organisation is not
adhering to necessary legislation. “These
statistics are shocking,” says Achim Weiss,
CEO of IONOS. "They show how vulnera-
ble organisations could be - both to cyber
threats, and monetary fines.”

While the skills gap is a clear issue,
many businesses do recognise the
importance of cybersecurity, with more
than three-quarters of IT decision-mak-
ers from across the manufacturing,
healthcare and insurance sectors saying
it is either the top priority (34%) for their
business or within the top three (42%).

However, when asked about cyber-
security risk assessments, there was
a real disparity among the responses.
Remarkably, only a third of those sur-
veyed have conducted a threat analysis in
the past 12 months, while 12% have never
conducted one and don’t plan to. This
demonstrates a lack of understanding
regarding the importance of preventa-
tive risk monitoring, which can highlight
security issues so they can be addressed
before an incident arises.

o6

That’s why it’s vital
companies put
measures in place to
plug these gaps, and
don’t hesitate to work
with external expertise
to ensure businesses
are protected

Failing to identify and resolve these
issues can have catastrophic repercus-
sions - particularly given the number
of ways that data breaches can occur
today. When asked to identify the biggest
threats to their business, respondents
cited increased DDoS attacks, phish-
ing and scam attacks, employees down-
loading unapproved apps and employees
storing data improperly. So why aren’t
businesses doing more to protect them-
selves from these threats?

“"What's clear from the new insights is
that businesses understand the impor-
tance of both cybersecurity and data
protection, but missing skillsets are leav-
ing organisations extremely vulnerable,”
says Weiss. "That’s why it’s vital compa-
nies put measures in place to plug these
gaps, and don’t hesitate to work with
external expertise to ensure businesses
are protected.”

Building expertise
Despite any skills gap they might have,
eightin 10 respondents to IONOS’s survey
still believe they are prepared to handle a
cyber attack - largely due to investment
in more secure cloud services.

Carefully planned and configured
cloud deployments provide scalable,

CYBERSECURITY SKILLS GAP WIDENING

IONOS, 2021

Remote working and onboarding may leave companies

more vulnerable to cyber attacks
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flexible, and secure operations for
businesses. External cloud providers,
working with IT teams to implement a
strategy that is tailored to specific busi-
ness needs, also offer an extra layer of
defence and additional knowledge on
ever-evolving cyber threats.

It is essential that senior leaders
understand how cloud providers can
positively impact data management and
cybersecurity. “This awareness allows
you to have more informed and con-
sidered conversations when choosing
external providers, allowing you to work
with IT leads to put effective, cohesive
strategies in place,” says Weiss.

As well as employing the right external
expertise, senior leaders must also work
closely with their teams to identify where
cybersecurity knowledge gaps exist and
create a plan to address them. In fact, a
third of those surveyed said that because
senior leadership had put more focus on
cybersecurity, they felt more prepared
to handle a cyber attack.

In addition, "IT teams must feel con-
fident and trust that senior leaders will
listen when they raise concerns on how
skills gaps are impacting the business,”
says Weiss. Biannual planning meetings
can provide an opportunity to review
skills across the business and get this
conversation flowing. Once gaps have
been successfully identified, staff can
then be upskilled - or new team mem-
bers hired - to plug them.

It’s important that senior leaders also
show a willingness to learn new skills
themselves. “"Engaging and takingan inter-
est in understanding the impact and pos-
sibilities of new tech on the business will
show teams that this is a business issue
you're taking seriously,” Weiss explains.

Data protection

Strong security procedures are essential
for adhering to increasingly strict data
protection laws. Nearly 60% of businesses
surveyed said they are putting more focus
on adhering to data protection, com-
pared to before the pandemic. However,
13% are actually giving it less attention,
with almost half of these citing time pres-
sures and workload as the main reasons
why they struggle to ensure the business
is up-to-date with the latest legislation.

Although time constraints are under-
standable while businesses deal with
fallout from the pandemic, few of them
can afford to let data protection take a
backseat. Indeed, with the Information
Commissioner's Office setting significant
monetary fines for breaches to GDPR
law, businesses must ensure they are
fully aware of compliance procedures
and the latest legislative requirements
when handling personal data.

“"When it comes to data protection,
action must be taken to bridge knowl-
edge gaps,” says Weiss. “IT teams are
under great pressure to adhere to the
latest legislation, but one way to help
minimise risk when it comes to data is to
work with European-based cloud pro-
viders that adhere to GDPR - rather than
those that must also work under laws
such as the US CLOUD Act.”

Any successful solution to the cyber-
security skills gap must also involve
everyone in the business - not just
overstretched IT teams. As Weiss says,
“While factoring in improved software
with better cybersecurity measures is a
sound way to protect the business at a
strategic level, having open dialogue with
employees across all levels means cyber-
security and data protection knowledge
is shared and best practices are front of
mind at all times.”

To learn more about IONOS Cloud, visit:
ionos.cloud/futurecio

IONOS



ionos.cloud/futurecio

@@THE FUTURE CIO

Commercial feature

2% /

perational
resilience now key to
organisational success

Operational resilience is key to success in digital
transformation. Speakers at a recent roundtable
shared their expertise on organisational change

Nick Easen

t no point in history has our
dependence on digital services
been so high, at the same time,

our tolerance of poor IT systems, secu-
rity, data-driven workflows and connec-
tivity has never been so low. The Covid
pandemic has also accelerated the pace
of change with business transformation
projects at full throttle. This has sparked
many to reimagine their organisations as
digital-first.

In the process, businesses are trying to
become more agile, empower themselves
with vast amounts of actionable data,
while consolidating and rationalising their
ITinfrastructure. All of these manoeuvres,
which are happening at once, are putting
extraordinary pressures on the technical
C-suite and their teams - making opera-
tional resilience a hot topic.

The term means many things to many
organisations, but the ability of IT sys-
tems to run unhindered, cope with
change, react and act intelligently,
deal with cyberthreats and drive busi-
ness outcomes are now vital goals for
many. Operational resilience therefore
becomes synonymous with success. Get
it right and it allows decision makers to
learn from the past, deal with the present
and plan for the future.

“Operational resilience is the ability
to quickly and decisively cope with fast
moving or unseen changes that cannot
be avoided. If there’s anything we've
seen over the past two years, having that
capacity to absorb some of those unseen
changes and to keep things moving for
businesses is important,” said Mark
Woods, chief technical advisor at Splunk.

The opposite of operational resil-
ience is vulnerability, which can be
costly. Roblox, a popular global video
game, which recently experienced a tech
outage, lost $1.7bn in three days, close to
47 million people use it. Facebook’s sev-
en-hour outage cost millions of dollars,
wiping 5% off its share price. The costs
are eye-watering, yet resilience requires
investment and new thinking.

“"We look at resilience through the
three Ps - people, process, and plat-
forms - and in that order,” said Shez
Partovi, chief innovation and strategy
officer at Philips. "We also see it through
the lens of predicting the future.”

Vulnerability equals cost

The ability to monitor the three Ps using
data and tech are increasingly vital for
organisations. It is allowing them to
take decisive action. This will determine
whether businesses thrive in the future.
At the same time, we're at a tipping point
in terms of our dependence on IT to
deliver; this is occurring across sectors,
whether it’s financial services, health-
care or telecoms.

“Our IT systems are becoming utterly
integral to how we deliver care,” said Mark
Reynolds, interim chief technology officer
at NHS Digital. "When a service is unavaila-
ble, care suffers. Operational resilience is
making sure our systems and services are
always available, and always operational.”

The fact is systems do go down, cli-
mate-induced floods in Germany earlier
this year forced Deutsche Telekom to
re-evaluate its resilience; 50,000 cus-
tomers were impacted, some customers

died. “We completely lost our mobile and
fixed line telecoms. This gave us a kick to
prioritise operational resilience because
it was down to our infrastructure. The
flood was completely unseen. We are
expecting much more in the future with
climate change. This gave us a new prior-
ity,” said Nils Stamm, chief digital officer
for Deutsche Telekom.

Complexity can be a challenge
Businesses need to digitally transform
and constantly evolve which can make it
challenging to achieve operational resil-
ience. Organisations need to make the
most of their data to break down siloes,
consolidate and simplify IT systems,
whilst enabling the spread of tech-driven
architectures to more business units.
Decision-makers also need to factor in
ageing IT stacks, siloed and new func-
tions in this drive toward agility.
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You can have amazing
processes and
platforms, but if
people, both inside your
organisation and people
you are interacting
with, like clients and
external stakeholders,
don’t understand the
purpose and use of

the technology you are
implementing, then you
will have real challenges

“Legacy systems are an issue, while
those people that manage them are
close to retirement. We have 150-200
systems working together to deliver each
country’s banking offering. It is very dif-
ficult, you want to change all of this at
speed. You want all this to be digitally
enabled. You simply cannot change that
much, that fast,” added Tommy Flynn,
chief operating officer for wholesale and
rural at Rabobank.

In the past, understanding across IT
and business units has been difficult to
connect and share. With significant dig-
italisation over the last few years, the
opportunities for business-led insight
have vastly increased. Whilst oversight
is now potentially easier, critical func-
tions like security still need to address
evolving concerns.

“We are seeing a backdrop of increas-
ing complexity when it comes to cyber-
attacks with multiple countries, publicly
saying they’re developing their cyber-
power,” said Mary Haigh, chief infor-
mation security officer at BAE Systems.
“Knowing the networks you've got to

protect and being aware of the types
of attack that come in and being ready
for one on the scale of SolarWinds, that
we've not predicted before is vital.”

Mass migration to the cloud also
makes it possible to deploy state-of-the-
art systems and applications at afforda-
ble prices. Yet this in turn creates new
challenges. “Once you migrate to the
cloud and you are dealing with evergreen
IT systems. They become difficult to keep
up with. Evergreen systems are con-
tinually evolving. Therefore, one thing
we've been looking at is embracing open
source,” said Gissur Simonarson, senior
domain architect for Fujitsu.

Another factor widely talked about
is the people aspect, when it comes to
delivering resilience. Organisations need
to upskill staff alongside deploying tech-
nology. “You can have amazing processes
and platforms, but if people, both inside
your organisation and people you are
interacting with, like clients and exter-
nal stakeholders, don’t understand the
purpose and use of the technology you
are implementing, then you will have real
challenges. We want people to be resil-
ient, agile and adapt to changing technol-
ogies,” said Kimberly Morris, chief people,
technology & operations officer at Fifa.

Free up time for innovation

For businesses the ability to see con-
nected risks and opportunities, make
decisions and respond has never been
more important. This is what should be
driving investment. It allows corpora-
tions to be proactive, they can contin-
ually improve, collaborate across the
organisation, achieve agility and drive
outcomes in real-time.

“Operational resilience now allows
you to do corporate strategy on steroids,
you don’t have to wait for that five-year
program. You've got the information, you
know what’s happening in the outside
world, you can shift the operation. So,
you can move forward quickly. Speed and
agility - that’s what it means to us,” said
Sandra Bell, group head of organisational
resilience at Hitachi Capital UK.

Once organisations achieve better
operational resilience, it will allow them
to focus on what they do best - their
core business. This is likely to drive fur-
ther investment.

“If you have less firefighting you have
freed up time, you can free up human
brain power to leverage technology and
data to drive innovation, to develop new
products and new business models,
which then have a bigger impact on soci-
ety,” said Amit Nastik, global Head for
strategy and operations and local mar-
kets manufacturing at Novartis. “Today
resilience is key to future innovation.”

For more information please visit
splunk.com
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NCSC chief tackles
a bulging cyber
threat in-tray

As head of the National Cyber Security Centre, Lindy Cameron
believes company leaders must improve preparedness and
resilience by educating staff — and themselves

Oliver Pickup

indy Cameron is a difficult person July’sransomware attack on multinational | infrastructure to local councils,” Cameron
0 to reach. That’s understandable: as | remote management software company | told the October conference. “Many organ-

CEO of the National Cyber Security | Kaseya affected thousands of organisations | isations — but not enough - routinely plan
Centre (NCSC), she’s at the forefront of the | andsaw thelargestever ransomware demand | and prepare for this threat, and have confi-
UK’s fight against computer security threats. | of $70m. The REvil ransomware gang that | dence their cybersecurity and contingency
While it’s tough for a journalist to negotiate | claimed responsibility for the attack ordered | planning could withstand a major incident.
an interview, it’s reassuring that she’s dedi- | ransoms ranging from a few thousand dollars | But many have no incident response plans,
cated to her task. to multiple millions, although it’s unclear | or ever test their cyber defences.”

The NCSC provides advice and support | how much was paid. The gang said 1 million The sheer number of cyber attacks, their
for both public and private sector organ- | systems had been impacted across almost 20 | broader scope and growing sophistication
isations, helping them avoid computer | countries. While those numbers are likely to | should keep CIOs awake at night. The lat-
security threats. Cameron took the helm in | be exaggerated, the attack triggered wide- | estImperva Cyber Threat Index score is 764
October 2020, succeeding inaugural CEO | spread operational downtime for over 1,000 | out of 1,000, nearing the top-level “critical”

Her assessment of cyber threats, themes websites on average are breached every day,
and advice should be required reading for with a cyber attack occurring every 11 sec-

For instance, in March she warned of the “ interview, conducted a fortnight after her
Organisations can prevent appearance at Chatham House, Cameron

CIOs and other members of the C-suite. onds, almost twice as often as in 2019.
. . . reiterated her concerns.
the vast majority of high-

Indeed, on the rare occasions she has spo- Cybersecurity organisation Mimecast
UK’s need to be “clear-eyed about Chinese
“Right now, ransomware poses the most
profile cyber incidents

ambition in technological advancement”.
Speaking in her first address as CEO, she
chided China’s “hostile activity in cyber-
space” while adding that “Russia [is] the most

Ciaran Martin, who stepped aside after four | companies. category. Other statistics hint at the prev-
years in the job. The Kaseya incident came two months | alence of cybercrime in 2021: some 30,000
ken in public since taking up the role, she reckons six in 10 UK companies suffered
hasn’t held back. such an attack in 2020. In her Raconteur
immediate threat to UK businesses, and
sadly it is an issue which is growing globally,”

acute and immediate threat” to the country. | W€ V€ Seen fOllOWing she says. “While many organisations are alert
The former number two at the Northern 0 to this, too few are testing their defences or

Ireland Office has over two decades of expe- guldance we have their planned response to a major incident.”

rience working in national security policy ah‘eady lssued Despite the headline-stealing attacks,

and crisis management. She was equally
forthright and insightful in October’s key-
note speech at Chatham House’s Cyber 2021 Cyber risks can and must be managed and
conference, where she reflected on her first mitigated. To an extent, CIOs and chief
year at the NCSC and identified four key | after the attack on Colonial Pipeline, one of | information security officers (CISOs) are
cybersecurity themes. The most alarming | the largest petroleum pipelines in the United | responsible for communicating the poten-
is the pervasiveness of ransomware, the | States. The attack disabled the 5,500-mile | tially fatal threat to various stakeholders.

scourge of business leaders. system, sparking fuel shortages and panic Cyber attacks are different from other

In May, US cloud-based information | buying at gas stations. Within hours of the | shocks as they aren’t readily perceptible.
security company Zscaler calculated that | breach, a $4.4m ransom was paid to Dark- | They are deliberate and can be internal and
cybercrime was up 69% in 2020. Ransom- | Side, an aptly named Russian hacking group. | external. They hit every aspect of an organ-
ware accounted for over a quarter (27%) of | Despite the payment — which was later recov- | isation — human resources, finance, opera-
all attacks, with a total of $1.4bn demanded | ered - the pipeline was down for a week. tions and more - making them incredibly
in payments. And those figures didn’t “Ransomware presents the most imme- | hard to contain.
include two hugely damaging breaches | diate danger to the UK, UK businesses and “The impact of a ransomware attack on
that occurred in 2021, marking an elevated | most other organisations - from FTSE 100 | victims can be severe,” Cameron continues,
scope for bad actors. companies to schools; from critical national | “and I've heard powerful testimonies from
CEOs facing the repercussions of attacks they
were unprepared for. Attacks can affect an
organisation’s finances, operations and repu-
tation, both in the short and long term.”

CEOs can’t hide behind their security
teams if breached by a cyber attack. Cam-
eron warns that defending against these
incidents can’t be treated as “just a tech-
nical issue” - it’s a board-level matter,
demanding action from the top.

“A CEO would never say they don’t need
tounderstand legal risk just because they
have a General Counsel. The same
applies to cybersecurity.”
Cybersecurity should be cen-
tral to boardroom thinking,
she adds. “We need to go further
to ensure good practice is under-
stood and resilience is being built
into organisations. Investing
resources and time into putting
good security practices into
place is crucial for boosting
cyber resilience.”
Cameron notes that
the NCSC’s guidance,
updated in Septem-
ber, will reduce the
likelihood of becom-
ing infected by
malware - includ-
ing ransomware
- and limit the
impact of the
infection. It also
includes advice on
what CIOs, CISOs and
even CEOs should do
if systems are already
infected with malware.
Cameron, who was
previously director gen-
eral responsible for the
Department for Interna-
tional Development’s pro-
grammes in Africa, Asia and
the Middle East, echoes Benja-
min Franklin’s famous maxim:
“By failing to prepare, you are pre-
paring to fail.”
There’s a wide range of practical,
actionable advice available on the NCSC
website, she notes.

“One of the key things that I have learned
in my first year as NCSC CEO is that organ-
isations can prevent the vast majority of
high-profile cyber incidents we’ve seen fol-
37% lowing guidance we have already issued,”
she adds.

At the Chatham House event, Cameron
sophos, 2021 | acknowledged that both small- and medi-

businesses aren’t doing enough to prepare
for ransomware attacks, says Cameron.

CYBER ATTACKS NOW CONSIDERED INEVITABLE

Percentage of global IT decision-makers, whose companies have not been hit by ransomware in the
past year, who say the following are the reasons why they expect to suffer an attack in the future

47%

Ransomware attacks are getting
increasingly hard to stop due to
their sophistication

40%

Ransomware is so prevalent it is
inevitable we will get hit

22%

We have weaknesses
or gaps in our
cybersecurity

22%

It’s difficult to
stop my users from
compromising our security

32%

We're already experiencing
an increase in attempted
ransomware attacks against us

Other organisations in our
industry have been targeted
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um-sized enterprises are particularly vul-
nerable to cyber attacks. “I completely
understand this is getting harder, especially
for small businesses with less capability,”
she said. “But it is crucial to build layered
defences that are resilient to this.”

SMEs are the low-hanging fruit for cyber-
criminals, as they usually don't have the
budget or the access for sufficient IT sup-
port or security. “We appreciate smaller
organisations may not have the same
resources to putinto cybersecurity as larger
businesses,” Cameron says.

The NCSC has produced tailored advice
for such organisations in its Small Busi-
ness Guide. This explains what to consider
when backing up data, how to protect an
organisation from malware, tips to secure
mobile devices and the information stored

on them, things to bear in mind when
using passwords and advice on identifying
phishing attacks.

Criminals will seek to exploit a weak
point, which could include an SME in a
supply chain. Larger organisations, says
Cameron, have a “responsibility to work
with their suppliers to ensure operations
are secured. In the past year, we have seen
an increase in supply chain attacks with
impacts felt around the world, underlining
how widespread supply networks can be.”

Supply chain attacks were another of Cam-
eron’s four key themes at the Chatham House
conference. Such vulnerabilities “continue to
be an attractive vector at the hand of sophis-
ticated actors and... the threat from these
attacks is likely to grow,” she said. “This is
particularly the case as we anticipate technol-

ogy supply chains will become increasingly
complicated in the coming years.”

The most infamous recent supply chain
attack was on SolarWinds, said Cameron.
According to the former CEO and other
SolarWinds officials, the breach happened
because criminals hacked a key password
- it was solarwinds123. This highlights the
importance of strong passcodes for compa-
nies large and small.

“SolarWinds was a stark reminder of the
need for governments and enterprises to
make themselves more resilient should one
of their key technology suppliers be compro-
mised,” Cameron said at Chatham House.

The two other areas of cyber concern she
promoted were the vulnerabilities exposed
by the coronavirus and the development of
strategically important technology. “We are
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Staff can be an effec-
tive first line of defence
against cyber attacks if
they are equipped with
the right understanding
and feel they can report
anything suspicious
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to be harmed by an email-borne cyber attack
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all increasingly dependent on that technol-
ogy and it is now fundamental to both our
safety and the functioning of society,” she
said of the latter.

On the former theme, Cameron said that
malicious actors are trying to access Cov-
id-related information, whether vaccine pro-
curement plans or data on new variants.

“Some groups may also seek to use this
information to undermine public trust in
government responses to the pandemic. The
coronavirus pandemic continues to cast a sig-
nificant shadow on cybersecurity and is likely
to do so for many years to come.”

CIOs must keep this in mind as many
organisations grapple with post-pandemic
ways of working. This involves more remote
workers using personal or poorly protected
devices on unsecured networks, all of which
play into the hands of bad actors.

“Over the past 18 months, many organisa-
tions will have likely increased remote work-
ing for staff and introduced new online ser-
vices and devices to stay connected,” says
Cameron. “While this has offered a solution
for many businesses, it’s vital for the risks to be
mitigated so users and networks work securely.
Our home-working guidance offers practical
steps to help with safe remote working.”

Providing other essential advice, Cam-
eron underlines the importance for organ-
isations of all sizes to build up their cyber
resilience significantly.

“It’s vital that organisations of all sizes
take the right steps to build their cyber resil-
ience. Educating employees is an impor-

tant aspect of keeping any business secure.
Staff can be an effective first line of defence
against cyber attacks if they are equipped
with the right understanding and feel they
can report anything suspicious.”

Businesses should put a clear IT policy
in place that guides employees on best
practices, while staff should be encour-
aged to use the NCSC’s “Top Tips for Staff”
training package.

“These steps are about creating a positive
cybersecurity culture and we believe senior
leaders should lead by example,” she adds.

The NCSC’s Board Toolkit is particu-
larly useful for CIOs, designed to help facil-
itate cybersecurity discussions between
board members and technical experts. It
will “help ensure leaders are informed and
cybersecurity considerations can be inte-
grated into business objectives”.

These conversations are now critical, as
advances in artificial intelligence, the inter-
net of things, 5G and quantum computing
multiply attack surfaces. Reflecting on the
NCSC’s work since its inception five years ago,
Cameron says the organisation has achieved
a huge amount, including dealing with sig-
nificant cyber incidents, improving the resil-
ience of critical networks and developing a
strong skills pipeline for the future.

“This is delivering real benefits for the
nation, from protecting multinational com-
panies to defending citizens against online
harm. However, the challenges we face in
cyberspace are always changing, sowe can’t
rest on our laurels.”®

Commercial feature

Why every ClO should
care about full-stack
observability

As IT systems become increasingly more complex to meet the digital
demands of customers and employees, companies have to improve
visibility across the entire infrastructure to cut through the data noise

he topic of digital and business
0 transformation has been high on
the agenda for IT and business
leaders alike as companies have had to find
new ways to weather the Covid-19 pandemic.

For many, this meant shifting to a digi-
tal-first model to ensure products, services
and information could be easily accessed
by customers, and that workforces could
operate from home with the tools they need
to be productive, and the ability to connect
with remote colleagues all over the world.

As a result, consumer dependence on
applications and digital services has never
been higher, and tolerance of poor per-
forming services has never been so low.
When it comes to digital customer experi-
ence, we now live in an age of heightened
expectations, and that is putting extraordi-
nary pressure on both business leaders and
technologists.

In order to deal with the sweeping change
of switching to digital and spinning up
new applications and digital services to
meet user demand, there has been a sig-
nificant shift in how IT works. To enable
innovation and meet the needs of users,
many businesses have opted to migrate to
the cloud. This has added technical com-
plexity throughout IT departments, with
technologists having to cope with technol-
ogy sprawl and a patchwork of legacy and
cloud technologies.

It has also significantly increased the
amount of data being created. Cutting
through the ‘data noise’ caused by this
increasing volume of information - and iden-
tifying the root cause of performance issues
- is creating a challenge for technologists.

“The technology stack is infinitely more
complex than at any time in the past. It’s also
being reconfigured at speed,” says James
Harvey, executive chief technology officer at

AppDynamics, a part of Cisco, and a global
leader in application performance manage-
ment and full-stack observability solutions
for enterprises.

It’s also why technology teams are
increasingly working at high speed, to keep
ahead of competing businesses and achieve
the real-world outcomes expected of them,
including flawless digital experiences for
customers and employees.
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The technology stack is
infinitely more complex
than at any time in the
past. It’s also being
reconfigured at speed

The bar is being raised on a daily basis.
Technologists implemented digital transfor-
mation projects faster in 2020 than in any
previous year; on average three times faster,
according to ‘The Agents of Transformation
2021,” an AppDynamics survey of more than
1,000 global IT decision makers.

At the same time, IT departments are
expected to innovate, consolidate and
rationalise their own infrastructure, much
of which can sprawl across many physical
sites, legacy systems and cloud architec-
tures. In response, technologists have rec-
ognised the need to have a greater under-
standing of the full IT estate.

“It’s increasingly important for CIOs and
their teams to get a single view of the entire
IT environment. They need to connect the
dots up and down the stack, from the cus-
tomer or employee-facing application, all
the way down to the lowest level infrastruc-
ture. The concept is known as full-stack
observability, and it’s now vital to every
business,” says Harvey.

It doesn’t matter what industry or sector
an organisation is in, the technology that’s
working behind the scenes to enable trans-
actions, inventory or customer experience
must be more visible.

“It’s exciting to see how technology is
showing its true value to an organisation.
When you have full visibility of all your IT
systems, you are in a position of empow-
erment. In real-time, you can view your
baseline infrastructure, as well as the appli-
cations that sit on top of it. You can also
monitor the workflows that deliver business
transactions,” Harvey adds.

Having IT systems perform at their best
is vital. AppDynamics recently surveyed
13,000 global consumers; 57% said if a digi-
tal service does not perform, they won't use
it again.

“Brands only have one shot to impress.
Consumers are now looking for the ‘total
application experience;” a high-perform-
ing, reliable, digital service, which is simple,
secure, helpful and fun to use. This becomes
the new benchmark. This is a moment of
reckoning for brands. They must deliver, or
risk losing customers,” Harvey says.

The research also found that 83% of con-
sumers had incurred problems with appli-
cations and digital services in the past 12
months, and most are now far more likely
to take action when they run into perfor-
mance issues. This includes switching to
an alternative provider, sharing negative

SPIRALLING COMPLEXITY IN THE IT DEPARTMENT

75%

of technologists claim that their
response to the pandemic has
created more IT complexity than
they have ever experienced

83%

of technologists feel that their
own job has become more
complex over the last year

_

75 %

of technologists are struggling to
manage overwhelming ‘data noise”
without the resources and support
they need

Innovation initiatives that would typically have taken 21 months prior
to the pandemic were delivered within seven months last year

ALIGNING IT PERFORMANCE WITH BUSINESS CONTEXT

75%

of technologists believe

that their organisation

needs to connect full-stack
observability to business
outcomes within 12 months in
order to remain competitive

experiences with other people or deleting
the service permanently.

“Right now, consumer and business
users expect every application to be as
effective as the best application on their
phone. Thatis why every corporation needs
to know what is working well and what isnt
from an IT perspective. But critically, they
need the ability to link that IT performance
with business outcomes such as customer
experience, sales transactions and reve-
nue. We call this full-stack observability
with business context,” Harvey says.

He adds: “This gives technologists com-
plete visibility of their IT stack, across their
own network and the internet, and then the
ability to act on that information based on
what will have the greatest impact on their
organisation. In previous CTO roles, I've had
lots of alerts and information about IT per-
formance issues, but they lacked context

66%

of technologists lack the
strategy and tools to
effectively measure how
technology decisions impact
business outcomes

Agents of Transformation 2021: The rise of full-stack observability
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IT leaders need the ability
to observe what matters
most within the organisation

teams and the unavoidable complexity that
comes with rapid innovation and digital
transformation. IT leaders need a finger on
the beating heart of their business and the
ability to observe what matters most within
the organisation. Get this right and more
ClOs will continue to expand their influence
in board-level decisions and we’ll increas-
ingly see IT teams spearheading value crea-

to prioritise fixes based on business value.
In short, they left me wondering where to
focus my attention in order to minimise the
negative impact to the business. That’s all
changed. Now technologists can prioritise
IT problems and know which are the most
important to fix first.”

Harvey says: “The move to full-stack
observability is only going to accelerate in
order to answer the growing needs of IT

tion across their organisations.”

For more go to www.appdynamics.com

\) APPDYNAMICS

part of Cisco



https://www.appdynamics.com/?utm_source=sundaytimesuk&utm_medium=paid&utm_budget=comms

THE FUTURE CIO

CLOUD COMPUTING

You've upgraded to
the cloud. Now what?

Shifting to the cloud
is no mean feat, but
success depends on
what comes next.
CIOs must balance
technical demands
with training needs

Andy Jones
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TOP CHALLENGES ONCE YOU'VE MOVED TO THE CLOUD

ny experienced sailor knows it’s
o easy to launch a vessel - the hard

partis keeping it afloat once you're
out at sea. The same can apply to chief
information officers (CIOs) who’ve success-
fully upgraded their business to the cloud.

Finding your sea legs quickly as wave after
wave of problems hit — including creaking
legacy technology, belligerent employees
and the ever-present threat of cyber attacks
- is key to post-cloud survival.

Helen Ashton helped power fashion giant
ASOS through several technological shifts,
moves which ultimately made them the
market leader in online shopping, earning
£3.26bn last year. Now founder of Shape
Beyond, a business transformation con-
sultancy, Ashton says the key to success at
ASOS was full migration to the cloud.

However, new technology only brings the
expected benefits when people are kept on
board with the processes needed for success.

“Businesses either plan for months in
minute detail or they jump straight in to
work on the sexy stuff, such as analytics
or digital CX,” says Ashton. “But success
comes from winning hearts and align-

ing incentives. It is amazing how easily
focus can shift through overzealous pro-
ject management to ticking off activities
on the plan rather than keeping sight of
delivery of the outcomes identified as
indicators of success.”

You can use some of the cloud’s metrics
and data to demonstrate quick wins and pro-
gress. However, the key to ongoing cloud suc-
cess is to share data in a way that empowers
staff to problem-solve within the business,
creating a sense of shared responsibility that
allows all parties to see bottlenecks and show
who needs help and why, says Ashton.

Before you share all your data internally,
make sure a hole in your S3 bucket isn’t
sharing it everywhere else.

A simple S3 bucket exposure from an
unknown public source leaked personal
details of 120 million Brazilians - includ-
ing banks, credit details and voting his-
tory — partly because an administrator had
renamed the index.html by accident. In
separate examples, a mobile app developer
exposed 500,000 documents from a finance
app and a cannabis retailer leaked 30,000
of its customers’ details, which all led to

considerable fallout and organisations fall-
ing foul of data privacy regulations.

“We've seen incidents on a frequent basis
where cloud databases have been set to be
publicly accessible, when they needed to be
private,” says Javvad Malik, lead security
awareness advocate at KnowBe4. “Simi-
larly, having the appropriate authentication
controls in place is vital to prevent account
takeovers which exploit weak credentials.”

To prevent leaks, look for gaps where
cloud migration shifts data centre responsi-
bility from the traditional sysadmin to site
reliability engineers and DevOps teams,
says Tim Mackey, principal security strat-
egist at Synopsys Cybersecurity Research
Center. “This shift creates a potential gap
between those familiar with the application
security requirements and those versed in
cloud security topics. This can lead to situ-
ations where storage misconfigurations in
the form of unsecured S3 buckets result in
significant data leakage.”

Patch management is also an area of
risk, particularly when long-running serv-
ers are upgraded but containerised micro-
services haven’t been redeployed, says

Percentage of IT leaders worldwide who said the following activities would

Seagate and IDC, 2020

be “challenging” or “extremely challenging” over the next two years

@ Challenging Extremely challenging

Managing data in
multicloud environments

25%

Managing data in hybrid-
cloud environments

24%

Managing the data connections
between edge and core environments

22%

Deciding what data to keep
in what environments (cloud,
on-premise, edge etc)

22%

Getting buy-in to get the resources
to successfully manage data beyond
enterprise data centres

21%

Building or finding the expertise
needed to successfully manage data
beyond enterprise data centres

22%

Mackey. “If the pre-existing patch compli-
ance dashboard was based on logging into
all systems, it will need to be updated for a
containerised deployment."

While you’re taking the lead, your team
can only follow if they’ve been trained cor-
rectly. In the haste of initial deployment
deadlines, the required level of under-
standing is often lacking across the team,
says Mackey. While this should be reme-
died with training, security access should
be kept on a need-to-know basis, not just
given to those at senior levels, even if that
requires diplomacy.

“Training efforts should focus on how to
operate a cloud service using principles of
least privilege. Once training is complete,
a comprehensive review of gaps in imple-
mentation should be performed and any
issues remediated.”

While not everyone needs access, staff
should still be aware of all security set-
tings and why they’re in place, with drill
teststoensure all such settings are as they
should be. “A culture of security needs
to be built that understands the risks of
the cloud,” says Malik. “Use internal and
external data sources to determine the
root causes for most attacks against cloud
infrastructure, and invest in the appro-
priate human, procedural and technical
controls.”

It’s also important to know when to
hand over control to the system. If you
don’t automate quickly it can create slug-
gish staff, put off new hires and create
extra labour and therefore costs.

“If you don’t automate, organisations
become less agile or adaptable to change
and teams may also demotivate because
of repetitive tasks,” says Sergio Loureiro,
cloud security director at Outpost24, a
cybersecurity specialist. “Today, when it is
hard to find a skilled workforce, automation
is a competitive advantage. Finally, cus-
tomer perception can be impacted by longer
response times.”

Despite all the technological risks, many
problems will come from humans. Even at
ASOS, human nature states people always
want to keep the status quo, says Ashton.
“In more traditional businesses, there is a
strong possibility of ‘adoption indigestion,’
which can derail cloud’s anticipated ben-
efits if not effectively managed. There is
no silver bullet solution here. It is a mix of
training, communicating the benefits, real-
time support, and measuring process and
outputs to identify issues and successes.”

While cloud software does a lot of the
work for you, keep peace of mind by invit-
ing occasional outside input, says Andrew
Whaley, senior technical director at Pro-
mon, white hat hackers that test large-scale
organisations. “Businesses still need to
check that security has been applied cor-
rectly. Periodic assessments by third party
pen testers is a good way to check this.”

Testing how watertight your vessel
is inside and outside of the water, while
ensuring all those on deck understand
the direction of travel, is key to charting a
clear and positive course for your business
on the cloud.®

Commercial feature

Culture is king in the
cyber battle

In a noisy cyber vendor landscape, organisations can focus on the wrong
technologies. The real key to being secure by design is the installation of

a security culture

yber attacks have broken through
e into wider public consciousness

like never before in recent years,
accelerated by Covid-induced changes in
employee behaviours which have exposed
companies to additional vulnerabilities.
The increased daily reliance on poorly pro-
tected home networks is unlikely to sub-
side, as many people have become accus-
tomed to the flexibility of remote work.
International criminal networks, like ran-
somware gangs, have meanwhile not only
become more professionalised but also
easier to participate in, amid widely acces-
sible and improved tools which malicious
actors can download for free to identify and
attack new targets.

These factors, and more, have fuelled a
surge in ransomware attacks that increas-
ingly make front page news, with devastat-
ing consequences for businesses. The aver-
age downtime a company experiences after
a ransomware attack is 21 days, according to
Coveware, but the reputational damage is far
more enduring. And while organisations are
making larger investments than ever in bol-
stering their cybersecurity, most still lack
a baseline understanding, at the executive
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A mature security culture
at any organisation
means, at every level,
from executives to new
entry-level hires

level, of what their most critical risks are and
how to mitigate them more effectively.

“Social engineering attacks, the use of
deception to manipulate individuals into
divulging confidential or personal informa-
tion, continue to rise in popularity because
they are effective,” says Andrew Sellers, chief
technology officer at risk analytics company
QOMPLX. “Humans can be careless, subject
to manipulation, and make mistakes. As more
of our private information becomes availa-
ble online, whether through data breaches
or information people inadvertently supply
themselves, the pool of easy victims con-
tinues to grow. While guarding our personal
information and pushing for better data
privacy is important, it’s insufficient to solve
the problem.

“That’s because of what we expect people
to do as part of their everyday duties. If you
work in HR, it’s your job to open the résumé
files of people you don’t know who could be
embedding them with malware. If you work
in accounting, it's your job to open Excel
spreadsheets that may contain malicious
macros. Bad actors often only need one
access point to corrupt your entire network.
What companies need is a security culture at
their core, and it must start at the top.”

A mature security culture at any organisa-
tion means, at every level, from executives to
new entry-level hires, the security of systems
and assets is a widely recognised priority.
Managers must set the tone that basic secu-
rity policies must be followed, and that the
information security executives are empow-
ered as true decision-makers with influence
within the C-suite. All employees must be
aware of these policies, and trained on how
to avoid common mistakes.

Perhaps most importantly, however,
organisations cannot expect any employee
training programme to stop every single

1 days

The average downtime a company
experiences after a ransomware attack

attack. There are simply too many threats
to remain entirely secure, and regardless of
investments in endpoint security, any organi-
sation’s systems are too porous. Instead, they
must invest in establishing a security culture
which, in addition to enforcing basic cyber
hygiene measures like multi-factor authenti-
cation, adopts modern security protections
that can safeguard identity in order to make
their systems less vulnerable by design.

“lt's a common lament among security
experts: despite ample warnings to their
superiors of critical vulnerabilities, senior
leaders failed to either invest or properly
implement the security posture required
to prevent the most damaging threats, like
attacks on identity,” says Sellers. "While pro-
active mitigation efforts can seem costly
at first, they pale in comparison to the now
commonplace multi-million-pound ransoms
and massive business interruption of core
services, not least the stigma of reputational
damage that may not be recoverable in a
competitive sector.

“The reality is most organisations operate
on systems like Microsoft’s Active Directory,
which have had many critical vulnerabili-
ties come to light over the years. That’s why
understanding your ground-truth exposures,
using advanced data analytics to better

quantify, model and predict your risk, is
absolutely essential. That quantification in
real financial numbers allows security exec-
utives to then make a more compelling case
for investments in better security.”

The inherent vulnerabilities of individuals
and organisational cultures must inform what
kinds of technologies vendors offer in order
for those solutions to be effective in prac-
tice. It’s all too common for organisations
to focus on the wrong kinds of technologies,
including those that oversimplify or make
false promises about catching bad actors
before they get into a system.

A mature security culture with a modern
security posture prioritises investments in
a broader set of security tools which recog-
nise that all systems, like the people who built
them, are fallible. And those security tools
must be able to provide powerful capabilities
to enhance a company’s visibility, resilience
and ability to intelligently plan for the future
based on its ground-truth risk.

As well as providing unique risk analytics
capabilities, QOMPLX also works with organ-
isations as partners to help them foster a

Bad actors often only
need one access point

to corrupt your entire
network. What companies
need is a security culture
at their core, and it must
start at the top

security culture. True mitigation is difficult,
and can’t simply be bolted on, so QOMPLX
understands each organisation’s needs,
security architecture and level of business
risk before helping build in greater resil-
ience against exploitation of privilege and
authentication, which is evident in nearly
every single major ransomware attack or
data breach.

“We don’t just hand you software off
the shelf with a login and say good luck. We
ensure you're able to see your real exposures
that will help you understand the wider pic-
ture along with what other risks and opportu-
nities are present, so you can better protect
the business,” Sellers adds.

“You can’t defend against what you can’t
see. A robust security culture allows busi-
ness leaders the space and authority to ask
key questions in advance. Do | know who and
what is truly operating in my environment? Is
what I'm seeing the whole picture? The more
that companies can understand their true
ground-truth risk, not just what a check-box
compliance requirement says, the better
they can make intelligent decisions for their
long-term security and growth.”

For more information, visit gomplx.com

QOMPLX:



https://www.qomplx.com/

CYBERSECURITY

Alr gapping:
the ultimate
in cybersecurity

Worried about viruses?
Maybe you should
disconnect your

entire system

Charles Orton-Jones

major food company in the Mid-
o lands found a simple way of avoid-
ing ransomware and viruses: it
disconnected the factory IT system from

the internet. No connection, no attackers.

This approach is known as “air gapping”.
With no physical link to the outside world,
the IT stack is isolated. Security guaran-

teed, in theory. But is it a viable strategy?

Government agencies like the CIA in the
US have started to recommend air gapping
as part of a comprehensive anti-ransom-
ware programme, notes Joe Sullivan, chief
security officer at website security special-

ist Cloudflare.

“Air gapping has existed as a security and
resiliency concept in business continuity pro-
grammes since well before the term 'ransom-
ware' became popular,” he says. “It has typi-
cally been used as a way to protect against
accidental or malicious destruction of pri-
mary sources of data and software by making

backup copies that are stored offline.”

Air gapping grew in the aftermath of the
high-profile attacks on the likes of Saudi Ara-
mco and Sony, which used software like the
Shamoon wiper virus to erase sensitive data.

Today, the urge to unplug is soaring. The
FBI warns there are more than 100 strains
of ransomware circulating. In the second
quarter of this year there were more than
300 million attempted attacks captured by
a single security provider, more than the
whole of 2020. Payouts in 2021 should top

the entire past decade put together.

However, there are good reasons why
air gapping is still niche. As Sullivan notes:
“There is an old joke in security that a com-
puter is only safe when it is turned off. Sadly,
that has been proven true. Every system that

is powered up and online is under threat.”

One major problem with air gapping is
that systems can't be updated easily. Soft-
ware updates get skipped. The system

grows vulnerable.

“When systems are air gapped the prior-
ity of investing into the implementation of
proper security controls goes away,” says
Ehsan Foroughi, CTO at Security Compass.
“System developers get too relaxed and start

relying on that air gap as their defence.”

Sooner or later an upgrade must be made.
The system connects to the outside world
and exposure returns, only worse than
before. The unprotected system is vulner-
able, missing months or years of upgrades

and security patches.

There is also the issue of human error.
Foroughi tells the story of a US government
network behind an air gap that was compro-
mised because one employee found it too
hard to keep replicating work between two
desktops, one connected to the air gap net-
work and one to the internet. So, he tempo-
rarily connected them, breaking the air gap
- thereby allowing attackers to jump across

the bridge into the protected network.

There is another problem. Perhaps sur-
prisingly, it turns out that a disconnected

system may not be isolated after all.
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There is an old joke in
security that a computer
is only safe when it is
turned off. Sadly, that
has been proven true

Mordechai Guri is an academic researcher
atIsrael's Ben-Gurion University of the Negev
and an expert at hacking unconnected sys-
tems. In a recent paper he revealed how he
could read the signals from an ordinary eth-
ernet cable using a $1 antenna. The cable elec-
trically leaks information, which can be read
from up to tens of metres away. He was also
able to transmit information.

Guri’s method requires a direct physical
attack on an IT system, hence Russian ran-
somware villains may be unlikely to try it.
But Guri has found around a dozen other
ways to connect to air-gapped systems by
picking up leaked signals. One of his meth-
ods involves analysing the acoustic wave-
form emitted from the CPU and chassis
fans to transmit information, captured on a
nearby mobile phone at 900 bits an hour -
slow, but usable.

The only solution to this snooping is to
keep attackers at a physical distance or install
a Faraday cage, which blocks electromag-
netic transmissions. Even then, a physical
attack is possible. Hackers may break into a
facility and upload malware via a USB stick.
The Iranian national nuclear programme is
believed to have been compromised this way
- it was an air-gapped system.

Air gapping also faces a challenge from
alternative methods of protection. Zero
Trust networks for example, offer elevated
security with few of the downsides. In a
Zero Trust environment only a limited set
of approved devices can connect. Access

is limited by time. Users can access only a
narrow subset of systems. The philosophy
is based on the assumption that each access
could be a malefactor; it sets out to limit the
blast radius inside the internal network.

There are also One Way Links, using net-
work diodes. These allow data to travel only
one way through a system. “Unidirectional
communication could allow you to collect
data from a secured, usually air-gapped
place like a nuclear power plant,” says Steve
McGregory, senior director, security R&D
at Keysight Technologies. “This would
prevent someone from being able to con-
nect into the nuclear power plant through
that connection.”

So what’s the future for air gapping?

The inability to update air-gapped systems
means they grow ever weaker. The chances of
an accidental connection or rogue breach of
the gap are unpalatable. And naturally, a dis-
connected system is limited in its capability.
No emails, no upgrades, no data sharing with
the outside world: it's a high price to pay.

But there is a use case. Backups are vital
in combating ransomware, when infected
systems need to be restored. However, mal-
ware will seek out and infect backups. A
simple method to protect them is to place
them in an air-gapped storage unit. Labori-
ous, yes, but secure.

“Air gapping is the only real defence
against ransomware, which continues to
offer the biggest threat to information sys-
tems,” says Tony Proctor, principal lecturer
in cybersecurity at the University of Wol-
verhampton. “Many organisations have
kept their backup systems online for con-
venience when copying the live data. As
such they are highly vulnerable to ransom-
ware. Air gapping means that these back-
ups can be maintained offline and will not
be affected by the ransomware.”

As ransomware gangs like Evil Corp (yes,
that is its name) run rife, air gapping back-
ups may be the solution. It's not perfect. It's
labour intensive. But when disaster strikes,
it may prove to be the low-tech solution that
saves the company.@®

AIR GAPPING NOT CURRENTLY COMMON PRACTICE

Percentage of UK businesses who say that they have the following cybersecurity rules or controls in place

Up-to-date malware protection

A password policy that ensures that users set strong passwords

Firewalls that cover the entire IT network, as well as individual devices

Restricting IT admin and access rights

to specific users

Backing up data securely via company-owned devices

Only allowing access via company-owned devices

Security controls on company-owned devices (e.g. laptops)

An agreed process for staff to follow with fraudulent emails or websites

Backing up data securely via other means

Rules for storing and moving personal data securely

A policy to apply software security updates within 14 days

A VPN for staff connecting remotely

Monitoring of user activity

Separate Wi-Fi networks for staff and visitors

83%

79%

78%

75%

70%

64%

62%

58%

58%

49%

43%

34%

32%

32%

Department for Digital, Culture, Media & Sport and Ipsos MORI, 2021
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Assume breach in the
hybrid working age

Security leaders from across sectors joined a roundtable this month
to discuss the new realities of cyber risk in a hybrid working world
where breaches must now be assumed

Ben Rossi

t is now clear the end of
the pandemic will not see a
return to the working models

of the past, as organisations work on
designing new hybrid working prac-
tices. Exactly how that is defined dif-
fers from company to company. For
the security experts who participated
in this roundtable discussion, it’s the
cyber risk implications of this shift
that matters most.

The pandemic meant the need to
access data at all costs, remotely and
via the cloud, was suddenly a matter
of business survival. In many compa-
nies, it even changed the perception
of what data is, as the mindset of secu-
rity departments evolved from needing
to secure all endpoints, servers and
devices, to recognising a new reality
where the device is merely the place
where the data sits. The true value is in
the data. And even then, the question
isno longer just what data is where, but
who's using it, what for and how much
are they trusted?

In terms of core infrastructure, even
before the pandemic many enterprise
organisations were already treating all
employees as remote workers, on the
cloud, regardless of where they worked.
When the perimeter suddenly extended
to people’s bedrooms and lounges, how-
ever, it exposed the void between tech-
nology and culture. With workers likely to
be more relaxed, perhaps even careless,
when at home, the Covid-19 crisis has
presented an urgent need for more per-
sona-based activity around data access,
as well as a strong mindset shift driven
by education about threats, behaviours
and vulnerabilities.

“The perimeter model has been dead
for years and arguably so is the model
of locking things down,” says round-
table panellist Joseph Da Silva, CISO
at Electrocomponents. “We now must
assume breaches will happen. Things
will go wrong and our stakeholders need
to understand we won’t be able to fix
everything because this is a risk game.
The key now is how do you respond to
it and are you prepared? At the moment
most of our security models are built
from a technology perspective, how
do you prevent X and Y¢ The user is
typically a much lower consideration.
Cybersecurity has got to become much
more human centric at the design stage.”

Achieving that human centric-
ity means building security around
humans, not the other way around,
and striking the appropriate balance
between a frictionless user experience
and keeping a necessary level of secu-
rity and least privilege. It’s a tricky sub-
ject, not least because CISOs are keen
to now be seen as enablers, not block-
ers, to the wider business.

Education can minimise human error
but noteliminate it altogether, so security
measures must still be robust. Equally,
however, if users reject a process, it
becomes unusable, and constantly
prompting employees to prove who
they are can soon cause authentication
fatigue. Again, getting the right balance

requires a different mindset, adopting
the thought processes of attackers to
think about their lateral movement once
they have gained access.

“Once you assume they're in, it
changes the way you think about how
to protect the business, and you end
up protecting from the inside out
rather than the outside in,” says David
Higgins, EMEA technical director,
CyberArk. “Meanwhile there are things
we can do in terms of striking that bal-
ance. A lot of consideration has to be
had around identities and how they're
used consistently but also securely
whilst maintaining user experience.
We have to be more intelligent in how
we go through authentication, ana-
lysing behavioural patterns and using
more data sources than the standard
username-password combination.”

Steve Bond, group head of cyber-
security at William Hill, adds: “We've
got lots of good technical controls
and there are lots of technologies out
there, but if we want people to start
adopting more secure behaviours and
practices, we need to think about how
we're asking them to do that. We need
to ensure it's easy for them to do and
that it fits with how they work. That is
by far the biggest barrier to the adop-
tion of better security practices and
controls in William Hill. User experi-
ence is the most important aspect of
everything we are doing.”
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Once you assume
they're in, it changes
the way you think about
how to protect the
business, and you end
up protecting from the
inside out rather than
the outside in

As well as mastering the balance
between security and user experience
in this new world of assumed breach,
which relies on preparedness rather
than prevention, CISOs must also act
as a cultural change agent across the
business. Departmental silos are a
cybercriminal’s best friend, so secu-
rity leaders must transcend the entire
organisation and playbook the sce-
narios for a real business recovery,
not a security recovery, in the event
of a cyber attack. The close alighment
between the security and business
strategy is absolutely fundamental.

“l often hear people ask: how are you
going to build a security culture? But
the question should be: how are you

going to build more security into your
business culture?” says Kevin Brown,
managing director of security at BT.
“The last 18 months has shone a spot-
light on the role of the CISO as a busi-
ness enabler - a transition, almost,
from guard dog to guide dog. The busi-
ness must recognise why security mat-
ters. It's now known that security is
seen as a core business differentiator,
as consumers want to know how you're
looking after their data. An under-
standing of this across the business is
key to building the right culture.”

The technical recovery, in many
instances, will actually be relatively
straightforward following an attack.
The business recovery is more of a
challenge, and that’s where it’s criti-
cal that all of the people involved are
working collaboratively, with strong
alignment between the technology
department, the security department
and the rest of the business.

“When one team is left to deal with
the recovery, they tend to divert their
attention to what they know best,
which, for a technology team, is the
technical recovery,” said Karl Hoods,
CDIO at the Department for Business,
Energy and Industrial Strategy. “Earlier
thisyear | helpedthe Harris Federation,
a group of 50 schools, with 40,000
students, recover from a ransomware
attack and it required a whole organi-
sational approach.

“Nowadays responsibility for secu-
rity is much more integrated across
organisations and it has to be that way
or else you end up with a risk appe-
tite and a set of controls which are
misaligned. The days of the technical
or security team working in isolation
should be long gone”

Ultimately, the CISO must become a
diplomat. Security is the glue that drips
down between all the cracks of a busi-
ness and joins all of the departments
together. Businesses have seen the
hugely damaging impact of supply chain
attacks in the last year, and mustn’t let
their own departments fall to the same
fate. That means permeating across
the business to ensure security is thor-
oughly integrated, and utilising the
latest in technologies like identity.

“Ildentity is where | see the next
battlefield,” says Craig McEwen,
CISO at Anglo American. “You look at
zero trust approaches and the other
models of how people access what
is now no longer a perimeter-based
network - all of these ideas and future
ideas are going to coalesce around
identity. If you can get identity right,
you can enable and facilitate future
iterations of development in terms of
how people work. Identity is where it
ultimately lies.”

For more information please visit
cyberark.com
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To succeed, today’s CIOs must look outwards

To grasp the
opportunities of the
future, CIOs must
look beyond their
companies, placing
customer needs at the
heart of their efforts

Emily Hill

he doorway to success swings out-
wards, not inward,” says author

and spiritualist Robin S Sharma.
Should CIOs pay attention?

That philosophical wisdom could cer-
tainly be seen in recent comments by Rashmi
Kumar, HP senior vice-president and CIO. She
argues that CIOs must stop focusing inward
and look outside to thrive in an increasingly
technological and digital world.

“Being CIOs, our purpose should be to put
the customers first and not have technology
drive decisions around how we implement
that technology,” the Senior VP and CIO sug-
gested to CXOTalk’s Michael Krigsman in
September. “Don't try to solve a technology
problem. Try to solve a customer problem.”

That’s a challenge even when you have
the vast resources of HP. The global giant
is evolving but relies on processes that have
been in place for 30 years.

"It's not easy to take an 85-year-old com-
pany that has a very different mindset and
our partners who are themselves busy in
their own transformation, to pull them
together to create that end-to-end, more
efficient ecosystem” from a process and
technology perspective, she says.

Kumar’s advice - to concentrate on cus-
tomer problems - delights Professor Simon
Mosey, director of innovation and entrepre-
neurship at the University of Nottingham’s
Business School.

"Most companies have got innovation
envy, so their chief information officer will
constantly be hit over the head to ask: ‘Why
can’t we be more like Amazon? Our custom-
ers expect delivery on demand, to be kept
informed at all times and for every step in
the process to be easy and convenient — if
Amazon can do all that, why can’t we?””

Famously, all Amazon’s innovations
begin with a customer problem, Mosey
notes. This means that “in a meeting of
the high-ups, you have to set out on a page
what problem a customer is having that
you’re going to solve or why your idea would
improve on what they’re doing already ...
that entrepreneurial approach is baked into
their decision-making at board level."

We tend to think of the CIO as an inter-
nally focused role, tasked with helping
employees work in a slicker, more efficient
mannet, aided by IT. In the past, some CFOs
perceived CIOs as spenders on IT infra-
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Most companies have
got innovation envy so
their chief information
officer will constantly be
hit over the head to ask:
‘Why can’t we be more
like Amazon?’

structures “that don't seem to impact the
bottom line positively, a negative dent with
not much to show for it unless you under-
stand the frameworks being bought", says
Lucy Kallin, managing director of the exec-
utive search agency Noventure.

This view has been revolutionised by
the Covid-19 pandemic, Kallin says, when
IT departments ensured their colleagues
could work remotely. While most were seen
as heroes, other companies thought “that’s
what they should do as standard," she adds.

Chief human resources officers (CHROS)
and other board members are now faced

Shannon Fagan via Gettylmages

with a workforce that’s interested in hybrid
working contracts. The market is more
open than ever, enabling leaders to access
skills beyond their geographical borders.
In this context, “CIOs have to ensure that
the solutions they implemented to solve
a crisis have the legs to go the distance,"
Kallin warns.

Helena Nimmo is CIO at software com-
pany Endava. She thinks an increasingly
outward-looking focus is a question of not
just adapting to reality but embracing it.

"Technology has bled into every aspect
of modern-day life and can have a hugely

detrimental effect on a business’s ability to
function if it fails," she says.

Technology’s crucial operational role
means that more and more practical tech-
nologists are embedded in senior leader-
ship teams, Nimmo adds, meaning “the
value of technology to solve customer prob-
lems, not just internal ones, can be better
realised. In my role as CIO, being a business
leader - not just a tech leader - is essential
to customer success."
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The role should now be
viewed as essential to
customer success as it
incorporates everything
from operations to
innovation to delivery,
and most importantly,
customer experience

As Bill Gates has pointed out, "informa-
tion technology and business are becoming
inextricably interwoven. I don't think any-
body can talk meaningfully about one with-
out talking about the other.”

Throughout the pandemic, organisations
have scrambled to quickly create new digi-
tal properties, aiming to address business
challenges like supply chain management,
customer relationships and employee com-
munications, Nimmo says. CIOs are now
increasingly vital to ensure a competitive
business edge and are responsible for a
wider landscape.

“The role should now be viewed as essen-
tial to customer success as it incorporates
everything from operations to innovation
to delivery, and most importantly, cus-
tomer experience - all at the same time."

It’s increasingly hard to define what a con-
ventional CIO does because the role no longer
exists in the traditional sense. Nowadays the
CIO’s responsibilities depend on the sector
and the size of the company. Technology is so
pervasive and there are so many technology
leaders and labels that it’s difficult to draw a
box around any C-suite role.

The board is an ever-expanding entity.
Beginning with a CEO, companies soon
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found they needed a CFO, then a COO and
then a CHRO. Now it feels like new roles
emerge on a daily basis. However, the busi-
nesses built for future success will always
put the end user at the centre of their deci-
sion-making, as the giants of Silicon Valley
have shown.

Ultimately, the CIO’s approach will depend
ontheir company’s needs. They must develop
a full understanding of the end-to-end pro-
cesses that serve their customers. For exam-
ple, Kumar is focused on changing printing
needs and how HP can facilitate these to
remain relevant in the future.

Data is now invaluable at a strategic busi-
ness level, as well as internally. For many
CIOs, leading, managing and implement-
ing a digital transformation strategy is
now a fundamental part of the role. This
means employing talented people who can
be trusted to deal with internal challenges,
enabling CIOs to focus on external stake-
holders. Delegation is all important when
offering the best support to customers.

C-suites that fail to embrace diversity and
inclusion can hold businesses back. The mur-
der of George Floyd in the US in 2020 "cata-
lysed a reckoning around racial injustice
that led many corporate leaders to seek to
evolve their organisations to meet today’s
tremendous societal challenges”, noted the
Harvard Business Review.

A survey of the publication’s read-
ers found that 65% of respondents
did not think their organisations
were diverse and inclusive. Its
analysis showed that better diver-
sity on the board improved
decision-making.

Anyone in a position of
authority — not just CIOs — should
look at the business from the perspec-
tive of “others who are usually under-
served or not involved in the innova-
tion decision-making”, says Mosey.
Afirststepistothink of things from
a customer’s point of view, both in
terms of existing customers and
those the company is targeting.

“With tech groups particularly,
they tend to neglect the customers
that don’t fit the profile of the sen-
ior management team, which is usually
‘pale, male and stale
“So you’re not looking at characteris-
tics of gender, race or disadvantaged
communities who aren’t in a position of
decision-making - they don’t tend to be
represented in innovation."

Companies need to gain insight into
lived experience and develop systems
and services to match. When the CIO
thinks like an entrepreneur, they’re able to
adapt before their businesses are disrupted
by nimbler startups. That’s better than
playing catch up or — even worse - find-
ing they’re too late to react and the busi-
ness is doomed. This means harnessing the
capabilities that the best CIOs have long
cultivated.

"Put the training wheels on first,"
Mosey says. Before asking customers
about their problems, change the way you
work within the organisation to ensure
you can offer solutions.

The first step is actually to reach out to
employees to ask: “‘What problems have we
got that we’re not solving?’” If your internal
systems, procedures and decision-making
become more representative of the work-
force, you should find you become more
representative of customers.

Ultimately, the shift to successful out-
ward thinking begins by looking inward. @

WHAT THE CIO WANTS THEIR REMIT TO BE

>

.. Mosey argues.

Percentage of global progressive ClOs who say they
would like to do significantly more of the following

56%

Educating the organisation

48%

Work with other

departments on
innovation projects

46%

Traditional

Data governance

44%

Data science

40%

Data cleansing
and preparation

38%

Ad hoc analysis
requests

IT technology
support

35%

Reconciling of data
from disparate sources

31%

Audit support

29%

Report creation

Deloitte and Workday, 2021

Does the C-suite still need a CTO?

At first glance, demands for a growing
external ClO role might cause CTOs
some consternation. Traditionally, their
focus has been on external products,
while CIOs focus on internal processes.

CTOs have concentrated on the
customers, while ClOs look to employees.
CTOs lead external innovation, while ClIOs
focus on internal productivity.

The distinction between CIO and
CTO may seem opaque to outsiders.
Essentially, CIOs focus on software,
while CTOs look to hardware.

Cyril Silverman, CTO at DeepStream,
sees the roles as two sides of the
same coin. Both need to think about
customer needs. "All information
and technology decisions, whether
internal or external, eventually impact
the customer," he says, arguing that
technology and information are
distinct specialisms that require
nuanced expertise.

Customers, workforce and
technology choices are intertwined,
Silverman says; ignoring this fact will

lead to organisational systems that
struggle to empower customers.

“In this fast-paced, digital era, there
is an increasing premium attached to
lateral thinking and creative solutions
- the object is to cultivate a more
entrepreneurial mindset because
that, in a nutshell, is what being an
entrepreneur is all about."

It’s also worth remembering that
historically, C-suite roles were filled
by men. An Oliver Wyman report from
last year suggested that as few as 20%
of women hold these positions today.
Among Fortune 1000 companies,
the figures look even worse: women
comprise just 6% of CEOs.

But with the future of companies so
dependent on cutting-edge innovation,
it’s likely the ClIOs and CTOs of the
future will look very different.

"They will be more diverse - and not
just demographically. More women
and people of colour emerge as
leaders in a sector that’s mainly white
male and middle aged. Remaining truly

relevant is urgent for every CIO today,"
Kallin explains.

It’s not just a case of working with
stronger digital skills - the end client is
different, Kallin notes.

“"CFOs talk about growth and CIOs
need to enable that, not just in
terms of new toys from the CTOs but
thinking - with that entrepreneurial
mindset we need to cultivate - about
what it all means for the customer
experience and the ultimate success
of the business."

But does a company really need
both¢ For Mosey, the focus must be
on the customer. That means C-suites
need a chief innovation officer. He uses
Apple as an example.

“Famously, they're very good
at getting the hardware and the
software right and actually on their
board they have a designer. Getting
the hardware (CTO) and software
(CIO) to work together seamlessly
would be my definition of what a chief
innovation officer does."
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Cyber resilience -
planning for what
happens after cyber
criminals hit

Smart and determined threat actors are using ever more innovative
means to attack your business, that’s why cyber resilience - the ability to
bounce back - is as in-demand as cybersecurity

s Graff jewellers count the
cost of a hack exposing 69,000
client details, including those

of Donald Trump and Oprah Winfrey,
hacking groups are proving every week
that they are capable of accessing any
tier of business and society.

Ransomware attacks in particular
have been taken to a new level of threat
with ‘ransomware as a service (Raa$),
pay-for-use tools which allow non-spe-
cialist criminals to become hackers.
RaaS operations like the BlackMatter
ransomware group even shut down
farming co-ops in lowa and Minnesota
recently, impacting 2500 farmers.

As Lindy Cameron, CEO of the UK's
NCSC (National Cyber Security Council),
stated at the Cyber 2021 conference at
Chatham House, “Many (businesses)
have no incident response plans, or
ever test their cyber defences.”

The post-Covid, work-from-home
workplace comprises hundreds, if
not thousands, of devices, apps, data,
and endpoints, all of which may be
exploited by threat actors seeking to
gain access and exploit data for profit.
Cybercriminals hacked a US casino by
accessing the Wi-Fi controlled ther-
mometer gauge on an ornamental fish
tank. They managed to steal a 10GB
tranche of data.

This is why having a true disaster
recovery solution is your best get-out-
of-jail card against cybercrime, ensur-
ing data can be recovered, no matter
the situation.

The evolution of business
continuity and disaster

recovery (BCDR)

Backing up data alone is no longer
enough, says Greg Jones, director of
business development for the EMEA
regions at Datto, a security and busi-
ness continuity disaster recovery
(BCDR) company which deals with the
fallout from the increasing number of
cognitive ransomware attacks.

"Once bad actors have compro-
mised your network and have a copy
of your data, they then go for your
back up device and attempt to compro-
mise or destroy it. That is exploding at
the moment”

Because of this, cyber resiliency,
unfortunately, is not a project you
tick off by simply buying products.
“Incidents will almost certainly happen,
accidentally or maliciously,” says Jones.
“The focus for businesses should be
on keeping systems up and running
during recovery, to reduce downtime
and minimise the overall impact of any
cyber attack.”

This is why air gap technology - a
security mechanism previously only
used by stock exchanges, banks and
big government - has become a key
weapon in the BDRC armoury as it seals
off networks and data from any human
or technological threats. Air gaps are
an electronically disconnected net-
work that cannot be accessed or
deleted, allowing you to rely on these to

redeploy your company in the wake of a
cyber attack.

Businesses should seek to protect all
data no matter whether it lives on lap-
tops, desktops, physical servers, virtual
servers or software as a service data,
such as Google Workspace. “Follow
the 321 rule,” says Jones. "Keep at least
three copies of your data stored. Two
backup copies on different devices
or storage media. Keep at least one
backup copy offsite.”

Creating a business that is

cyber resilient

Cyber resilience addresses under-
standing the potential leaks and holes
in your business processes - whether
they are human or digital - and seeks to
have a plan in place focused on three
key pillars: people, processes and
technology. Datto advises businesses
about the weak links caused by people
and processes first and only when
these have been covered do they then
fillin any gaps with technology.

These weaknesses in business pro-
cesses are often not obvious from
within the company. Hackers can target
casual or permanent staff with bribes
to provide access and there are even
weaknesses when hosting in-person
events. Vertical-specific events, such
as banking conferences, have been tar-
geted with hackers taking promotional
USB devices from marketing stalls at
the event.

66

When looking for a
business continuity

and disaster recovery
solution, businesses
must ask the question:
how long can they afford
to be offline?

“"They’ll keep the promotional people
talking while a second person takes a
handful of the drives away, goes to a
cafeteria and loads malicious software
on there. They then return to the stall
and drop all the devices back into the
jar, potentially infecting however many
banking organisations.” says Jones.

It is also key to reduce the level of
access staff have, not just for deliber-
ate misuse but for accidental damage.

“Approach everything with zero
trust,” says Jones. “The CEO should
actually have almost the least access
within the business from an IT point
of view. Why give them the keys to

the kingdom - i.e. an administrator’s
account? In many instances people are
given way more than they need - apply
the theory of minimal access control.”

To create a multi-layered approach,
apply single sign-on and two-fac-
tor authentication controls as well as
cloud deletion defences. This reduces
the impact of any accidental or mali-
cious attacks.

How long can you afford to

be offline?

When looking for a business continuity
and disaster recovery solution, busi-
nesses must ask the question: how
long can they afford to be offline? If it’s
any period longer than a few minutes,
businesses have to plan ahead to mit-
igate risk.

Business recovery should create a
recovery point objective (RPO), which
details the amount of data that - after
your most recent backup - your oper-
ation can lose before significant harm
occurs. From there, create a recovery
time objective (RTO), which under-
stands the amount of time that a
system or application can be down
without causing significant damage to
the business, as well as the time spent
restoring the application and its data.

This helps you understand the size of
the window of opportunity your busi-
ness has to bounce back from a cyber
crisis. A true BCDR solution should
have you up and running in minutes,
not hours, days, or weeks and it should
take into account all disaster risks.

This can mean, if you are using an
off-site data storage solution, that
your data centres are in a secure loca-
tion. "At Datto we have twelve data cen-
tres around the world," says Jones. "We
take hundreds of checklists into con-
sideration before we decide on a loca-
tion. For example, the location must
not be on a flight path, a floodplain, or
be an earthquake risk."

In an era of supply chain shortages,
businesses looking to buy new serv-
ers can sometimes face significant
lead times with regards to delivery, in
some cases weeks or months for deliv-
ery. However, smart BCDR should also
negate this risk. “We can have you
operational within minutes, no matter
what the issue is” says Jones.

The question facing many businesses
is not if they might face a cyber attack,
but what they will do if and when one is
successful. It is sensible to have a para-
chute in place, and that includes BCDR
expertise in creating a holistic 360
degree approach to protecting your
business in the digital age.

For more information please visit
datto.com
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@@THE FUTURE CIO

How to hire
your first CIO

It’s the first time your business has recruited
a CIO. How do you ensure you find the right

person for the job?

Sally Whittle

s technology grows in importance
o for a range of businesses, many

will consider hiring a CIO. So
what does the recruitment process involve
and what skills should you seek in the
winning candidate?

Businesses now face huge demand for
secure hybrid working and integration of
multiple cloud-based apps and services, not
to mention the need to incorporate digital
transformation into the broader business
strategy. Isn’t it time someone took charge,
ensuring your technology strategy and busi-
ness strategy are fully aligned?

If you’re at the point in your business jour-
ney where you know that technology will
play a central role in driving growth and
shareholder value, you're probably ready for
your first CIO, says Anna Barsby, co-founder
of consulting firm Tessiant and former CIO
at Asda, Morrisons and Halfords.

“Adding a CIO to the management team
helps to drive growth because it improves
your IT strategy and efficiency. Making pro-
cesses more efficient reduces costs and frees
up employees to focus on higher-value tasks,
which in turn drives more value,” says Barsby.

Despite the widespread skills shortage,
there’s a good chance youw’ll be inundated
with applications for a new CIO role, says Joe
Topinka, a chief information security officer
(CISO) with Fortalice who provides consult-
ing and coaching to new CIOs.

“Recently, the HR director at a mid-sized
company told me they’d received 300 appli-
cants within 24 hours of posting a vacancy
for a CIO on LinkedIn,” says Topinka. “There
is great value in finding an experienced
recruitment search team who have ‘been
there and done that’ before,” he says.

Barsby also recommends using specialist
support to identify the right candidate. “I've
seen people just hire someone they know
already who knows about IT, and it generally
doesn’t work too well,” she says.

That’s because a successful CIO must be
a conduit between your business leadership
team and the IT team. They need to under-
stand how to leverage technology to deliver
against a business strategy, as well as iden-
tifying opportunities to use technology to
improve business efficiency, performance
and innovation.

Your CIO will need to know about more
than just technology. “The CIO role has
changed enormously over the last decade
and the new breed of CIO is definitely people
first, technology second. Modern CIOs need
to understand that technology is an enabler
of people,” says Barsby.

Working with a specialist recruiter can
help you identify candidates who combine
the technical expertise required of a CIO
with the necessary communication and
strategic skills. The CIO job description
needs to prioritise business strategy over
technology, while also stressing the impor-
tance of being able to lead and inspire people
to embrace change, says Chris Underwood,
managing director of executive search firm
Adastrum Consulting.

Underwood suggests looking for a
CIO with high levels of both digital
and emotional intelligence. “To me,
digital intelligence is understand-
ing digital innovation and how to
exploit it to deliver against busi-
ness objectives, while emotional
intelligence means someone can
unite teams to embrace change,
which helps you to retain the best
talent and develop future leaders,”
says Underwood.

An effective CIO needs to be able
to lead and inspire people, deliver-
ing change while also watching out
for future change coming over the hill.
Above all, they must be a good communi-
cator, adds Barsby. Your CIO will be a link
between the tech world and the business.

DEMAND FOR CIOS SET TO RISE

Total number of chief information officer and IT manager jobs
in the United States in 2020, and total projected for 2030

446,130

2020

507,920

2030

CompTIA, 2021
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“They need to be an interpreter in some
ways, understanding what the business
needs and conveying that to technology pro-
fessionals,” Barsby says. “Equally, they must
be able to explain to the board, in business
terms, what is possible with technology,
and facilitate a two-way conversation
between business and IT.”

In some respects, hiring your
first CIO might be the easy part.
Now you need to be ready for
the changes that their role will
bring. Many business lead-
ers employ a CIO to deliver
change but then struggle
to adopt that change them-
selves, says Underwood.
“It is very easy to talk
about transformation and
change, but it can be really
challenging when someone
comes into a CIO role and actu-
ally wants to change how the busi-
ness operates. That change has to
be agreed, accepted and cascaded all
through the senior leadership team if it is
going to be successful,” he says. @

Top questions for
apotential CIO

01 What'’s your track record?

Your CIO should have a legacy of
delivering business strategy. Ask about
how they have achieved and evolved
strategy in previous positions - this is
more important than specific industry
or platform experience.

02 can you add value?

Along with being a business leader,
your new ClO needs to have the
experience to focus on projects that
drive revenues or profit. Do they
understand how their current project
portfolio performs in these terms?

03 are you an effective talent coach?
Executives are often afraid of
technology, so look for someone you
wouldn’t be scared to ask a dumb
question. Ask about prior experience
coaching a team - do they help build
skills and knowledge in their wider team?

04 Are you a partner?

A great CIO doesn’t just deliver
technological services. They should
be a strategic partner, happy to take
an active role in driving strategy. They
must collaborate with other business
unit leaders and use technology to
drive strategic growth.

CIO or CTO:
what’s the difference?

For many years the terms CIO (chief
information officer) and CTO (chief
technology officer) were used
interchangeably. However, that’s no
longer the case.

Today, a CIO is a business strategist
who advises the leadership team on
how to leverage technology to deliver
business innovation, transformation
and strategy. A good CIO understands
IT systems and services, but they
don’t need to be an expert in specific
platforms or technologies. Their role
is to understand how technology helps
the organisation deliver its strategy and
become more efficient.

Meanwhile, the CTO is someone
who handles the operational side of
IT, helping to shape how IT platforms
and applications need to evolve to
meet the organisation’s strategic
needs. A good CTO is a technical
visionary, with a strong understanding
of new technology services and
platforms. They will often be
responsible for liaising with external
suppliers and partners to build an
effective IT architecture.
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